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EXPLANATORY MEMORANDUM

1 CONTEXT OF THE PROPOSAL

This explanatory m emorandum presents in further detail the proposed new legal fram ework
for the protection of personal data in the EU as set out  in Communication COM (2012) 9
final'. The proposed new legal framework consists of two legislative proposals:

— aproposal for a Regulation of the Europ ean Parliam ent and of the Council on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation), and

— aproposal for a Directive of the European Pa rliament and of the Council on the protection
of individuals with regard to the processing of personal data by com petent authorities for
the purposes of prevention, invest igation, detection or prosecuti on of criminal offences or
the execution of criminal penalties, and the free movement of such data®.

This explanatory m emorandum concerns the  legislative proposal fora Ge  neral Data
Protection Regulation.

The centrepiece of existing EU legislation on personal data protection, Directive 95 /46/EC’,
was adopted in 1995 with two objectives in m  ind: to protect the fundam ental right to data
protection and to guarantee the free flow of  personal data between Mem ber States. It was
complemented by Framework Decision 2008/977/JHA as a general instrum ent at Union level
for the protection of personal data in the areas of police co-operation and judicial co-operation
in criminal matters”.

Rapid technological developments have brought new challenges for the protection of personal
data. The scale of data sharing and collecting has increased dramatically. Technology allows
both private com panies and public authorities to m ake use of personal data on an
unprecedented scale in order to pursue their activities. Individuals increasingly make personal
information available publicly and globall y. Technology has transform ed both the econom y
and social life.

Building trust in the online environment is key to economic development. Lack of trust makes
consumers hesitate to buy online and adopt ne w services. This risks slowing down the
development of innovative uses of new technologie s. Personal data protection therefore plays

“Safeguarding Privacy in a Connected World — A European Data Protection Fram ework for the 21st

Century” COM(2012) 9 final.

2 COM(2012) 10 final.

3 Directive 9 5/46/EC of t he European Pa rliament and of t he C ouncil of 2 4 Oct ober 19 950 n 't he
protection of individuals with regard to the processing of personal data and on the free movement of
such data, OJ L 281, 23.11.1995, p.31.

Council Framework Decision 2008/977/JHA of 2 7 November 2008 on the protection of personal data
processed i n the f ramework o f police a nd judicial coope rationi n criminal matters, OJ L 350,
30.12.2008, p. 60 (‘Framework Decision’).
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a central role in th e Digital Agenda f or Europe >, and m ore generally in the Europe 2020
Strategy6.

Article 16(1) of Treaty on the Functioning of the Eu ropean Union (TFEU), as introduced by
the Lisbon Treaty, establishes the principle that everyone has the right to the protection of
personal data concerning hi m or her. Moreove r, with Article 16(2) TFEU, the Lisbon Treaty
introduced a specific legal basis for the adoptio n of rules on the protection of personal data.
Article 8 of the Charter of Fundamental Rights of the EU enshrines protection of personal data
as a fundamental right.

The European Council invited the Comm ission to evaluate the functioning of EU instrum ents
on data protection and to pres ent, where necessary, further legislative and non-legislative

initiatives’. In its resolution on the Stockholm Progra mme, the European Parliam  ent®
welcomed a comprehensive data protection scheme in the EU and among others called for the
revision of the Framework Decision. Th e Commission stressed  in its Action P lan

implementing the Stockholm Programme ’ the need to ensure that the fundam ental right to
personal data protection is consistently applied in the context of all EU policies.

In its Communication on “A comprehensive appr  oach on personal data protection in the
European Union”'?, the Commission concluded that the EU needs a more comprehensive and
coherent policy on the fundamental right to personal data protection.

The current fra mework remains sound as far as its objectives and princi ples are concerned,
but it has not prevented fragm entation in the way personal data protection is im plemented
across the Union, legal uncertain  ty and a widespread public ~ perception that there are
significant risks assoc iated notably with online activ ity''. This is why it is tim e to build a
stronger and m ore coherent data protection fra mework in the E U, backed by strong
enforcement that will allow the digital econom y to develop across the internal m arket, put
individuals in control of thei r own data and reinforce lega  1and p ractical certainty for
economic operators and public authorities.

2. RESULTSOF CONSULTATIONSWITH THE INTERESTED PARTIESAND
IMPACT ASSESSMENT

This initiative is the res ult of extensive consultations with all major stakeholders on a review
of the current legal fram ework for the protection of personal data, which lasted for more than
two years and included a high level conference in May 2009 12 and two phases of public
consultation:

°C OM(2010)245 final.

e OM(2010)2020 final.

! ”The Stockholm Programme — An open and secure Europe serving and protecting citizens”, OJ C 115,
4.5.2010, p.1.

Resolution of the E uropean Parliament on the on the C ommunication fr om the C ommission to the
European Parliament and the Counc il — An area of free dom, security and justice serving the citizen —
Stockholm programme adopted 25 November 2009 (P7_TA(2009)0090).

’C OM(2010)171 final.

e OM(2010)609 final.

Special Eu robarometer (EB) 3 59, Data Protection and Electronic ldentity in the EU ( 2011):
http://ec.europa.cu/public_opinion/archives/ebs/ebs 359 en.pdf .
http://ec.europa.eu/justice/newsroom/data-protection/events/090519 en.htm.
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— From 9 Jul yto 31 De cember 2009, the Consultation on the legal framework for the
fundamental right to the protection of personal data. The Comm ission received 168
responses, 127 from 1 ndividuals, business orga nisations and associations and 12 from
public authorities."?

— From 4 Novem ber 2010 to 15 January 2011, the Consultation on the Commission's
comprehensive approach on personal data protection in the European Union. The
Commission received 305 responses, of which 54 from citizens, 31 from public authorities
and 220 fr om private organisations, in pa rticular business associations and non-
governmental organisations.'*

Targeted consultations were also conducted with key stakeholders; specific events were
organised in June and July 2010 with Mem  ber State authorities and with private sector
stakeholders, as well as privacy, data protection and consumers' organisations'". In November
2010, European Commission’s Vice -President Reding organised a roundtable on the data
protection reform. On 28 January 2011 (Data Protection Day), the European Commission and
the Council of Europe co-organis ed a high level conference to discuss issues related to the
reform of t he EU legal fram ework as well as to the need for common data protection
standards worldwide'®. Two conferences on data protection were hosted by the Hungarian and
Polish Presidencies of the Council on 16-17 June 2011 and on 21 September 2011
respectively.

Dedicated workshops and seminars on specific issues were held throughout 2011. In January
ENISA' org anised a workshop on d ata breach notifications in Europe '*. In February, the
Commission convened a workshop with Mem ber States' authorities to discuss data protection
issues in th e area of police co  -operation and judicial co -operation in crim inal m atters,
including the im plementation of the Fram ework Decision, and the Fundam  ental Rights
Agency held a stakeholder consultation m  eeting on "Data Pro  tection and Priv acy". A
discussion on key issues of the reform was held on 13 July 2011 with national Data Protection
Authorities. EU citizens were consulted through a Eurobaro meter survey held in November-

December 2010 '°. A number of studies were also launched.  The “Article 29 W orking
5921

Party”' provided several opinions and useful input to the Commission **. The European Data

13 The no n-confidential co ntributionscan b econ sultedon th eCo mmission’sweb site:
http://ec.europa.cu/justice/newsroom/data-protection/opinion/090709_en.htm.

14 The no n-confidential co ntributionscan b econ sultedon th eCo mmission’sweb site:
http://ec.europa.cu/justice/newsroom/data-protection/opinion/101104_en.htm.

13 http://ec.europa.eu/justice/newsroom/data-protection/events/100701_en.htm.

16 http://www.coe.int/t/dghl/standardsetting/dataprotection/Data_protection_day2011_en.asp.

17 European Network a nd Information Securi ty Age ncy, d ealing with secu rity issu es related to
communication networks and information systems.

'8 See http://www.enisa.europa.eu/act/it/data-breach-notification.

19 Special Eu robarometer (EB) 3 59, Data Protection and Electronic Identity in the EU ( 2011):
http://ec.europa.eu/public_opinion/archives/ebs/ebs 359 en.pdf.

2 See the Sudy on the economic benefits of privacy enhancing technologies and the Comparative study

on different approaches to new privacy challenges, in particular in the light of technological
devel opments, January 2010

(http://ec.ecuropa.eu/justice/policies/privacy/docs/studies/new_privacy_challenges/final report_en.pdf)..
The Working Party was set up in 1996 (by Article 29 of Directive 95/46/EC) with advisory status and
composed of representatives of national Data Protection Supervisory Authorities (DPAs), the European
Data Pro tection Sup ervisor (EDPS) and the Co mmission. For m ore in formation on its activ ities see

http://ec.europa.eu/justice/policies/privacy/workinggroup/index_en.htm.
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Protection Supervisor alsoi ssued a com prehensive op inion on the issue s r aised in the

.. . .23
Commission's November 2010 Communication™.

The European Parliament approved by its resolution of 6 July 2011 a report that supported the
Commission’s approach to reform ing the data protection f ramework.** The Council of the
European Union adopted conclusions on 24 Febr uary 2011 in which it broadly supports the
Commission's intention to ref orm the data protection fram ework and agrees withm  any
elements of the Commission' s app roach. Th e European E conomic and Social C ommittee
likewise supported the Commission's aim to ensure a more consistent application of EU data
“protection rules across all Member States an appropriate revision of Directive 95/46/EC.*°

During the consultations on the comprehensive a pproach, a large m ajority of stakeholders
agreed that the general principl es remain valid but tha t there is a need to adap t the current
framework in order to better re spond to challenges posed by the rapid developm ent of ne w
technologies (particularly onl ine) and increasing globalisa  tion, while m aintaining the
technological neutrality of the legal framework. Heavy criticism has been expressed regarding
the current fragmentation of personal data protection in the Union, in particular by econom ic
stakeholders who asked for increas ed legal certainty and harmonisation of the rules on th e
protection of personal data. The complexity of the rules on international transfers of personal
data is con sidered as constituting a subs tantial im pediment to th eir op erations as they
regularly need to transfer personal data from the EU to other parts of the world.

In line with its “Bet ter Regulation” policy, the Comm ission conducted an im pact assessment
of policy alterna tives. The im pact assessm ent was based on the three  policy objectives of
improving the internal m arket dimension of da ta protection, m aking th e exercise of data
protection rights by individuals more effective and creating a com prehensive and coheren t
framework covering all areas of Union competence, including police co-operation and judicial
co-operation in crim inal m atters. T hree policy op tions of different degrees of intervention
were ass essed: the first option con sisted of minimal legislative am endments and the use of
interpretative Communications and policy support measures such as funding programmes and
technical tools; the second option comprised a set of legislative provisions addressing each of
the issue s identif ied in the analys is and the third option =~ was the centra lisation of data
protection at EU level through precise and detaile d rules for all sectors and the establishm ent
of an EU agency for monitoring and enforcement of the provisions.

According to the Comm ission's es tablished methodology, each policy option was assessed,
with the help of an Interservice steering group, against its effectiveness to achieve the policy
objectives, its econom ic im pact on stakehol ders (including on the budget of the EU

2 See in particular the following opinions: on the "Future of Privacy" (2009, WP 168); on the concepts of

"controller” and “processor” (1/2010, WP 169); on online behavioural advertising (2/2010, WP 171); on
the principle of accountability (3/2010, WP 173); on applicable law (8/2010, WP 179); and on consent
(15/2011, WP 187). Upon the Commission's request, it adopted also the three following Advice Papers:
on notifications, on sensitive d ata and on th e practical im plementation o f Article 2 8(6) ofthe Data
Protection Directive. They can all be ac cessed at: http://ec.europa.ceu/justice/data-protection/article-
29/documentation/index_en.htm.

= Available on the EDPS website: http://www.edps.europa.eu/EDPSWEB.

24 EP resolution of 6 July 2011 on a comprehensive approach on personal data protection in the European
Union (2 011/2025(INI), http://www.europarl.europa.cu/sides/getDoc.do?type=TA&reference=P7-TA-
2011-0323&language=EN&ring=A7-2011-0244 (rapporteur: MEP Axel Voss (EPP/DE).

¥ SEC(2 012)72.

* CESE 999/2011.
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institutions), its social impact and effect on fundam ental rights. Environmental impacts were
not observed. The analysis of the overall im  pact led to the develop ment of the preferred
policy option which is based on the second opti  on with som e elements from the other two
options and incorporated in the present propos al. According to the impact assessment, its
implementation will lead inter alia to considerable improvements regarding legal certainty for
data con trollers and ¢ itizens, r eduction of adm inistrative burden, consistency of data
protection enforcement in the Unio n, the effectiv e possibility of individu als to exercise their
data protection rights to the prot ection of personal data within the EU and the efficiency of
data protection supervision and enforcem ent. Implementation of the pr eferred policy options
are also expected to contribute to the Commission's objective of si mplification and reduction
of adm inistrative burden and  to the ob jectives of the Digita | Age nda f or Eu rope, the
Stockholm Action Plan and the Europe 2020 strategy.

The Im pact Assessm ent Board delivered an o pinion on the draft impact ass  essment on
9 September 2011. Following the IAB opinion, the following changes were m ade to the
impact assessment:

— The objectives of the cu rrent legal fram ework (to what extent they we re achieved, and to
what exten t they were not), asw  ell as th e objectives of the envisaged reform  were
clarified;

— More ev idence and ad ditional exp lanations/clarification w ere add ed to the p roblems'
definition section;

— A section on proportionality was added;

— All calculations and estim ations related to adm inistrative burden in the baseline scenario
and in the preferred option ha  ve been entirely reviewed and revised, and the relation
between the costs of notifications and the ove rall fragm entation costs has been clarified
(including Annex 10);

— Impacts on m icro, s mall and m edium enterprises, particularly of data protection officers
and data protection impact assessments have been better specified.

The impact assessment report and an executive summary are published with the proposals.

3. LEGAL ELEMENTSOF THE PROPOSAL
3.1 Legal Basis

This proposal is based on Article 16 TFEU, which is the new le gal basis for the adoption of
data protection rules introduced by the Lisbon T reaty. This provision allows the adoption of

rules relating to the protection of individuals with regard to the processing of personal data by
Member States when carrying out activities which fall within the scope of Union law. It a Iso
allows the adoption of rules relating to the free movement of personal data, including personal
data processed by Member States or private parties.

A Regulation is considered to be the m ost appropriate legal instru ment to define the

framework for the protection of personal data  in the Unio n. The dire ct applicability of a
Regulation in accordance with Article 288 TFEU will reduce legal fragmentation and provide
greater legal certainty by introducing a harmonised set of core rules, improving the protection
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of funda mental rights of indi  viduals and contributing to th e functioning of the Internal
Market.

The reference to Article 114(1) TFEU is onl y necessary for am ending Directive 2002/58/EC
to the extent that tha t Directive also provides for the protection of the le gitimate interests of
subscribers who are legal persons.

3.2. Subsidiarity and proportionality

According to the principle of subsidiarity (Ar ticle 5(3) TE U), action at Union level shall be
taken only if and in so f ar as th e objectives envisaged cannot be ac hieved sufficiently by
Member States, but can rather, by reason of th e scale or effects of the proposed action, be
better ach ieved by the Union. In the ligh t of the problems outlined ab ove, the an alysis of
subsidiarity indicates the necessity of EU-level action on the following grounds:

— The right to the protection of  personal data, enshrined in ~ Article 8 of the Charter of
Fundamental Rights, requires the sam e level of data protection throughout the Union. The
absence of common EU rules woul d create the risk of differen t levels of protection in the
Member St ates and create restrictions on cr  oss-border flows of personal data between
Member States with different standards.

— Personal data are transferred across national boundaries, both internal and external borders,
at rapidly increasing rates. In addition, ther e are practical challenges to enforcing data
protection legislation and a need for co- operation between Mem ber States and their
authorities, which needs to be organised at EU level to ensure unity of application of Union
law. The E U is also best placed to ensure effectively and consistently the sam e level of
protection for individuals when their personal data are transferred to third countries.

— Member States cannot alone reduce the problems in the current situation, particularly those
due to the fragmentation in national legislations. Thus, there is a specific need to es tablish
a harm onised and coherent fram ework allowing for a s mooth transfer of personal data
across borders within the EU while ensuring effective protection for al 1 individuals across
the EU.

— The proposed EU legislative actions will be more effective than similar actions at the level
of Member States because of the nature and scale of the problems, which are not co nfined
to the level of one or several Member States.

The principle of proportionality requires that any intervention is targeted and does not go
beyond what is necessary to achieve the objectiv es. This principle has guided the preparation
of this proposal from the identification and ev  aluation of alternative policy options to the
drafting of the legislative proposal.

3.3. Summary of fundamental rightsissues

The right to protection of persona 1 data is es tablished by Article 8 of the Charter an d Article
16 TFEU and in Article 8 of the ECHR. As underlined by the Court of Justice of the EU*’, the
right to the protection of personal data is not  an absolute right, but must be considered in

= Court of Justice ofthe EU, j udgment o f 9.11.2010, Jo ined Cases C- 92/09 and C-93/09 Volker und
Markus Schecke and Eifert [2010] ECR 1-0000.

EN



EN

relation to its function in society”®. Data protection is closely linked to respect for private and
family life protected by Article 7 of the Charter. This is reflected by Article 1(1) of Directive
95/46/EC which provides that Mem ber States shall protect funda mental rights and freedom s
of natural persons and in partic ular their right to priv acy with respect of the processing of
personal data.

Other potentially affected fundam ental rights enshrined in the Charter are the f ollowing:
freedom of expression (Article 11 of the Charter); freedom to conduct a business (Article 16);
the right to property and in part icular the p rotection of intellectual property (Article 17(2));
the prohibition of any discrim ination amongst others on grounds such as race, ethnic origin,
genetic features, religion or be lief, political opinion or any othe r opinion, disability or sexual
orientation (Article 21); the rights of the child (Article 24); the right to a high level of human
health care (Article 35); the right of access to documents (Article 42); the right to an effective
remedy and a fair trial (Article 47).

3.4. Detailed explanation of the proposal
34.1. CHAPTERI - GENERAL PROVISIONS

Article 1 defines subject m atter of the Regulation, and, as in Article 1 of Directive 95/46/EC,
sets out the two objectives of the Regulation.

Article 2 determines the material scope of the Regulation.
Article 3 determines the territorial scope of the Regulation.

Article 4 contains definitions of terms used in the Regulation. W hile som e definitions are
taken ov er f rom Directive 95 /46/EC, others a re m odified, com plemented with a dditional
elements, or newly intro duced (‘personal data breach’ based on Article 2 (h) of the e-privacy
Directive 2002/58/EC?° as am ended by Directive 2009/136/E C? 0« genetic data’, ‘biometric
data’, ‘data concerning health’, ‘m ain establishment’, ‘representative’, ‘enterprise’, ‘group of
undertakings’, ‘binding corporate rules’, a nd of a ‘child” which is based on the United
Nation’s Convention on the Rights of the Child®', and 'supervisory authority").

2 In line with Article 52(1) of the Charter, limitations may be imposed on the exercise of the right to data

protection as lo ng as t he limita tions are provided for by law, res pect the e ssence of the rightand
freedoms and, subject to the principle of proportionality, are necessary and genuinely meet objectives of
general interest reco gnised by the European Union or the need to protect the rights and freedoms of
others.

Directive 2002/58/EC of the European Parliament and o f the Council of 12 July 2002 concerning the
processing of personal data and t he protection o f pri vacy in t he el ectronic com munications sect or
(Directive on privacy and electronic communications), OJ L 201, 31/07/2002, p. 37.

Directive 2009/136/EC of the European Parliament and of the Council of 25 November 2009 amending
Directive 2002/22/EC o n u niversal ser vice and users’ rights rel ating to el ectronic com munications
networks an d services, Di rective 20 02/58/EC conce rning t he p rocessing of personal data andt he
protection of privacy in the electronic communications sector and R egulation (EC) No 2006/2004 on
cooperation between national authorities responsible for th e enforcement of consumer protection laws
Text with EEA relevance; OJ L 337, 18.12.2009, p. 11.

Adopted and opened for signature, ratification and accession by the United Nations General Assembly
resolution 44/25 of 20.11.1989.

29
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In the definition of consent, the criterion 'explicit' is added to avoid confusing parallelism with
'unambiguous' consent and in order to have one single and consistent definition of consent,
ensuring the awareness of the data subject that, and to what, he or she gives consent.

34.2. CHAPTERII - PRINCIPLES

Article 5 sets out the princi ples relating to personal data processing, which correspond to
those in Ar ticle 6 of Directive 9 5/46/EC. A dditional ne w elem ents are in par ticular the
transparency princip le, the clarification ~ of the datam  inimisation principle and the
establishment of a comprehensive responsibility and liability of the controller.

Article 6 sets out, based on Article 7 of Directive 95/46/EC, the criteria for lawful processing,
which are further specified as regards the ba lance of interest criterion, and the co mpliance
with legal obligations and public interest.

Article 7 clarifies the conditions for consen  t to be valid as a legal ground for lawful
processing.

Article 8 sets out furthe r conditions for the lawfulness of th e processing of personal data of
children in relation to information society services offered directly to them.

Article 9 sets out the general prohibition for processing special categories of personal data and
the exceptions from this general rule, building on Article 8 of the Directive 95/46/EC.

Article 10 clarifies that the controller is not obliged to acquire additional information in order
to id entify the data sub ject for th e sole purpo se of com plying with any provision of this
Regulation.

34.3. CHAPTERIII - RIGHTSOF THE DATA SUBJECT
3.4.3.1. Section 1 — Transparency and modalities

Article 11 introduces the obligation on controllers to provide transparent and easily accessible
and understandable inf ormation, inspired in  particular by the Madrid Resolution on
international standards on the protection of personal data and privacy’.

Article 12 obliges the controller to provide procedures and m echanism for exercising the data
subject's rights, including m eans for electronic requests, re  quiring response to the data
subject's request within a defined deadline, and the motivation of refusals.

Article 13 provides rights in relation to reci pients, based on Article 12(c) of Directive
95/46/EC, extended to all recipients, including joint controllers and processors.

3.4.3.2. Section 2 — Information and access to data

Article 14 further specifies the controller's information obligations towards the da ta subject,
building on Articles 10 and 11 of Directive 95/46/EC, providing additional information to the
data subject, including on the storage period, the  right to lodge a complaint, in relation to

32 Adopted by th e In ternational Co nference o f Data P rotection an d Privacy C ommissioners on 5

November 2009. Cf. also Article 13(3) of the proposal for a Regulation on a Common European Sales
Law (COM(2011)635final).
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international transfers and to th e source from which the data are originating. It also maintains
the possible derogations in Directiv e 95/46/EC, e.g. there will be no s uch obligation if the
recording o r dis closure are e xpressly provided by law. This  could apply for exam ple in
proceedings by competition authorities, tax or customs administrations, or services competent
for social security matters.

Article 15 provides the data subject's right of access to their personal data, building on Article
12(a) of Directive 95/46/EC and adding new elem ents, such as to inf orm the data subjects of
the storage period, and of the rights to rectification and to erasure and to lodge a complaint.

3.4.3.3. Section 3 — Rectification and erasure

Article 16 sets out the data subject' s right to rectification, based on Article 12(b) of Directive
95/46/EC.

Article 17 provides the data subject's right to be forgotten and to erasure. It further elaborates
and specifies the right of erasure provided for  in Article 12(b) of Directive 95 /46/EC and
provides the conditions of the righ t to be forgotten, including th e obligation of the controller
which has made the personal data public to inform third parties on the data subject's request to
erase any links to, or copy or replication of that personal data. It also integrates the right to
have the processing restricted in certain cases, avoiding the am  biguous term inology
“blocking”.

Article 18 introduces the data subject's right to da ta portability, i.e. to transfer data from one
electronic processing system to and into anot her, without being prev ented from doing so by
the controller. As a precondition and in order to further im prove access of individuals to their
personal data, it provides the righ t to obtain from the controller those data in a structured and
commonly used electronic format.

3.4.3.4. Section 4 — Right to object and profiling

Article 19 provides for the data subject's rights to object. It is based on Article 14 of Directive
95/46/EC, with som e modifications, includin g as regards the burden of proof and its
application to direct marketing.

Article 20 concerns the data subject's right not to be subject to a measure based on profiling. It
builds on, with m odifications and ad ditional safe guards, Article 15(1 ) of Directive 9 5/46 on
automated individual decisions, and takes account of the Council of Europe's recommendation
on profiling®.

3.4.3.5. Section 5 — Restrictions

Article 21 clar ifies the em powerment f or the Union or Mem ber States to m aintain o r
introduce restrictions of principles laid down in Article 5 and of the data subject's rights laid
down in Articles 11 to 20 and in Article 32. This provision is based on Article 13 of Directive
95/46/EC and on the requirements stemming from the Charter of Fundam ental Rights and the
European Convention f or the Protection of Human Rights and Fundam ental Freedomss, as
interpreted by the Court of Justice of the EU and the European Court of Human Rights.

3 CM/Rec (2010)13.
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34.4. CHAPTERIV - CONTROLLER AND PROCESSOR
3.4.4.1. Section 1 — General obligations

Article 22 takes account of the  debate on a "principle of acc ountability" and describes in
detail the obligation of responsibility of the ¢ ontroller to com ply with this Regulation and to
demonstrate this com pliance, including by way of adoption of internal policies and
mechanisms for ensuring such compliance.

Article 23 sets out the obligations of the cont roller arising from the principles of data
protection by design and by default.

Article 24 on joint controllers clarifies the responsibilities of joint controllers as regards their
internal relationship and towards the data subject.

Article 25 obliges under certain conditions controllers not established in the Union, where the
Regulation applies to their processing activities, to designate a representative in the Union.

Article 26 clarifies the position and obligation of processors, partly based on Article 17(2) of
Directive 95/46/EC, and adding new elements, including that a processor who processes data
beyond the controller's instructions is to be considered as a joint controller.

Article 27 on the processing under the authority of the controller and processor is based on
Article 16 of Directive 95/46/EC.

Article 28 introduces the obligation for controllers and processors to m aintain documentation
of the processing operations under their responsibil ity, instead of a general notification to the
supervisory authority required by Articles 18(1) and 19 of Directive 95/46/EC.

Article 29 c larifies the obligations of the contr oller and th e proces sor for the co-o peration
with the supervisory authority.

3.4.4.2. Section 2 — Data security

Article 30 obliges the controller and the processor to implement appropriate measures for the
security of processing, based on Article 17 (1) of Directive 95/46/EC, extending that
obligation to processors, irrespective of the contract with the controller.

Articles 31 and 32 introduce an obligation to  notify personal data br eaches, building on the
personal data breach notification in Article 4(3) of the e-privacy Directive 2002/58/EC.

3.4.4.3. Section 3 — Data protection impact assessment and prior authorisation

Article 33 introduces the obligation of controllers and processors to carry out a data protection
impact assessment prior to risky processing operations.

Article 34 concerns the cases where authoris ation by, and consultation of, the supervisory
authority is m andatory prior to the processi ng, building on the concept of prior checking in
Article 20 of Directive 95/46/EC.
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3.4.4.4. Section 4 — Data protection officer

Article 35 introduces a m andatory data protecti on officer for the public sector, and, in the
private sector, for large enterprises or where th e core activities of the c ontroller or processor
consist of processing operations which require regular and sy stematic monitoring. This builds
on Article 18(2) of Directive 95/46/EC which pr ovided the possibility fo r Member States to
introduce such requirement as a surrogate of a general notification requirement.

Article 36 sets out the position of the data protection officer.
Article 37 provides the core tasks of the data protection officer.
3.4.4.5. Section 5 — Codes of conduct and certification

Article 38 concerns codes of conduct, building on the concept of Articl e 27(1) of Directive
95/46/EC, clarifying the content  of the codes and the proce  dures and providing for the
empowerment of the Commission to decide on the general validity of codes of conduct.

Article 39 introduces the possibility to establish certification mechanisms and data protection
seals and marks.

345. CHAPTER V - TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES OR
INTERNATIONAL ORGANISATIONS

Article 40 s pells out, as a general principle, that the compliance with th e obligations in that
chapter are m andatory for any tr ansfers of personal data to third coun tries or inter national
organisations, including onward transfers.

Article 41 sets out the criteria, conditions and procedures for the adoption of an adequacy
decision by the Comm ission, based on Article 25 of Directive 95/46/EC . The criteria which
shall be taken into account for the Comm ission’s assessment of an adequate o r not adequate
level of protection include expr  essly the ru le of law, judi cial redress and independent
supervision. The article now ¢ onfirms explicitly the possib ility for the Commission to assess
the level of protection afforded by a territory or a processing sector within a third country.

Article 42 requires for transfers to third ¢~ ountries, where no adequa cy decision has been
adopted by the Comm ission, to adduce appropriate safeguards, in partic ular standard data
protection clauses, binding corporate rules and ¢ ontractual clauses. The possibility of m aking
use of Comm ission standard data protection clauses is based on Article 26(4) of Directive
95/46/EC. As anew com ponent, such standard data protection clause s m ay now also be
adopted by a supervisory authority and be declared generally va lid by the Commission.
Binding corporate ru les are now specifically m entioned in the legal text. The option of
contractual clauses g ives certain f lexibility to the controller or processo r, but is subject to
prior authorisation by supervisory authorities.

Article 43 describes in further detail the cond itions for transfers by way of binding corporate
rules, based on the current practices and requirements of supervisory authorities.

Article 44 s pells out an d clarifies the deroga tions for a data transfer, based on the existing
provisions of Article 26 of Directive 95/46/EC. Th is applie s in particular to data tr ansfers
required and necessary for the protection of important grounds of public interest, for example
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in cases of interna tional data tran sfers betwe en com petition author ities, tax or custom s
administrations, or between services com petent for soci al securi ty mat ters or for fi sheries
management. In addition, a da ta transfer m ay, under lim ited circumstances, be justified on a
legitimate interest of the controller or pr ocessor, but only after having assessed and
documented the circumstances of that transfer operation.

Article 45 explicitly provides for international co-operation mechanisms for the protection of
personal data between the Comm ission and the supe rvisory authorities of third countries, in
particular those considered offering an adequa te level of protection, taking into account the
Recommendation by the Organisation for Economic Co-operation and Developm ent (OECD)
on cross-border co-operation in the enforcement of laws protecting privacy of 12 June 2007.

34.6. CHAPTERVI - INDEPENDENT SUPERVISORY AUTHORITIES
3.4.6.1. Section 1 — Independent status

Article 46 obliges M ember States to establish supervisory authorities, based on Article 28(1)
of Directive 95/46/EC and enlarging the mission of the supervisory authorities to co-operation
with each other and with the Commission.

Article 47 clarifies the conditions for the independence of supervisory authorities,
implementing case law by the Court of Justice of the European Union 3 inspired also by
Article 44 of Regulation (EC) No 45/2001°°.

Article 48 provides general conditions for the m embers of the s upervisory authority,
implementing the re levant case law>® and insp ired also by Article 42(2) to (6) of Regulation
(EC) 45/2001.

Article 49 sets out rules on the esta blishment of the supervisory authority to be provided by
the Member States by law.

Article 50 lays down professional secrecy of the m embers and staff of the superviso ry
authority and is based on Article 28(7) of Directive 95/46/EC.

3.4.6.2. Section 2 — Duties and powers

Article 51 sets out the c ompetence of the super visory authorities. The general rule, based on
Article 28(6) of Directive 95/46/EC (competency on the territory of its own Member State), is
complemented by the new com petence as lead authority in case that a co ntroller or processor
is established in several Me mber States, to ensure unity of application (' one-stop shop').
Courts, when acting in their judicial author ity, are exem pted from the monitoring by the
supervisory authority, but not from the application of the substantive rules on data protection.

Article 52 provides the duties of the supervisory authority, including hearing and investigating
complaints and promoting the awareness of the public of risks, rules, safeguards and rights.

3 Court of Justice of the EU, judgment of 9.3.2010, Commission / Germany, CaseC-518/07, ECR 2010 p.
1-1885.
» Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000 on

the p rotection of i ndividuals wi th regardt ot he processing of pe rsonal data by the C ommunity
institutions and bodies and on the free movement of such data; OJ L 008 , 12/01/2001, p.1.

3 Op. cit, footnote 34.
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Article 53 provides the powers of the supervisory authority, in parts building on Article 28(3)
of Directive 95/46/EC and Ar ticle 47 of Regulation (EC) 45/2001, and adding som e new
elements, including the power to sanction administrative offences.

Article 54 obliges the supervis ory authorities to draw up a nnual activity reports, based on
Article 28(5) of Directive 95/46/EC.

34.7. CHAPTERVII - CO-OPERATION AND CONS STENCY
3.4.7.1. Section 1 — Co-operation

Article 55 introduces explicit rules on m andatory mutual assistance, including consequences
for non-compliance with the request of another supervisory, building on Article 28(6), second
subparagraph, of Directive 95/46/EC.

Article 56 introduces ru les on joint operations, inspired by  Article 17 of Council Decision
2008/615/JHAY, including a right of supervisory authorities to participate in such operations.

3.4.7.2. Section 2 — Consistency

Article 57 introduces a consistency mechanism for ensuring unity of application in relation to
processing operations which may concern data subjects in several Member States.

Article 58 sets out the procedures and condi  tions for an opinion of the European Data
Protection Board.

Article 59 concerns Commission opinions on matters dealt within the consistency mechanism,
which may either reinforce the op inion of the European Data Protection Board or express a
divergence with that opinion, a nd the draft m easure of the s upervisory authority. Where the
matter has been raised by the European Data Protection Board under Article 58(3) it can be
expected that the Comm ission will exercise it s discretion and delive r an opinion wheneve r
necessary.

Article 60 concerns Commission decisions requir ing the com petent authority to suspend its
draft measure when this is necessary to ensure the correct application of this Regulation.

Article 61 provides for a possibility for the adop tion of provisional m easures, in an urgency
procedure.

Article 62 sets out the requirements for Commission implementing acts under the consistency
mechanism.

Article 63 provides th e oblig ation to enf orce m easures of a supervisory authority in all
Member States concerned, and sets out that the application of the consistency mechanism is a
precondition for the legal validity and enforcement of the respective measure.

3 Council D ecision 2008/615/JHA of 23 June 200 8 on the step ping up o f cro ss-border coop eration,

particularly in combating terrorism and cross-border crime, OJ L 210, 6.8.2008, p. 1.
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3.4.7.3. Section 3 — European Data Protection Board

Article 64 e stablishes th e European Data Pro tection Board, consisting of the head s of the
supervisory authority of each Mem ber State and of the European Data Protection Superviso r.
The European Data Protection Bo  ard rep laces the W orking Party on the Protection of
Individuals with regard to the Processing of Personal Data set up under Article 29 of Directive
95/46/EC. 1t is clarified that the Commission is not a member of the European Data Protection
Board, but has the right to participate in the activities and to be represented.

Article 65 underlines and clarifies the independence of the European Data Protection Board.

Article 66 describes the tasks of the European Data Protection Board, based on Article 30(1)

of Directive 95/46/EC, and provides for additional elements, reflecting the increased scope of
activities of the European Data Protection Board, within the Union and beyond. In order to be
able to react in urgent situations, it provides the Commission with the possibility to ask for an
opinion within a specific time-limit.

Article 67 requires the European Data Prote ction Board to report annu ally on its a ctivities,
building on Article 30(6) of Directive 95/46/EC.

Article 68 sets out th e European Data Pr otection Board’s decisi on m aking procedures,
including the obligation to adopt rules of pro cedure which should extend also to operational
arrangements.

Article 69 contains the provisions on the chair and on the deputy chairs of the European Data
Protection Board.

Article 70 sets out the tasks of the chair.

Article 71 sets ou tth at the sec retariat of the European Data Prot ection Board shall be
provided by the European Data Protection S upervisor, and specifies the tasks of the
secretariat.

Article 72 provides for rules on the confidentiality.
34.8. CHAPTERVIII - REMEDIES LIABILITY AND SANCTIONS

Article 73 provides the right of  any data subject to lodge a  complaint with a supervisory
authority, based on Article 28(4) of Direc tive 95/46/EC. It specifies also the bodies,
organisations or associations which may lodge a complaint on behalf of the data subject or, in
case of a personal data breach, independently of a data subject's complaint.

Article 74 concerns the right of judicial rem edy against a su pervisory authority. It builds on
the general provision of Article 28(3) of Directive 95/46/EC. It provides specifically a judicial
remedy obliging the supervisory authority to act on a complaint, and clarifies the competence
of the courts of the Member State where the s upervisory authority is established. It provides
also the possibility that the supervisory aut  hority of the Mem ber State in which the data
subject is residing, m ay bring on behalf of the data subject pr oceedings before the courts of
another Member State where the competent supervisory authority is established.

Article 75 concerns the right to a judicial remedy against a contro ller or processor, building
on Article 22 of Directive 95/46/E C, and provi ding a choice to go to court in the Mem ber
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State where the defendant is established or where the data subject is residing. Where
proceedings concerning the same matter are pending in the consistency mechanism, the court
may suspend its proceedings, except in case of urgency.

Article 76 lays down comm on rules for court proceed ings, including the rights of bodies,
organisations or associations  to represen t data sub jects befo re the courts, the right of
supervisory authorities to engage in legal proc eedings and the inform ation of the courts on
parallel proceedings in another Member State, and the possibility for the courts to suspend in
such cag 9e the proceedings.” There is an ob ligation on Mem ber States to ensure rap id court
actions.

Article 77 sets out the right to compensation and liability. It builds on Article 23 of Directive
95/46/EC, extends this right to dam ages caus ed by proce ssors and clarif ies th e liability of
joint controllers and joint processors.

Article 78 obliges Member States to lay down rules on penalties, to sanction infringements of
the Regulation, and to ensure their implementation.

Article 79 obliges each supervisory authority to sanction the administrative offences listed in
the catalogues set out in th is provision, im posing fines up to maximum a mounts, with due
regard to circumstances of each individual case.

34.9. CHAPTER IX - PROVISONS RELATING TO SPECIFIC DATA PROCESSNG
STUATIONS

Article 80 obliges Member Stat  es to adopt exem ptions and derogations from  specific
provisions of the Regulation wh ere nece ssary to re concile th e right to the protection of
personal data with the right of freedom of ex pression. It is based on Article 9 of Directive
95/46/EC, as interpreted by the Court of Justice of the EU.*°

Article 81 obliges Mem ber States, further to the conditions for special c ategories of data, to
ensure specific safeguards for processing for health purposes.

Article 82 provides an empowerment for Member States to adopt specific laws for processing
personal data in the employment context.

Article 83 sets out specific condi tions for processing personal da ta for historical, statistical
and scientific research purposes.

38 Building on Article 5 (1) of Council Framework D ecision 20 09/948/JHA of 30 No vember 2 009 on
prevention and settle ment o f conflicts o f exercise o fjurisdiction in criminal proceedings, OJ L 32 8§,
15/12/2009, p. 42; and Article 13(1) of Council Regulation (EC) No 1/2003 of 16 December 2002 on
the implementation of the rules on competition laid down in Articles 81 and 82 of the Treaty, OJ L 1,
04.01.2003, p.1.

9 Building on Article 18(1) of Directive 2000/31/EC of the European Parliament and of the Council of 8

June 2000 on certain legal aspects of information society services, in particular electronic commerce, in

the Internal Market ('Directive on electronic commerce'), OJ L 178, 17.7.2000, p. 1.

Cf. for the interpretation, e.g. C ourt of Justice of the EU, judgment of 16 Decem ber 2008, Satakunnan

Markkinaporssi and Satamedia (C-73/07, ECR 2008 p. 1-9831).

40
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Article 84 empowers Mem ber States to adopt  specific rules on the access of supervisory
authorities to personal data and to prem ises, where controllers are subject to obligations of
secrecy.

Article 85 allows in the light of Article 17 of the Treaty on the Functioning of the European
Union for the continuous application of exis  ting com prehensive data protection rules of
churches if brought in line with this Regulation.

3.4.10. CHAPTER X - DELEGATED ACTSAND IMPLEMENTING ACTS

Article 86 contains the standard provisions for the exercise of the delegation s in line with
Article 290 TFEU. This allows the legis lator to delegate to the Comm ission the po wer to
adopt non-legislative acts of general application to supplement or amend certain non-essential
elements of a legislative act (quasi-legislative acts).

Article 87 contains the provision for the Committee p rocedure needed for conferring
implementing powers on the Comm ission in the cases where in accordance with Article 29 1
TFEU uniform conditions for implementing legally binding acts of the Union are needed. The
examination procedure applies.

3.4.11. CHAPTER XI - FINAL PROVISONS

Article 88 repeals Directive 95/46/EC.

Article 89 clarifies the relationship to, and amends, the e-privacy Directive 2002/58/EC.
Article 90 obliges the Commission to evaluate the Regulation and submit related reports.
Article 91 sets out the date of the entry into force of the Regulation and a transitional phase as
regards the date of its application.

4. BUDGETARY IMPLICATION

The specific budgetary im plications of the propos al relate to the ta  sks allocated to the
European Data Prote ction Supervis or as specif ied in the legislativ e f inancial s tatements
accompanying this p roposal. These im plications require reprogramm ing of Heading 5 of the
Financial Perspective.

The proposal has no implications on operational expenditure.

The legislative financial statem ent accom panying this propo sal for a Regulation covers the
budgetary impacts for the Regulation itself and fo r the Di rective on police and justice data
protection.
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2012/0011 (COD)
Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

on the protection of individualswith regard to the processing of personal data and on
the free movement of such data (General Data Protection Regulation)

(Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the T reaty on the Functioning of the European Union, and in particular
Article 16(2) and Article 114(1) thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national Parliaments,

Having regard to the opinion of the European Economic and Social Committee*,
After consulting the European Data Protection Supervisor*,

Acting in accordance with the ordinary legislative procedure,

Whereas:

(1) The protection of natural pers ons in relation to the proce ssing of personal data is a
fundamental right. Article 8(1) of the Char ter of Fundamental Rights of the European
Union and Article 16(1) of the Treaty lay =~ down that everyone has the right to the
protection of personal data concerning him or her.

2) The processing of personal data is designed to serve man; the principles and rules on
the protection of individuals with regard  to the processing of their personal data
should, whatever the nationali  ty or residence of natu  ral persons, respect their
fundamental rights and freedoms, notably their right to the protection of personal data.
It should contribute to the accom plishment of an area of freedom , security and justice
and of an economic union, to economic and social progre ss, the strengthening and the
convergence of the econom ies within the internal m arket, and the well-being of

individuals.
4 oIC,,p..
4 oIC,,p..
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3)

“4)

)

(6)

(7

®)

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on
the free m ovement of such data ** seeks to harmonise the protection of funda mental
rights and f reedoms of natural persons in respect of processing activities and to
guarantee the free flow of personal data between Member States.

The econom ic and social integration resul ting from the functioni ng of the internal
market has led to a subs tantial increase in cross-border flows. The exchange of data
between economic and social, public and pr ivate actors across the Union increased.
National authorities in the Mem ber States are being called upon by Union law to co-
operate and exchange personal data so as to be able to perform their duties or carry out
tasks on behalf of an authority in another Member State.

Rapid technological developm ents and globa lisation have brought new challenges for
the protection of personal data . The scale of data sharing and collecting has increased
spectacularly. Technology allows both priv ate com panies and public authorities to
make use of personal data on an unprecedented scale in order to pursue their activities.
Individuals increasingly make personal information ava ilable publicly and globally.
Technology has transformed both the economy and social life, and requires to further
facilitate the free flow of da ta within the Union and the transfer to third countries and
international organisations, while ensuring an high level of the protection of personal
data.

These developm ents require building a strong and m ore coherent data protection
framework in the Union, backed by strong enforcement, given the importance to create
the trust that will allow th e digital econom y to develop across the internal m arket.
Individuals should have cont rol of their own personal da ta and legal and practical
certainty for individuals, econom ic opera tors and public authorities should be
reinforced.

The objectives and principles of Directiv e 95/46/EC rem ain sound, but it has not
prevented fragmentation in the way data pr otection is im plemented across the Union,
legal uncertainty and a widespread public perception that there are significant risks for
the protection of individuals associated notably with online activity. Differences in the
level of protection of the rights and freedoms of individuals, notably to the right to the
protection of personal data, with regard to the processing of personal data afforded in
the Member States m ay prevent the free flow of personal data th roughout the Union.
These dif ferences m ay theref ore co nstitute an obstac le to the pursuit of econom ic
activities at the level of th e Union, distort com petition and impede authorities in the
discharge of their responsib ilities under Union law. This  difference in levels of
protection is due to the exis tence of differences in the implementation and application
of Directive 95/46/EC.

In order to ensure consistent and high leve 1 of protection of indi viduals and to remove
the obstacles to flows of personal data, th e level of protection of the rights and
freedoms of individuals with regard to the processing of such data should be
equivalent in all Mem ber States. Consiste nt and hom ogenous application of the rules

43

OJ L 281,23.11.1995, p. 31.
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)

(10)

(I

(12)

(13)

(14)

for the protection of the funda mental right s and freedoms of natural persons with
regard to the processing of personal data should be ensured throughout the Union.

Effective protection of pers onal data throughout the Union requires strengthening and
detailing th e righ ts of data subjects and the obliga tions of those who process and
determine the processing of personal data, but also equiva lent powers for m onitoring
and ensur ing com pliance with the rule s f or the protection of  personal data and
equivalent sanctions for offenders in the Member States.

Article 16(2) of the Treaty m andates the European Parliament and the Council to lay
down the rules relating to the protection of individuals with regard to the processing of
personal data and the rules relating to the free movement of personal data.

In order to ensure a consistent level of protection for individuals throughout the Union
and to prevent divergences ha mpering the free move ment of data within the in ternal
market, a Regulation is neces sary to provi de legal certa inty and transparency f or
economic operators, including m icro, sm all and m edium-sized enterprises, and to
provide individuals in all Mem ber States w ith the sam e level of legally enforceable
rights and obligations and re sponsibilities for cont rollers and processors, to ensure
consistent monitoring of th e processing of personal data, and equivalent sanctions in
all Member States as well as effective co -operation by the supervisory authorities of
different Member States. To take account of the specific situation of micro, small and
medium-sized enterp rises, this Re gulation includes a number of derogations. In
addition, th e Union in stitutions and bodies, Member States and th eir superv isory
authorities are encouraged to take account of the specif ic needs of m icro, small and
medium-sized enterprises in the application of this Re gulation. The notion of m icro,
small and medium-sized enterprises s hould draw upon Comm ission Recommendation
2003/361/EC of 6 May 2003 concerning the definition of m icro, small and m edium-
sized enterprises.

The protection afforded by this Regulation co ncerns natural persons, whatever their
nationality or place of residence, in relation to the pr ocessing of personal data. W ith
regard to the processing of data which concern legal persons and in particular
undertakings established as legal persons, including the name and the form of the legal
person and the contact details of the lega 1 person, the protection of this Regulation
should not be claim ed by any person. This s hould also apply where the nam e of the
legal person contains the names of one or more natural persons.

The protection of individuals should be t echnologically neutral and not depend on the
techniques used; otherwise this would crea te a serious risk of circumvention. T he
protection of individuals should apply to  processing of personal data by autom ated
means as well as to m anual processing, if the data are contained or are intended to be

contained in a filing system . Files or sets of files as well as their cover pages, whic h
are not structured according to specific criteria, should not fall within the scope of th is
Regulation.

This Regulation does not address issues of ~ protection of funda mental rights and
freedoms or the f ree flow of data re lated to a ctivities which fall outside the scope of
Union law, nor does it cover the processing of personal data by the Union institutions,
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(15)

(16)

(17)

(18)

(19)

(20)

€2y

bodies, offices and agencies, which are subject to Regulation (EC) No 45/2001 **, or
the processing of personal data by the Mem ber States when carry ing out activities in
relation to the common foreign and security policy of the Union.

This Regulation should not apply to proce ssing of personal data by a natural person,
which are exclusively personal or domestic, such as correspondence and the holding of
addresses, and without any gainful interest and thus without any connection with a
professional or commercial activity. The exemption should also not apply to
controllers or processors which provide th e means for processing personal data for
such personal or domestic activities.

The protection of individuals with regard  to the processing  of personal data by
competent authorities for the pu  rposes of prevention, investiga tion, detection or
prosecution of crim inal offences or the ex ecution of criminal penalties, and the f ree
movement of such data, is subject of a specific legal in strument at Union level.
Therefore, this Regulation should not appl  y to the processing  activities for those
purposes. However, data processed by public authorities under this Regulation when
used for the purposes of prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal ~ penalties should be governed by the m  ore
specific legal instrument at Union level (Directive XX/YYY).

This Regulation should be without prej udice to th e applic ation of Directive
2000/31/EC, in particular of th e liability rules of interm ediary service providers in
Articles 12 to 15 of that Directive.

This Regulation allows the principle of public access to official documents to be taken
into account when applying the provisions set out in this Regulation.

Any processing of personal data in the context of the activities of an establishment of a
controller or a processor in the Unio n should be carried out in accordance with this
Regulation, regardless of whether the processing itself takes place within the Union or
not. Establishm ent im plies the effective and real exercise of activity through stable
arrangements. The legal for m of such arrangem ents, whether through a branch or a
subsidiary with a legal personality, is not the determining factor in this respect.

In order to ensure that individuals are not deprived of the protection to which they are
entitled under this Regulation, the processing of personal data of data subjects residing
in the Union by a controller not established in the Union should be subject to this
Regulation where the processing activities ar e related to the offering of goods or
services to such data subjects, or to th e m onitoring of the behaviour of such data
subjects.

In order to determ ine whether a processing activity can be considered to ‘m onitor the
behaviour’ of data subjects, it should be ascertained whether individuals are tracked on
the internet with data processing techniques which consist of applying a ‘profile’ to an
individual, particularly in  order to take decisions concerning her or him or for
analysing or predicting her or his personal preferences, behaviours and attitudes.

44
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(22)

(23)

(24)

(25)

(26)

27)

Where the national law of a Mem ber State applies by virtue of public international
law, this Regulation should also apply to  a controller not estab lished in the Union,
such as in a Member State's diplomatic mission or consular post.

The principles of protection should apply to any information concerning an identified
or identifiable person. T o determine whether a person is identifia ble, account should
be taken of all the means likely reasonably to be used either by the controller or by any
other person to identify the individual. Th e principles of data protection should no t
apply to data rendered anonym ous in such a way that the data subject is no longer
identifiable.

When using online services, individuals m ay be associa ted with online identif iers
provided by their devices, appl ications, tools and pr otocols, such as Internet Protocol
addresses or cookie identifiers. This m ay leave traces which, com bined with unique
identifiers and other in formation received by the servers, m ay be usedtoc reate
profiles of the individuals and identify them . It f ollows that identif ication num bers,
location data, online identifiers or other spec ific factors as such need not necessarily
be considered as personal data in all circumstances.

Consent should be given explicitly by a ny appropriate method enabling a freely given
specific and informed indication of the data subject's wishes, either by a statem ent or
by a clear affir mative action by the data subj ect, ensuring that ind ividuals are aware
that they give their consent to the p rocessing of personal data , including by ticking a
box when visiting an Internet website or by any other statem ent or conduct which
clearly indicates in  this context the data subject' s acceptance of the proposed
processing of their personal data. S ilence or inactivity should therefore not constitute
consent. Consent should cover all processi  ng activities carried out for the same
purpose or purposes. If the data subject's consent is to be given following an electronic
request, the request m ust be clear, concise and not unnecessarily disruptive to the use
of the service for which it is provided.

Personal data relating to health should include in particular all d ata pertaining to the
health status of a da ta subject; information about the re gistration of the individual f or
the provision of health services; infor mation about paym ents or eligibility for
healthcare with respect to the individual; a number, symbol or particular assigned to an
individual to uniquely identify the indi  vidual for health purposes; any infor mation
about the individual collected in the course of the provi sion of health services to the
individual; infor mation derived from the testing or exam ination of a body part or
bodily substance, including biological sam ples; identification of a person as provider
of healthcare to the individual; or any information on e.g. a disease, disability, disease
risk, medical history, clinical treatment, or the actual physiological or biomedical state
of the data subject independent of its sour ce, such as e.g. from a physician or other
health professional, a hospital, a medical device, or an in vitro diagnostic test.

The main establishment of a controller in the Union should be determined according to
objective criteria and should im ply the effective and real ~ exercise of m anagement
activities determining the main decisions as to the purpos es, conditions and m eans of
processing through stable arrangem ents. This criterion should not depend whether the
processing of personal data is actually carried out at that location; the presence and use
of technical m eans and technologies for ~ processing personal data or processing
activities do not, in the mselves, constitute such main establishment and are the refore

21

EN



EN

(28)

(29)

(30)

€1y

(32)

(33)

(34)

no determ ining cr iteria f or a m ain estab lishment. The m ain establishm ent of the
processor should be the place of its central administration in the Union.

A group of undertakings should cover a cont  rolling undertaking a nd its controlled
undertakings, whereby the controlling unde rtaking should be the undertaking which
can exercise a dom inant influence over the other undertakings by virtue, for exam ple,
of ownership, financial participation or the rules which govern it or the power to have
personal data protection rules implemented.

Children deserve specific protection of thei r personal data, as they m ay be less aware
of risks, consequences, safeguards and thei r rights in relation to the processing of
personal data. To determine when an individual is a child, this Regulation should take
over the definition laid down by the UN Convention on the Rights of the Child.

Any processing of personal data should be lawful, fair and transpa rent in relation to
the individuals concerned. In particular, th e specific purposes fo r which the da ta are
processed should be explic it and legitim ate and determ ined at the tim e of the
collection of the data. The data should be adequate, relevant and lim ited to the
minimum necessary for the purposes for which the data are processed; this requires in
particular ensur ing t hat t he data col lected are not excessiv e and that the period f or
which the data are stored is lim ited to a strict minimum. Personal data should only be
processed if the purpose of the processing could not be fulfilled by other means. Every
reasonable step should be taken to ensure that personal data which are inaccurate are
rectified or deleted. In order to ensure that the data are not kept longer than necessary,
time limits should be established by the controller for erasure or for a periodic review.

In order for processing to be lawful, persona 1 data should be processed on the basis of
the consent of the person concerned or som e other legitimate basis, laid down by law,
either in this Regulation or in other Union or Member State law as ref erred to in th is
Regulation.

Where processing is based on the data subject's consent, the controller should have the
burden of proving that the da  ta subject has given the = consent to the pro cessing
operation. In particular in the context of a written declaration on another m atter,
safeguards should ensure that the data subject is aware that and to what extent consent
is given.

In order to ensure free cons ent, it should be clarified th at consent does not provide a
valid legal ground where the individual ha s no genuine and free choice and is
subsequently not able to refuse or withdraw consent without detriment.

Consent should not provide a valid legal ground for the processing of personal data,
where there is a clear imbalance b etween the data subject and th e controller. This is
especially the case where the data subject is in a situation of dependence from the
controller, among others, where personal  data are processed by the em  ployer of
employees' personal data in the em ployment context. Where the controller is a public
authority, there would be an im balance only in the specific data processing operations
where the public authority can im pose an obligation by virtue of its relevant public
powers and the consent cannot be deem ed as freely give n, taking into account the
interest of the data subject.
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Processing should be lawful wh ere it is necessary in the co ntext of a contract or the
intended entering into a contract.

Where processing is ca rried out in com pliance with a lega 1 obligation to which the
controller is subject or wher e processing is necessary for the perform ance of a task
carried out in the pub lic in terest or in th e exercis e of an official authority, the
processing should have a legal basis in Uni on law, or in a Mem ber State law which
meets the requirem ents of the Charter of Fundamental Rights of the European Union
for any lim itation of the rights and freedom s. It is also for Union or national law to
determine whether the controller performing a task carried out in the public interest or
in the exercise of official authority should be a public administration or another natural
or legal person governed by public law, or by private law such  as a professional
association.

The processing of personal data should equall y be regarded as lawful where it is
necessary to protect an interest which is essential for the data subject's life.

The legitimate in terests of a contr oller m ay provide a legal ba sis for processing,
provided that the interests or the fundamental rights and fr eedoms of the data subject
are not overriding. This would need careful assessment in particular where the data
subject is a child, given that children de  serve specific protection. The data subject
should have the right to obj ect the processing, on grounds re lating to their particular
situation and free of charge. To ensure tran sparency, the controller should be obliged
to explicitly inform the data subject on the legitimate interests pursued and on the right
to object, an d also be obliged to doc ument these legitimate interests. Given that it is
for the leg islator to provide by law the legal basis for public authorities to process
data, this legal ground should not apply for the processing by public authorities in the
performance of their tasks.

The processing of data to the extent stri  ctly necessary for the purposes of ensuring
network an d inf ormation security, i.e. the ability of a network or an inform  ation
system to resist, at a given level of ¢ onfidence, accidental ev ents or unlawful or
malicious a ctions tha t com promise the av ailability, au thenticity, integr ity an d
confidentiality of stored or transm itted data, and the s ecurity of the related s ervices
offered by, or accessible v ia, these networks and sy stems, by public autho rities,
Computer Em ergency Response Tea ms— CE RTs, Com puter Security Incident
Response Team s — CSI RTs, providers of electronic communications networks and
services an d by providers of  security tech nologies an d services, constitu tes a
legitimate interest of the concerned data ¢ ontroller. This could, for example, includ e
preventing unauthorised access to electron ic communications networks and malicious
code distribution and stopping ‘denial of service’ attacks and damage to computer and
electronic communication systems.

The processing of personal data for other purposes should be onl y allowed where the
processing is com patible with those purposes for which the data have been initially
collected, in particular where the p rocessing is necessary f or historical, statistical or
scientific research purposes. Where the other purpose is not compatible with the initial
one for which the data are co llected, the ¢ ontroller should obtain the consent of the
data subject for this other purpose or should base the pr ocessing on another legitimate
ground for lawful processing, in particular where provided by Union law or the law of
the Member State to which the controller is subject. In any case, the application of the
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principles set out by this Regulation and in ~ p articular th e inf ormation of the da ta
subject on those other purposes should be ensured.

Personal da ta which ar e, by their nature, par ticularly s ensitive and v ulnerable in
relation to fundamental rights or privacy, deserve specific protection. Such data should
not be processed, unless the data subjec t gives his explicit consent. However,
derogations from this prohibition should be  explicitly provided for in respect of
specific needs, in particular where the pr  ocessing is carried out in the course of
legitimate activities by certain associations or foundations the purpose of which is to
permit the exercise of fundamental freedoms.

Derogating from the prohibition on processing sensitive categories of data should also
be allowed if done by a law, and subject to suitable safeguards, so as to protec 't
personal data and other fundamental rights, where grounds of public interest so justify
and in particular for health purposes, includi ng public health and social protection and
the management of health-care services, especially in ord er to ensure the quality and
cost-effectiveness of the procedures used fo r settling claim s for benefits and services

in the health insurance system, or f or historical, sta tistical and scie ntific res earch
purposes.

Moreover, the processing of personal data by o fficial authorities for achieving aims,
laid down in constitutional la w or international public law, of officially recognised
religious associations is carried out on grounds of public interest.

Where in th e course of electo ral activ ities, the operation of the de mocratic system
requires in a Mem ber State tha t p olitical parties com pile data on people' s politic al
opinions, the processing of such data may be permitted for reasons of public interest,
provided that appropriate safeguards are established.

If the d ata processed by a c ontroller do not permit the cont roller to identify a natural
person, the data controller s hould not be obliged to acqui re additional infor mation in
order to identify the data subject for the sole purpose of complying with any provision
of this Regulation. In case of a request fo r access, the contro ller should be entitled to
ask the data subject for further information to enable the da ta controller to locate th e
personal data which that person seeks.

The principle of transparency requires that any infor mation addressed to the public or
to the data subject shou 1d be easily accessi ble and easy to u nderstand, and that clear
and plain language is used. This is in particular relevant where in situations, such as
online advertising, the prolif eration of actors and the te  chnological com plexity of
practice makes it difficult for the data subj ect to know and understand if personal data
relating to them are being collected, by =~ whom and for what purpose. Given that
children de serve spec ific pro tection, a ny inform ation and comm unication, where
processing is addressed specifically to a ch ild, should be in such a clear and plain
language that the child can easily understand.

Modalities should be provided for facilitating the data subject’s exercise of their rights
provided by this Regulation, including m  echanisms to request, free of charge, in
particular access to data, rectification, erasure and to exerci se the right to object. The
controller should be obli ged to respond to requests of the data subject within a f ixed
deadline and give reasons, in case he does not comply with the data subject's request.
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The principles of fair and transparent processing require that the data subject should be
informed in particula r o f the existe nce of the processing operation and its purposes,
how long the data will be stored, on the existence of the right of access, rectification or
erasure and on the right to lodge a com plaint. Where the data are collected from the
data subject, the data subject should also be infor  med whe ther they are obliged to
provide the data and of the consequences, in cases they do not provide such data.

The inf ormation in relation to the process ing of personal data relating to the data
subject should be given to them at the tim e of collection, or, where the data are not
collected from the data subject, with  in a reasonable period, depending on the
circumstances of the case. W  here data can be legitim ately di sclosed to another
recipient, the data subject should be infor med when the data are first disclosed to the
recipient.

However, it is not nece ssary to im pose this obligation where the d ata subject already
disposes of this inform ation, or where the recording or disclosu re of the data is
expressly laid down by law, or where the pr ovision of information to the data subject
proves im possible or would i nvolve disproportionate effo rts. The latter could be
particularly the case where processing is for historical, statistical or scientific research
purposes; in this regard, the num ber of data subjects, the age of the d ata, and any
compensatory measures adopted may be taken into consideration.

Any person should have the righ  t of access to data which has been collected
concerning them, and to exercise this right ea sily, in order to be aware and verify the
lawfulness of the processing. Every data s ubject should therefore have the right to
know and obtain communication in particul ar for what purposes the data are
processed, for what period, which recipients re ceive the data, what is the logic of the
data that are undergoing the processing and what m ight be, at least when based on
profiling, the consequences of such processi ng. This right should not adversely affect
the rights and freedoms of others, including trade secrets or intellectual property and in
particular the copyright protecting the software. However, the result of these
considerations should not be that all information is refused to the data subject.

The contro ller should use all reas onable m easures to verify the id entity of a data
subject that requests access, in particular in the context of online services and online
identifiers. A controller should not retain personal data for the unique purpose of being
able to react to potential requests.

Any person should have the right to have pe rsonal data concerning them rectified and
a 'right to be forgotten' where the retention of such data is not in compliance with this
Regulation. In particular, data subjects should have the ri ght that their personal data
are erased and no longer processed, where th e data are no longer necessary in relation
to the purpo ses for which the data a re coll ected or otherwise processed, where data
subjects have withdrawn th eir co nsent for processing o r where they object to the
processing of personal data concerning them or where the processing of their personal
data otherw ise does not com ply with this R egulation. This right is particularly
relevant, when the data subject has given their consent as a child, when not being fully
aware of the risks involved by the processing, and later wants to remove such personal
data e specially on the I nternet. However, the further retention of the data should be
allowed where it is necessary for historical, statistical and scientific research purposes,
for reasons of public interes t in the area of public health, for exercising the right of
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freedom of expression, when required by law or where there is a reason to restrict the
processing of the data instead of erasing them.

To strengthen the 'right to be forgotten' in the online env ironment, the right to erasure
should also be extended in such a way that  a controller who has made the personal
data public should be obliged to inform third parties which are processing such data
that a data subject requests them to erase any links to, or copies or replications of that
personal data. To ensure this inform ation, the controller should take all reasonable
steps, including technical measures, in relation to data for the publication of which the
controller is responsible. In relation to a third party publication of personal data, the
controller should be co nsidered responsible for the publ ication, where the controller
has authorised the publication by the third party.

To further streng then the control over the ir own data and their right of access, data
subjects should have the right, where pers onal data are processed by electronic m eans
and in a structured and commonly used format, to obtain a copy of the data concerning
them also in commonly used electronic fo ~ rmat. The data subject should also be
allowed to transm it th ose data, w hich th ey have provided, from one autom ated
application, such as a social network, into another one. This should apply where the
data subject provided the data to the au  tomated processing system , based on their
consent or in the performance of a contract.

In cases where personal data m ight lawfully be processed to protect the vital interests
of the data subject, or on gr ounds of public interest, official authority or the legitimate
interests of a controlle r, any data subject s hould nevertheless be en titled to object to
the processing of any data relating to them . The burden of proof should be on the
controller to dem onstrate that th eir legitim ate interests m ay override the interests or
the fundamental rights and freedoms of the data subject.

Where personal data are processed for the purposes of direct m arketing, the data
subject sho uld have th e right to o bject to such process ing free of charge and in a
manner that can be easily and effectively invoked..

Every natural person should have the right no t to be subje ct to a m easure which is
based on profiling by means of autom ated processing. However, such measure should
be allowed when expressly authorised by law, carried out in the course of entering or
performance of a contract, or when the data subject has given his consent. In any case,
such processing should be subject to su itable safeguards, in  cluding specific
information of the da ta subject and the ri ght to obtain human in tervention and that
such measure should not concern a child.

Restrictions on specific principles a nd on the righ  ts of infor mation, access,
rectification and erasure or on the right to data portability, the right to object, measures
based on profiling, as well as on the communication of a personal data breach to a data
subject and on certain related obligations of the controll ers may be im posed by Union
or Member State law, as far as necessary and proportionate in a democratic society to
safeguard public security, including the protection of human life especially in response
to natural or m an m ade di sasters, the prevention, inve stigation and prosecution of
criminal offences or of breaches o f ethi cs for regulated professions, other public
interests of the Union or of a Me mber State, in particular an im portant economic or
financial interest of the Union or of a Me  mber State, or th e protection of the data
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subject or the rights and freedom s of ot hers. Those restrict ions should be in
compliance with requirem ents set out by th e C harter of Fundam ental Rights of the
European Union and by the European Conve ntion for the Protection of Hum an Rights
and Fundamental Freedoms.

Comprehensive responsibility and liability  of the controller for any processing of
personal data carried out by the controller ~ or on the controller' s behalf should be
established. In particular, the controller should ensure and be obliged to dem onstrate
the compliance of each processing operation with this Regulation.

The protection of the rights and freedom s of data subjects withr egardtoth e
processing of personal data require that appropriate technical and organisational
measures are taken, both at the time of the design of the processing and at the time of
the pro cessing its elf, to ensure that the requ irements of this Regula tion are met. In
order to ensure and demonstrate compliance with this Regulation, the controller should
adopt internal policies and 1 mplement appropriate measures, which meet in particular
the principles of data protection by design and data protection by default.

The protection of the rights and freedom s of data subjects as well as the responsibility
and liability of controllers and processor, also in rela tion to the m onitoring by and
measures of supervisory author ities, requires a cl ear attribution of the responsibilities
under this Regulation, including where a controller determ ines the purposes,
conditions and m eans of the processing join tly with other controllers or where a
processing operation is carried out on behalf of a controller.

Where a controller no t established in the Union is processing personal data of data
subjects residing in the Union whose processing activities are related to the offering of
goods or services to such da  ta subjects, or to the m  onitoring their behaviour, the
controller should designate a representative, unless the controller is established in a
third country ensuring an adequate level of protection, or the cont roller is a sm all or
medium sized enterprise or a public author ity or body or where th e controller is only
occasionally offering g oods or services to  such data sub jects. The represen tative
should act on behalf of th e controller and m ay be ad dressed by any supervisory
authority.

In order to determ ine whet her a controller is only o ccasionally offering goods and

services to data subjects re siding in the Union, it should be ascertained whether it is
apparent from the controller's overall activities that the offering of goods and services
to such data subjects is ancillary to those main activities.

In order to dem onstrate compliance with th is R egulation, the cont roller or processor
should document each p rocessing operation. Each controller and processor should be
obliged to co-operate with the supervisory authority and make this documentation, on
request, av ailable to it, so tha titm ight serve for m onitoring those processing
operations.

In order to m aintain security and to prev ent processing in breach of th is Regulation,
the controller or processor should evaluate  the risks inherent to the processing and
implement m easures to m itigate those risk s. These m easures shou Id ensure a n
appropriate level of security, taking into account the state of the art and the costs of
their implementation in relation to the risks an d the nature of the personal data to be
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protected. When establishing technical st andards and organisational m easures to
ensure security of processing, the Co mmission should prom ote technological
neutrality, interoperability and innovation, and, where  appropriate, cooperate with
third countries.

A personal data breach may, if not addressed in an ade quate and timely manner, result
in substantial economic loss and social harm, including identity fraud, to the individual
concerned. Therefore, as soon as the contro ller becomes aware that such a breach has
occurred, the controller shoul d notify the breach to the su pervisory authority without
undue delay and, where feasible, within 24 hours. Where this cannot achieved within
24 hours, an explanation of the reason s for the delay should accom pany the
notification. The individuals whose personal data could be adversely af fected by the
breach shou ld be notified without undue delay in order to allow them to take the
necessary p recautions. A breach should be ¢ onsidered as adversely affecting the
personal data or privacy of a data subject where it could result in, for example, identity
theft or fraud, physical harm , significant humiliation or d amage to reputation. Th e
notification should describe th e nature of the personal data breach as well as
recommendations as well as recommendations for the individual concerned to mitigate
potential adverse effects. Notifications to data subjects should be m ade as soon as
reasonably feasible, and in close coopera  tion with the supervisory authority and
respecting guidance provided by it or other relevant authorities (e.g. law enforce ment
authorities). For example, the chance for data subjects to mitigate an immediate risk of
harm would call for a prom  pt notification of data subjects whereas the need to
implement appropriate m easures against co ntinuing or sim ilar data breaches may
justify a longer delay.

In order to determ ine whether a p ersonal data breach is notified to the supervisory
authority and to the data subject without undue delay, it should be ascertained whether
the controller has im plemented and applie d appropriate technol ogical protection and
organisational measures to establish immediately whether a personal da ta breach has
taken place and to inform prom ptly the s upervisory authority and the data subject,
before a dam age to personal and econom ic interests occurs, taking in to account in
particular the nature and gravity of the pe rsonal data breach and its consequences and
adverse effects for the data subject.

In se tting d etailed rule s conce rning the format and procedures applicableto the
notification of personal data breaches, due  consideration should be given to the
circumstances of the breach, including whether or not personal data had been protected
by appropriate technical protection m easures, effectively lim iting the likelihood of
identity fraud or other form s of misuse. Moreover, such rules and procedures should
take into account the legitimate interests of law enforcement authorities in cases where
early disclosure could unnecessarily hamper the investigation of the circumstances of a
breach.

Directive 95/46/EC provided for a general obligation to no tify processing of personal
data to the s upervisory authorities. While this obligation produces adm inistrative and
financial burdens, it did not in all cases ~ contribute to improvi ng the protection of
personal data. Therefore such indiscrim inate general notification obligation should be
abolished, and replaced by effective proce dures and mechanism which focus instead
on those processing operations which are likel y to pres ent specific ris ks to the rig hts
and freedoms of data subjects by virtue of their nature, their scope or their purposes. In
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such cases, a data protection impact assessment should be carried out by the controller
or processor prior to the pro cessing, which should include in particular the envisaged
measures, safeguards and mechanisms for ensuring the protection of personal data and
for demonstrating the compliance with this Regulation.

This should in particular a pply to newly estab lished large scale filing system s, which
aim at processing a considerable amount of ~ personal data at regional, national or
supranational level and which could affect a large number of data subjects.

There are circumstances under which it may be sensible and economic that the subject
of a data protection impact assessm ent s hould be broader than a single project, for
example where public authorities or bodies intend to establish a common application
or processing platform or where severa 1 con trollers plan to introdu ce a common
application or processing environment acro ss an industry sector or segm ent or for a
widely used horizontal activity.

Data protection im pact assessm ents should be carried out by a public authority or
public body if such an assessm ent has not al ready been made in the context of th ¢
adoption of the national law on which the performance of the tasks of the public
authority or public body is based and which regulates the specific processing operation
or set of operations in question.

Where a data pro tection im pact assessm ent indicates that processing operations
involve a high degree of specific risks to the rights and freedoms of data subjects, such
as excluding individuals from their right, or by the use of specific new technologies,
the supervisory authority should be consulte d, prior to the start of operations, on a
risky processing which might not be in compliance with this Regulation, and to make
proposals to remedy such situation. Such consultation should equally take place in the
course of the preparation either of am  easure by the national parliam ent or of a
measure based on such legislativ e measure which defines the nature of the processing
and lays down appropriate safeguards.

Where the processing is carried out in the public sector or where, in the private sector,
processing is carried out by a large enterprise, or where its core activities, regardless of
the size of the enterprise, involve proces sing operations which require regular and
systematic monitoring, a person should assist the controller or processor to m onitor
internal compliance with this Regulation. Such data protection officers, whether or not
an employee of the controller, should be in a position to perform their duties and tasks
independently.

Associations or other bodi  es representing categories  of controllers should be
encouraged to draw up codes of conduct, within the limits of this Regulation, so as to
facilitate th e effective app lication of this Reg ulation, taking account of the specific
characteristics of the processing carried out in certain sectors.

In order to enhance transparency and compliance with this Regulation,  the
establishment of certification mechanisms, data protec tion seals and m arks should be
encouraged, allowing data subjects to quickl y assess the level of data protection of
relevant products and services.
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Cross-border flows of personal data are necess ary for the expansion of interna tional
trade and international co- operation. The increase in th ese flows has raised new
challenges and concerns with respect to  the protection of personal data. However,
when personal data are transferred from the Union to third countries or to international
organisations, the level of pr otection of individuals guara nteed in the Union by th is
Regulation should not be underm ined. In any event, transfers to third countries m ay
only be carried out in full compliance with this Regulation.

This Regulation is without prejudice to in ternational agreem ents concluded between
the Union and third countries regulating th e transfer of pers onal data including
appropriate safeguards for the data subjects.

The Comm ission m ay decide with effect for the en tire Union that certain third
countries, or a territory or a processing sector within a third country, or an
international organisation, offe r an adequate level of data protection, thus providing
legal certainty and uniform ity throughout the U nion as rega rds the third countries or
international organisations which are considered to provide such level of protection. In
these cases, transfers o fpersonal data to these countries m ay take place witho ut
needing to obtain any further authorisation.

In line with the funda mental values on whic h the Union is founded, in particular the
protection of hum an rights, the Commission should, in its assessm ent of the third
country, take into account how a given third country respects the rule of law, access to
justice as well as international human rights norms and standards.

The Comm ission m ay equally recognise that a third country, or a territory or a
processing sector within a third country, or  an international organisation offers no
adequate level of data protec tion. Consequently the transf er of personal data to that
third country should be prohibited. In th at case, provision should be made for
consultations between the Comm ission and such third countries or international
organisations.

In the absence of an adequacy decision, the controller or processor should take
measures to com pensate for the lack of da ta protection in a third country by way of
appropriate safeguards for the data subject. Such appropriate safeguards m ay consist
of making use of binding corporate rules, st andard data protection clauses adopted by
the Commission, standard data protection cl auses adopted by a supervisory authority
or contractu al clauses authoris ed by a s upervisory authority, or other suitable and
proportionate m easures justified in the lig ht of all the circum stances surrounding a
data transfer operation or set of data tran sfer o perations and where authorised by a
supervisory authority.

The possibility for the controller or proce ssor to use standard data protection clauses
adopted by the Comm ission or by a supervis ory authority should neither prevent the
possibility for controllers or processors to include the standard data p rotection clauses
in a wider contract nor to add other clauses as long as they d o not contradict, directly
or indirectly, the standard contractual clauses adopted by the Comm ission or by a
supervisory authority or prejudice the funda mental rights or fr eedoms of the data
subjects.
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A corporate group should be ab le to make use of approved binding corporate rules for
its international transfers from the Union to organisations within the sam e corporate
group of undertakings, as long as such corpor ate rules include essential principles and
enforceable rights to ensure appro  priate safeg uards for transfers or catego ries o f
transfers of personal data.

Provisions should be made for the possibility  for transfers in certain circum stances
where the data subject has given his consent, where the transfer is necessary in relation
to a contract or a legal claim, where important grounds of public interest laid down by
Union or Mem ber State law so require or where the tran sfer is m ade from a register
established by law and intended for consulta tion by the public or persons having a
legitimate interest. In this latter case such a transfer should not involve the entirety of
the data or entire categories of the data contained in the re gister and, when the register
is intended for consultation by persons having a legitimate interest, the transfer should
be made only at the request of those persons or if they are to be the recipients.

These derogations should in particular appl y to data transfers required and necessary
for the protection of important grounds of pu  blic interest, for ex ample in cases of
international data tran  sfers between co  mpetition auth orities, tax or custom s
administrations, financial supervisory auth orities, between services com petent for
social security m atters, or to com petent authorities for the pr evention, investigation,
detection and prosecution of criminal offences.

Transfers which cannot be qualified as freque nt or massive, could also be possible for
the purpos es of the leg itimate in terests pur sued by the con troller or th e proces sor,
when they have assessed all the circum stances surrounding the data transfer. For the
purposes of processing for historical, statistic al and scientific research purposes, the
legitimate expectations of so ciety for an increase of knowledge should be taken into
consideration.

In any case, where the Commission has taken no decision on the adequate level of data
protection in a third country, the controller or processor should make use of solutions
that provide data subjects with a guarantee th at they will co ntinue to benefit from the
fundamental rights and safeguards as regard s processing of their data in the Union
once this data has been transferred.

Some third countries enact laws, regulations and other legislative instrum ents which
purport to direc tly reg ulate da ta process ing activ ities of naturaland legal perso ns
under the jurisdiction of the Mem ber States. The extraterritorial application of these
laws, regulations and other legislative instru ments may be in breach of international
law and may impede the attainment of the pr otection of individuals guaranteed in the
Union by this Regulation. . Transfers should only be allowed where the conditions of
this Regulation for a transfer to third countries are met. This may inter alia be the case
where the disclosure is necessary for an important ground of public interest recognised
in Union law or in a Mem  ber State law to which the contro ller is subject. The
conditions under which an im portant ground of public interest exists should be further
specified by the Commission in a delegated act.

When personal data m oves across b orders it m ay put at inc reased risk the ability of
individuals to exercise data protection rights in particular to protec t themselves from
the unlawful use or disclosure of that inform  ation. At the sam e ti me, supervisory

31

EN



EN

92)

(93)

(94)

(95)

(96)

7)

(98)

authorities m ay find that they are una ble to pursue com  plaints or conduct
investigations relating to th e activ ities outs ide their borde rs. Their efforts to work
together in the cross-border context may also be hampered by insufficient preventative
or remedial powers, inconsistent legal regi mes, and practical obs tacles like re source
constraints. Therefore, there is aneed  to promote closer co-operation a mong da ta
protection supervisory authoriti es to help them exchange infor mation and carry o ut
investigations with their international counterparts.

The establishm ent of supervisory authori ties in Mem ber States, ex ercising their

functions with com plete independence, is an essential com ponent of the protection of
individuals with regard to the processing of their personal data. Mem ber States m ay
establish m ore than o ne superv isory autho rity, tor eflect th eir ¢ onstitutional,
organisational and administrative structure.

Where a M ember State estab lishes several supervisory authorities, it sho uld establish
by law m echanisms for ensuring the effec  tive participation of those  supervisory
authorities in the consistency m echanism. That Mem ber State should in particular
designate the supervis ory authority which functions as a single contact point for the
effective pa rticipation o f those authoritie s inthe m echanism, to ensure swiftan d
smooth co-operation with other supervisory au thorities, the European Data Pro tection
Board and the Commission.

Each supervisory authority should be provide d with the adequate financial and human
resources, prem ises and infrastructure, which is necessary for the effective
performance of their tasks, including for the tasks related to mutual assistance and co-
operation with other supervisory authorities throughout the Union.

The general condition s for the m embers of the superviso ry authority should be laid
down by law in each  Mem ber State and sho uld in particular prov ide that tho se
members should be either appointed by th e parliam ent or the governm ent of the
Member State, and in clude rules on the personal qualification of the members and the
position of those members.

The supervisory authorities should monitor the application of th e provisions pursuant
to this Regulation and contribute to its ¢ onsistent application throughout the Union, in
order to protect natural persons in relation to the processing of their personal data and
to facilitate the free flow of personal data within the internal market. For that purpose,
the supervisory authorities should co-operate with each other and the Commission.

Where the processing of personal data in the contex t of the activities of an
establishment of a controller or a p rocessor in the Union takes place in more than o ne
Member State, one single supervisory aut hority should be com petent for m onitoring
the activities of the controller or processor throughout the Union and taking the related
decisions, in order to increase the consiste nt application, provide legal certainty and
reduce administrative burden for such controllers and processors.

The com petent authority, providing such  one-stop shop, should be the supervisory
authority of the Mem ber State in which th e controller or processor has itsm  ain
establishment.
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While this Regulation applies also to the a ctivities of national courts, the com petence
of the super visory authorities should not cover the processi ng of personal data when
courts are acting in their judicial capacit y, in order to safeguard the independence of
judges in the perform ance of their judicial tasks. Howeve r, this exem ption should be
strictly lim ited to g enuine jud icial activit ies in court cas es a nd not apply to other
activities where judges might be involved in, in accordance with national law.

In order to ensure co nsistent m onitoring and enforcement of this Regulation
throughout the Union, the supervisory authorit ies should have in each Member State
the sam e duties and effective powers, in  cluding powers of investigation, legally
binding intervention, decisions and sanctions, pa rticularly in cases of com plaints from
individuals, and to engage in leg al pro ceedings. Investigative powers of superviso ry
authorities as regards access to premises should be exercised in conformity with Union
law and national law. This concerns in pa  rticular the req uirement to obtain a prior
judicial authorisation.

Each supervisory authority should hear co mplaints lodged by any data subject and
should investigate the m atter. The inves tigation following a com plaint should be
carried out, subject to judicial review, to the ex tent that is a ppropriate in the spec ific
case. The supervisory authority should inform the data subject of the progress and the
outcome of the com plaint within a reas onable period. If the case requires further
investigation or coordination with anothe r superviso ry authority , interm ediate
information should be given to the data subject.

Awareness raising activities by supervisory au thorities addressed to the public should
include specific m easures directed at co ntrollers a nd pr ocessors, including m icro,
small and medium-sized enterprises, as well as data subjects.

The supervisory authorities shou 1d assis t each other in perfor ming their duties an d
provide mutual assistance, so as to ensure the consistent application and enforcement
of this Regulation in the internal market.

Each supervisory authority should have th e right to par ticipate in jo int opera tions
between supervisory authorities. The re  quested supervisory authority should be
obliged to respond to the request in a defined time period.

In order to ensure the consistent application of this Regulation throughout the Union, a
consistency m echanism for co-operation between th e superv isory authorities
themselves and the Commission should be established. T his m echanism should in
particular apply where a supervisory author ity intends to take a m easure as regards
processing operations that are  related to the offering of  goods or services to data
subjects in several Member States, , or to the monitoring su ch data subjects, or that
might substantially affect the free flow of personal data. It should also apply where
any supervisory authority or the Commission requests that the m atter should be dealt
with in the consistency m echanism. This mechanism should be without prejudice to
any measures that the Comm ission may take in the exercise of its powers under the
Treaties.

In application of the consistency m echanism, the European Data Protection Board
should, within a determined period of time, issue an opinion, if a simple majority of its

33

EN



EN

(107)

(108)

(109)

(110)

(111)

(112)

(113)

(114)

members so decides or if so requested by any supervisory authority or the
Commission.

In order to ensure complia nce with this Regulation, the Commission may adopt an
opinion on this matter, or a decision, requiring the supervisory authority to suspend its
draft measure.

There may be an urgent need to act in order to protect the interests of data subjects, in
particular when the danger exists that the enforcement of a right of a data subject could
be considerably im peded. Therefore, a supe rvisory authority should be able to adopt
provisional measures with a specified period of validity when applying the consistency
mechanism.

The application of this m echanism should be a condition for the legal validity and
enforcement of the resp ective decision by a supervisory authority. In other cases of
cross-border relevance, mutual assistance and joint investigations might be carried out
between th e concern ed supervisor y author ities on a b ilateral or m ultilateral ba sis
without triggering the consistency mechanism.

At Union level, a European Data Protecti on Board should be set up. It should replace
the W orking Party on the Protection of Indi viduals with Regard to the Processing of
Personal Data established by Directive 95/46 /EC. It should consist of a head of a
supervisory authority of each Member Stat e and of the European Data Protection
Supervisor. The Comm ission s hould participate in its activ ities. The European Data
Protection Board should contribu te to the consistent app lication of this Regulation
throughout the Union, including by advi  sing the Commi ssion and prom oting co-
operation of the supervisory authorities  throughout the Union. The European Data
Protection Board should act independently when exercising its tasks.

Every data subject should ha ve the righttol odge a complaint w ith a supervisory
authority in any Member State and have the right to a judicial rem edy if they consider
that their rights under this Regulation are in fringed or where the supervisory authority
does not react on a complaint or does not act where such action is necessary to protect
the rights of the data subject.

Any body, organisation or association which aims to protects the rights and interests of
data subjects in relation to the p rotection of their data and is constituted according to
the law of a Mem ber State shou Id have the righttolo dge a complain twith a
supervisory authority or exercise the right  to a judicial rem edy on behalf of data
subjects, or to lodge, indepe ndently of a data subject' s complaint, an own com plaint
where it considers that a personal data breach has occurred.

Each natural or legal person should have the right to a judicial rem  edy against
decisions of a supervisory authority concerning them . Proceedings against a
supervisory authority should be brought before the courts of the Mem ber State, where
the supervisory authority is established.

In order to strengthen the judicial protection of the data subject in situations where the
competent supervisory authority is establis hed in another Mem ber State than the one

where the data subject is residing, the data subject may request any body, organisation
or association aiming to protect the rights and in terests of data subjects in relation to
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the protection of their data to bring on the  data subject's behalf proceedings against
that supervisory authority to the competent court in the other Member State.

In situ ations where th e com petent superv isory authority established in another
Member State doe sn otac tor h astak en in sufficient m easures in relation to a
complaint, the data subject may request the supervisory authority in the Member State
of his or her habitual res idence to bring proceedings against that supervisory authority
to the competent court in the other Member State. The requested supervisory authority
may decide, subject to judicial review, whether it is appropr iate to follow the reque st
or not.

For proceedings against a controller or processor, the plaintiff should have the cho ice
to bring the action before th e courts of the Member Stat es where th e controller or
processor has an estab lishment or where the data subject resides, unless the controller
is a public authority acting in the exercise of its public powers.

Where there are indications that parallel pr oceedings are pending before the courts in
different Member States, the courts should be obliged to contact each other. The courts
should have the possibility to susp end a case where a parallel case is  pending in
another Member State. Mem ber States should ensure that court actions, in order to be
effective, should allow the rapid adoption  of m easures to rem edy or prevent an
infringement of this Regulation.

Any damage which a person m ay suffer as a result of unlawful processing should be
compensated by the co ntroller or p rocessor, who m ay be exem pted from liability if
they prove that th ey are not respo nsible for the dam age, in particular where he
establishes fault on the part of the data subject or in case of force majeure.

Penalties should be imposed to any person, whether governed by private or public law,
who fails to com ply with this Regulation. =~ Member States should ensure that the
penalties should be effectiv e, proportionate and dissuasive and should take all
measures to implement the penalties.

In order to strengthen and harmonise administrative sanctions against infringements of
this Regulation, each superviso ry author ity should have the power to sanction
administrative offences. This Regulation shou Id indicate these offences and the upper
limit for the related administrative fines, which should be fixed in each individual case
proportionate to the specific situation, with ~ due regard in particular to the nature,
gravity and duration of the breach. The cons istency mechanism may also be used to
cover divergences in the application of administrative sanctions.

The processing of personal data solely for journalistic purposes, or for the purposes of
artistic or literary expre ssion should qualify for exem ption from the requirem ents of
certain provisions of this Regul ation in order to reconcile the right to the protection of
personal data with the right to freedom of expression, and notably the right to receive
and im part inform ation, as guaranteed in pa rticular by Article 11 of the Charter of
Fundamental Rights of the European Uni ~ on. This should apply in particular to
processing of personal data in the audiovisu al field and in news archives and press
libraries. Therefore, Member States should adopt legislative m easures, which should
lay down exem ptions and derogations wh ich are n ecessary for the purpose o f
balancing these fundam ental rights. Such exem ptions and derogations should be
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adopted by the Mem ber States on general prin ciples, on the rights of the data subject,
on controller and processor, on the transfer of data to third countries or international
organisations, on the independent supervis ory authorities and on co-operation and
consistency. This should not, however, lead Member States to lay down exem ptions
from the other provisions of  this Regulation. In orde 1 to take account of the
importance of the right to freedom of expr ession in every dem ocratic society, it is
necessary to inte rpret notions relating to th at freedom, such as journalism , broadly.
Therefore, Member States should classify activities as "journalistic" for the purpose of
the exemptions and derogations to be laid dow n under this Regulation if the object of
these activities is the disclo sure to the public  of infor mation, opinions or ideas,
irrespective of the medium which is used to transmit them. They should not be limited
to m edia undertakings and m ay be undert aken for profit-m aking or for non-profit
making purposes.

The processing of personal data concerning health, as a special category of data which
deserves higher protection, m ay often be ju stified by a number of legitim ate reasons
for the benefit of individuals and society as  a whole, in particular in the context of
ensuring continuity of cro ss-border healthcare. Theref ore this Reg ulation sho uld
provide f or harm onised condition s f or the pr ocessing of personal d ata conc erning
health, subject to specific and suitable sa feguards so as to pr otect the funda mental
rights and the personal data of individuals. This includes the right for i ndividuals to
have access to their personal data concerning their health, for example the data in their
medical records con taining such inform ation as d iagnosis, ex amination resu lts,
assessments by treating physicians and any treatment or interventions provided.

The processing of personal data concerning health may be necessary for reasons of
public interest in the areas of public health, without consent of the data subject. In that
context, ‘public health’ should be interp  reted as defined in ~ Regulation (EC) No
1338/2008 of the European Parliam ent and of the Council of 16 Decem ber 2008 on
Community statistics on public health and health and sa  fety at work, m eaning all
elements related to health, namely health status, including morbidity and disability, the
determinants having an effect on that he alth sta tus, h ealth care needs, resourc es
allocated to health care, the provision of, and universal access to, health care as well as
health care expenditure and financing, and th e causes of mortality. Such processing of
personal data concerning health for reasons  of public in terest shou ld not resu 1t in
personal data being processed for other pur poses by third parties such as em ployers,
insurance and banking companies.

The general principles on the protection of individuals with regard to the processing of
personal data should also be applicable to the employment context. Therefore, in order
to regu late the pro cessing of em ployees' personal da ta in the em ployment context,
Member States should be able, within the limits of this Regulation, to adopt by law
specific rules for the processing of personal data in the employment sector.

The processing of personal data for the purpos es of historical, statistical or scientific
research should, in order to be lawful, also respect other relevant legislation such as on
clinical trials.

Scientific research for the purposes of  this Re gulation should include funda mental
research, applied research, and privately f unded research and in addition should take
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into account the Union' s objective under Article 179(1)  of the Treaty on the
Functioning of the European Union of achieving a European Research Area.

As regards the powers of the supervisory au thorities to obta in from the contro ller or
processor access person al data and access to its premises, Member States m ay adopt
by law, within the lim its of this R egulation, specific rules in or der to safeguard the
professional or other equivalent secrecy obligations, in so far as necessary to reconcile
the right to the protection of personal data with an obligation of professional secrecy.

This Regulation respects a nd does not prejudice the st atus under national law of
churches a nd relig ious associa tions or communities in ~ the Member States,  as
recognised in Article 17 of the Treaty on th e Functioning of the European Union. As a
consequence, where a church in a Member State applies, at the time of entry into force
of this Regulation, com prehensive rules relating to the protection of individuals with
regard to the processing of personal data, these existin g rules should continue to apply
if they are brought in line with this Regulation. Such chur ches and religious
associations should be required to provide  for the establishm ent of a completely
independent supervisory authority.

In order to fulfil the objectiv es of this Regulation, nam ely to protect the funda mental
rights and freedoms of natural persons and in particular their right to the protection of
personal data and to ensure the free move ment of personal data within the Union, the
power to adopt acts in accordance with Article 290 of the Treaty on the Functioning of
the European Union should be delegated to the Comm ission. In particular, delegated
acts should be adopted in re spect of lawfulness of proce ssing; specifying the criteria
and conditions in relation to the consent of a child; proces sing of special categories of
data; specifying the criteria and conditions for manifestly excessive requests and fees
for exerc ising the righ ts of the d ata su bject; criteria an d requirements for th e
information to the data subjec t and in relation to the righ t of access; the righ t to be
forgotten and to erasure; m easures based on profiling; criteria and requirem ents in
relation to the respons ibility of the contro ller and to data pr otection by design and by
default; a processor; criteria and req uirements for the documentation and the secur ity
of processing; criteria and requirements for establishing a personal data breach and for
its notification to the supervisory authority, and on the circumstances where a personal
data breach is likely to adversely affect the data subject; the criteria and conditions for
processing operations requiring a data protection impact assessment; the criteria an d
requirements for determ ining a high degree  of specif ic risks which requ ire prior
consultation; designation and tasks of the data protection officer; codes of conduct;
criteria and requirem ents for certification m echanisms; criteria and req uirements for
transfers by way of bi  nding corporate rules ; transfer derogations; adm inistrative
sanctions; processing for health purposes; pr ocessing in the em ployment context and
processing for historical, statisti cal and scientific research purposes. It is of particular
importance that the Comm ission carry out appropriate consultations during its
preparatory work, including at expert level. T he Comm ission, when preparing and
drawing-up delegated acts, should ensure a sim ultaneous, tim ely and appropriate
transmission of relevant documents to the European Parliament and Council.

In order to ensure unifor m conditions fo rthe im plementation of this Regulation,

implementing powers should be conferred on the Commission for: specifying standard
forms in relation to the processing of personal data of a child; standard procedures and
forms for exercis ing the rights of data subjects; standard forms for the information to
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the data subject; standard for ms and procedur es in relation to the righ t of access; the
right to data portability; standard for =~ ms in rela tion to the respon sibility of the
controller to data protection by design and by default and to the docum entation;
specific req uirements for th e secu rity of processing; the standa rd form at and th e
procedures for the notificati on of a personal data breach to the supe rvisory authority
and the communication of a pers onal data breach to the data subject; standards and
procedures for a data protection im pact a ssessment; for ms and procedures for prior
authorisation and prior consultation; t echnical standards and m  echanisms for
certification; the adequate lev el of protection afforded by a third country or a territory
or a proce ssing s ector within th at th ird cou ntry o r an inte rnational organ isation;
disclosures not authorized by Union law; mutual assistance; joint operations; decisions
under the consisten cy mechanism. Those pow ers should be exercised in acco rdance
with Regulation (EU) N o 182/2011 of the Eur opean Parliament and of the Council of
16 February 2011 laying down the rules and general principles concerning
mechanisms for control by the Mem  ber States of the Comm  ission's exercis e of
implementing powers **. In this context, the Commi  ssion should consider specific
measures for micro, small and medium-sized enterprises.

The exam ination procedure should be used for the adoption of specifying standard
forms in relation to th e consent of ach ild; standard procedures and for ms for
exercising the rights of data subjects; standa rd forms for the inf ormation to the da ta
subject; standard forms and procedures in re lation to the rig ht of access;, the righ t to
data portability; standard forms in relation to the responsibility of the controller to data
protection by design and by default and to the docum entation; specific requirem ents
for the sec urity of pr ocessing; th e sta ndard for mat and the procedures for the
notification of a personal data breach to  the superv isory au thority and the
communication of a personal data breach to the data subject; standards and procedures
for a data protection im pact assessment; forms and procedures for prior authorisation
and prio r ¢ onsultation; techn ical s tandards an d m echanisms f or certif ication; th e
adequate level of protection afforded by a th ird country or a terr itory or a processing
sector within that third country or an international organisa tion; disclosures not
authorized by Union law; m utual assist ance; joint operations; decisions under the
consistency mechanism, given that those acts are of general scope.

The Comm ission should adopt imm ediately a pplicable implem enting acts where, in
duly justified cases relating to a third country or a territo  ry or a processing sector
within that third country or an international organisati on which does not ensure an
adequate level of protection and relati ng to m atters communicated by supervisory
authorities under the consistency m  echanism, im perative grounds of urgency so
require.

Since the objectives of this ~ Regulation, nam ely to ensure an equivalent level of
protection of individuals and the free flow of data throughout the Union, cannot be
sufficiently achieved by the Member States and can therefore, by reason of the scale or
effects of the action, be better achieved at Union level, the Union may adopt measures,
in accordance with the principle of subsidiarity as set out in Article 5 of the Trea ty on
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the Commission’s exercise of implementing powers, OJ L 55, 28.2.2011, p. 13.
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European Union. In accordance with the princi ple of proportionality as set out in that
Article, this Regulation does not go beyond what is necessary in order to achieve that
objective.

Directive 95/46/EC should be repealed by this Regulation. However, Comm ission
decisions adopted and authorisations by s upervisory authorities based on Directive
95/46/EC should remain in force.

This Regulation should apply to all m atters concerning the protec tion of funda mental
rights and freedom vis-a-vis the processing of personal data, which are not subject to
specific obligations with the same objective set out in Directive 2002/58/EC, including
the obligations on the ¢ ontroller and the rights of individuals. In order to clarify the
relationship between this Re gulation and Directive 2002/5 8/EC, the latte r Directive
should be amended accordingly.

As regards Iceland and Norway, this Re gulation constitutes a developm ent of
provisions of the Schengen acquis to the exte nt that it applies to the processing of
personal data by authorities involved in the implementation of that acquis, as provided
for by the Agreem ent concluded by the C  ouncil of the European U nion and the
Republic of Iceland and the Kingdom of Norw ay concerning the association of those
two Stjl;[es with the implem entation, appli cation and developm ent of the Schengen
acquis .

As regards Switzerland, this Regulation constitutes a development of provisions of the
Schengen acquis to the extent that it app  lies to the processing of personal data by
authorities involved in the im plementation of that acquis, as provided for by the
Agreement between the European Union, the European C ommunity and the Swiss
Confederation concerning the association of the Swiss Confederation with the
implementation, application and development of the Schengen acquis®’.

As regards Liechten stein, this Regu lation c onstitutes a developm ent of provisions of
the Schengen acquis to the extent th at it applies to the processing of personal data by
authorities involved in the im plementation of that acquis, as provided for by the
Protocol between the European Uni on, the European Comm  unity, the Swiss
Confederation and the Principality of Liechtenstein on the accession of the Principality
of Liechtenstein to the Agreem  ent between the European Union, the European
Community and the S wiss Confederation on the Swiss Confeder ation’s asso ciation
with the implementation, application and development of the Schengen acquis™.

In view of the fact that, as underlined by the Court of Justice of the European Union,
the right to the protection of personal data is not an absolute right, butm  ust be
considered inrela tiontoits f wunction in society and be balanced with other
fundamental rights, in accordance with the principle of proportionality, this Regulation
respects all fundamental rights and observes the principles recognised in the Charter of
Fundamental Rights of the European Union as enshrined in the Tr eaties, notably the
right to respect for private and family life, home and communications, the right to the
protection of personal data, the freedom  of thought, conscience and religion, the
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freedom of expression and information, the freedom to conduct a business, the right to
an effective rem edy and to a fair trial as ~ well as cultural, religious and linguistic
diversity.

HAVE ADOPTED THIS REGULATION:

CHAPTER |
GENERAL PROVISIONS

Article 1
Subject matter and objectives
1. This Regulation lays down rules relating to the protection of indi viduals with regard
to the processing of personal data and rules relating to the free movement of personal
data.
2. This Regulation protects the fundamental rights and freedoms of natural persons, and

in particular their right to the protection of personal data.

3. The free movement of personal data within the Union shall neither be restricted nor
prohibited for reasons connected with the protection of indi viduals with regard to the
processing of personal data.

Article 2
Material scope

1. This Regulation applies to the processing  of personal data w  holly or partly by
automated means, and to the processing ot her than by autom ated means of personal
data which f orm part of a f iling system or are intended to f orm part of a f iling

system.
2. This Regulation does not apply to the processing of personal data:

(a) inthe cou rse of an activity which f alls outs ide the scope of Union law, in
particular concerning national security;

(b) by the Union institutions, bodies, offices and agencies;

(c) by the Member States w hen carrying out activities which fall within the s cope
of Chapter 2 of the Treaty on European Union;

(d) by anatural person without any gainfu I interest in the course of its own
exclusively personal or household activity;

(e) by com petent authorities for the pur poses of prevention, investigation,

detection or prosecution of crim inal o ffences or the exe cution of ¢ riminal
penalties.
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This Regulation shall be without prej udice to th e applic ation of Directive
2000/31/EC, in particular of th e liability rules of interm ediary service providers in
Articles 12 to 15 of that Directive.

Article 3
Territorial scope

This Regulation applies to the processing  of personal data in the context of the
activities of an establishment of a controller or a processor in the Union.

This Regulation applies to the processing of personal data of data subjects residing in
the Union by a controller not established in the Union, where the processing
activities are related to:

(a) the offering of goods or services to such data subjects in the Union; or
(b) the monitoring of their behaviour.

This Regulation applies to the processi  ng of personal data by a controller not
established in the Union , but in a place where the nation al law of a Mem ber State
applies by virtue of public international law.

Article4
Definitions

For the purposes of this Regulation:

(M

)
3)

“

)

'data subject’ m eans an identified natura 1 person or a natural person who can be
identified, directly or indirectly, by m  eans reasonably likely to be used by the
controller or by any other natu ral or legal person, in par ticular by reference to an
identification num ber, location data, online  identifier or to one or more factors
specific to the physical, physiological, geneti ¢, mental, economic, cultural or social
identity of that person;

'personal data' means any information relating to a data subject;

'processing' m eans any operation or set of operations which is perf ormed upon
personal data or sets of personal data, wh ether or not by autom ated means, such as
collection, recording, organization, structur ing, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transm ission, dissem ination or otherwise
making available, alignment or combination, erasure or destruction;

'filing sys tem' m eans any stru ctured se t of personal data which are accessib le
according to specific criteria, whether centr alized, decentralized or dispersed on a
functional or geographical basis;

'controller' means the natural or legal pers on, public authority, agency or any other

body which alone or jointly with others determ  ines the purposes, co nditions and
means of the processing of personal data; where the pur poses, conditions and m eans
of processing are determ ined by Union law or Member State law, the controller o r
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(6)

(7

®)

)

(10)

(In

(12)

(13)

(14)

(15)

(16)

(17)

the spec ific criter ia f or his nom ination m ay be designated by Union law or by
Member State law;

'processor' m eans a natural or legal pers on, public authority, agency or any other
body which processes personal data on behalf of the controller;

'recipient’ means a natural or legal person, public authority, agency or any other body
to which the personal data are disclosed;

'the data su bject's cons ent' m eans any freely given sp ecific, inform ed and exp licit
indication of his or her wishes by which the data subject, either by a statem ent or by
a clear affirmative action, signifies agreement to personal data relating to them being
processed;

'personal data b reach' m eans a breach of s  ecurity leadin g to the accidental o r
unlawful destruction, loss, alteration, unauthorised disclo sure of, or access to,
personal data transmitted, stored or otherwise processed;

'genetic data' means all data, of whatever type, concerning the ch aracteristics of an
individual which are inherited or acquired during early prenatal development;

'biometric data' means any data relating to the physical, physiol ogical or behavioural
characteristics of an individual which allow their unique identification, such as facial
images, or dactyloscopic data;

‘data concerning health’ m eans any inform ation which relates to the physical or
mental health of an individual, or to the provision of health services to the individual;

‘main establishment’ means as regards the controller, the place of its establishment in
the Union where the m ain decisions as to the purposes, conditions and means of the

processing of personal d ata are taken; if no decisions as to the purposes, conditions
and m eans of the processing of personal  data are tak en in the Unio n, the m ain
establishment is the p lace where th e main processing activities in th e context of the
activities of an estab lishment of a controll er in the Union take place. As regards the
processor, 'main establishment' means the place of its central adm inistration in the

Union;

‘representative’ m eans any natural or lega 1 person established in the Union who,
explicitly designated by the controller, acts and may be addressed by any supervisory
authority and other bodies in the Union instead of the contr oller, with r egard to the
obligations of the controller under this Regulation;

‘enterprise’ means any entity engaged in an econom ic activity, irrespe ctive of its
legal form, thus including, in particular, natural and lega | persons, partnerships or
associations regularly engaged in an economic activity;

'group of undertakings' m eans a contro lling undertaking and its controlled
undertakings;

‘binding corporate rules’ m eans personal data protection policies which are adhered
to by a controller or proce ssor established on the territory of a Member State of the
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Union for transfers or a set of transfers of personal data to a controller or processor in
one or more third countries within a group of undertakings;

(18) 'child' means any person below the age of 18 years;

(19) 'supervisory authority' means a public au thority which is established by a Mem ber
State in accordance with Article 46.

CHAPTER I
PRINCIPLES

Article5
Principlesrelating to personal data processing

Personal data must be:

(a) processed lawfully, fairly and in a tr ansparent manner in r elation to the data
subject;

(b) collected for specified, explicita nd legitim ate purposes and not further
processed in a way incompatible with those purposes;

(c) adequate, re levant, and lim ited to the m inimum necessary in rela tion to the
purposes for which they are processed; th ey shall only be processed if, and as
long as, the purposes could not be fulfilled by processing information that does
not involve personal data;

(d) accurate and kept up to date; every reasonable step must be taken to ensure that
personal data that are inaccurate, having regard to the purpo ses for which they
are processed, are erased or rectified without delay;

(e) keptin a form which permits identification of data subjec ts for no longer than
is necessary for the purposes for wh  ich the personal data are processed;
personal data m ay be stored for longer period s insofar as the data will be
processed s olely f or h istorical, sta tistical or s cientific re search purpo ses in
accordance with the rules and conditions of Article 83 and if a periodic review
is carried out to assess the necessity to continue the storage;

(f) processed under the res ponsibility and liability of the controller, who shall

ensure and dem onstrate for each processing operation the compliance with the
provisions of this Regulation.

Article 6
Lawfulness of processing

1. Processing of personal data sh all be lawful only if and to th e extent that at least one
of the following applies:
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(a) the data subject has given consent to the processing of thei r personal data for
one or more specific purposes;

(b) processing is necess ary for the perfor mance of a contract to which the data
subject is party or in order to take steps at the request of the data subject prior
to entering into a contract;

(c) processing is necessa ry for com pliance with a legal oblig ation to wh ich the
controller is subject;

(d) processing is necessary in order to protect the vital interests of the data subject;

(e) processing is necessary for the perform ance of a task carried out in the public
interest or in the exercise of official authority vested in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by a
controller, except where such in  terests are overridden by the interests or
fundamental rights and freedom s of the data subject which require protection
of personal data, in particular where the data subject is a ch ild. This shall not
apply to processing carried out by public authorities in the performance of their
tasks.

Processing of personal da ta whic h is neces sary f or the purposes of historical,
statistical o r scien tific resea rch s hall be la wful subject to the co  nditions an d
safeguards referred to in Article 83.

The basis of the processing referred to in  points (c) and (e) of paragraph 1 must be
provided for in:

(@) Union law, or
(b) the law of the Member State to which the controller is subject.

The law of the Mem ber State m ust meet an objective of public in terest or m ust be
necessary to protect the rights and freedoms of others, respect the essence of the right
to the protection of personal data and be proportionate to the legitimate aim pursued.

Where the purpose of further processing is not compatible with the one for which the
personal data have been collected, the proce ssing must have a legal basis at least in
one of the grounds ref erred to in points (a ) to (e) of paragraph 1. T  his shall in
particular apply to any change of terms and general conditions of a contract.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specifyi ng the conditions referred to in point (f)
of paragraph 1 for various sectors and data processing situations, including as regards
the processing of personal data related to a child.
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Article 7
Conditions for consent

The controller shall bear the burden of pr  oof for the data subjec t's consent to the
processing of their personal data for specified purposes.

If the data subjec t's consent is to be given in the context of a writte n declaration
which also concerns another m  atter, the requirementto give cons entm ustb e
presented distinguishable in its appearance from this other matter.

The data subject shall have the right to withdraw his or her consent at any tim e. The
withdrawal of consent shall not affect th e lawfulness of processing based on consent
before its withdrawal.

Consent shall not provide a legal basis for the processing, where there is a significant
imbalance between the position of the data subject and the controller.

Article 8
Processing of personal data of a child

For the purposes of this Regul ation, in relation to the offering of information society
services directly to a chil d, the processing of personal data of a child below the age
of 13 years shall only be lawful if and to the exten tthat cons entisg ivenor
authorised by the child' s parent or custodi an. The controller shall m ake reasonable
efforts to obtain verifiable consent, taking into consideration available technology.

Paragraph 1 shall no t affect the gen eral contract law of Member States such as the
rules on the validity, formation or effect of a contract in relation to a child.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specify ing the criteria and requirements for the
methods to obtain verifiable consent referr ed to in paragraph 1. In doing so, the
Commission shall con sider specific m easures for m icro, s mall and medium -sized
enterprises.

The Comm ission m ay lay down standard ~ forms for specific m ethods to obtain
verifiable ¢ onsent ref erred to in para graph 1. Those 1 mplementing acts shall be
adopted in accordance with the examination procedure referred to in Article 87(2).

Article 9
Processing of special categories of personal data

The processing of personal data, revealing race or ethnic o rigin, political opinions,
religion or beliefs, trade-uni on m embership, and the processing of genetic data or
data concerning health or sex lif e or cr iminal convictions or related security
measures shall be prohibited.

Paragraph 1 shall not apply where:
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(a)

(b)

(©)

(d)

(e)

®

(2

(h)

W)

the data subject has given consent to  the processing of those personal data,
subject to the conditions laid down in Articles 7 and 8, except where Union law
or Mem ber State law provide that the prohibition referred to in paragraph 1
may not be lifted by the data subject; or

processing is necessary for the purpo ses of carrying out the obligations and
exercising specific rights of the controller in the field of employment law in so
far asitis authoris ed by Union la w or Member State law providing for
adequate safeguards; or

processing is necessary to protect the v ital interests of the data subje ct or of
another person where the data subjectis  physically or legally incapable of
giving consent; or

processing is carried out in the cour se of its leg itimate activities with
appropriate safeguards by a founda tion, a ssociation or any other non-profit-
seeking body with a political, philos ophical, religious or trade-union aim and
on conditio n that the process ing re lates solely to the m embers or to f ormer
members of the body or to persons w ho have regular contact with it in
connection with its purposes and that th e data are not disclosed outside that
body without the consent of the data subjects; or

the processing relates to personal data which are manifestly made public by the
data subject; or

processing is necess ary for the establishm ent, exercise o r defence of legal
claims; or

processing is necessary for the perform ance of a task carrie d out in the public
interest, on the basis of Union law, or Member State law which shall provide
for suitable measures to safeguard the data subject's legitimate interests; or

processing of data con cerning health is n ecessary for he alth purpos es an d
subject to the conditions and safeguards referred to in Article 81; or

processing is necessary for historical, statistical or scientific research purposes
subject to the conditions and safeguards referred to in Article 83; or

processing of data relating to crim inal convictions or related security m easures
is carried o ut either u nder the co ntrol of of ficial autho rity or whe n the
processing is necessary for com pliance with a legal or regu latory obligation to
which a controller is subject, or for th e performance of a task carried out for
important public interest reasons, and in so far as aut horised by Union law or
Member State law providing for adequate safeguards. A complete register of
criminal convictions shall be kept only under the control of official authority.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further sp ecifying the cr iteria, conditions and
appropriate safeguards f or the processing of the special categories of personal data
referred to in paragraph 1 and the exemptions laid down in paragraph 2.
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Article 10
Processing not allowing identification

If the data processed by a cont roller do not perm it the controller to identify a natural person,
the controller shall not be oblig ed to acquire a dditional information in order to identify the
data subject for the sole purpose of complying with any provision of this Regulation.

CHAPTER I11
RIGHTSOF THE DATA SUBJECT

SECTION 1
TRANSPARENCY AND MODALITIES

Article 11
Transparent information and communication

1. The controller shall have transparent and easily accessible policies with regard to the
processing of personal data and for the exercise of data subjects' rights.

2. The controller shall provide any inf ormation and any communication relating to the
processing of personal data to the data subject in an intelligible form, using clear and
plain langu age, adapted to the d  ata subj ect, in particular for any inform  ation
addressed specifically to a child.

Article 12
Procedures and mechanisms for exercising therights of the data subject

1. The controller shall establish procedures fo r providing the information referred to in
Article 14 and for the exercis e of the rights of data subjects referred to in Article 13
and Articles 15 to 19. The controller shall provide in particular m echanisms for
facilitating the request for the actions referr ed to in Article 13 and Articles 15 to 19.
Where personal data are processed by autom ated m eans, the controller shall also
provide means for requests to be made electronically.

2. The controller shall inform the data subject without delay and, at the latest within one
month of receipt of the request, whether or not any action has been taken pursuant to
Article 13 and Articl es 15 to 19 and shal [ provide the requested inform ation. This
period may be prolonged for a further m onth, if several data subjects exercise their
rights and their cooperation is  necessary to a reasonable  extent to prevent an
unnecessary and disproportionate effort on the part of the controller. The information
shall be given in writin g. W here th e data sub ject m akes the reques t in elec tronic
form, the infor mation shall be provide d in electronic form , unless otherwise
requested by the data subject.

3. If the contr oller ref uses to take a ction on the request of the data subject, the
controller s hall inf orm the da ta subject of the reasons for the refusal and on the
possibilities of lodging a com  plaint to the supervisory aut hority and seeking a
judicial remedy.
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4. The information and the actions taken on re quests referred to in paragraph 1 shall be
free of charge. Where requests are manifestly excessive, in particular because of their
repetitive character, the controller may charge a fee for providing the inf ormation or
taking the action requested, or the controll er may not take the action requested. In
that case, th e contro ller shall b ear the burden of proving the m anifestly excessive
character of the request.

5. The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further speci fying the criteria and conditions for the
manifestly excessive requests and the fees referred to in paragraph 4.

6. The Commission may lay down standard form s and specifying standard procedures
for the communication referred to in paragr aph 2, including the electronic for mat. In
doing so, the Comm ission shall take the a ppropriate measures for micro, small and
medium-sized enterprises. Those implem enting acts sh all be adopted in accordan ce
with the examination procedure referred to in Article 87(2).

Article 13
Rightsin relation to recipients

The controller shall communicate any rectification or erasure carried out in accordance with
Articles 16 and 17 to each recipient to whom the data have been disclosed, unless this proves
impossible or involves a disproportionate effort.

SECTION 2
INFORMATION AND ACCESSTO DATA

Article 14
I nformation to the data subject

1. Where personal data relating to a datasu  bject are co llected, the con troller sha Il
provide the data subject with at least the following information:

(a) the identity and the ¢ ontact details of the contro  ller and, if any, of the
controller's representative and of the data protection officer;

(b) the purposes of the processing for which the personal data are intended,
including the contract term s and gene ral conditions where the processing is
based on point (b) of Articl e 6(1) and the leg itimate interests pursued by the
controller where the processing is based on point (f) of Article 6(1);

(c) the period for which the personal data will be stored;

(d) the exis tence of the right to re quest from the contro ller access to and
rectification or erasure of the personal data concerning the data subject or to
object to the processing of such personal data;

(e) the right to lodge a complaint to th e supervisory authority and the contact
details of the supervisory authority;
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(f) the recipients or categories of recipients of the personal data;

(g) where app licable, that the controller in tends to transfer to a th ird country or
international organisation and on the level of protecti on afforded by that third
country or international organisation by reference to an adequacy decision by
the Commission;

(h) any further information necessary to guarantee fair processing in respect of the
data subject, having regard to the speci fic circumstances in which the personal
data are collected.

Where the personal d ata are co llected from the data sub ject, th e con troller sh all
inform the data sub ject, in additio n to th e inform ation re ferred to in paragraph 1,
whether the provision of personal datais  obligatory or voluntary, as well as the
possible consequences of failure to provide such data.

Where the personal d ata are not collected from the data subject, the con troller shall
inform the data sub ject, in additio n to th e inform ation re ferred to in paragraph 1,
from which source the personal data originate.

The controller shall provide the information referred to in paragraphs 1, 2 and 3:
(a) atthe time when the personal data are obtained from the data subject; or

(b)  where the p ersonal data are no t collected from the data subject, at th e time of
the recording or with in a reasonable peri od after the collec tion, having regard
to the specific circum stances in which the data are collected or oth erwise
processed, or, if a disclosu re to another recipient is envisaged, and at the latest
when the data are first disclosed.

Paragraphs 1 to 4 shall not apply, where:

(a) the data subject has already the info rmation referred to in paragraphs 1, 2 and
3; or

(b) the data a re not collec ted from the data subject and the provision of  such
information proves impossible or would involve a disproportionate effort; or

(c) the data are not collected from the data subject and recording or disclosure is
expressly laid down by law; or

(d) the data a re not collec ted from the data subject and the provision of  such
information will impair the rights and freedoms of others, as defined in Union
law or Member State law in accordance with Article 21.

In the case referred to in poin t (b) of paragraph 5, the cont roller shall provide
appropriate measures to protect the data subject's legitimate interests.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further sp ecifying the criteria for categories of
recipients referred to in point (f) of pa ragraph 1, the requirem ents for the notice of
potential access referred to in point (g) of  paragraph 1, the criteria for the further
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information necessary referred to in point (h) of paragraph 1 fo r specific sectors and
situations, and the conditions and appropria  te saf eguards f or the exception s laid
down in point (b) of paragraph 5. In doing so, the Comm ission shall take the
appropriate measures for micro, small and medium-sized-enterprises.

The Commission m ay lay down standard  form s for providing the inform  ation
referred to in paragraphs 1 to 3, taking in to account the specific characteristics and
needs of various sectors a nd data processing situati ons where necessary. Those
implementing acts shall be adopted in acc ordance with the ex amination procedure
referred to in Article 87(2).

Article 15
Right of access for the data subject

The data subject shall have the right to  obtain from the controller at an y time, on
request, confirmation as to whether or not pe rsonal data re lating to the d ata subject
are being processed. W here such personal da ta are being processed, the controller
shall provide the following information:

(a) the purposes of the processing;
(b) the categories of personal data concerned;

(c) the recipients or categories of recipients to whom the personal data are to be or
have been disclosed, in particular to recipients in third countries;

(d) the period for which the personal data will be stored;

(e) the existence of the right to request f rom the controller rectification or erasure
of personal data concerning the data subj ect or to object to the processing of
such personal data;

(f) the right to lodge a complaint to th e supervisory authority and the contact
details of the supervisory authority;

(g) communication of the personal da  ta undergoing processing and of any
available information as to their source;

(h) the significance and envisaged consequen ces of such processing, at least in the
case of measures referred to in Article 20.

The data subject shall have the right to obtain from the controller communication of
the personal data undergoing processing. Where the data subject makes the request in
electronic form , the infor mation shall be provided in electronic form , unless
otherwise requested by the data subject.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specify ing the criteria and requirements for the
communication to the data subject of the ¢ ontent of the personal data referred to in

point (g) of paragraph 1.
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4. The Comm ission m ay s pecify standard form s and procedures for requesting and
granting ac cess to the inf ormation ref erred to in paragraph 1, including for
verification of the identity of the data subject and communicating the personal data to
the data subject, taking into account the spec ific features and n ecessities of various
sectors and data processing situations. Those implem enting acts shall be adopted in
accordance with the examination procedure referred to in Article 87(2).

SECTION 3
RECTIFICATION AND ERASURE

Article 16
Right to rectification

The data subject shall have the right to obtain from the controller the rectification of personal
data relatin g to them which are inaccurate. T he data subject shall h ave the right to obtain
completion of incom plete personal data, in cluding by way of supplem enting a corrective
statement.

Article 17
Right to be forgotten and to erasure

1. The data subject sha 11 have the rig ht to obtain from the controller th e erasure of
personal data relating to them and the abst ention from further dissemination of such
data, especially in re lation to perso nal data which are m ade availab le by the data
subject while he or she was a child, where one of the following grounds applies:

(a) the data are no longer necessary in relation to the purposes for which they were
collected or otherwise processed;

(b) the data subject withdraws consent on which the processing is based according
to point (a) of Article 6(1), or when the storage period consented to has
expired, and where there is no other legal ground for the processing of the data;

(c) the data subject objects to the processing of personal data pursuant to Artic le
19;

(d) the processing of the data does not comply with this Regulation f or other
reasons.

2. Where the controller referred to in para graph 1 has made the personal data public, it

shall take a Il reasonable steps, in cluding technical measures, in relation to data f or
the publication of which the co ntroller is respon sible, to inform third parties which

are processing such d ata, that a data subject requests them to er ase any links to, or
copy or replication of that personal data. Where the controller has authorised a third

party publication of personal data, the contro ller shall be consider ed responsible for
that publication.
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The controller shall carry out the erasure without delay, except to the extent that the
retention of the personal data is necessary:

(a) for exercising the right of freedom of expression in accordance with Article 80;

(b) for reasons of public interes t in the area of public hea Ith in accordanc e with
Article 81;

(c) for historical, s tatistical and s cientific res earch purposes in acco rdance with
Article 83;

(d) for compliance with a legal obligation to retain the personal data by Union or
Member State law to which the con troller is subject; Member State laws shall
meet an objectiv e of public inte rest, respect th e essenc e o f the righ t to the
protection of personal data and be proportionate to the legitimate aim pursued,

(e) in the cases referred to in paragraph 4.
Instead of erasure, the controller shall restrict processing of personal data where:

(a) their accuracy is contested by the data subject, for a period enabling the
controller to verify the accuracy of the data;

(b) the controller no longer needs the pers onal data for the accomplishm ent of its
task but they have to be maintained for purposes of proof;

(c) the processing is unlawful and the data subject opposes their erasure and
requests the restriction of their use instead;

(d) the data sub ject requests to tran smit the person al data in to another automated
processing system in accordance with Article 18(2).

Personal data referred to in paragraph 4 m ay, with the exception of storage, only be
processed for purposes of pr  oof, or with the data subject' s consent, or for the
protection of the rights of another natural or legal person or for an objective of public
interest.

Where processing of personal data is restricted pursuant to paragraph 4, the
controller shall inform the data subject before lifting the restriction on processing.

The controller shall implement mechanisms to ensure that the time limits established
for the erasure of personal da ta and/or for a periodic re  view of the need for the
storage of the data are observed.

Where the erasure is carried out, the ¢ ontroller shall not othe rwise p rocess such
personal data.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specifying:

(a) the criteria and requirem ents for the application of paragraph 1 for specific
sectors and in specific data processing situations;

52

EN



EN

(b) the conditions for deleting links, copies or replications of personal data fr om
publicly available communication services as referred to in paragraph 2;

(c) the criteria and cond itions for restricting the pr  ocessing of personal data
referred to in paragraph 4.

Article 18
Right to data portability

The data subject shall have the right, where personal data are processed by electronic
means and in a structured and commonly used format, to obtain from the controller a
copy of dat a undergoing processing in an electronic and structured form at which is
commonly used and allows for further use by the data subject.

Where the data subject has provided the personal data and the processing is based on
consent or on a contract, the data subjec  t sh all have the right to tr ansmit thos e
personal data and any other information provided by the data subject and retained by
an automated processing system, into another o ne, in an electron ic format which is
commonly used, without hindrance from the controller from whom the personal data
are withdrawn.

The Commission may specify the electronic format referred to in paragraph 1 and the
technical standards, m odalities and procedur es for the transm ission of personal data
pursuant to paragraph 2. Those im plementing acts shall be adopted in accordance
with the examination procedure referred to in Article 87(2).

SECTION 4
RIGHT TO OBJECT AND PROFILING

Article 19
Right to object

The data subject shall have the right to obj ect, on grounds relating to their particular
situation, at any time to the processing of personal data which is based on points (d),
(e) and (f) of Article 6(1), unless the cont roller demonstrates compelling legitimate
grounds for the processing which override th e interests or funda mental rights and
freedoms of the data subject.

Where personal data are processed for di rect marketing purposes, the data subject
shall have the right to object free of char ge to the processing of their personal data
for such m arketing. This right shall be exp licitly offered to the data subject in an
intelligible manner and shall be clearly distinguishable from other information.

Where an objection is upheld pursuant to paragraphs 1 and 2, the controller shall no
longer use or otherwise process the personal data concerned.

53

EN



EN

Article 20
Measures based on profiling

Every natural person shall have the righ  tnot to be subjecttoam  easure which
produces legal effects concerning this natu ral person or significantly affects this
natural person, and which is based solely on autom ated processing intended to
evaluate certain personal aspe cts re lating to this natura 1 person or to analyse or
predict in p articular the natural person's performance at work, econom ic situation,
location, health, personal preferences, reliability or behaviour.

Subject to the other provisions of this Regulation, a person m ay be s ubjected to a
measure of the kind referred to in paragraph 1 only if the processing:

(a) is carried out in the course of the en tering into, or perform ance of, a contract,
where th e request for the entering into or the perform ance of the co ntract,
lodged by the data subject, has been sa tisfied or where su itable m easures to
safeguard the data subject's legitimate interests have been adduced, such as the
right to obtain human intervention; or

(b) is expressly authorized by a Union or Member State law which also lays down
suitable measures to safeguard the data subject's legitimate interests; or

(c) 1is based on the data subject' s consent, subject to the cond itions laid down in
Article 7 and to suitable safeguards.

Automated processing of personal data inte nded to evaluate certain personal aspect s
relating to a natural per son shall n ot be based solely on the specia | categories of
personal data referred to in Article 9.

In the cases referred to in paragraph 2, the inform ation to be provided by the
controller under Article 14 shall include information as to the existence of processing
for a measure of the kind referred to in paragraph 1 and the envisaged effects of such
processing on the data subject.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specifying the criteria and conditions for suitable
measures to safeguard the data subject' s legitimate interests referred to in paragraph

2.

SECTION 5
RESTRICTIONS

Article 21
Restrictions

Union or Member State law may restrict by way of a legislative measure the scope of
the obligations and rights provided for in points (a) to (e) of Article 5 and Articles 11
to 20 and Article 3 2, when such are striction constitutes a necessary and
proportionate measure in a democratic society to safeguard:
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(a) public  security;
(b) the prevention, investigation, detection and prosecution of criminal offences;

(c) other pub lic inte rests of the Union or of a Mem ber State, in particular an
important economic or financial interest of the Union or of a Mem ber State,
including monetary, budgetary and ta  xation m atters and the protection of
market stability and integrity;

(d) the prevention, investigation, detection and pro secution of breaches of ethics
for regulated professions;

(¢) amonitoring, inspection or regulator y function connected, even occasionally,
with the exercise of official authority in cases referred to in (a), (b), (c) and (d);

(f)  the protection of the data subject or the rights and freedoms of others.

In particular, any legislative measure referred to in paragraph 1 shall contain specific
provisions at leas t as to the objectives  to be pursued by the processing and the
determination of the controller.

CHAPTER IV
CONTROLLER AND PROCESSOR

SECTION 1
GENERAL OBLIGATIONS

Article 22
Responsibility of the controller

The controller shall adopt policies and implement appropriate measures to ensure and
be able to dem onstrate that the proces sing of personal data  is perform ed in
compliance with this Regulation.

The measures provided for in paragraph 1 shall in particular include:

(a) keeping the documentation pursuant to Article 28;

(b) implementing the data security requirements laid down in Article 30;
(c) performing a data protection impact assessment pursuant to Article 33;

(d) complying with the requirements for prior authorisation or prior consultation of
the supervisory authority pursuant to Article 34(1) and (2);

(e) designating a data protection officer pursuant to Article 35(1).

The contro ller sh all implem ent m echanisms to ensu re the verification of the
effectiveness of the measures referred to in paragraphs 1 and 2. If proportionate, this
verification shall be carried out by independent internal or external auditors.
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The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of specifyinga ny further criteria and requirem ents for
appropriate measures referred to in paragraph 1 other than those already referred to
in paragraph 2, the conditions for the veri fication and auditing m echanisms referred
to in paragraph 3 and as regards the cr iteria for proportionality under paragraph 3,
and considering specific measures for micro, small and medium-sized-enterprises.

Article 23
Data protection by design and by default

Having regard to the state of the art and  the cost of im plementation, the controller
shall, both a t the tim e of the determinati on of the m eans for processing and at the
time of the process ing itse If, im plement appropriate technical and organisational
measures and procedu res in suc h a way that the pr ocessing w ill m eetth e
requirements of this Regulation and ensure the protection of the rights of the data
subject.

The controller shall im plement mechanisms for ensuring that, by default, only those
personal d ata are pro cessed which are n ecessary for each specific purpose of the
processing and are especially not coll ected or retained beyond the m  inimum
necessary for those purposes, both in term s of the amount of the data and the time of
their storage. In particular, tho se mechanisms shall ensure that by default personal
data are not made accessible to an indefinite number of individuals.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of specifying a ny further criteria and requirem ents for
appropriate measures and mechanisms referred to in paragraph 1 and 2, in particular
for data protection by design requirem ents applicable across sectors, products and
services.

The Commission may lay down technical st andards for the requirem ents laid down
in paragraph 1 and 2. Those im plementing acts shall be adop ted in accordance with
the examination procedure referred to in Article 87(2).

Article 24
Joint controllers

Where a controller d etermines the purposes, conditions and means of the processing of
personal da ta join tly with others, the joint controllers shall de termine their respec tive
responsibilities for compliance w ith the obligations under this  Regulation, in particular as
regards the procedures and mechanisms for exercising the rights of the data subject, by means
of an arrangement between them.

Article 25
Representatives of controllers not established in the Union

In th e s ituation ref erred to in Artic le 3 (2), th e con troller shall design ate a
representative in the Union.
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This obligation shall not apply to:

(a) acontroller established in a third country where the Comm ission has decided
that th e third country ensures an adequate lev el of protection in acco rdance
with Article 41; or

(b) an enterprise employing fewer than 250 persons; or
(c) apublic authority or body; or

(d) acontroller offering only occasio  nally goods or services to data subjects
residing in the Union.

The representative shall be established in one of those Member States where the data
subjects whose personal data are processe d in relation to the offering of goods or
services to them, or whose behaviour is monitored, reside.

The designation of a representative by the  controller shall be without prejudice to
legal actions which could be initiated against the controller itself.

Article 26
Processor

Where a processing operation is to be car  ried out on behalf of a controller, the
controller shall choose a pr  ocessor providing sufficien t guarantees to im plement
appropriate technical and organisational measures and procedures in such a way that
the proce ssing will m eet the req uirements of this Regulation and  ensure the
protection of the rights of the data subject, in p articular in respect of the technical
security m easures and organizational m easures governing the processing to be
carried out and shall ensure compliance with those measures.

The carrying out of processi ng by a processor shall be governed by a contract or
other legal act binding the processor to the controller and stipulating in particular that
the processor shall:

(a) act only on instructions from the controller, in particular, wh ere the transfer of
the personal data used is prohibited;

(b) employ only staf f who have comm itted themselves to co nfidentiality or are
under a statutory obligation of confidentiality;

(c) take all required measures pursuant to Article 30;
(d) enlist another processor only with the prior permission of the controller;

(e) insofar as this is possible given th e nature of the pr  ocessing, create in
agreement with th e controller th e n ecessary technical and organisational
requirements f or the f ulfilment of the controller’s obligation to respond to
requests for exercising the data subject’s rights laid down in Chapter I1I;
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(f)  assist the controller in ensuring co mpliance with th e oblig ations pursu ant to
Articles 30 to 34;

(g) hand over all resu Its to the contro ller after the end of the processing and not
process the personal data otherwise;

(h) make available to the controller an d the supervisory authority all inf ormation
necessary to control compliance with the obligations laid down in this Article.

3. The controller and the processor sha 1l do cument in writing the  contro ller's
instructions and the processor's obligations referred to in paragraph 2.

4. If a processor processes personal data othe r than as instru cted by the co ntroller, the
processor shall be considered to be a controller in respect of that processing and shall
be subject to the rules on joint controllers laid down in Article 24.

5. The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specify ing the criteria and requirements for the
responsibilities, duties and ta sks in relation to a processo r in line with paragraph 1,
and conditions which allow f acilitating the processing of personal data within a
group of undertakings, in particular for the purposes of control and reporting.

Article 27
Processing under the authority of the controller and processor

The processor and any person acting under the author ity of the controller or of the processor
who has access to pers onal da ta s hall not p rocess them except on in structions from the
controller, unless required to do so by Union or Member State law.

Article 28
Documentation

1. Each controller and processor and, if a ny, the controller' s re presentative, shall
maintain documentation of all processing operations under its responsibility.

2. The documentation shall contain at least the following information:

(a) the nam e and contact details of the controller, or any joint controller or
processor, and of the representative, if any;

(b) the name and contact details of the data protection officer, if any;

(c) the purposes of the processing, including the legitimate interests pursued by the
controller where the processing is based on point (f) of Article 6(1);

(d) adescription of categories of data s ubjects and of the categories of personal
data relating to them;
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(e) the recip ients or catego ries of recipi ents of the personal data, including the
controllers to whom personal da ta are disc losed f or the legitim ate interes t
pursued by them,;

(f)  where applicable, transfers of data  to a third country or an international
organisation, including the identification of that third coun try or interna tional
organisation and, in case of transfers referred to in point (h) of Article 44(1),
the documentation of appropriate safeguards;

(g) ageneral indication of the tim e limits for erasure of the different catego ries of
data;

(h) the description of the mechanisms referred to in Article 22(3).

The controller and the pro cessor and, if any, the controller' s representative, shall
make the documentation available, on request, to the supervisory authority.

The obligations referred to in paragraphs 1 and 2 shall nota pply to the following
controllers and processors:

(a) anatural person processing personal data without a commercial interest; or

(b) an enterprise or an organisation employing fewer than 250 persons that is
processing personal data only as an activity ancillary to its main activities.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specify ing the criteria and requirements for the

documentation referred to in paragraph 1, to take accou ntofinp articular th e
responsibilities of the cont roller and the processor and,  if any, the controller' s
representative.

The Commission may lay down standard fo rms for the doc umentation referred to in
paragraph 1. Those i mplementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2).

Article 29
Co-operation with the supervisory authority

The controller and the processor and, if any, the representative of the controller, shall
co-operate, on request, with the supervisor y author ity in the performance of its
duties, in particular by providing the inform ation referred to in point (a) of Article
53(2) and by granting access as provided in point (b) of that paragraph.

In response to the supervisory authority' s exercise of its powers under Article 53(2),
the con troller and the processo 1 s hall rep ly to the super visory auth ority within a
reasonable period to b e specified by the supervisory authority. The reply shall
include a description of the m easures taken and the results achieved, in response to
the remarks of the supervisory authority.
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SECTION 2
DATA SECURITY

Article 30
Security of processing

The controller and the processor shal 1 im plement appropria te tec hnical and
organisational m easures to ensure a level of security a ppropriate to the risk s
represented by the processing and the nature  of the personal data to be protected,
having regard to the state of the art and the costs of their implementation.

The controller and the processor shall, follo wing an evaluation of the risks, take the
measures referred to in paragraph 1 to pr otect personal d ata again st accidental or
unlawful destruction or acciden tal loss and to prevent any unlawful form s of
processing, in particu lar any unauth orised disclosure, dissem ination or access, 0 r
alteration of personal data.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further speci  fying the criteria and conditions for the
technical and organisational measures referred to in paragraphs 1 and 2, including the
determinations of what constitute s the sta te of the art, for sp ecific sectors and in
specific data processing situations, in part icular taking account of developm ents in
technology and solutions for privacy by design and data protection by default, unless
paragraph 4 applies.

The Commission may adopt, where necessary, implem enting acts for specifying the
requirements laid down in paragraphs 1 and 2 to various situations, in particular to:

(a) prevent any unauthorised access to personal data;

(b) prevent any unauthorised disclosure, reading, copying, modification, erasure or
removal of personal data;

(c) ensure the verification of the lawfulness of processing operations.

Those im plementing acts shall b e adopted in accordan ce with the exam ination
procedure referred to in Article 87(2).

Article 31
Notification of a personal data breach to the supervisory authority

In the case of a personal data breach, th e controller shall wit hout undue delay and,
where feasible, not la ter than 24 hours after having beco me aware of it, notify the
personal data breach to the superv isory authority. The notification to the superviso ry
authority shall be acco mpanied by a reason ed justification in ca ses where it is not
made within 24 hours.

Pursuant to point (f) of  Article 26(2), the processor  shall alert and inform the
controller immediately after the establishment of a personal data breach.
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The notification referred to in paragraph 1 must at least:

(a) describe the nature of the persona 1 data breach including the categories and
number of data subjects concerned and the categories and num  ber of data
records concerned;

(b) communicate the iden tity and contact de tails of the data protection officer or
other contact point where more information can be obtained;

(c) recommend measures to m itigate the possible adverse effects of the pe rsonal
data breach;

(d) describe the consequences of the personal data breach;

(e) describe the m easures proposed or taken by the controller to address the
personal data breach.

The contro ller shall do cument any personal d ata b reaches, com prising the facts
surrounding the breach, its effects and the remedial action taken. This documentation
must enable the supervisory author ity to ver ify com pliance with this Artic le. The
documentation shall only include the information necessary for that purpose.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of  further specifyin g the criteria and requ irements for
establishing the data bre ach referred to in paragraphs 1 and 2 and for the particular
circumstances in which a controller and a processor is required to notify the personal
data breach.

The Comm ission m ay lay down the standard  f ormat of such notif ication to the
supervisory authority, the procedures appli cable to the no tification requirement and
the form and the m odalities for the docum entation referred to in paragraph 4,
including th e tim e lim its for erasur e of the inform ation contained therein. Those
implementing acts shall be adopted in acc ordance with the ex amination procedure
referred to in Article 87(2).

Article 32
Communication of a personal data breach to the data subject

When the personal data breach is likely  to adv ersely affect the pro tection of the
personal data or privacy of the data subject, the controller shall, after the notification
referred to in Article 31, comm unicate the pe rsonal data b reach to the data subject
without undue delay.

The communication to the data sub ject referred to in paragraph 1 shall describe the
nature of the personal data  breach and contain at least the inform  ation and the
recommendations provided for in points (b) and (c) of Article 31(3).

The communication of a personal data breach to the data subject shall not be required
if the contro ller demonstrates to the satisf action of the super visory authority that it
has im plemented appropriate technologica 1 protection m easures, and that those
measures were app lied to the d ata concer ned by the personal data breach. Such
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technological protection m easures shall render the data un intelligible to any person
who is not authorised to access it.

Without prejudice to the controller' s ob ligation to communicate the personal dat a
breach to the data sub  ject, if the cont roller has not already communicated th e
personal data breach to the data subject of the personal data breach, the supervisory
authority, having considered the likely adverse effects of the breach, may require it to
do so.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specifying the criteria and requirements as to the
circumstances in which a personal data br ~ each is like ly to adve rsely af fect the
personal data referred to in paragraph 1.

The Commission may lay down the for mat of the communication to the data subject
referred to in paragraph 1 and the proce  dures applicab le to that communication.
Those im plementing acts shall be adopted  in accordance with the exam  ination
procedure referred to in Article 87(2).

SECTION 3
DATA PROTECTIONIMPACT ASSESSMENT AND PRIOR
AUTHORISATION

Article 33
Data protection impact assessment

Where processing operations present specific risks to the rights and freedom s of data
subjects by virtue of their na ture, their scope or their purposes, the controller or the
processor acting on the controller's behalf shall carry out an assessment of the impact
of the envisaged processing operations on the protection of personal data.

The following processing operations in partic ular present specific risks referred to in
paragraph 1:

(a) asystematic and extens ive evaluation of personal aspects relating to a natural
person or for analysing or predicting in particular the natural person's economic
situation, location, health, personal preferences, reliability or behaviour, which
is based on autom ated processing and on which m  easures are based that
produce leg al effects concerning the ind ividual or signifi cantly affect th e
individual,

(b) information on sex life, health, race a nd ethnic origin or for the provision of
health care, epidem iological researches, or surveys of m ental or infectious
diseases, where the data are pro  cessed for taking m easures or decisions
regarding specific individuals on a large scale;

(c) monitoring  publicly accessible areas, espec ially when usin g optic -electronic
devices (video surveillance) on a large scale;

(d) personal d ata in large scale f iling system s on children, genetic data or
biometric data;
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(e) other processing operations for whic  h the consultation of the supervisory
authority is required pursuant to point (b) of Article 34(2).

The assessm ent shall contain at least a general description of the envisaged
processing operations, an assessm ent of the ri sks to the rights and freedom s of data
subjects, the m easures envisaged to address the risks, s afeguards, security measures
and m echanisms to ensure the p  rotection of personal data and to dem  onstrate
compliance with this Regulation, taking  into account the rights and legitim ate
interests of data subjects and other persons concerned.

The controller shall seek the views of da ta subjects or their rep resentatives on the
intended processing, without prejudice to  the protection of commercial or public
interests or the security of the processing operations.

Where the controller is a public authority or body and whe re the processing results
from a legal obligation pursuant to point (¢ ) of Article 6(1) providing for rules and
procedures pertaining to the processing  operations and regulated by Union law,
paragraphs 1 to 4 shall not apply, unless Member States d eem it necess ary to carry
out such assessment prior to the processing activities.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further speci  fying the criteria and conditions for the
processing operations likely to present specific risks referred to in paragraphs 1 and 2
and the req uirements for th e as sessment referred to in paragraph 3, including
conditions for scalability, verification and au ditability. In doing so, the Comm ission
shall consider specific measures for micro, small and medium-sized enterprises.

The Commission m ay specify standards  and procedures for carrying out and
verifying and auditing the assessm ent referred to in paragraph 3. Thos e
implementing acts shall be adopted in acc ordance with the ex amination procedure
referred to in Article 87(2).

Article 34
Prior authorisation and prior consultation

The controller or the processor as the case may be shall obtain an authorisation from
the supervisory authority prior to the processing of persona I data, in order to ensure
the compliance of the intended pro cessing with this Regulation and in particular to
mitigate the risks involved for the datas  ubjects where a controller or processo r
adopts contractual clauses as provided for in point (d) of Article 42(2) or does not
provide for the appropriate sa feguards in a legally binding instrument as referred to
in Article 42(5) for the transfer of personal data to a third country or an international
organisation.

The controller or processor acting on th e co ntroller's behalf shall ¢ onsult the
supervisory authority prior to the processing of personal data in order to ensure the
compliance of the inten ded proces sing with this Regulation and in particular to
mitigate the risks involved for the data subjects where:
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(a) adata protection impact assessment as provided for in Article 33 indicates that
processing operations are by virtue of their nature, th eir scop e o r their
purposes, likely to present a high degree of specific risks; or

(b) the supervisory authority deems it necessary to carry out a prior consultation on
processing operations that are likely to present specific risks to the righ ts and
freedoms of data subjects by virtue of  their nature, their scope and/or their
purposes, and specified according to paragraph 4.

Where the supervisory authority is of the opinion that the intended processing does
not comply with this Regulation, in particular where risks are insufficiently identified
or mitigated, it shall prohibit the intended processing and make appropriate proposals
to remedy such incompliance.

The supervisory authority shall establish and make public a list of the processing
operations which are subject to prior consul tation pursuant to point (b) of paragraph
2. The supervisory authority shall communicate those list s to the Eur opean Data
Protection Board.

Where the list provided for in paragra ph 4 involves processing activities which are
related to the offering of goods or services to data subjects in several Member States,
or to the monitoring of their behaviour, or m ay subs tantially af fect the f ree
movement of personal data within the Un ion, the supervisory authority shall apply
the consistency mechanism referred to in Article 57 prior to the adoption of the list.

The controller or processor shall provide the s upervisory author ity with the data
protection impact assessm ent provided for in Article 33 and, on request, with any
other information to allow the sup ervisory authority to m ake an asse ssment of the
compliance of the processing and in partic  ular of the risks for the protection of
personal data of the data subject and of the related safeguards.

Member States shall cons ult th e superviso ry author ity in the prep aration of a
legislative measure to be adopted by the na tional parliament or of a measure based
on such a legislative m easure, which defines the nature of the processing, in order to
ensure th e com pliance of the intended pr  ocessing with this Regulation and in
particular to mitigate the risks involved for the data subjects.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of  further specifyin g the criteria and requ irements for
determining the high degree of specific risk referred to in point (a) of paragraph 2.

The Commission may set out standard for ms and procedures for prior authorisations
and consultations referred to in para  graphs 1 and 2, and standard for ms and
procedures for informing the supervisory authorities pursuant to paragraph 6. Those
implementing acts shall be adopted in acc ordance with the ex amination procedure
referred to in Article 87(2).
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SECTION 4
DATA PROTECTION OFFICER

Article 35
Designation of the data protection officer

The controller and the proce ssor shall designate a data protection officer in any case
where:

(a) the processing is carried out by a public authority or body; or

(b) the processing is carried out by an en terprise employing 250 persons or more;
or

(c) the core ac tivities of the controlle r or the processor consist of processing
operations which, by virtue of their natu re, their scope and/or their purposes,
require regular and systematic monitoring of data subjects.

In the case referred to in point (b) of  paragraph 1, a group of undertakings m  ay
appoint a single data protection officer.

Where the contro ller o r the pro cessorisap ublic au thority o r bod y, the data
protection officer may be designated for seve ral of its entities, taking account of the
organisational structure of the public authority or body.

In cases other than thos e referred to in paragraph 1, the controll er or processor or
associations and other bodies representing  categories of controllers or processors
may designate a data protection officer.

The controller or processor shall designate the data protection officer on the basis of
professional qualities and, in particular, expert knowledge of data protection law and
practices and ability to fulfil the tasks re ferred to in Article 37. The necessary level
of expert knowledge shall be determ ined in particular accord ing to the data
processing carried out and the protection requ ired for the personal data processed by
the controller or the processor.

The controller or the p rocessor shall ensure that any other prof essional duties of the
data protection officer are com patible with the person' s tasks and duties as data
protection officer and do not result in a conflict of interests.

The controller or the p rocessor shall desi gnate a data protection officer for a peri od
of at least two years. The data protection officer m  ay be r eappointed for further
terms. During their term of office, the data protection officer may only be dismissed,
if the d ata protection officer no longer fulfils th e con ditions requ ired for the
performance of their duties.

The data protection officer m ay be employed by the controller or pr ocessor, or fulfil
his or her tasks on the basis of a service contract.

The controller or the processor shall communicate the name and contact details of the
data protection officer to the supervisory authority and to the public.
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10.

11.

Data subjects shall have the right to contact the data protection officer on all issues
related to the processing of the data subject’s data and to request exercising the rights
under this Regulation.

The Comm ission shall be em powered to a dopt delegated acts in accordance with
Article 86 for the purpose of further specify ing the criteria and requirements for the
core activities of the controller or the processor referred to in point (c¢) of paragraph 1
and the criteria for the professional qualities of the data protection officer referred to
in paragraph 5.

Article 36
Position of the data protection officer

The controller or the processor shall ensure that the data protection officer is properly
and in a tim ely m anner invol ved in all issues which re late to the protection of
personal data.

The controller or processor shall ensure that the data protection officer perform s the
duties and tasks independently and does not receive any instructi ons as regards the
exercise of the function. The data protect  ion officer shall directly report to the
management of the controller or the processor.

The controller or the processor shall support the data protection officer in performing
the tasks and shall provide staff, prem  ises, equipm ent and any other resources
necessary to carry out the duties and tasks referred to in Article 37.

Article 37
Tasks of the data protection officer

The controller or the processor shall entrus t the data protec tion officer at least with
the following tasks:

(a) toinforma nd advise the controller or the processor of their obligations
pursuant to this Regulation and to docum ent this activity and the responses
received;

(b) to monitor the im plementation and applic ation of the policies of the controller
or proces sor inr elation to the p rotection of personal data, including the
assignment of responsibilitie s, the training of staff involved in the processing
operations, and the related audits;

(c) to monitor the implementation and application of this Regulation, in particular
as to the requirem ents related to data protection by design, data protection by
default and data s ecurity and to the in formation of data subjects and their
requests in exercising their rights under this Regulation;

(d) to ensure that the documentation referred to in Article 28 is maintained;

(e) to monitor the documentation, notification and communication of personal data
breaches pursuant to Articles 31 and 32;
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(f)  to monitor the perform ance of the data protection im pact assessm ent by the
controller o r proc essor and th e a pplication f or pr ior authorisa tion o r pr ior
consultation, if required pursuant Articles 33 and 34;

(g) to monitor the response to requests f rom the supervisory authority, and, within
the sphere of the data pr otection o fficer's competence, co-operating w ith the
supervisory authority at the la tter's request or on the data protection officer’s
own initiative;

(h) toact as the contact point for the supervisory authority on issues related to the
processing and consult with the supervisory authority, if appropriate, on his/her
own initiative.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of  further specifyin g the criteria and requ irements for
tasks, certification, status, powers and re sources of the data protection officer
referred to in paragraph 1.

SECTION 5
CODESOF CONDUCT AND CERTIFICATION

Article 38
Codes of conduct

The Member States, the supervisory aut horities and the Commission shall encourage
the drawing up of codes of conduct intended to contribute to the proper application

of this Regulation, taking account of the sp ecific features of the va  rious data
processing sectors, in particular in relation to:

(a) fair and transparent data processing;

(b) the collection of data;

(c) the information of the public and of data subjects;

(d) requests of data subjects in exercise of their rights;

(e) information and protection of children;

(f) transfer of data to third countries or international organisations;

(g) mechanisms for m onitoring and en suring com pliance with the cod e by the
controllers adherent to it;

(h) out-of-court proceedings and other dis pute resolution procedures for resolving
disputes between controllers and data subj ects with respect to the processing of
personal data, without prejudice to the ri  ghts of the data subjects pursuant to
Articles 73 and 75.

Associations and other bodies representing categories of controllers or processors in
one Member State which intend to draw up codes of conduct or to am end or extend
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existing codes of conduct may submit them to an opinion of the supervisory authority
in that M ember State. The supervisory au thority may give an opinion whether the
draft code of conduct or the am endment is in com pliance with this Regulation. The
supervisory authority shall seek the views of data subjects or their representatives on
these drafts.

Associations and other bodies representi  ng categories of controllers in several
Member States may submit draft codes of conduct and am endments or extensions to
existing codes of conduct to the Commission.

The Comm ission m ay adopt im plementing acts for deciding that the codes of
conduct and amendments or extensions to existing codes of conduct subm itted to it
pursuant to paragraph 3 have general valid ity within the Union. Those implementing
acts shall be adopted in accordance with the examination procedure set out in Article
87(2).

The Commission shall ensure appropriate publicity for the codes which have bee n
decided as having general validity in accordance with paragraph 4.

Article 39
Certification

The Member States and the Commi ssion shall encourage, in particular at European
level, the e stablishment of data pr otection certification m echanisms and of data
protection seals and marks, allowing data subjects to quickly assess the level of data
protection provided by controlle rs and processors. The data protection certifications
mechanisms shall contribute to the prope r application of this Regulation, taking
account of the specific features of the various sect  ors and different processing
operations.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specify ing the criteria and requirements for the
data p rotection ce rtification m echanisms referred to in para graph 1, including
conditions for granting and w ithdrawal, and requirem ents for recognition within the
Union and in third countries.

The Commission may lay down technical standards for certification mechanisms and
data protection sealsand m  arks and m echanisms to prom ote and recogniz e
certification mechanisms and data p rotection seals and m arks. Those implem enting

acts shall be adopted in accordance with the examination procedure set out in Article
87(2).
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CHAPTER YV

TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

OR INTERNATIONAL ORGANISATIONS

Article 40
General principlefor transfers

Any transfer of personal data which are undergoing processing or are intended for processing
after transfer to a third country or to anin  ternational organisation may only take place if,
subject to the other provisions of this Regulation, the conditions laid down in this Chapter are
complied with by the controller and processor, including for onward transfers of personal data
from the third country or an international orga nisation to another third country or to another
international organisation.

Article 41
Transferswith an adequacy decision

1. A transfer may take place where the Comm ission has decided that th e third country,
or a ter ritory or a proc essing sec tor within tha t third coun try, or the interna tional
organisation in question ensures an adequate level of protection. Such transfer shall
not require any further authorisation.

When assessing the adequacy of the leve 1 of protection, the Comm ission shall give

consideration to the following elements:

2.
(a)
(b)
(c)
3.

the rule of law, relev ant leg islation in force, both general and sectoral,
including concerning public security, defence, nationa I sec urity and cr iminal
law, the professional rules and security measures which are complied with in
that country or by that international ~ organisation, as well as effective and
enforceable rights inclu ding effective ad ministrative and judicial red ress for
data subjects, in particular for those da ta subjects residing in the Union whos e
personal data are being transferred;

the existence and effective functioning of one or more independent supervisory
authorities in the  third country or in  ternational organisation in question
responsible for ensuring compliance with the data protection rules, for assisting
and advising the data subjects in exer cising their rights and for co-operation
with the supervisory authorities of the Union and of Member States; and

the international commitments the third country or international organisation in
question has entered into.

The Commission may decide that a third country, or a territory or a processing sector

within that third country, or an internati onal organisation ensures an adequate level
of protection within the m eaning of para graph 2. Those im plementing acts shall be
adopted in accordance with the examination procedure referred to in Article 87(2).
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The im plementing act shall specify its ge ographical and sectoral application, and,
where applicable, identify the sup  ervisory authority m entioned in point (b) of
paragraph 2.

The Commission may decide that a third country, or a territory or a processing sector
within that third country, or an international organisation does not ensure an adequate
level of protection within the meaning of paragraph 2 of this Article, in particular in
cases where the relevant legislation, both ge neral and s ectoral, in f orce in the third
country or international organisatio n, does not guarantee effective and enforceable
rights including effective adm inistrative an d judicial redress fo r data subjects, in
particular for those data subjects residing in the Union whose personal data are being
transferred. Those implem enting acts sha 1l be adopted in accordance with the
examination procedure referred to in Article 87(2), or, in cases of extrem e urgency
for individuals with respect to their right to personal data p rotection, in accordance
with the procedure referred to in Article 87(3).

Where the Comm ission decides pursuant to paragraph 5, any transfer of personal
data to the third country, or  a territory or a processing  sector within that third
country, or the internationa 1 organisation in question sh all be prohibited, without
prejudice to Articles 42 to 44. At the appropriate tim e, the Comm ission shall enter
into consultations with the third cou ntry or international organisation with a view to
remedying the situation resulting from the D ecision made pursuant to paragraph 5 of
this Article.

The Commission shall publish in the Official Journal of the European Union a list of
those third countries, territories and pro cessing sectors within a third country and
international organisations wh ere it has decided that an adequate level of protection
is or is not ensured.

Decisions adopted by the Comm ission on the basis of Article 25(6) or Article 26(4)
of Directive 95/46/EC shall remain in force, until am ended, replaced or repealed by
the Commission.

Article 42
Transfers by way of appropriate safeguards

Where the Comm ission has taken no decision pursuant to Article 41, a controller or
processor m ay transf er persona 1datatoa  third cou ntry oran interna tional
organisation only if the controller or pro cessor has adduced appropriate safeguards
with respect to the protection of personal data in a legally binding instrument.

The appropriate safeguards referred to in paragraph 1 shall be provided for, in
particular, by:

(a) binding corporate rules in accordance with Article 43; or

(b) standard data protection clau ses adopted by the Commission. Those
implementing acts sh all be adop ted in acco rdance with the exam ination
procedure referred to in Article 87(2); or
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(c) standard data protec tion clauses adopted by a supervisory authority in
accordance with the consisten cy mechanism referred to in Article 57 when
declared generally valid by the Commissi on pursuant to point (b) of Article
62(1); or

(d) contractual clauses between the controller or processor and the recipient of the
data authorised by a supervisory authority in accordance with paragraph 4.

A transfer based on standa rd data protection clauses or binding corporate rules as
referred to in points (a ), (b) or (¢ ) of paragraph 2 shall not require any further
authorisation.

Where a transfer is based on contractu  al ¢ lauses as referred toinp  oint (d ) of
paragraph 2 of this Article the controller or processor shall obtain prior authorisation
of the contractual clauses according to point (a) of Article 34(1) from the supervisory
authority. If the tr ansfer is r elated to p rocessing ac tivities which co ncern d ata
subjects in another Member St ate or other Member States, or substantially affect the
free m ovement of personal data within th e Union, the supervisory authority shall
apply the consistency mechanism referred to in Article 57.

Where the appropriate safeguards with resp ect to the protection of personal data are
not provided for in a legally  binding instrum ent, the cont roller o p rocessor shall
obtain prior authorisation for the transfer, or a set of tr ansfers, or for provisions to be
inserted into administrative arrangements providing the basis for such transfer. Such
authorisation by the su pervisory authority shall be in accordance with point (a) of
Article 34(1). If the tra nsfer is re lated to pro cessing ac tivities which ¢ oncern data
subjects in another Member St ate or other Member States, or substantially affect the
free m ovement of personal data within th e Union, the supervisory authority shall
apply the consistency m echanism referred to in Article 57. Authorisations by a
supervisory authority on the basis of Artic  le 26(2) of Direct ive 9 5/46/EC sh all
remain valid, until amended, replaced or repealed by that supervisory authority.

Article 43
Transfers by way of binding corporate rules

A supervisory authority shal I in accordance with the consistency m echanism set out
in Article 58 approve binding corporate rules, provided that they:

(a) are legally binding and a pply to and are enforced by every m ember within the
controller’s or processor's group of undertakings, and include their employees;

(b) expressly confer enforceable rights on data subjects;
(c) fulfil the requirements laid down in paragraph 2.
The binding corporate rules shall at least specify:

(a) the structure and contact details of the group of undertakings and its members;
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(b)

(d)

(e)

®

(2

(h)

@

(k)

the data tran sfers or set of transfers, including the categories of personal data,
the type of processing and its purposes, the type of data subjects affected and
the identification of the third country or countries in question;

their legally binding nature, both internally and externally;

the general data protection principles , in particular pur pose lim itation, data
quality, legal basis for the processing, processing of sensitive personal data;
measures to ensure data security; an d the requirements for onward tran sfers to
organisations which are not bound by the policies;

the rights of data subjects and the m eans to exercise these rights, including the
right not to be subject toam  easure based on profiling in accordance with
Article 20, the right tol odge a complaint before the com petent supervisory
authority and before the com petent courts of the Mem ber States in acco rdance
with Article 75, and to obtain redress and, where appropriate, compensation for
a breach of the binding corporate rules;

the acceptance by the contro ller or processor establis hed on the territory of a
Member State of liability for any breach es of th e binding corporate rules by
any m ember of the group of undertakings not established in the Union; the
controller or the processor m ay only be ex empted from this liability, in whole
or in part, if he proves that that m ember is not responsible for the event giving
rise to the damage;

how the infor mation on the binding co  rporate rule s, in particula r o n the
provisions referred to in point s (d), (¢) and (f) of this paragraph is provided to
the data subjects in accordance with Article 11;

the task s of the data protection offi cer designated in accordance with Article
35, including monitoring within the group of undertakings the compliance with
the binding corporate ru les, as well as monitoring the training and com plaint
handling;

the m echanisms within the group of undertakings aim ing at ensuring the
verification of compliance with the binding corporate rules;

the m echanisms for reporting and record ing changes to the policies and
reporting these changes to the supervisory authority;

the co-ope ration m echanism with the super  visory au thority to e nsure
compliance by any m ember of the group of undertakings, in particular by
making available to the supervisory author ity the results of the verifications of
the measures referred to in point (i) of this paragraph.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of  further specifyin g the criteria and requ irements for
binding corporate rules within the meaning of this Article, in particular as regards the
criteria for their approval, the application of points (b), (d), (e) and (f) of paragraph 2
to binding corporate rules adhered to by processors and on further necessary

requirements to ensure the protection of personal data of the data subjects concerned.
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The Commission m ay specify th e for mat and procedu res for the exchange of
information by electro nic m eans between co ntrollers, processors and supervisory
authorities for binding corpor ate ru les within the m eaning of this Article. Those
implementing acts shall be adopted in accordance with the examination procedure set
out in Article 87(2).

Article44
Derogations

In the absence of an adequacy decision  pursuant to Article 41 or of appropriate
safeguards pursuant to Article 42, a transfer or a set of transfers of personal data to a
third country or an international organisation may take place only on condition that:

(a) the data subject has consented to th e proposed transfer, after having been
informed of the risk s o f'such trans fers due to the abs ence of an adeq uacy
decision and appropriate safeguards; or

(b) the transfer is necessary for the pe rformance of a contract between the data
subject and the con troller or the implem entation of pre-co ntractual m easures
taken at the data subject's request; or

(c) the transfer is neces sary for the conclus ion or pe rformance of a contract
concluded in the interest of the data s ubject between the controller and another
natural or legal person; or

(d) the transfer is necessary for important grounds of public interest; or

(e) the transfer is necessary for the es  tablishment, exercise or defence of legal
claims; or

(f) the transfer is necessary in order to protect the vital interests of the data subject
or of another person, w here the data subj ect is physically or legally incapable
of giving consent; or

(g) the transfer is made from a register which according to Union or Member State
law is intended to prov ide inf ormation to the public and  which is op en to
consultation either by the public in general or by any person who can
demonstrate legitimate interest, to the exte nt that the cond itions laid down in
Union or Member State law for consultation are fulfilled in the particular case;
or

(h) the transfer is necessary for the purposes of the legitim ate interests pursued by
the controller or the p  rocessor, whic h cannot be qualified as frequent or
massive, and where the con troller or pro cessor h as assessed all the
circumstances surrounding the data transfer operation or the set of data transfer
operations and based on this assessm ent adduced appropriate safeguards with
respect to the protection of personal data, where necessary.

A transfer pursuant to point (g) of paragr aph 1 s hall not inv olve the en tirety of the
personal data or entire categories of the personal data contained in the register. When
the register is in tended for consultation by p ersons having a leg itimate interest, the
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transfer shall be m ade only at the request of those persons or if they are to be the
recipients.

Where the processing is based on point (h) of paragraph 1, the controller or processor
shall give particular consideration to the nature of the data, the purpose and duration
of the proposed processing operation or ope rations, as well as the situation in the
country of origin, the third country and the country of fi nal destination, and adduced
appropriate safeguards with respect to the protection of personal data, where
necessary.

Points (b), (c) and (h) of paragraph 1 sh  all not apply to activ ities carried out by
public authorities in the exercise of their public powers.

The public interest referred to in point (d) of paragra ph 1 m ust be recognised in
Union law or in the law of the Member State to which the controller is subject.

The controller or processor shall docum ent the assessment as well as the appropriate
safeguards adduced referred to in point (h)  of paragraph 1 of this Article in the
documentation referred to in Article 28 and sh all inform the supervisory authority of
the transfer.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specify ing 'important grounds of public interest'
within the m eaning of point (d) of pa ragraph 1 as well as the criteria and
requirements for appropriate safeguards referred to in point (h) of paragraph 1.

Article 45
I nternational co-operation for the protection of personal data

In re lation to third countries and inte rnational organisations, the Commission and
supervisory authorities shall take appropriate steps to:

(a) develop ef fective inter national co -operation m echanisms to f acilitate th e
enforcement of legislation for the protection of personal data;

(b) provide international mutual assistance in the enforcement of legislation for the
protection of personal data, including through notification, com plaint referral,
investigative assis tance and inf ormation exchange, subject to appropriate
safeguards for the protection of personal data and other fundam ental rights and
freedoms;

(c) engage relevant stakehol ders in discussion and activ ities aim ed at furthering
international co-operation in the enforcement of legislation for the protection of
personal data;

(d) promote the exchange and docum entation of personal data protection
legislation and practice.

For the purposes of paragraph 1, the Comm ission shall take appropriate steps to
advance the relationship with third countries or international organisations, and in
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particular their supervisory authorities, where the Commission has decided that they
ensure an adequate level of protection within the meaning of Article 41(3).

CHAPTER VI
INDEPENDENT SUPERVISORY AUTHORITIES

SECTION 1
INDEPENDENT STATUS

Article 46
Supervisory authority

Each Member State shall provide that one or more public authorities are responsible
for monitoring the application of this Regulation and for contributing to its consistent
application throughout the Union, in order  to protect the funda mental rights and
freedoms of natural persons in relation to the processing of their personal data and to
facilitate the free flow of personal data within the Union. For these purposes, the
supervisory authorities shall co-operate with each other and the Commission.

Where in a Mem ber State m ore than one supervisory authority are e stablished, that
Member State sh all designate the su pervisory authority which func tions as a single
contact point for the effective participation of those authorities in the European Data
Protection Board and shall set out th e mechanism to ensure com pliance by the other
authorities with the rules relating to the consistency mechanism referred to in Article
57.

Each Member State shall notify to the Comm ission those provisions of its law which
it adopts pursuant to this Chapter, by the da te specified in Article 91(2) at the latest
and, without delay, any subsequent amendment affecting them.

Article 47
I ndependence

The supervisory authority shall act with  com plete indep endence in ex ercising the
duties and powers entrusted to it.

The members of the supervisory authority sh all, in the perform ance of their duties,
neither seek nor take instructions from anybody.

Members of the supervisory authority shall refrain from any action incompatible with
their dutie s and shall n ot, during their te rm of of fice, engage in any incom patible
occupation, whether gainful or not.

Members of the supervisory authority shall behave, after their te rm of office, with
integrity and discretion as regards the acceptance of appointments and benefits.

Each Member State sh all ensure th at the supervisory authority is provided with the
adequate hum an, technical and financial  resources, prem ises and infrastructure
necessary for the effective perform ance of its duties and powers, including those to

75

EN



EN

be carried o ut in th e context of m utual assistance, co-operation and participation in
the European Data Protection Board.

6. Each Mem ber State shall ensure th at th e supervisory authority has its own staff
which shall be appointed by and be subjec  t to the direction of the head of the
supervisory authority.

7. Member States sh all ensure th at the supe rvisory autho rity is sub ject to f inancial
control which shall not affect its independen ce. Member States shall ens ure that the
supervisory authority has separate annual budgets. The budgets shall be made public.

Article 48
General conditions for the members of the supervisory authority
1. Member States sh all provide that the m embers of the supervisor y authority must be
appointed either by the parliam  ent or the governm ent of the Member State
concerned.
2. The members shall be chosen from persons whose independence is beyond doubt and

whose experience and skills r equired to perf orm their duties notably in the area of
protection of personal data are demonstrated.

3. The duties of a m ember shall end in the ev ent of the expiry of the term of office,
resignation or compulsory retirement in accordance with paragraph 5.

4. A member may be dismissed or deprived of the right to a pension or other benefits in
its stead by the com  petent national cour t, if the m ember no longer fulfils the
conditions required for the perform  ance of t he duties or is guilty of serious
misconduct.

5. Where the term of office expires or the member resigns, the m ember shall continue
to exercise the duties until a new member is appointed.
Article 49
Rules on the establishment of the supervisory authority
Each Member State shall provide by law within the limits of this Regulation:

(a) the establishment and status of the supervisory authority;

(b) the qualifications, experience and skills required to pe rform the du ties of the
members of the supervisory authority;

(c) the rules and procedures for the appointment of the members of the supervisory
authority, as well the ru les on actio ns or oc cupations inco mpatible with the
duties of the office;

(d) the duration of the ter m of the mem bers of the superv isory autho rity which

shall be no less than four years, except for the first appointment after entry into
force of this Regulation, part of whic h may take place for a shorter period
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where this is necessary to protect the independence of the supervisory authority
by means of a staggered appointment procedure;

(e) whether the m embers of the supervis  ory authority shall be eligible for
reappointment;

(f)  the regulations and common conditions governing the duties of the mem bers
and staff of the supervisory authority;

(g) the rules and procedures on the term ination of the duties of the m embers of the
supervisory authority, including in case that they no longer fulfil the conditions
required for the perform ance of their dut ies or if they ar e guilty of serious
misconduct.

Article 50
Professional secrecy

The members and the staff of the superviso ry authority shall be subject, both during and after
their term of office, to a duty of profession al secrecy with reg ard to any co nfidential
information which has com e to the ir knowledge in the course of the perform ance of their
official duties.

SECTION 2
DUTIESAND POWERS

Article 51
Competence

1. Each supervisory authority shall exercise, on the territor y of its own Me mber State,
the powers conferred on it in accordance with this Regulation.

2. Where the processing of personal data takes place in the context of the activities of
an establishment of a controller or a pro cessor in the Union, and the controller or
processor is established in more than one Member State, the supervisory authority of
the m ain es tablishment of the controller or processor shall be com petent for the
supervision of the processing activities of  th e controller or th e pro cessor ina Il
Member States, witho ut pre judice to th e provisions of Chap  ter VII of this
Regulation.

3. The supervisory authority shall not be co mpetent to supervise processing operations
of courts acting in their judicial capacity.

Article 52
Duties

1. The supervisory authority shall:

(a) monitor and ensure the application of this Regulation;
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(b) hear complaints lodged by any data s ubject, or by an association representing
that data subject in ac  cordance with Article 7 3, investig ate, to the e xtent
appropriate, the m atter and inf orm the data sub ject or th e association of the
progress and the outcom e of the com plaint within a re asonable period, in
particular if further inv estigation o r coordination with another supervisory
authority is necessary;

(c) share inform ation with and provide  mutual assistance to other supervisory
authorities and ensure the consistency of application and enforcement of this
Regulation;

(d) conduct investigations either on its own initiative or on the basis of a complaint
or on request of another supervisory au  thority, and inform the data subject
concerned, if the data s ubject has addressed a com plaint to this super visory
authority, of the outcome of the investigations within a reasonable period,

(e) monitor relevant developm ents, inso far as they have an im pact on the
protection of personal data, in particul ar the developm ent of infor mation and
communication technologies and commercial practices;

(f) be consulted by Mem ber State ins titutions and bodies on leg islative and
administrative m easures relating to the  protection of indivi duals' rig hts and
freedoms with regard to the processing of personal data;

(g) authorise and be consulted on the pro cessing operations refe rred to in Article
34;

(h) issue an opinion on the draft codes of conduct pursuant to Article 38(2);
(i)  approve binding corporate rules pursuant to Article 43;
(j)  participate in the activities of the European Data Protection Board.

Each supervisory authority shall promote the awareness of the public on risks, rules,
safeguards and rights in relation to the processing of pe rsonal data. Activities
addressed specifically to children shall receive specific attention.

The supervisory authority sh all, upon request, a dvise any data subject in exercisi ng
the rights under this Re gulation and, if appropriate, co -operate with the supervisory
authorities in other Member States to this end.

For complaints referred to in point (b) of paragraph 1, the supervisory authority shall
provide a com plaint subm ission form , wh ich can be co mpleted e lectronically,
without excluding other means of communication.

The performance of the duties of the superv isory authority shall be free of charge for
the data subject.

Where requ ests are manifestly ex cessive, in particular due to their repetitive
character, the supervisory authority may charge a fee or not take the action requested
by the data subject. The supervisory aut hority shall bear the burden of proving the
manifestly excessive character of the request.
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Article 53
Powers

Each supervisory authority shall have the power:

(a)

(b)

(©)

(d)

(e)

Q)

(2

(h)

@
W)

to notify the controller o r the proces sor of an alleged breach of the provisions
governing the processing of personal da ta, and, where appropriate, order the
controller or the processor to remedy that breach, in a specific manner, in order
to improve the protection of the data subject;

to order the controller  or the p rocessor to ¢ omply with the da ta s ubject's
requests to exercise the rights provided by this Regulation;

to order the controller and the processor, and, wher e applicable, the
representative to provide any inform ation relevant for the perform ance of its
duties;

to ensure the com pliance with pr ior authorisations and prior consultations
referred to in Article 34;

to warn or admonish the controller or the processor;

to order the rectification, erasure or destruction of all data when they have been
processed in breach of the provisions of this Regulation and the notification of
such actions to third parties to whom the data have been disclosed;

to impose a temporary or definitive ban on processing;

to suspend data flows to a recipient in  a third country or to an international
organisation;

to issue opinions on any issue related to the protection of personal data;

to inform the national parliament, the government or other political institutions
as well as the public on any issue related to the protection of personal data.

Each supervisory authority shall ha ve the inve stigative po wer to ob tain from the
controller or the processor:

(a)

(b)

access to all personal data and to all information necessary for the performance
of its duties;

access to any of its premises, including to any data p rocessing equipment and
means, whe re there are reasonable grounds for presum ing that an activity in
violation of this Regulation is being carried out there.

The powers referred to in point (b) shall be exercised in conformity with Union law
and Member State law.

Each supervisory authority shall have the power to bring violations of this
Regulation to the a  ttention of the judicial authoritie s and to engage in legal
proceedings, in particular pursuant to Article 74(4) and Article 75(2).
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4. Each supervisory authority shall have the power to sanction adm inistrative offences,
in particular those referred to in Article 79(4), (5) and (6).

Article 54
Activity report

Each supervisory authority must draw up an annual report on its activities. The report shall be
presented to the national parliam ent and sha 1l be m ade be availab le to the p ublic, the
Commission and the European Data Protection Board.

CHAPTER VII
CO-OPERATION AND CONSISTENCY

SECTION 1
CO-OPERATION

Article 55
Mutual assistance

1. Supervisory authorities shall prov ide each oth er relevan t inform ation and m utual
assistance in order to implem ent and appl y this Regulation in a consistent m anner,
and shall put in place measures for effec tive co-operation with one another. Mutual
assistance shall cover, in particular, information requests and supervisory m easures,
such as requests to carry out prio r authorisations and consulta tions, inspections and
prompt information on the opening of cases and ensuing developm ents where data
subjects in several Member States are likely to be affected by processing operations.

2. Each supervisory authority sh all tak e all app ropriate measures required to rep ly to
the request of another supe rvisory authority without de lay and no later than one
month after having received the request. Su ch measures may include, in particular,
the transm ission of relevant inform ation on the course of an investigation or
enforcement m easures to bring abo ut th e cessation or prohibi tion of processing
operations contrary to this Regulation.

3. The request for assistance shall contain all the necessa ry information, including the
purpose of the request and reasons for the request. Information exchanged shall be
used only in respect of the matter for which it was requested.

4. A supervisory authority to which a request for assistance is addressed may not refuse
to comply with it unless:

(a) it is not competent for the request; or

(b) compliance with the request would be in compatible with the provisions of this
Regulation.
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10.

The requested supervisory authority shall inform the requesting supervisory authority
of the results or, as the case may be, of the progress or the measures taken in order to
meet the request by the requesting supervisory authority.

Supervisory authorities shall supply the information requested by other supervisory
authorities by electronic means and within the shortest possible period of time, using
a standardised format.

No fee sha 1l be charged for any action taken following a request for mutual
assistance.

Where a supervisory author ity does not act within one month on request of another
supervisory authority, the requesting superv isory authorities shall b e co mpetent to
take a provisional m easure on the territory of its Mem ber State in accordance with
Article 51(1) and shall s ubmit the matter to the European Data Prote ction Board in
accordance with the procedure referred to in Article 57.

The supervisory authority sh all specify the period of vali dity of such provisional
measure. This period shall not exceed three months. The supervisory authority shall,
without delay, communicate thos e measures, with full reasons, to the European Data
Protection Board and to the Commission.

The Comm ission m ay specify the form at and procedures for m utual assistance
referred to in this article and the arrange ments for the exchange of inform ation by
electronic m eans bet ween supervisory authorities, and between supervisory
authorities and the European Data Protecti on Board, in particular the standardised
format referred to in paragraph 6. Thos e im plementing acts shall be adopted in
accordance with the examination procedure referred to in Article 87(2).

Article 56
Joint operations of supervisory authorities

In order to step up co-operation and m utual assistance, the superviso ry authorities
shall carry out join t investigative tasks, joint enforcement measures and other jo int
operations, in which designated m  embers or staff from other Member States'
supervisory authorities are involved.

In cases where data sub jects in sev eral Member States are likely to b e affected by
processing operations, a supervisory authority of each of thos e Member States shall
have the r ight to par ticipate in th e joint investigative tasks or joint op erations, as
appropriate. The competent sup  ervisory au thority sha 1l invite the superviso ry
authority of each ofthose Mem ber States to take partinth e resp ective jo int
investigative tasks or joint operations and  respond to the request of a supervisory
authority to participate in the operations without delay.

Each supervisory authority may, as a host supervisory authority, in compliance wit h
its own national law, and with the secondi ng supervisory authorit y’s authorisation,
confer executive powers, in cluding investigative tasks on the seconding supervisory
authority’s m embers or staff involved in jo int operations or, in so far as the host
supervisory authority’s law perm its, allo w the seconding supervisory authority’s
members or staff to exercise their executive powers in accordance with the seconding
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supervisory authority’s law. Such executive powers may be exercised only under the
guidance and, as a rule, in the presence of members or staff from the host supervisory
authority. The seconding supervisory authority's members or staff shall be subject to
the host supervisory authority' s national la w. The host supervisory authority shall
assume responsibility for their actions.

4. Supervisory authorities shall lay down the practical aspects of specific co-operation
actions.
5. Where a supervisory authority does not comply within one month with the obligation

laid down in paragraph 2, the other supervisory authorities shall be competent to take

a provisional measure on the territory of its Member State in accordance with Article
S51(1).

6. The supervisory authority shall specify ~ the period of validity of a provisional
measure referred to in paragraph 5. This period shall not exceed three months. The
supervisory authority shall, without de lay, communicate th ose m easures, with full
reasons, to the Europe an Data Pro tection Board and to the Commission and shall
submit the matter in the mechanism referred to in Article 57.

SECTION 2
CONSISTENCY

Article 57
Consistency mechanism

For the pur poses set o ut in Artic le 46(1), the supervisory authorities shall co -operate with
each other and the Commission through the consistency mechanism as set out in this section.

Article 58
Opinion by the European Data Protection Board

1. Before a supervisory authority adopts a  measure referred to in paragraph 2, this
supervisory authority s hall comm unicate the d raft m easure to the Eu ropean Data
Protection Board and the Commission.

2. The obligation set out in paragraph 1 shal 1apply to a m easure intended to produce
legal effects and which:

(a) relates to pr ocessing activities whic h are relate d to th e o ffering of goods or
services to data subjects in several Member States, or to the monitoring of their

behaviour; or

(b) may substantially affect the free movement of personal data within the Union;
or

(c) aims at adopting a list of the processing operations subject to prior consultation
pursuant to Article 34(5); or
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(d) aims to determ ine standard data protect ion clauses referred to in point (c) of
Article 42(2); or

(e) aims to authorise contractual clauses referred to in point (d) of Article 42(2); or
(f) aims to approve binding corporate rules within the meaning of Article 43.

Any supervisory authority or the European Data Protection Board m ay request that
any matter shall be d ealt with in th e consistency mechanism, in particu lar where a
supervisory authority does not submit a draf t measure referred to in paragraph 2 or
does not comply with the obligations fo  r m utual assis tance in acco rdance wit h
Article 55 or for joint operations in accordance with Article 56.

In order to ensure  correct and consistent applic  ation of this Regulation, the
Commission m ay request that any m atter sh all be dealt with in the ¢ onsistency
mechanism.

Supervisory authorities and the Commissi on shall e lectronically communicate an y
relevant information, including as the case m ay be a summary of the facts, the draft
measure, and the groun ds which make the ena ctment of such m easure necess ary,
using a standardised format.

The chair o fthe European Data Protecti on Board shall im mediately electron ically
inform the members of the European Data Protection Board and the C ommission of
any relevant inform ation which has been communicated to it, using a standardised
format. The chair of the European Data Protection Board shall provide translations of
relevant information, where necessary.

The European Data Protection Board shal 1issue an op inion on th e m atter, if the
European Data Protection Board so decides by simple majority of its members or any
supervisory authority or the Comm ission so requests within one week after the
relevant information has been provided accord ing to paragraph 5. The opinion shall
be adopted within one month by simple m ajority of the mem bers of t he European
Data Protection Board. The chair of the European Data Protectio n Board shall
inform, without undue delay, the supervisory authority referred to, as the case m ay
be, in paragraphs 1 and 3, the Comm ission and the supervisory authority com petent
under Article 51 of the opinion and make it public.

The supervisory authority referred to in paragraph 1 and the supervisory authority
competent under Article 51 shall take account of the opinion of the European Data
Protection Board and shall within two week s after the information on the opinion by
the chair of the European Data Protecti on Board, electronically comm unicate to the
chair of the European Data Protection = Board and to the Comm ission whether it
maintains or amends its draft measure and, if any, the am ended draft measure, using
a standardised format.

Article 59
Opinion by the Commission

Within ten weeks after a m atter has been raised under Article 58, or at the latest
within six weeks in the cas e of Article 61, the Comm ission may adopt, in order to
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ensure correct and consistent application of this Regulation, an opinion in relation to
matters raised pursuant to Articles 58 or 61.

Where the Commi ission has adopted an opi nion in accordance with paragraph 1, the
supervisory autho rity concerned sh all tak e utmost accou nt of th e C ommission’s
opinion and infor m the Commission and th e European Data Protection Board
whether it intends to maintain or amend its draft measure.

During the period referred to in paragra ph 1, the draft m easure shall not be adopted
by the supervisory authority.

Where the supervisory authority concerned intends not to follow the opinion of the
Commission, it shall infor m the Comm ission and the European Data Protection
Board thereof within the period referred to in paragraph 1 and provide a justification.
In this case the draft measure shall not be adopted for one further month.

Article 60
Suspension of a draft measure

Within one month after the comm unication referred to in Artic le 59(4), and where
the Commission has serious doubts as to whet her the draft measure would ensure the
correct application of this Regulation or  would otherwise result in its incons istent
application, the Comm ission may a dopt a reasoned decision requiring the
supervisory authority to suspend the adop  tion of the draf t m easure, taking into
account the opinion issued by the European Data Protection Board pursuant to
Article 58(7) or Article 61(2), where it appears necessary in order to:

(a) reconcile the diverging positions of the supervisory authority and the European
Data Protection Board, if this still appears to be possible; or

(b) adopt a measure pursuant to point (a) of Article 62(1).

The Commission shall specify the duration of the suspension which shall not exceed
12 months.

During the period referred to in paragraph 2, the supervisory authority may not adopt
the draft measure.

Article 61
Urgency procedure

In exceptional circumstances, where a supervisory authority considers that there is an
urgent need to act in order to protect the in terests of data subjects, in particular when
the danger exists th  at the enforcem ent of a right of a data subject could be
considerably impeded by m eans of an altera tion of the existing state or for averting
major disadvantages or for other reasons, by way of derogation from the procedure
referred to in Article 58, itm  ay immediat ely adopt provisiona 1 m easures with a
specified period of validity. The supervis ory authority shall, without delay,
communicate those m easures, with full reason s, to the Eu ropean Data Protection
Board and to the Commission.
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Where a supervisory authority has take na m easure pursuant to paragraph 1 and
considers that final m easures need urgent ly be adopted, it m ay request an urgent
opinion of the European Data Protection Board, giving reasons for requesting such
opinion, including for the urgency of final measures.

Any supervisory authority m ay request an urgent opinion where the com petent
supervisory authority has not taken an appropriate measure in a situation where there
is an urgent need to act, in  order to protect th e interests of data subjects, giving
reasons for requesting such opinion, including for the urgent need to act.

By derogation from Article 58(7), an urgent opinion referred to in paragraphs 2 and 3
of this Article shall be adopted within tw o weeks by simple majority of the members
of the European Data Protection Board.

Article 62
I mplementing acts

The Commission may adopt implementing acts for:

(a) deciding on the correct application of this Regulation in a ccordance with its
objectives and requ  irements inre lation tom atters comm unicated by
supervisory authorities pursuant to Ar ticle 58 or 61, conc erning a m atter in
relation to which a reasoned decision has been adopted pursuant to A rticle
60(1), or concerning a m atter in relation to which a supervisory authority does
not submit a draft m easure and that supe rvisory authority has indicated that it
does not intend to follow the opinion of the Commission adopted pursuant to
Article 59;

(b) deciding, within the period referred to in Article 59(1), whether it declares draft
standard data protection clauses referred to in point (d) of Article 58(2), as
having general validity;

(c) specifying the for mat and procedures for the application of the consistency
mechanism referred to in this section;

(d) specifying the arrangem ents for the ex change of infor mation by electronic
means between supervisory authorities, and between superv isory au thorities
and the European Data Protection Board, in particular the standardised form at
referred to in Article 58(5), (6) and (8).

Those im plementing acts shall b e adopted in accordan ce with the exam ination
procedure referred to in Article 87(2).

On duly justified im perative grounds of ur gency rela ting to the inte rests of data
subjects in the case s referred to in point (a) of paragraph 1, the Comm ission shall
adopt imm ediately app licable im plementing acts in acco rdance with th e procedure
referred to in Article 8 7(3). Those acts shall rem ain in force for a periodno 't
exceeding 12 months.

The absence or adoption of a measure under this Section does not prejudice any other
measure by the Commission under the Treaties.
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Article 63
Enforcement

For the purposes of this Regulatio n, an enforceable m easure of the superviso ry
authority of one Member State shall be enforced in all Member States concerned.

Where a supervisory authority does not s ubmit a draft m easure to the consistency
mechanism in breach of Article 58(1) to (5), the measure of the supervisory authority
shall not be legally valid and enforceable.

SECTION 3
EUROPEAN DATA PROTECTION BOARD

Article 64
European Data Protection Board

A European Data Protection Board is hereby set up.

The European Data Protection Board shall be com posed of the head of one
supervisory authority of each M ember State and of the Eu ropean Data Protection
Supervisor.

Where in a Mem ber State m ore than one supervisory auth ority is re sponsible for
monitoring the application of the provisions pursuant to this Re gulation, they shall
nominate the head of one of those supervisory authorities as joint representative.

The Commission shall have the right to par ticipate in th e activities and m eetings of
the European Data Protection Board and sh all designate a repres entative. The chair
of the European Data Protection Board sh all, without delay, inform the Comm ission
on all activities of the European Data Protection Board.

Article 65
I ndependence

The European Data Protection Board sha 1l act independently when exercising it s
tasks pursuant to Articles 66 and 67.

Without prejudice to requests by the Co mmission referred to in point (b) of
paragraph 1 and in paragraph 2 of Article 66, the European Data Protection Board
shall, in th e perf ormance of its tasks, n either se ek nor take ins tructions f rom
anybody.

Article 66
Tasks of the European Data Protection Board

The European Data P rotection Board shall en sure the consistent application of this
Regulation. To this effe ct, the European Data Protection Board shall, on its own
initiative or at the request of the Commission, in particular:
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(a) advise the Comm ission on any issue rela ted to the protection of personal data
in the Union, including on any proposed amendment of this Regulation;

(b) examine, on its own initiative or on request of one of its members or on request
of the Comm ission, any question covering the application of this Regulation
and issu e g uidelines, recomm endations and best practices addressed to the
supervisory authorities in order to enc  ourage consistent application of this
Regulation;

(c) review the practica | application of the guidelines, recommendations and best
practices referred to in point (b) and report regula rly to the Comm ission on
these;

(d) issue opinions on draft decisions of supervisory au thorities pursuant to the
consistency mechanism referred to in Article 57,

(e) promote the co-operation and the effec tive bilateral and m ultilateral exchange
of information and practices between the supervisory authorities;

(f) promote common training programmes  and facilitate personnel exchanges
between the superv isory autho rities, as well as, where appropriate, with the
supervisory authorities of third countries or of international organisations;

(g) promote the exchange of knowledge and docum entation on data protection
legislation and practice with data protection supervisory authorities worldwide.

Where the Commission requests advice from the European Data Protection Board, it
may lay out a tim e lim it within which the Eur opean Data Protection Board shall
provide such advice, taking into account the urgency of the matter.

The European Data Protection Board shall forward its opi  nions, guidelines,
recommendations, and best pra ctices to the Comm ission and to the comm ittee
referred to in Article 87 and make them public.

The Commission shall infor m the European Data Protection Board of the action it
has taken following the opinions, guidelines, recomm endations and best practices
issued by the European Data Protection Board.

Article 67
Reports

The European Data Protection Board shall regula rly and tim ely inf orm the
Commission about the outcom e of its activitie s. It shall draw up an annual report on
the situation regarding the protection of natural persons with regard to the processing
of personal data in the Union and in third countries.

The repo rt shall includ e the review of the p ractical a pplication of the guidelines,
recommendations and best practices referred to in point (¢) of Article 66(1).

The report shall be m ade public and tran smitted to the European Par liament, the
Council and the Commission.
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Article 68
Procedure

The European Data Pro tection Board shall take decisions by a sim ple majority of its
members.

The European Data P rotection Board shal 1adopt its own rules of procedure and
organise its own operational arrangem ents. In particular, it sha 1l p rovide f or the
continuation of exercising duties whenam  ember’s term of office expires or a
member resigns, for the establishment of subgroups for specific issues or sectors and
for its procedures in relation to the consistency mechanism referred to in Article 57.

Article 69
Chair

The European Data Protection Board shall elect a chair and two deputy chairp ersons
from a mongst its m embers. One deputy chairperson shall be the European Data
Protection Supervisor, unless he or she has been elected chair.

The term of office of the chair and of the deputy chairpersons shall be five years and
be renewable.
Article 70
Tasks of the chair

The chair shall have the following tasks:

(a) to convene the meetings of the European Data Protection Board and prepare its
agenda;

(b) to ensure the timely fulfilment of the tasks of the Europea n Data Protectio n
Board, in p articular in relation to th e consisten cy m echanism referred to in
Article 57.

The European Data Protection Board shall lay down the attribution of tasks between
the chair and the deputy chairpersons in its rules of procedure.

Article 71

Secretariat

The European Data Protection Board shall — have a secretariat. The European Data
Protection Supervisor shall provide that secretariat.

The secretariat shall provide analytical, administrative and logi stical support to the
European Data Protection Board under the direction of the chair.

The secretariat shall be responsible in particular for:

(a) the day-to-day business of the European Data Protection Board;
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(b) the comm unication between the m embers of the European Data Pro  tection
Board, its chair and the Commission and for comm unication with other
institutions and the public;

(c) the use of electronic means for the internal and external communication;
(d) the translation of relevant information;

(e) the preparation and follow-up of the m eetings of the Europe an Data Protection
Board;

(f)  the preparation, drafting and publication of opinions and other texts adopted by
the European Data Protection Board.

Article 72
Confidentiality

The discussions of the European Data Protection Board shall be confidential.

Documents submitted to members of the European Data Pr otection Board, exper ts
and representatives of third parties shall be confidential, unless access is granted to
those documents in accordance with Regulation (EC) No 1049/2001 or the European
Data Protection Board otherwise makes them public.

The m embers of the European Data Pr  otection Board, as well as experts and
representatives of third parties, shall be req uired to re spect th e ¢ onfidentiality
obligations set out in this Article. The ¢ hair sha 1l ensure tha texpertsa nd
representatives of third parties a re made aware of the confidentiality requirem ents
imposed upon them.

CHAPTER VIII
REMEDIES, LIABILITY AND SANCTIONS

Article 73
Right to lodge a complaint with a supervisory authority

Without prejudice to any other adm inistrative or judicial rem edy, every data subject
shall have the right to lodge a complaint with a supervisory authority in any Mem ber
State if they consider th at the processing of personal data relating to them does not
comply with this Regulation.

Any body, organisation or association which aims to protect data subjects’ rights and
interests concerning th e protection of their persona 1 data and has been properly
constituted according to the law of a Mem ber State shall have the rig ht to lodge a
complaint with a supervisory au thority in any Me mber State on behalf of one or
more data subjects if it cons iders that a data subject’s rights under this Regulation
have been infringed as a result of the processing of personal data.
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Independently of a data subject' s com plaint, any body, organisa tion or association
referred to in paragraph 2 shall have the right to lodge a complaint with a supervisory
authority in any Mem ber State, if it considers that a personal data breach has
occurred.

Article 74
Right to ajudicial remedy against a supervisory authority

Each natural or legal person shall have the right to a judicial rem edy against
decisions of a supervisory authority concerning them.

Each data subject shall have the right to a judicial rem edy obliging the supervisory
authority to act on a complaint in the absence of a decision necessary to protect their
rights, or w here the supervisory authority does not inf orm the data subjec t within
three months on the progress or outcom e of the com plaint pursuant to point (b ) of
Article 52(1).

Proceedings against a supervisory authority shall be brought before the courts of the
Member State where the supervisory authority is established.

A data subject which is concerned by a decision of a supervisory authority in another
Member State than where the data su bject has its habitual residence, may request the
supervisory authority of the Member State where it has its habitual residence to bring
proceedings on its behalf agains t the com petent superv isory authority in the o ther
Member State.

The Mem ber States shall enforce final decision s by the co urts referred to in this
Article.

Article 75
Right to a judicial remedy against a controller or processor

Without prejudice to any available adm inistrative rem edy, including the right to
lodge a complaint with a supervisory author ity as referred to in Article 73, every
natural person shall have the right to a jud icial remedy if they consider that th eir
rights under this Regulation have been infringe d as a result of the processing of their
personal data in non-compliance with this Regulation.

Proceedings against a controller o r a proce ssor shall be b rought before the courts o f
the Mem ber State wh ere the co ntroller o r processor has an establishm ent.
Alternatively, such proceedings m ay be brought before th e courts of the Mem ber
State where the data s ubject has its habitu al residen ce, unless th e co ntroller is a
public authority acting in the exercise of its public powers.

Where proceedings are pending in the cons istency mechanism referred to in Ar ticle
58, which concern the sam e measure, decisi on or practice, a court m ay suspend the
proceedings brought b efore it, ex cept wh ere the urg ency of the matter forth e
protection of the data subject 's rights does not allow to wa it for the outcome of the
procedure in the consistency mechanism.
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The Mem ber States shall enforce final decision s by the co urts referred to in this
Article.

Article 76
Common rulesfor court proceedings

Any body, organisation or association referred to in Article 73(2) shall have the right
to exercise the rights referred to in Articles 74 and 75 on behalf of one or more data
subjects.

Each supervisory authority shall have the right to enga ge in legal proceedings and
bring an action to court, in order to enfo rce the provisions of this Regulation or to
ensure consistency of the protection of personal data within the Union.

Where a competent court of a Member Stat e has reasonable grounds to believe that
parallel proceedings are being cond ucted in an other Member State, it s hall contact
the com petent court in the oth er M ember State to confirm the exis tence of such

parallel proceedings.

Where such parallel proceed ingsin an other Mem ber State concern the sam e
measure, decision or practice, the court may suspend the proceedings.

Member States shall ensure that court actions available under national law allow for
the rapid adoption of measures including interim measures, designed to term inate
any alleged infringem ent and to prevent any further im pairment of the interests
involved.

Article 77
Right to compensation and liability

Any person who has suffered damage as a result of an unlawful processing operation
or of an a ction incom patible with this Regulation sha Il h ave the right to rece ive
compensation from the controller or the processor for the damage suffered.

Where m ore than one controller or pro cessor is involved in  the processing, each
controller or processor shall be jointly and severally liable for the entire am ount of
the damage.

The controller or the proce ssor may be ex empted from this liability, in whole or in
part, if the controlle r or the processor proves that th ey are not responsible for the
event giving rise to the damage.

Article 78
Penalties

Member States shall lay down the rules on pe nalties, applicable to inf ringements of
the provisions of this Regulation and shall ta ke all measures necessary to ensure that
they are implem ented, includ ing where the co ntroller did not com ply with the

91

EN



EN

obligation to designate a representative. The penalties provided for must be effective,
proportionate and dissuasive.

Where the controller has established a repr esentative, any pe nalties shall be applied
to the representative, without prejudice to  any penalties which could be initiated
against the controller.

Each Member State shall notify to the Comm ission those provisions of its law whic h
it adopts pursuant to paragraph 1, by the date specified in Article 91(2) at the latest
and, without delay, any subsequent amendment affecting them.

Article 79
Administrative sanctions

Each supervisory authority shall be empowered to impose administrative sanctions in
accordance with this Article.

The administrative sanction shall be in each individual case effective, proportion ate
and dissuasive. The amount of the adm inistrative fine shall be fixed with due regard
to the natu re, gr avity and duration of the breach, the intentional or negligent
character of the infringem ent, the degree of responsibility of the natural or legal
person and of previous breaches by this perso n, the techn ical and organisa tional
measures and procedures implemented pursuant to Article 2 3 and the d egree of co-
operation with the supervisory authority in order to remedy the breach.

In case of a first and non-intentional non-compliance with this Regulation, a warning
in writing may be given and no sanction imposed, where:

(a) anatural person is processing personal data without a commercial interest; or

(b) an enterprise or an organisation employing fewer than 250 persons is
processing personal data only as an activity ancillary to its main activities.

The supervisory authority shall im pose a fine up to 250 000 EUR, or in case ofa n
enterprise up to 0,5 % of its annual worldwide turnover, to anyone who, intentionally
or negligently:

(a) does not provide the mechanism s for re quests by data subjects or does not
respond promptly or not in the required ~ format to data su bjects pursuant to
Articles 12(1) and (2);

(b) chargesaf ee for th e infor mation or fo rr esponses to th e requests of data
subjects in violation of Article 12(4).

The supervisory authority shall im pose a fine up to 500 000 EUR, or in case ofa n
enterprise up to 1 % of its annual w orldwide turnover, to an yone who, intentionally
or negligently:

(a) does not provide the infor mation, or does provide incom plete information, or
does not provide the infor mation in a sufficien tly transparent m anner, to the
data subject pursuant to Article 11, Article 12(3) and Article 14;
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(b) does not provide acces s for the data subj ect or does not rectify person al data
pursuant to Articles 15 and 16 or does not comm unicate the relevant
information to a recipient pursuant to Article 13;

(c) does not comply with the right to be for  gotten or to erasure, or fails to put
mechanisms in place to ensure that th e time limits are ob served or d oes not
take all necessary steps to inform third parties that a data s ubjects requests to
erase any links to, or copy or replication of the pers onal data pursuant Article
17;

(d) does not provide a copy of the personal da ta in electronic format or hinders the
data subject to transmit the personal data to another application in violation of
Article 18;

(e) does not or not sufficiently determ ine the respective responsibilities with co-
controllers pursuant to Article 24;

(f)  does not or not sufficiently m aintain the documentation pursuant to Article 28,
Article 31(4), and Article 44(3);

(g) does not co mply, in cases where s pecial categories of data are not involved,
pursuant to Articles 80, 82 and 83 with rules in re lation to f reedom of
expression or with rules on the processi ng in the em ployment context or with
the conditions for processing for histori cal, statistical and s cientific res earch
purposes.

The supervisory authority shall im pose a fine up to 1 000 000 EUR or, in case of an
enterprise up to 2 % of its annual w orldwide turnover, to an yone who, intentionally
or negligently:

(a) processes personal data without any or sufficient legal basis for the processing
or does not com ply with the conditions for consent pursuant to Ar ticles 6, 7
and §;

(b) processes special categories of data in violation of Articles 9 and 81;
(c) does not comply with an objection or the requirement pursuant to Article 19;

(d) does not comply with the conditions in relation to measures based on profiling
pursuant to Article 20;

(e) does not adopt internal po licies or does not implem ent appropriate m easures
for ensuring and demonstrating compliance pursuant to Articles 22, 23 and 30;

(f) does not designate a representative pursuant to Article 25;

(g) processes or instructs the processing of  personal data in violation of the
obligations in rela tion to process ing on behalf of a controller pursuant to
Articles 26 and 27;
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(h) doesnotalertonorn otify a pers onal datab reach or do es not tim ely or
completely notify the d ata breach to the super visory authority or to th e data
subject pursuant to Articles 31 and 32;

(i) does not carry out a data protection im pact assessment pursuant or pro cesses
personal data without prior authoris ation or prior consultation of the
supervisory authority pursuant to Articles 33 and 34;

(j)  does not designate a data protection offi cer or does not ensure the conditions
for fulfilling the tasks pursuant to Articles 35, 36 and 37;

(k) misuses a data protection seal or mark in the meaning of Article 39;

(I)  carries out or instructs a da ta transfer to a third ¢ ountry or an international
organisation that is not allowed by an  adequacy decision or by appropriate
safeguards or by a derogation pursuant to Articles 40 to 44;

(m) does not comply with an order or a tem porary or definite ban on processing or
the suspension of data flows by the supe rvisory authority p ursuant to Artic le
53(1);

(n) does not comply with the obl igations to assist or re spond or provide relevant
information to, or access to prem ises by, the supervisory authority pursuant to
Article 28(3), Article 29, Article 34(6) and Article 53(2);

(o) does not comply with the rules for safe guarding professional secrecy pursuant
to Article 84.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpos e of updating the am  ounts of the adm inistrative fines
referred to in paragraphs 4, 5 and 6, taking  into account the criter ia referred to in
paragraph 2.

CHAPTER IX

PROVISIONSRELATING TO SPECIFIC DATA PROCESSING

SITUATIONS

Article 80
Processing of personal data and freedom of expression

Member States sh all provide for exempti ons or derogations fr om the provisions on
the general principles in Chapter II, the righ ts of the data su bject in Cha pter 111, on
controller and processo rin Chapter IV, on th e tr ansfer o f personal data to th ird
countries and international or ganisations in Chapter V, the independent supervisory
authorities in Chapter VI and on co-operati on and consistency in Chapter VII for the
processing of personal data carried out solely for journalistic purposes or the purpose
of artistic or literary ex pression in order to reconcile the right to the protection of
personal data with the rules governing freedom of expression.
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Each Member State shall notify to the Comm ission those provisions of its law whic h
it has adopted pursuant to paragraph 1 by the date specified in Article 91(2) at the
latest and, without delay, any subsequent am endment law or am endment affecting
them.

Article 81
Processing of personal data concerning health

Within the limits of this Regulation and in accordance with point (h) of Article 9(2),
processing of personal data concerning health must be on the basis of Union law or
Member State law wh  ich shall p rovide for suitab le an d specific m easurest o
safeguard the data subject's legitimate interests, and be necessary for:

(a) the purposes of preventive or occupational m edicine, m edical diagnosis, the
provision of care or treatm ent or the m anagement of health-care services, and
where thos e data are proces sed by ah ealth profess ional sub ject to the
obligation of professional ~ secrecy or another pers  on also subject to an
equivalent obliga tion of conf identiality und er Mem ber State law or rule s
established by national competent bodies; or

(b) reasons of public interest in the area of public health, such as protecting against
serious cross-border threats to health or ensurin g high standards of quality and
safety, inter alia for medicinal products or medical devices; or

(c) other reasons of public interest in areas such as social protection, especially in
order to ensure the quality and cost-eff ectiveness of the procedures used for
settling claims for benefits and services in the health insurance system.

Processing of personal data concerning h  ealth which is necessary for historical,
statistical o r sc ientific rese arch p urposes, su ch as p atient reg istries set up for
improving diagnoses and differentiating be  tween sim ilar types of diseases and
preparing studies for therapies, is subject to the conditions and safeguards referred to
in Article 83.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specifyi ng other reasons of public interest in the
area of public health as referred to in point (b) of paragraph 1, as well as criteria and
requirements for the safeguards for the pro cessing of personal data for the purposes

referred to in paragraph 1.

Article 82
Processing in the employment context

Within the limits of this Regulation, Member States may adopt by law specific rules
regulating the processing of em ployees' personal data in the em ployment context, in
particular for the purposes of th e recruitm ent, the perfor mance of the contract of
employment, including discharge of obligat ions laid down by law or by collective
agreements, m anagement, planning and orga nisation of work, hea Ith and saf ety at
work, and for the purposes of the exerci se and enjoym ent, on an individual or
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collective basis, of rights and benefits related to em ployment, and for the purpose of
the termination of the employment relationship.

Each Member State shall notify to the Comm ission those provisions of its law whic h
it adopts pursuant to paragraph 1, by the date specified in Article 91(2) at the latest
and, without delay, any subsequent amendment affecting them.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specify ing the criteria and requirements for the
safeguards for the processing of personal data for the purposes referred to in
paragraph 1.

Article 83
Processing for historical, statistical and scientific research purposes

Within the lim its of this Regulation, personal data m ay be processed for historical,
statistical or scientific research purposes only if:

(a) these purposes cannot be otherwise fulfilled by processing data which does not
permit or not any longer permit the identification of the data subject;

(b) data enabling the attribution of information to an identified or identifiable data
subject is kept separately from the other information as long as these purposes
can be fulfilled in this manner.

Bodies conducting historical, statistical ~ or scientific researchm  ay publish or
otherwise publicly disclose personal data only if:

(a) the data subject has given consent,  subject to the conditi ons laid down in
Article 7;

(b) the publication of personal data is nece ssary to present research finding s or to
facilitate research insofar as the interests or the fundamental rights or freedoms
of the data subject do not override these interests; or

(c) the data subject has made the data public.

The Comm ission shall be em powered to a dopt delegated acts in acco rdance with
Article 86 for the purpose of further specify ing the criteria and requirements for the
processing of personal data for the purposes referred to in paragraph 1 and 2 as well
as any necessary lim itations on the rights of information to and acces s by the dat a
subject and detailing the condi tions and safeguards for the rights of the data subject
under these circumstances.

Article 84
Obligations of secrecy
Within the lim its of this Regulation, Mem ber States m ay adopt sp ecific rules to set

out the investigative powers by the supervisory authorities laid down in Article 53(2)
in relation to controllers or processors th at are subjects und er national law or rules
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established by national com petent bodies to an obligation of prof essional secrecy or
other equivalent obligations of secrecy, wher e this is ne cessary and prop ortionate to
reconcile the right of the protection of personal data with the obliga tion of secrecy.
These rules shall on ly apply with regard to p ersonal data which the contro ller or
processor has received from or has obtained in an activity covered by this obligation
of secrecy.

Each Mem ber State shall notify to th ¢ Commission the rules adopted pursuant to
paragraph 1, by the date spec ified in Article 91(2) at th e latest and, without delay,
any subsequent amendment affecting them.

Article 85
Existing data protection rules of churches and religious associations

Where in a Member State, churches and religious associations or communities apply,
at the time of entry into force of this Regulation, comprehensive rules relating to the
protection of individuals with regard to the processing of personal data, such rules
may continue to apply, provided that they are brought in line with the provisions of
this Regulation.

Churches and religious associations which apply comprehensive rules in accordance
with paragraph 1 shall provide for the esta blishment of an independent supervisory
authority in accordance with Chapter VI of this Regulation.

CHAPTER X
DELEGATED ACTSAND IMPLEMENTING ACTS

Article 86
Exercise of the delegation

The power to adopt delegated acts is  conferred on the Commission subject to the
conditions laid down in this Article.

The delegation of power referred to in Artic le 6(5), Article 8(3), Article 9(3), Article
12(5), Article 14(7), Article 15(3), Article 17(9), Article 20(6), Article 22(4), Article
23(3), Article 26(5), Article 28 (5), Article 30(3), Article 31(5), Article 32(5), Article
336), Article 34(8), Article 35(11), Article 37(2), Article 39(2), Article 43(3), Article
44(7), Article 79(6), Article 81(3), A rticle 82(3) and Article 83(3) shall be conferred
on the Comm ission for an indeterm inate period of time from the date of entry into
force of this Regulation.

The delegation of power referred to in Artic le 6(5), Article 8(3), Article 9(3), Article
12(5), Article 14(7), Article 15(3), Article 17(9), Article 20(6), Article 22(4), Article
23(3), Article 26(5), Article 28 (5), Article 30(3), Article 31(5), Article 32(5), Article
33(6), Article 34(8), A rticle 35(11), Arti cle 37(2), Article 39(2), Article 43(3),
Article 44(7), Article 79(6), Article 81(3), Article 82(3) and Article 83(3) m ay be
revoked at any tim e by the European Par liament or by the Council. A decision of
revocation shall put an end to the delegati on of power specified in that decision. It
shall take effect the day following th e publication of the decision in the  Official
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Journal of the European Union or at a later date specified therein. It shall not affect
the validity of any delegated acts already in force.

As soon as it adopts a delegated act, the Commission shall notify it simultaneously to
the European Parliament and to the Council.

A delegated act adopted pursu ant to Article 6(5), Article 8(3), Article 9(3), Article
12(5), Article 14(7), Article 15(3), Article 17(9), Article 20(6), Article 22(4), Article
23(3), Article 26(5), Article 28 (5), Article 30(3), Article 31(5), Article 32(5), Article
33(6), Article 34(8), A rticle 35(11), Arti cle 37(2), Article 39(2), Article 43(3),
Article 44(7), Article 79(6), Article 81(3), Article 82(3) and Article 83(3) shall enter
into force only if no objection has been expressed either by the European Parliam ent
or the Council within a period of  two m onths of notification of thatacttoth e
European P arliament and the Council or if , before the expiry of that period, the
European Parliament and the Council have both informed the Commission that they
will not object. That pe riod shall be extende d by two m onths at the initia tive of the
European Parliament or the Council.

Article 87
Committee procedure

The Comm ission sha 1l be ass isted by a com mittee. Tha t comm ittee shall be a
committee within the meaning of Regulation (EU) No 182/2011.

Where ref erence is m ade to this para graph, Article 5 of Regulation (EU) No
182/2011 shall apply.

Where ref erence is m ade to this para graph, Article 8 of Regulation (EU) No
182/2011, in conjunction with Article 5 thereof, shall apply.

CHAPTER Xl
FINAL PROVISIONS

Article 88
Repeal of Directive 95/46/EC

Directive 95/46/EC is repealed.

References to the rep ealed Directive shall be construed  as referen ces toth is
Regulation. References to the W orking Party on the Protection of Individuals with
regard to th e Proces sing of Person al Data es tablished by Article 29 of Directive
95/46/EC shall be construed as references to the Europea n Data Pro tection Board
established by this Regulation.
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Article 89
Relationship to and amendment of Directive 2002/58/EC

1. This Regulation shall not impose additional obligations on natural or legal persons in
relation to the processing of personal da  ta in connection with  the provision of
publicly availab le elec tronic communications service s in public co mmunication
networks in the Union in rela tion to m atters for which the y are subjec t to specific
obligations with the same objective set out in Directive 2002/58/EC.

2 Article 1(2) of Directive 2002/58/EC shall be deleted.

Article 90
Evaluation

The Commission shall submit reports on the evaluation and review of this Regulation to the
European Parliament and the Council at regular intervals. The first report shall be s ubmitted
no later than four years after the entry into forc e of this Regulation. Su bsequent reports shall
be subm itted every f our years th ereafter. The Comm ission shall, if necessary, subm it
appropriate proposals w ith a view to am ending this Regulation, and aligning other legal
instruments, in particular taking account of de velopments in inform ation technology and in
the light of the state of progress in the information society. The reports shall be made public.

Article 91
Entry into force and application

1. This Regula tion sha Il e nter in to f orce on the twentieth d ay following that of its
publication in the Official Journal of the European Union.

2. It shall apply from [two years from the date referred to in paragraph 1].

This Regulation shall be binding in its entirety and directly applicable in all Member States.

Done at Brussels,

For the European Parliament For the Council
The President The President
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LEGISLATIVE FINANCIAL STATEMENT

1 FRAMEWORK OF THE PROPOSAL/INITIATIVE

This financial statement indicates in more detail the requ irements in te rms of administrative
expenditure in order to putin  practice the data pro  tection reform, as explained in the
corresponding im pact assessm ent. The reform includes tw o legislative proposals, a general
Data Protection Regulation and a Directive on the protection of individuals with regard to the
processing of personal data by com petent authorities for the purposes of prevention,
investigation, detection or pros ecution of crim inal offences or the execution o f crim inal
penalties. This financial statement covers the budgetary impact of both instruments.

According to the distribution of tasks, reso urces are required by the C ommission and by the
European Data Protection Supervisor (EDPS).

As regards the Comm ission, the necessary reso urces are already incl uded in the proposed
financial perspective 2014-2020. Data protection is one of the objectives of the Ri  ghts and
Citizenship' programm e, which will also support m easures to put the legal fram ework into
practice. The adm inistrative app ropriations incl uding staff requirem ents are included in the
administrative budget for DG JUST.

As regards the EDPS, the necess ary resources will need to be taken into accou nt in the
respective annual budgets for the ~ EDPS. The resources are detail ed in the annex of this
financial statem ent. In order to provide th e resources required for the new tasks of the
European Data Prote ction Boa rd, f or whichthe ED  PS will pr ovide th e secre tariat,
reprogramming of Heading 5 of the financial perspective 2014-2020 will be required.

11. Title of the proposal/initiative

Proposal for a Regulation of the European Parlia ment and of the Council on the protection of
individuals with regard to the processing of personal data and on the free flow of s  uch data
(General Data Protection Regulation).

Proposal for a Directive of the European Parlia ment and of the Council on the protection of
individuals with regard to th e processing of personal data by com petent authorities for the
purposes of prevention, investig ation, detection or prosecution of crim inal offences or the
execution of criminal penalties, and the free movement of such data.

12 Policy area(s) concerned in the ABM/ABB structure®

Justice — Protection of Personal Data

The budgetary im pact concerns the Comm  ission and the EDPS. The im pact on the
Commission budget is detailed in the tables of this financial statem  ent. Operational

9 ABM: Activity-Based Management — ABB: Activity-Based Budgeting.
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expenditure is part of the Rights and Citizenship Programme and has been taken into account
in the financial statem ent for that programm e already, as administrative expenditure is within
the envelope for DG Justice. The elements concerning the EDPS are shown in the Annex.

1.3. Natur e of the proposal/initiative
[J The proposal/initiative relates to @ new action
[0 The proposal/initiative relates to a new action following a pilot project/prepar atory action™
M The proposal/initiative relates to the extension of an existing action
L] The proposal/initiative relates to an action redirected towards a new action
14. Objectives

1.4.1. The Commission's multiannual strategic objective(s) targeted by the proposal/initiative

The reform aims at completing the achievem ent of the original objectiv es, taking account of
new developments and challenges, i.e.:

- increasing the effectiveness of the funda  mental right to data protection and putting
individuals in control of their data, particular ly in the context of technological developm ents
and increased globalisation;

- enhancing the internal m arket dim ension of data protection by reducing fragm entation,
strengthening consistency and  simplifying the regula tory environm ent, thus elim inating
unnecessary costs and reducing the administrative burden.

In addition, the entry into force of t he Lisbon Treaty - and in particular the introduction of a
new legal basis (Article 16 TFEU) - offers the opportunity to achieve a new objective, i.e.

- to establish a comprehensive data protection framework covering all areas.

1.4.2. Specific objective(s) and ABM/ABB activity(ies) concerned

Specific objective No 1

To ensure consistent enforcement of data protection rules

Specific objective No 2

To rationalise the current governance system to help ensuring a more consistent enforcement

ABM/ABB activity(ies) concerned

30 As referred to in Article 49(6)(a) or (b) of the Financial Regulation.
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143.

14.4.

1.5.

151.

Expected result(s) and impact

Specify the effects which the proposal/initiative should have on the beneficiaries/groups targeted.

As regards data con trollers, bo th p ublic and p rivate en tities shall ben efit from more legal
certainty by harmonised and clarified EU data protection rules and procedures creating a level
playing field and ensuring consistent enforcem ent of data protec tion rules, as well as a
considerable reduction of administrative burden.

Individuals will en joy better control of their pe rsonal data and trust the digital environm ent
and will remain protected including when their personal data are processed abroad. They will
also encounter reinforced accountability of those processing personal data.

A com prehensive da ta protec tion system will al so cov er the a reas of police a nd justice,
including and beyond the former 3rd pillar.

Indicators of results and impact

Soecify the indicators for monitoring implementation of the proposal/initiative.

(cf. Impact Assessment, Section 8)

Indicators shall be evaluated periodically and shall include the following elements:

. Time and costs spent by data controllers in complying with legislation in ‘other Member
States’

. Resources allocated to DPAs,

. established DPOs in public and private organisations,

. Use made of DPIA,

. number of com plaints m ade by data s ubjects and com pensation received by data
subjects,

. number of cases leading to prosecution of data controllers,

. fines imposed on data controllers responsible for breaches of data protection.

Groundsfor the proposal/initiative

Requirement(s) to be met in the short or long term

The current divergences in the implem entation, interpretation and enforcem ent of the
Directive by Member States hamper the functioning of the internal market and co-operation
between public authorities in relation to EU policies. This goes against the fundam ental
objective of the Directive of facilitating the free flow of personal data in the intern al market.
The rapid developm ent of new technologies and globalisation further exacerbates this
problem.
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152

153.

154

Individuals enjoy differe nt data protection rights, due to fragm entation and inconsistent
implementation and enf orcement in diffe rent Mem ber States. Furthermore, individuals are
often neither aware nor in control of what happens to their personal data and therefore fail
to exercise their rights effectively.

Added value of EU involvement

Member States alone cannot reduce the problems in the current situation. This is particularly
the ¢ ase f or thos e p roblems that arise f rom the fragm entation in national legislations
implementing the EU data protection regulatory framework. Thus, there is a strong rationale
for a legal fram ework for data protection at EU le vel. There is a particular need to establish a
harmonised and coherent fram ework allowing fo r a sm ooth transfer of personal data across
borders within the EU while ensuring effective protection to all individuals across the EU.

Lessons learned from similar experiences in the past

The present proposals build on the experience  with Directive 95/46/EC and the problem s
encountered due to fragmented transposition and implementation of that Directive, which have
blocked it from achieving both its objectives, i. e. a high level of data protection and a single
market for data protection.

Coherence and possible synergy with other relevant instruments

The present Data Protection Reform package aims at building a strong, consistent and modern
data protection fram ework at EU level - techno logically neutral, and future proof for the
decades to com e. It will benefit in dividuals — by strengthening th eir d ata p rotection rights,
particularly in the digital environment - and will simplify the legal environment for businesses
and the public sector, thus stim ulating the deve lopment of the digital economy across the EU
internal market and beyond, in line with the objectives of the Europe 2020 strategy.

The core of the data protection reform package consists of:
— a Regulation replacing Directive 95/46/EC,;

- a Directive on the protection of individuals ~ with regard to the processing of personal
data by competent authorities for the purpos es of prevention, dete  ction, investigation,
detection or prosecution of crim inal offences or the execution of crim inal penalties, and the
free movement of such data.

These legislative proposals are acco mpanied by a report on the im plementation by Mem ber
States of what is cu rrently the main EU data protection instrument in the ar eas of police co-
operation and judicial co-operation in cr iminal m atters, the F  ramework Decision
2008/977/JTHA.
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1.6.

1.7.

Duration and financial impact

[0 Proposal/initiative of limited duration

1. O Proposal/initiative in effect from [DD/MM]YYYY to [DD/MM]YYYY
2. O Financial impact from YYYY to YYYY

M Proposal/initiative of unlimited duration

1. Implementation with a start-up period from 2014 to 2016,

2. followed by full-scale operation.

M anagement mode(s) envisaged™
M Centralised direct management by the Commission
O Centralised indirect management with the delegation of implementation tasks to:

3. O executive agencies
4. O bodies set up by the Communities™
5. O national public-sector bodies/bodies with public-service mission

3. O persons entrusted with the im plementation of specific actions pursuant to Title V of the
Treaty on E uropean Union and identified in the relevant basic act within the m eaning of
Article 49 of the Financial Regulation

] Shared management with the Member States
[] Decentralised management with third countries
L] Joint management with international organisations (to be specified)

If more than one management mode is indicated, please provide detailsin the "Comments" section.

Comments

//

Details of m anagement modes and re ferences to the Financial R egulation may be fo und on the BudgWeb si te:

http://www.cc.cec/budg/man/budgmanag/budgmanag_en.html
As referred to in Article 185 of the Financial Regulation.
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2.1

2.2.

2.2.1.

2.2.2.

MANAGEMENT MEASURES

Monitoring and reporting rules

Soecify frequency and conditions.

The first evaluation will take p lace 4 years after the entry into force of the legal instrum ents.
An explicit review clau se, by which the Co mmission will evaluate th e im plementation, is
included in the lega | instruments. The Comm ission will sub sequently report to the European
Parliament and the Council on its evaluation. Further evaluations will have to take place every
four years. The Comm ission m ethodology on eval uation will be applied. These evaluations
will be con ducted with the help o ftargeted s tudies on the im plementation of the lega 1
instruments, questionnaires to  national data protection auth orities, expert discussions,
workshops, Eurobarometer surveys, and so forth.

Management and control system

Risk(s) identified

An Impact Assessment has been carried out for the reform of the data protection framework in
the EU to accompany the proposals for the Regulations and the Directive

The new legal instrum ent will introd uce a consistency mechanism, ensuring that inde pendent
supervisory authorities in Mem ber States app ly the fram ework in a co nsistent and coherent
manner. The mechanism will operate through the European Data Protection Board com posed
of the heads of the national supervisory auth  orities and of the European Data Protection
Supervisor (EDPS), which will replace the curre nt Article 29 W orking Party. The EDPS will
provide the secretariat for this body.

In case of possibly divergent decisions by Memb  er States' authorities, the European Data
Protection Board will be consul ted in order to issue an opi  nion on the m atter. Should this
procedure fail, or if a supervisory author ity refuses to com  ply with the opinion, the
Commission might, in order to en sure correct and consisten t application of this Regulation,
may issue an opinion or, where necessary, adopt a decision, where it h as serious doubts as to
whether the draft m easure would ensure the co rrect app lication of this Regulation or would
otherwise result in its inconsistent application.

The consistency mechanism requires additional resources for the EDPS (12 FTE and adequate
administrative and operative appropriations, e.g., for IT systems and operations) for providing
the secretariat and for the Comm ission (5 FTE and related adm inistrative and operational
appropriations) for the handling of consistency cases.

Control method(s) envisaged

Existing control m ethods applied by the EDPS  and by the Commission will cover the
additional appropriations.
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2.3.

Measuresto prevent fraud and irregularities
Foecify existing or envisaged prevention and protection measures

Existing fraud prevention measures applied by the EDPS a nd by th e Commission will cover
the additional appropriations.
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3. ESTIMATED FINANCIAL IMPACT OF THE PROPOSAL/INITIATIVE
3.1. Heading(s) of the multiannual financial framework and expenditur e budget line(s) affected
1. Existing expenditure budget lines
In order of multiannual financial framework headings and budget lines.
Budget line Type of Contribution
Heading of expenditure
multiannual : within the meaning
financial | Number Diff./non- from | from from third | of Article 18(1)(aa)
framework D ot diff. EFTA candidate couniries of the Financial
[Description.........oevuieieiiiiiiiiieeeannes ] (53) countries | countries®s Regulation
3.2 Estimated impact on expenditure
3.21.  Summary of estimated impact on expenditure
EUR million (to 3 decimal places)
Heading of multiannual financial framework: Number
Year ... enter as many years as
N5 6_ Klia{ KliaZr Klig necessary to show the duration TOTAL
2014 of the impact (see point 1.6)
* Operational appropriations
Number of budget line Commitments O
Payments 2

53
54
55
56

EN

Diff. = Differentiated appropriations / Non-diff. = Non-Differentiated Appropriations
EFTA: European Free Trade Association.

Candidate countries and, where applicable, potential candidate countries from the Western Balkans.
Year N is the year in which implementation of the proposal/initiative starts.
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Commitments (la)

Number of budget line
Payments (2a)
Appropriations of a nadm inistrative  nature fin  anced
from the envelope for specific programmes”’
Number of budget line )]
ot Commitments “itla
TOTAL appropriations +3
for DG Payments :2:323
. _r C itment 4
* TOTAL operational appropriations ommuments @
Payments (5)

* TO TAL appropriations of an a dministrative nature

. (6)
financed from the envelope for specific programmes

TOTAL appropriations Commitments | =4+ 6
under HEADING 3
of the multiannual financial framework Payments | =5+6

If morethan one heading is affected by the proposal / initiative:

Commitments )

* TOTAL operational appropriations
Payments (5

* TO TAL appropriations of ana  dministrative nature

. 6
financed from the envelope for specific programmes ©

Commitments =4+ 6

TOTAL appropriations

under HEADINGS 1to4

of the multiannual financial framework | Payments =5+6
(Reference amount)

Heading of multiannual financial

5 " Administrative expenditure "
framework:

> Technical and/or administrative assistance and expenditure in support of the implementation of EU programmes and/or actions (former "BA" lines), indirect

research, direct research.
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EUR million (to 3 decimal places)

Year
= Year Year Year Year Year Year
2015 2016 2017 2018 2019 2020 TOTAL
2014
DG: JUST
¢ Human resources 2.922 2.922 2.922 2.922 2.922 2.922 2.922 20.454
* Other administrative expenditure 0.555 0.555 0.555 0.555 0.555 0.555 0.555 3.885
TOTAL DG JUST 3477 3477 3477 3477 3.477 3477 3477 24.339
TOTAL appropriations
(Total com mitments
under HEADI NG S = Total payments)
of the multiannual financial framework 3477 3477 3477 3477 3477 3477 3477 24.339
EUR million (to 3 decimal places)
... enter as many years as
Sﬁ;r Eia{ Eiazr Ei_&g necessary to show the duration TOTAL
of the impact (see point 1.6)
TOTAL appropriations Commitments 3477 3477 3477 3.477 3477 3477 3477 24.339
under HEADINGS 1to 5
of the multiannual financial framework | Payments 3.477 3.477 3.477 3.477 3.477 3.477 3.477 24.339

58

EN

Year N is the year in which implementation of the proposal/initiative starts.
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3.2.2.

Estimated impact on operational appropriations

6. M The proposal/initiative does not require the use of operational appropriations

A high level of protection of personal data is also one of the objectives of the Rights and Citizenships Programme.

7. O The proposal/initiative requires the use of operational appropriations, as explained below:

Commitment appropriations in EUR million (to 3 decimal places)

Year Year Year Year .. enter as many years as necessary to show the TOTAL
Indicate N=2014 N+1 N+2 N+3 duration of the impact (see point 1.6)
objectives
and outputs OUTPQTS
Avera . " " . - ' . Total
ge 83 83 82 83 85! 8 B 8 B numbe :
Type ‘§§ cost g %; Cost g ‘g i Cost g % Cost g % Cost g % i Cost | & %; Cost | € %; Cost rof Uil
0 output fth 5 o: 5 O: 5 © = 5 O : 5 O: 5 O: . cost
orthe | = 51 “3 % % | “% 1 St ahct OuPHL
output 5 5 5 5 5 5 s
SPECIFIC OBJECTIVE No 1
-Output | Files™ |
Sub-total for specific objective N°1
SPECIFIC OBJECTIVE No 2
- Output Cases®!
Sub-total for specific objective N°2
TOTAL COST
> Outputs are products and services to be supplied (e.g.: number of student exchanges financed, number of km of roads built, etc.).
60 Opinions, decisions, procedures meetings of the board.
ol Cases treated under the consistency mechanism
EN i



3.2.3.

3.2.3.1. Summary

8. O The proposal/initiative does not require the use of adm
appropriations

9. M The proposal/initiative requires the use of adm inistrative appropriations, as

explained below:

EUR million (to 3 decimal places)

Estimated impact on appropriations of an administrative nature

inistrative

Year

N62

2014

Year
2015

Year 2016 Y

Y ear

2017 Year

2018

Year 2019

Year 2020

TOTAL

HEADING 5
of the multiannual
financial framework

Human resources

2.922 2.

922 2.

922 2.

922 2.

922 2.

20.454

Other administrative
expenditure

0.555

555

555

555

555

3.885

Subtotal HEADING
5
of the multiannual
financial framework

3477

3477

3477

3477

3477

3477

3477

24.339

Outside HEADING 5%
of the multiannual
financial framewor k

Human resources

Other expenditure
of an administrative
nature

Subtotal
outside HEADING 5
of the multiannual
financial framewor k

TOTAL

3477

3477

3477

3477

3477

3477

3477

24.339

62
63

Year N is the year in which implementation of the proposal/initiative starts.
Technical and/ or a dministrative assi stance and e xpenditure in support of t he i mplementation of EU

programmes and/or actions (former "BA" lines), indirect research, direct research.
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3.2.3.2. Estimated requirements of human resources

10. O The proposal/initiative does not require the use of human resources

1. ™ The proposal/initiative requires ~ the use of hum an resources, as
explained below:

Estimate to be expressed in full time equivalent units (or at most to one decimal place)

Year
Year Year Year Year Year | Year

2014 2015 2016 2017 2018 | 2019 | 2020

* Establishment plan posts (officials and temporary agents)

XX 0101 01 (Headquarters and Commission’s |
Representation Offices) 22 2222722 22 22 22

XX 01 01 02 (Delegations)

* External personnel (in Full Time Equivalent unit: FTE)*

XX 010201 (CA, INT, SNE from the "global
envelope") 2 2792 2 2 2

XX 0102 02 (CA, INT, JED, LA and SNE in
the delegations)

XX 01 04 yy®

- at Headquarters®

- in delegations

research)

XX 01 0502 (CA, INT, SNE - Indirect

1001050

2 (CA, INT, SNE - Direct research)

Other budget lines (specify)

TOTAL

24 24 24 24 24 24 24

XX is the policy area or budget title concerned.

With the ref orm, the Commission will hav e to perform new tasks in the area of the
protection of individuals re garding the processing of pe rsonal data, in addition to
those currently perform ed. The additional tasks mainly concern the im plementation
of the new consis tency m echanism which will ensu re coheren t a pplication o f
harmonised data protection law, the ade  quacy assessm ent of third countries for
which the Comm ission will h ave sole re sponsibility, and the p  reparation o f
implementing measures and delegated acts. The other tasks curre ntly performed by
the Comm ission (e.g. policy developm ent, monitoring transposition, awareness
raising, complaints etc), will continue to be performed.

The hum an resources required will be m et by staff from the DG who are already
assigned to m anagement of the action and/ or have been redeployed within the DG,
together if necessary with any add itional alloca tion which m ay be granted to the

64

65
66

EN

CA= Contract Agent; INT= agency staff (" Intérimaire"); JED= " Jeune Expert en Délégation” (Young
Experts in Delegations); LA= Local Agent; SNE= Seconded National Expert;

Under the ceiling for external personnel from operational appropriations (former "BA" lines).

Essentially fo r Stru ctural Funds, Eur opean Agricultural Fund for R ural Devel opment (EA FRD) and
European Fisheries Fund (EFF).
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managing DG under the annual allocation pr ocedure and in the light of budgetary

constraints.

Description of tasks to be carried out:

Officials and temporary agents

Case handlers, operating the data protec tion consistency mechanism to ensure
unity of appl ication of EU data protec tion rules. Tasks include investigation
and research of cases submitted for decision from Member States' authorities,
negotiation with Mem ber States and preparation of Commission decisions.
Based on recent experience, 5 to 10 cas es per year may require i nvocation of
the consistency mechanism.

The handling of adequa ¢y requests requires direct interaction with the
requesting countr y, poss ibly the m anagement of expert stud ies on the
conditions in the countr y, assessment of the condit ions, preparation of the
relevant Commission decisions and of the process, including of the Committee
assisting the Commission and any expert bodies  as appropriate. Based on
current experience, up to 4 adequacy requests can be expected per year.

The process of adopti  ng im plementing m easures includes preparatory
measures, such as issue papers, rese arch and public consultations, as well as
the drafting of the actual  instru ment and management of the negotiation
process in th e rel evant C ommittees and other groups, as well as stakeholder
contacts in general. Across the areas requiring m ore precise guidance, up to
three implementing measures may be handled per year, while the process may
take up to 24 months, depending on the intensity of consultations.

External personnel

Administrative and secretarial support

3.2.4. Compatibility with the current multiannual financial framework

12. O Proposal/initiative is compatible with the =~ next m ultiannual financial
framework.
13. M Proposal/initiative will entail reprogramming of the relevant heading in

the multiannual financial framework.

The table below indicates the am ounts of financial resources require d annually by the EDPS
for its new tasks of providing the secretariat of the European Data Protection Board and the
related procedures and tools over the period of the next financia I perspective, in ad dition to
those already included in the planning.

Year 2014 2015 2016 2017 2018 2019 2020 Total
Staff etc 1.555 1.555 1.543 1.543 1.543 1.543 1.543 10.823
Operations | 0.850 1.500 1.900 1.900 1.500 1.200 1.400 10.250
Total 2.405 3.055 3.443 3.443 3.043 2.743 2.943 21.073

14. O Proposal/initiative requires applicati on of the flexibility ins trument or
revision of the multiannual financial framework®’.

67 See points 19 and 24 of the Interinstitutional Agreement.
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3.25.

Third-party contributions

Budget revenue line:

available for
the ongoing
budget year

15. MThe proposal/initiative does not provide for co-financing by third parties
16. OThe proposal/initiative provides for the co-financing estimated below:
Appropriations in EUR million (to 3 decimal places)
... enter as many years as
Y’Zar ;\{Iiaf ;\{Iigg Efg necessary to show the duration Total
of the impact (see point 1.6)
Soecify the co-financing
body
TOTAL appropriations
cofinanced
3.3 Estimated impact on revenue
17. ™ Proposal/initiative has no financial impact on revenue.
18. [ Proposal/initiative has the following financial impact:
. on own resources
. on miscellaneous revenue
EUR million (to 3 decimal places)
s e . 68
Appropriations Impact of the proposal/initiative

Year

Year
N+1

Year
N+2

Year
N+3

... insert as many columns as necessary
in order to reflect the duration of the
impact (see point 1.6)

EN

For miscellaneous assigned revenue, specify the budget expenditure line(s) affected.

Specify the method for calculating the impact on revenue.

68

As regards traditional own resources (customs duties, sugar levies), the amounts indicated must be net
amounts, i.e. gross amounts after deduction of 25% for collection costs.
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Annex to Legislative Financial Statem ent fo r proposal for a Regulation of the European
Parliament and of the Council on the protection  of individuals regard ing the processing of
personal data.

Applied methodology and main underlying assumptions

The costs r elated to th e new task sto be car ried out by the Europ ean Data Protec tion
Supervisor (EDPS) stemming from  the two  proposals have been estim  ated for staff
expenditure on the basis of the costs incurred by the Commission currently for similar tasks.

The EDPS will host th e secre tariat of the Eur opean Data Protection Board repla cing the
Article 29 Working Party. On the basis of the Commission current workload for this task, this
results in th e need for 3 addition al FTE plus correspond ing adm inistrative and o perational
expenditure. This workload will commence from the entry into force of the Regulation.

Furthermore, the EDPS will have a role in the consistency mechanism which is expected to
require 5 FTEs, and in developing and operatin g a common IT tool for national DPAs, which
will require 2 additional staff members.

The calculation of theincreasein the required staff budget for the first seven yearsis presented in more
detail in the table below. A second table show s the required operational budget. This will be
reflected in the Budget of the EU in Section IX EDPS.

Amount (in thousands)

t lati

Cost type Caleulation T 2015 | 2016 | 2017 | 2018 | 2019 | 2020 | Total
Salaries and

allowances

- of EDPB Chair 0.300 0.300 0.300 0.300 0.300 0.300 0.300 2.100

- of which officials
and temporary agents

- of which SNEs =1*0.073 0.073 0.073 0.073 0.073 0.073 0.073 0.073 0.511

=7*0.127 0.889 0.889 0.889 0.889 0.889 0.889 0.889 6.223

- of which contract
=2*%0.064 0.128 0.128 0.128 0.128 0.128 0.128 0.128 0.896

agents
Expenditure related to
. =10*0.005 . . ) . . . . .

recruit t 0.025 0.025 0.013 0.013 0.013 0.013 0.013 0.113
Mission expenses 0.090 0.090 0.090 0.090 0.090 0.090 0.090 0.630
Other expenses,

.. p =10*0.005 0.050 0.050 0.050 0.050 0.050 0.050 0.050 0.350
training
Total Administrative

R 1.555 1.555 1.543 1.543 1.543 1.543 1.543 | 10.823

expenditure
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Description of tasks to be carried out:

Officials and temporary agents

Desk officers in charge of the se cretariat of the Dat a Protection Board. Apar t
from logistics support, includingb ~ udgetary and contractual issues, this
includes the preparation of meeting agendas and expert invitations, research on
subjects on the agenda of the group, management of the d ocuments relating to
the work of the group in cluding the rele vant data protection, confidentiality
and public access require ments. Including all subgroups and expert groups, u p
to 50 meetings and decision procedures may have to be organised every year.

Case handlers, operating the data protec tion consistency mechanism to ensure
unity of appl ication of EU data protec tion rules. Tasks include investigation
and research of cases submitted for decision from Member States' authorities,
negotiation with Mem ber States and preparation of Commission decisions.
Based on r ecent experienc e, there may be 5 to 10 cases per y ear requiring
invocation of the consistency mechanism.

The IT tool shall si mplify the operational interaction between national DPAs
and data controllers obliged to share information with the public authorities.
The responsible staff member(s) will ensure qualit y control, projec 't
management and budgetary follow-up of the IT processe s on require ments
engineering, implementation and operation of the systems.

External personnel

Administrative and secretarial support

EN
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Expenditure for EDPS relating to specific tasks

Year Year Year Year enter as many years as necessary to show the TOTAL
Indicate N=2014 N+1 N+2 N+3 duration of the impact (see point 1.6)
objectives
and outputs OUTPUTS
Averag | B 5 5 T . L g o B Y Total
Type of e cost 8 B 8 3 8 B 85 8 B 355 B§~§ number :
yp 69 < & Cost © &: Cost |© & Cost ° & Cost g 5 : Cost g§5: Cost | E B: Cost :  Total cost
8 output™ | ofthe | 8 3 52 52 52 Z < Z S Z < S
output Z Z Z Z Sh o o outputs :
SPECIFIC OBJECTIVE No 1" Secretariat to DP Board
- Output Cases’' 0.010 30 0.300 40 0.400 50 0.500 50 0.500 50 0.500 50 0.500 50 0.50 320 3.200
Sub-total for specific objective N°1 30 0.300 40 0.400 50 0.500 50 0.500 50 0. 500 50 0.500 5D 0.50 320 3.200
SPECIFIC OBJECTIVE No 2 Consistency Mechanism
- Output Files” 0.050 5 0.250 1D 0.500 10 0.500 10 0.500 8 0.400 8(0.400 8 0.400 59 2.950
Sub-total for specific objective N°2 5 0.250 10 0.500 10 0.500 10 0.500 8 0.400 8{0.400 8 0.400 59 2.950
SPECIFIC OBJECTIVE No 3 Common IT tool for DPAs (EDPS)
- Output ‘ Cases” 0.’]00 3 0.300 6 0.600 9 0.900 9 0.900 6 0.600 3|0.300 5 0.500 41 4.100
Sub-total for specific objective N°3 3 0.300 6 0.400 9 0.900 9 0.900 60. 600 3/0.300 5 0.500 41 4.100
TOTAL COST 38 0.850 56 1.500 69 1.900 69 1.900 64 1.500 61 1.200 63 1.40 420 10.250

69
70
71
72
73

EN
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Outputs are products and services to be supplied (e.g.: number of student exchanges financed, number of km of roads built, etc.).
As described in Section 1.4.2. "Specific objective(s)..."
Cases treated under the consistency mechanism
Opinions, decisions, procedures meetings of the board.
The totals for each year estimate the efforts for developing and operating the IT tools
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