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EXPLANATORY MEMORANDUM

1 CONTEXT OF THE PROPOSAL

This explanatory memorandum presents in furtheaidste Commission’s approach to a new
legal framework for the protection of personal daitahe EU as set out in Communication
COM (2012) xxx final. The proposed new legal framework consists of tegislative
proposals:

— a proposal for a Regulation of the European Padi@mand of the Council on the
protection of individuals with regard to the prozieg of personal data and on the free
movement of such data (General Data Protection IRegn), and

— a proposal for a Directive of the European Parliainaad of the Council on the protection
of individuals with regard to the processing ofqmral data by competent authorities for
the purposes of prevention, investigation, detectip prosecution of criminal offences or
the execution of criminal penalties, and the freevement of such data (Police and
Criminal Justice Data Protection Directive).

This explanatory memorandum concerns this firstslagive proposal for a General Data
Protection Regulation.

The centrepiece of existing EU legislation on pessalata protection, Directive 95/46/EC
was adopted in 1995 with two objectives in mind:ptotect the fundamental right to data
protection and to guarantee the free flow of pembaata between Member States. It was
complemented by Framework Decision 2008/977/JHA general instrument at Union level
for the protection of personal data in the aregsolite co-operation and judicial co-operation
in criminal matterd

Rapid technological developments have brought reallenges for the protection of personal
data. The scale of data sharing and collectingri@asased dramatically. Technology allows
both private companies and public authorities tokenaise of personal data on an
unprecedented scale in order to pursue their &esvilndividuals increasingly make personal
information available publicly and globally. Techogy has transformed both the economy
and social life.

Building trust in the online environment is keygoconomic development. Lack of trust makes
consumers hesitate to buy online and adopt newicestvThis risks slowing down the
development of innovative uses of new technologiessonal data protection therefore plays

(insert title)

Directive 95/46/EC of the European Parliament afidthe Council of 24 October 1995 on the
protection of individuals with regard to the prosieg of personal data and on the free movement of
such data, OJ L 281, 23.11.1995, p.31. (‘Direcjive’

Council Framework Decision 2008/977/JHA of 27 Nanxer 2008 on the protection of personal data
processed in the framework of police and judiciabperation in criminal matters, OJ L 350,
30.12.2008, p. 60. (‘Framework Decision’).
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a centr}?l role in the Digital Agenda for Eurdpand more generally in the Europe 2020
Strategy.

The Lisbon Treaty defines the right to personabdabtection as a principle of the EU and
introduced with Article 16 of the Treaty on the [Etianing of the European Union (TFEU) a
specific legal basis for the adoption of rules lo@ protection of personal data. Article 8 of the
Charter of Fundamental Rights of the EU enshrinpsotection of personal data as a
fundamental right.

The European Council invited the Commission to eats the functioning of EU instruments
on data protection and to present, where necesBather legislative and non-legislative
initiativesg. In its resolution on the Stockholm Programme, theropean Parliament
welcomed a comprehensive data protection schenteiBU and among others called for the
revision of the Framework Decision. The Commissistiessed in its Action Plan
implementing the Stockholm Progranfirtee need to ensure that the fundamental right to
personal data protection is consistently appliethéncontext of all EU policies.

In its Communication on “A comprehensive approachpersonal data protection in the
European Unior?, the Commissiomoncluded that the EU needs a more comprehensive an
coherent policy on the fundamental right to pertdasa protection.

The current framework remains sound as far ashjsctives and principles are concerned,
but it has not prevented fragmentation in the wayspnal data protection is implemented
across the Union, legal uncertainty and a widesprpablic perception that there are
significant risks associated notably with onlingivaty'°. This is why it is time to build a
stronger and more coherent data protection frameworthe EU, backed by strong
enforcement that will allow the digital economy develop across the internal market, put
individuals in control of their own data and reirde legal and practical certainty for
economic operators and public authorities.

2. RESULTSOF CONSULTATIONSWITH THE INTERESTED PARTIESAND
IMPACT ASSESSMENT

This initiative is the result of extensive constittas with all major stakeholders on a review
of the current legal framework for the protectidrpersonal data, which lasted for more than
two years and included a high level conference imyN009" and two phases of public
consultation:

4 COM(2010)245 final.

° COM(2010)2020 final.

6 "The Stockholm Programme — An open and secure fiuserving and protecting citizens”, OJ C115,
4.5.2010, p.1.

Resolution of the European Parliament on the @ Gommunication from the Commission to the
European Parliament and the Council — An areaeddom, security and justice serving the citizen —
Stockholm programme adopted 25 November 2009 (P72019)0090).

8 COM(2010)171 final.
o COM(2010)609 final.
10 Special Eurobarometer (EB) 35@ata Protection and Electronic Identity in the E(2011):

http://ec.europa.eu/public_opinion/archives/ebs/869 en.pdf
http://ec.europa.eu/justice/newsroom/data-protaefients/090519 en.htm
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— From 9 July to 31 December 2009, t@ensultation on the legal framework for the
fundamental right to the protection of personal alaThe Commission received 168
responses, 127 from individuals, business orgaoisatand associations and 12 from
public authorities?

— From 4 November 2010 to 15 January 2011, @ensultation on the Commission's
comprehensive approach on personal data proteciionthe European Unian The
Commission received 305 responses, of which 54 tribizens, 31 from public authorities
and 220 from private organisations, in particulausibess associations and non-
governmental organisations.

Targeted consultations were also conducted with gkeholders; specific events were
organised in June and July 2010 with Member Stathogities and with private sector
stakeholders, as well as privacy, data protectr@hamnsumers' organisatidfisin November
2010, European Commission’s Vice-President Redirgarosed a roundtable on the data
protection reform. On 28 January 2011 (Data Prmtedday), the European Commission and
the Council of Europe co-organised a high levelfemnce to discuss issues related to the
reform of the EU legal framework as well as to tmeed for common data protection
standards worldwid@ Two conferences on data protection were hostetiédy{ungarian and
Polish Presidencies of the Council on 16-17 Jun&l2@nd on 21 September 2011
respectively.

Dedicated workshops and seminars on specific isses held throughout 2011. In January
ENISA'® organised a workshop on data breach notificationEuropé’. In February, the
Commission convened a workshop with Member Statgiorities to discuss data protection
issues in the area of police co-operation and jaldico-operation in criminal matters,
including the implementation of the Framework Demis and the Fundamental Rights
Agency held a stakeholder consultation meeting batd Protection and Privacy". A
discussion on key issues of the reform was helti3duly 2011 with national Data Protection
Authorities. EU citizens were consulted throughuadbarometer survey held in November-
December 2018. A number of studies were also launchédhe “Article 29 Working

Party’? provided several opinions and useful input to@uenmissioA. The European Data

12 The non-confidential contributions can be consllteon the Commission’'s website:
http://ec.europa.eu/justice/newsroom/data-protafignion/090709 en.htm

13 The non-confidential contributions can be consulteon the Commission’s website:

http://ec.europa.eu/justice/newsroom/data-protaftiminion/101104_en.htm
http://ec.europa.eu/justice/newsroom/data-protafeients/100701_en.htm
http://www.data-protection-day.net/init.xhtml|?eveB6.

European Network and Information Security Agenalgaling with security issues related to
communication networks and information systems.
Seehttp://www.enisa.europa.eu/act/it/data-breach- matifon/.

Op cit. footnote 9.

In addition to theStudy on the economic benefits of privacy enhanigognologiegcit., footnote 2),
see also th€omparative study on different approaches to nemapy challenges, in particular in the
light of technological developmenggnuary 2010
(http://ec.europa.euljustice/policies/privacy/dosiges/new_privacy challenges/final_report_en).pdf
The Working Party was set up in 1996 (by Article @f the Directive) with advisory status and
composed of representatives of national Data PioteSupervisory Authorities (DPAs), the European
Data Protection Supervisor (EDPS) and the Commisdt@r more information on its activities see
http://ec.europa.eul/justice/policies/privacy/wodgnoup/index _en.htm

See in particular the following opinions: on theuture of Privacy" (2009, WP 168); on the concets
"controller” and “processor" (1/2010, WP 169); arline behavioural advertising (2/2010, WP 171); on
the principle of accountability (3/2010, WP 173ix applicable law (8/2010, WP 179); and on consent
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Protection Supervisor also issued a comprehenspieiom on the issues raised in the
Commission's November 2010 Communicatfon

The European Parliament approved by its resolwifdhJuly 2011 a report that supported the
Commission’s approach to reforming the data prataciramework’® The Council of the
European Union adopted conclusions on 24 Februdiyl 2n which it broadly supports the
Commission's intention to reform the data protectramework and agrees to many elements
of the Commission's approach. The European Econ@mé Social Committee likewise
supported an appropriate revision of the Data Etiate Directive and the Commission's
general thrust to ensure a more consistent apjlicaf EU data protection rules across all
Member State$’

During the consultations on the comprehensive amiroa large majority of stakeholders
agreed that the general principles remain validtbat there is a need to adapt the current
framework in order to better respond to challengesed by the rapid development of new
technologies (particularly online) and increasintpbglisation, while maintaining the
technological neutrality of the legal framework.adg criticism has been expressed regarding
the current fragmentation of personal data pratadim the Union, in particular by economic
stakeholders who asked for increased legal ceytaintd harmonisation of the rules on the
protection of personal data. The complexity of thies on international transfers of personal
data is considered as constituting a substantiglediment to their operations as they
regularly need to transfer personal data from tedcother parts of the world.

In line with its “Better Regulation” policy, the @amission conducted an impact assessment
of policy alternatives. The impact assessment vased on the three policy objectives of
improving the internal market dimension of datatection, making the exercise of data
protection rights by individuals more effective aokating a comprehensive and coherent
framework covering all areas of Union competengeluiding police co-operation and judicial
co-operation in criminal matters. Three policy ops of different degrees of intervention
were assessed: the first option consisted of minlegslative amendments and the use of
interpretative Communications and policy supporasuges such as funding programmes and
technical tools; the second option comprised aftkgislative provisions addressing each of
the issues identified in the analysis and the tlipdion was the centralisation of data
protection at EU level through precise and detaiidds for all sectors and the establishment
of an EU agency for monitoring and enforcementefrovisions.

According to the Commission's established methagigl@ach policy option was assessed,
involving an Interservice steering group, agairtst eéffectiveness to achieve the policy
objectives, its economic impact on stakeholdergloing on the budget of the EU

institutions), its social impact and effect on fantental rights. Environmental impacts were
not observed. The analysis of the overall impadt tie the development of the preferred
policy option which is incorporated in the prespraposal. According to the assessment, its

(15/2011, WP 187). Upon the Commission's requeatjopted also the three following Advice Papers:
on notifications, on sensitive data and on on treetical implementation of rticle 28(6) of the Data
Protection Directive. They can all be accessedhtp://ec.europa.eu/justice/data-protection/article
29/documentation/index_en.htm

22 Available on the EDPS websitettp://www.edps.europa.eu/EDPSWEB/

z EP resolution of 6 July 2011 on a comprehensiy@agch on personal data protection in the European
Union (2011/2025(INI), http://www.europarl.europa.eu/sides/getDoc.do?t{pereference=P7-TA-
2011-0323&language=EN&ring=A7-2011-024réapporteur: MEP Axel Voss (EPP/DE).

24 CESE 999/2011.
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implementation will leadnter alia to considerable improvements regarding legal oeytdor
data controllers and citizens, reduction of adntiats/e burden, consistency of data
protection enforcement in the Union, the effecipeessibility of individuals to exercise their
data protection rights to the protection of per$aza within the EU and the efficiency of
data protection supervision and enforcement. Impleation of the preferred policy options
are also expected to contribute to the Commissminjsctive of simplification and reduction
of administrative burden and to the objectives lo¢ Digital Agenda for Europe, the
Stockholm Action Plan and the Europe 2020 strategy.

The Impact Assessment Board delivered an opinionthen draft impact assessment on
9 September 2011. Following the IAB opinion, thdldwing changes were made to the
impact assessment:

— The objectives of the current legal framework (toatvextent they were achieved, and to
what extent they were not), as well as the objestnf the current reform were clarified;

— More evidence and additional explanations/clarifama were added to the problems’
definition section;

— A section on proportionality was added;

— All calculations and estimations related to adntiaisve burden in the baseline scenario
and in the preferred option have been entirelyewsed and revised, and the relation
between the costs of notifications and the ovdratimentation costs has been clarified
(including Annex 10);

— Impacts on small and medium enterprises, partityutdrdata protection officers and data
protection impact assessments have been bettdfisgec

The impact assessment report and an executive synarepublished with the proposals.

3. LEGAL ELEMENTSOF THE PROPOSAL
3.1 Legal Basis

This proposal is based on Article 16 TFEU as theregriate basis for the adoption of rules

relating to the protection of individuals with redao the processing of personal data when
carrying out activities which fall within the scopé Union law, and the rules relating to the

free movement of such data.

A Regulation is considered to be the most appropriagal instrument to define the
framework for the protection of personal data ie tbnion. The direct applicability of a
Regulation will reduce legal fragmentation and jmevgreater legal certainty by introducing
a harmonised set of core rules, improving the ptaie of fundamental rights of individuals
and contributing to the functioning of the Interivdrket.

3.2. Subsidiarity and proportionality

According to the principle of subsidiarity (Artic3) TEU), action at Union level shall be
taken only if and in so far as the objectives esqyesl cannot be achieved sufficiently by
Member States, but can rather, by reason of thie sraeffects of the proposed action, be

6 EN



better achieved by the Union. In light of the peobk outlined above, the analysis of
subsidiarity indicates the necessity of EU-leveicacon the following grounds:

— The right to the protection of personal data, ensir in Article 8 of the Charter of
Fundamental Rights, requires the same level of plaitection throughout the Union. The
absence of common EU rules would create the ristiftérent levels of protection in the
Member States and create restrictions on crossbdidws of personal data between
Member States with different standards.

— Personal data are transferred across national laoesdboth internal and external borders,
at rapidly increasing rates. In addition, there practical challenges to enforcing data
protection legislation and a need for co-operatimiween Member States and their
authorities, which need to be organised at EU leveinsure unity of application of Union
law. The EU is also best placed to ensure effelgtigsad consistently the same level of
protection for individuals when their personal date transferred to third countries.

— Member States cannot alone reduce the probleninginurrent situation, particularly those
due to the fragmentation in national legislatiofisus, there is a specific need to establish
a harmonised and coherent framework allowing famoth transfer of personal data
across borders within the EU while ensuring effecprotection for all individuals across
the EU.

— The EU legislative actions proposed will be morfe@fve than similar actions at the level
of Member States because of the nature and scales gfroblems, which are not confined
to the level of one or several Member States.

The principle of proportionality requires that aimgervention is targeted and does not go
beyond what is necessary to achieve the objectiVeis principle has guided the process
from the identification and evaluation of altermatipolicy options to the drafting of this
proposal.

3.3. Summary of fundamental rightsissues

The right to protection of personal data is esthleld by Article 8 of the Charter and Article
16 TFEU and in Article 8 of the ECHR. As underlinadthe Court of Justice of the BUthe
right to the protection of personal data is notadsolute right, but must be considered in
relation to its function in societ} Data protection is closely linked to respectgdwate and
family life protected by Article 7 of the Chartdrhis is reflected by Article 1(1) of Directive
95/46/EC which provides that, Member States shallget fundamental rights and freedoms
of natural persons and in particular their rightptivacy with respect of the processing of
personal data.

Other potentially affected fundamental rights emsd in the Charter are the following:
freedom of expression (Article 11 of the Charté®gedom to conduct a business (Article 16);

% Court of Justice of the EU, judgment of 9.11.2016ined Cases C-92/09 and C-93/09 Volker und
Markus Schecke and Eifert [2010] ECR [-0000.

In line with Article 52(1) of the Charter, limiiahs may be imposed on the exercise of the rigliata
protection as long as the limitations are provided by law, respect the essence of the right and
freedoms and, subject to the principle of propodldy, are necessary and genuinely meet objectifes
general interest recognised by the European Uniothe need to protect the rights and freedoms of
others.

26
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the right to property and in particular the proimttof intellectual property(Article 17(2)); the

prohibition of any discrimination amongst others grounds such as race, ethnic origin,
genetic features, religion or belief, political ojin or any other opinion, disability or sexual
orientation (Article 21); the rights of the chilArgicle 24); the right to a high level of human
health care (Article 35); the right to an effectreenedy and a fair trial (Article 47

3.4. Detailed explanation of the proposal
3.4.1. CHAPTER | - GENERAL PROVISIONS

Article 1 sets out the subject matter of the Remuta and, as in Article 1 of Directive
95/46/EC, the two objectives of the Regulation.

Article 2 determines the scope of the Regulation.

Article 3 contains the definitions for terms usadhe Regulation. While some definitions are
taken over from Directive 95/46/EC, others are rfiedj complemented with additional
elements, or newly introduced (‘personal data brehased on Article 2(i) of the e-privacy
Directive 2002/58/E€ as amended by Directive 2009/136fECgenetic data’, ‘biometric
data’, ‘data concerning health’ which is based fm definition of ‘health data’ provided for
by 1ISO 27798, ‘main establishment’, ‘representative’, ‘entesgfj ‘group of undertakings’,
‘binding corporate rules’, and of a ‘child’ whick based on the United Nation’s Convention
on the Rights of the Chiff).

In the definition of consent, the criterion 'exfilics added to avoid confusing parallelism with
‘unambiguous' consent and in order to have ondesangd consistent definition of consent,
ensuring the awareness of the data subject théitoawhat, he or she gives consent.

3.4.2. CHAPTER II - PRINCIPLES

Article 4 sets out the principles relating to peslodata processing, which correspond to
those in Article 6 of Directive 95/46/EC. Additidnaew elements are in particular the
transparency principle, the clarification of the tadaminimisation principle and the
establishment of a comprehensive responsibilityledulity of the controller.

Article 5 sets out, based on Article 7 of DirectB®&46/EC, the criteria for lawful processing,
which are further specified as regards the balahdeterest criterion and processing for the
purposes of direct marketing for commercial purgpsiee compliance with legal obligations
and public interest.

2 Directive 2002/58/EC of the European Parliamert ahthe Council of 12 July 2002 concerning the
processing of personal data and the protectionriefagy in the electronic communications sector
(Directive on privacy and electronic communicatiprdJ L 201 , 31/07/2002, p. 37.

28 Directive 2009/136/EC of the European Parliamet af the Council of 25 November 2009 amending

Directive 2002/22/EC on universal service and useghts relating to electronic communications

networks and services, Directive 2002/58/EC coriogrithe processing of personal data and the

protection of privacy in the electronic communioas sector and Regulation (EC) No 2006/2004 on
cooperation between national authorities respoadinl the enforcement of consumer protection laws

Text with EEA relevance; OJ L 337, 18.12.2009 h.

ISO 27799:2008 ‘Health informatics — Informatioacsrity management in health using ISO/IEC

27002'.

Adopted and opened for signature, ratification andession by the United Nations General Assembly

resolution 44/25 of 20.11.1989

29

30
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Article 6 clarifies the conditions the change ofrgmse of the processing, i.e. for another
purpose than that for which the data have beeialigitollected.

Article 7 clarifies the conditions for consent te lvalid as a legal ground for lawful
processing.

Article 8 sets out the general prohibition for presing special categories of personal data and
the exceptions from this general rule, buildingAsticle 8 of the Directive 95/46/EC.

3.4.3. CHAPTER Ill - RIGHTS OF THE DATA SUBJECT
3.4.3.1. Section 1 — Transparency and modalities

Article 9 introduces the obligation for transparamid easily accessible and understandable
information, inspired in particular by the Madrig$dlution on international standards on the
protection of personal data and privilcy

Article 10 obliges the controller to provide proaeges and mechanism for exercising the data
subject's rights, including means for electroniquests, requiring response to the data
subject's request within a defined a deadline,thednotivation of refusals.

Article 11 provides rights in relation to recipisntbased on Article 12(c) of Directive
95/46/EC, extended to all recipients, includingjaiontrollers and processors.

3.4.3.2. Section 2 — Information and access to data

Article 12 specifies the controller's informatiohligations towards the data subject, building
on Articles 10 and 11 of Directive 95/46/EC, promgl additional information to the data

subject, including on the storage period, the rightlodge a complaint, in relation to

international transfers and to the source from tiie data are originating.

Article 13 provides the data subject's right ofesscto their personal data, building on Article
12(a) of Directive 95/46/EC and adding new elemesush as to inform the data subjects on
the storage period, rights to rectification andsara and to lodge a complaint.

3.4.3.3. Section 3 — Rectification and erasure

Article 14 sets out the data subject's right tdifieation, based on Article 12(b) of Directive
95/46/EC.

Article 15 provides the data subject's right tofdrgotten and to erasure. It further elaborates
and specifies the right of erasure in Article 12@b)Directive 95/46/EC and provides the

conditions of the right to be forgotten, includittte right to obtain erasure of any public

Internet link to, copy of, or replication of therpenal data relating to the data subject
contained in any publicly available communicatienvice. It also integrates the right to have
the processing restricted in certain cases, avgitfia ambiguous terminology “blocking”.

3 Adopted by the International Conference of Datatéution and Privacy Commissioners on 5

November 2011. Cf. also Article 13(3) of the pragd®r a Regulation on a Common European Sales
Law (COM(2011)635final.
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Article 16 introduces the data subject's right &adportability, i.e. to transfer data from one
automated processing system to and into anothénputi being prevented from doing so by
the controller. As a precondition, it provides tight to obtain from the controller those data
in a commonly used format.

3.4.3.4. Section 4 — Right to object and profiling

Article 17 provides the data subject's rights tgeob It is based on Article 14 of Directive
95/46/EC, with some maodifications, including as aets the burden of proof and its
application to non-commercial direct marketing,contrast to Article 5(2) which provides
that for purposes of commercial direct marketing ttata subject's consent is required to
make the processing lawful.

Article 18 concerns the data subject's right ndidsubject to a measure based on profiling. It
builds on, with modifications and additional safagis, Article 15(1) of Directive 95/46 on
automated individual decisions, and takes accoliiteoCouncil of Europe's recommendation
on profiling®.

3.4.4. CHAPTER IV - CONTROLLER AND PROCESSOR
3.4.4.1. Section 1 — General obligations

Article 19 takes account of the debate on a "ppiecof accountability” and describes in
detail the obligation of responsibility of the caniter to comply with this Regulation and to
demonstrate this compliance, including by way ofomthn of internal policies and
mechanisms for ensuring such compliance.

Article 20 sets out the obligations of the coneollarising from the principles of data
protection by design and by default.

Article 21 on joint controllers clarifies the resysibilities of joint controllers as regards their
internal relationship and towards the data subject.

Article 22 obliges controllers not established lie tUnion, where the Regulation applies to
their processing activities, to designate a remitasiee in the Union.

Article 23 clarifies the position and obligation mfocessors, partly based on Article 17(2) of
Directive 95/46/EC, and adding new elements, inclgdhat a processor who processes data
beyond the controller's instructions is to be cdedd as a joint controller.

Article 24 on the processing under the authoritythef controller and processor is based on
Article 16 of Directive 95/46/EC.

Article 25 introduces the obligation for controfiesind processors to maintain documentation
of the processing operations under their respditgibnstead of a general notification to the
supervisory authority required by Articles 18(13ak® of Directive 95/46/EC.

Article 26 clarifies the obligations for the co-oaton with the supervisory authority.

32 CM/Rec (2010)13.
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3.4.4.2. Section 2 — Data security

Article 27 obliges the controller and the procegsamplement appropriate measures for the
security of processing, based on Article 17(1) ofeBtive 95/46/EC and extending that
obligation to processors, irrespective of the attwith the controller.

Articles 28 and 29 introduce an obligation to nofiersonal data breaches, building on the
personal data breach notification in Article 4(Bj}lee e-privacy Directive 2002/58/EC.

3.4.4.3. Section 3 — Data protection assessment and priboasation

Article 30 introduces the obligation of controllensd processors to carry out a data protection
impact assessment prior to risky processing omersiti

Article 31 concerns the cases where authorisatignabd consultation of, the supervisory
authority is mandatory prior to the processing dindj on the concept of prior checking in
Article 20 of Directive 95/46/EC.

3.4.4.4. Section 4 — Data protection officer

Article 32 introduces a mandatory data protectifficer for the public sector, and, in the
private sector, for large enterprises or wherecthre activities of the controller or processor
consist of processing operations which require leggand systematic monitoring. This builds
on Article 18(2) of Directive 95/46/EC which proed the possibility for Member States to
introduce such requirement as a surrogate of argemeatification requirement.

Article 33 sets out the position of the data priaecofficer.
Article 34 provides the core tasks of the dataquiibn officer.
3.4.4.5. Section 5 — Codes of conduct and certification

Article 35 concerns codes of conduct, building ba toncept of Article 27(1) of Directive
95/46/EC and clarifying the content of the codes @ue procedures.

Article 36 newly introduces the possibility to ddtah certification mechanisms and data
protection seals and marks.

3.4.5. CHAPTER V - TRANSFER OF PERSONAL DATA TO THIRD CIRUEBS OR
INTERNATIONAL ORGANISATIONS

Article 37 contains the general principles for datnsfers to third countries or international
organisations, including onward transfers.

Article 38 sets out the criteria, conditions andgadures for the adoption of an adequacy
decision by the Commission, based on Article 2®wéctive 95/46/EC. The criteria for the
Commission’s assessment of an adequate or not atelgwel of protection include expressly
the rule of law, judicial redress and independeaupesvision. The article now confirms
explicitly the possibility for the Commission tosass the level of protection afforded by a
territory or a processing sector within a third cty.

1 EN
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Article 39 requires for transfers to third coungtiavhere no adequacy decision has been
adopted by the Commission, to adduce appropridegsards, in particular standard data
protection clauses, binding corporate rules andraotual clauses. The possibility of making
use of Commission standard data protection claisséssed on Article 26(4) of Directive
95/46/EC. As a new component, such standard datgeqgbion clauses may now also be
adopted by a supervisory authority and be decl@emkrally valid by the Commission.
Binding corporate rules are now specifically inwodd in the legal text. The option of
contractual clauses gives certain flexibility te thontroller or processor, but is subject to
prior authorisation by supervisory authorities.

Article 40 describes in further detail the condisdor transfers by way of binding corporate
rules, based on the current practices and requitesni®m supervisory authorities.

Article 41 spells out and clarifies the derogatidos a data transfer, based on the existing
provisions of Article 26 of Directive 95/46/EC. &udition, a data transfer may, under limited
circumstances, be justified on a legitimate inteoéshe controller or processor, but only after
having assessed and documented the circumstantiest tfansfer operation.

Article 42 clarifies that in accordance with intational public law and existing EU
legislation, in particular Council Regulation (ESp 2271/96° a controller operating in the
EU is prohibited to disclose personal to a thirdirtoy if so requested by a third country's
judicial or administrative authority, unless thg expressly authorized by an international
agreement or provided for by mutual legal assiganeaties or approved by a supervisory
authority.

Article 43 explicitly provides for international eaperation mechanisms for the protection of
personal data between the Commission and the sapsnauthorities of third countries, in

particular those considered offering an adequatel lef protection, taking into account the
Recommendation by the Organisation for Economicm@eration and Development (OECD)
on cross-border co-operation in the enforcemetaws$ protecting privacy of 12 June 2007.

Article 44 newly requires the Commission to reeécifically on international transfers.

3.4.6. CHAPTER VI - NATIONAL SUPERVISORY AUTHORITIES
3.4.6.1. Section 1 — Independent status

Article 45 obliges Member States to establish suipery authorities, based on Article 28(1)
of Directive 95/46/EC and enlarging the missiortdeoperation with each other and with the
Commission.

Article 46 clarifies the conditions for the indepemce of supervisory authorities,
implementing case law by the Court of Justice & Buropean Unidfi, inspired also by
Article 44 of Regulation (EC) No 45/2081

% Council Regulation (EC) No 2271/96 of 22 Novemh®86 protecting against the effects of the extra-

territorial application of legislation adopted bythard country, and actions based thereon or riegult
therefrom, OJ L 309, 29.11.1996, p.1.

Court of Justice of the EU, judgment of 9.3.20C@mmission / Germany (C-518/07, ECR 2010 p. I-
1885).

34
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Article 47 provides general conditions for the mensb of the supervisory authority,
implementing the relevant case fAvand inspired also by Article 42(2)-(6) of Reguati
(EC) 45/2001.

Article 48 sets out rules on the establishmenthef supervisory authority to be provided by
the Member States by law

Article 49 lays down professional secrecy of themers and staff of the supervisory
authority is based on Article 28(7) of Directive/9&/EC.

3.4.6.2. Section 2 — Duties and powers

Article 50 sets out the competence of the supenyiaathorities. The general rule, based on
Article 28(6) of Directive 95/46/EC (competency e territory of its own Member State), is
complemented by the new competence as lead aythomase that a controller or processor
is established in several Member States, to ensoity of application (‘one-stop shop').
Courts, when acting in their judicial authority,eaexempted from the monitoring by the
supervisory authority, but not from the applicatadrthe substantive rules on data protection.

Article 51 provides the duties of the supervisanyharity, including hearing and investigating
complaints and promoting the awareness of the puallirisk, rules, safeguards and rights.

Article 52 provides the powers of the supervisantharity, in parts building on Article 28(3)
of Directive 95/46/EC and Article 47 of RegulatigBC) 45/2001, and adding some new
elements, including the power to sanction admiaiste offences.

Article 53 obliges the supervisory authorities t@wl up annual activity reports, based on
Article 28(5) of Directive 95/46/EC.

3.47. CHAPTER VIl - CO-OPERATION AND CONSISTENCY; EURQYHAATA
PROTECTION BOARD

3.4.7.1. Section 1 — Co-operation

Article 54 introduces explicit rules on mandatorytoal assistance, including consequences
for non-compliance with the request of another supery, building on Article 28 (6)2 of
Directive 95/46/EC.

Article 55 introduces rules on joint operationssgimed by Article 17 of Council Decision
2008/615/JHA’, including a right of supervisory authorities @riicipate in such operations.

3.4.7.2. Section 2 — Consistency

Article 56 introduces a consistency mechanism fsueing unity of application in relation to
processing operations which may concern data sishjeseveral Member States.

35 Regulation (EC) No 45/2001 of the European Pasiainand of the Council of 18 December 2000 on
the protection of individuals with regard to theogessing of personal data by the Community
institutions and bodies and on the free movemestioh data; OJ L 008 , 12/01/2001, p.1.

op. cit, footnote 33..

Council Decision 2008/615/JHA of 23 June 2008 ba stepping up of cross-border cooperation,
particularly in combating terrorism and cross-borciéme, OJ L 210, 6.8.2008, p. 1.

13 EN

36
37



EN

Article 57 sets out the procedures and conditioms an opinion of the European Data
Protection Board.

Article 58 concerns Commission opinions on mattalt within the consistency mechanism,
which may either reinforce the opinion of the Ewap Data Protection Board or express a
divergence with that opinion, and the draft measdithe supervisory authority.

Article 59 concerns Commission decisions requitimg competent authority to suspend its
draft measure when this is necessary to ensureotinect application of this Regulation.

Article 60 provides for a possibility for the admpt of provisional measures, in an urgency
procedure.

Article 61 sets out the requirements for Commissioplementing acts under the consistency
mechanism.

Article 62 provides the obligation for the enforaamh of measures of a supervisory authority
in all Member States concerned, and sets out that application of the consistency
mechanism is precondition for the legal validitglaanforcement of the respective measure.

3.4.7.3. Section 3 — European Data Protection Board

Article 63 establishes the European Data Proteddoard, consisting of the heads of the
supervisory authority of each Member State andhefEuropean Data Protection Supervisor,
The European Data Protection Board replaces thekMiprParty on the Protection of
Individuals with regard to the Processing of Peas@uata set up under Article 29 of Directive
95/46/EC. It is clarified that the Commission ig aanember of the European Data Protection
Board but has the right to participate in the atéig and to be represented.

Article 64 underlines and clarifies the independeatthe European Data Protection Board.

Article 65 describes the tasks of the European Patdection Board, based on Article 30(1)
of Directive 95/46/EC, and provides for additioe#ments, reflecting the increased scope of
activities of the European Data Protection Boairithiw the Union and beyond. In order to be
able to react in urgent situations, it provides@mnmission with the possibility to ask for an
opinion within a specific time-limit.

Article 66 requires the European Data ProtectiomrBao report annually on its activities,
building on Article 30(6) of Directive 95/46/EC.

Article 67 sets out the European Data ProtectiomrB8s decision making procedures,
including the obligation to adopt rules of procexwhich should extend also to operational
arrangements.

Article 68 contains the provisions on the chair andhe deputy chairs of the European Data
Protection Board.

Article 69 sets out the duties of the chair as aslthe duration of the terms of office.

Article 70 establishes the secretariat of the EeaopData Protection Board at the European
Data Protection Supervisor and specifies its tasks.
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Article 71 provides for rules on the confidentiglit

Article 72 sets out the applicable rules for accessdocuments of the European Data
Protection Board.

3.4.8. CHAPTER VIII - REMEDIES, LIABILITY AND SANCTIONS

Article 73 provides the right of any data subjextiddge a complaint with a supervisory
authority, based on Article 28(4) of Directive 98/EC. It specifies also the bodies,
organisations or associations which may lodge aptaimt on behalf of the data subject or, in
case of a personal data breach, on its own behalf.

Article 74 concerns the right of judicial remedyaatst a supervisory authority. It builds on
the general provision of Article 28(3) of Directi@/46/EC and provides specifically a
judicial remedy for obliging the supervisory autityprto act on a complaint, and that the
proceedings can be brought either before the amfuthe supervisory authorities' Member
State or before the court of the Member State irchvthe data subject is residing.

Article 75 concerns the right to a judicial remeayainst a controller or processor, building
on Article 22 of Directive 95/46/EC, and providilagchoice to go to court in the Member
State where the defendant is established or whegedata subject is residing. Where
proceedings concerning the same matter are pendithg consistency mechanism, the court
may suspend its proceedings, except in case ohayge

Article 76 lays down common rules for court prodegd, including the rights of bodies,
organisations or associations to represent datgecsbbefore the courts, the right of
supervisory authorities to engage in legal progggsliand the information of the courts on
parallel proceedings in another Member State, hadgossibility for the courts to suspend in
such cglgse the proceedirfjsThere is an obligation on Member States to ensap@l court
actions:

Article 77 sets out the right to compensation aadility. It builds on Article 23 of Directive
95/46/EC, extends this right to damages causedrbgepsors and clarifies the liability of
joint controllers and joint processors.

Article 78 obliges Member States to lay down rwdespenalties, to sanction infringements of
the Regulation, and to ensure their implementation.

Article 79 obliges each supervisory authority tactan the administrative offences listed in
the catalogues set out in this provision, impogings between the minimum and maximum
amounts, with due regard to circumstances of eadikidual case.

8 Building on Article 5(1) of Council Framework Dsin 2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of exeragurisdiction in criminal proceedings, OJ L 328 ,
15/12/2009, p. 42; and Article 13(1) of Council Rkgion (EC) No 1/2003 of 16 December 2002 on
the implementation of the rules on competition ldavn in Articles 81 and 82 of the Treaty, OJ L 1,
04.01.2003, p.1.

3 Building on Article 18(1) of Directive 2000/31/Eq the European Parliament and of the Council of 8
June 2000 on certain legal aspects of informattmiesy services, in particular electronic commeioe,
the Internal Market (‘Directive on electronic comoes); OJ L 178, 17.7.2000, p. 1.
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3.4.9. CHAPTER IX - PROVISIONS RELATING TO SPECIFIC DATROBESSING
SITUATIONS

Article 80 empowers Member States to act as cosdbmrelationship to the right of freedom
of expression. It is based on Article 9 of Direeti95/46/EC, as interpreted by the Court of
Justice of the EY’

Article 81 obliges Member States, further to thedibons for special categories of data, to
ensure specific safeguards for processing for ingaitposes.

Article 82 provides an empowerment for Member Stateadopt specific laws for processing
personal data in the employment context.

Article 83 sets out specific conditions for prodagspersonal data for historical, statistical
and scientific research purposes.

Article 84 empowers Member States to adopt specifles on the access of supervisory
authorities to personal data and to premises, wbengrollers are subject to obligations of
secrecy.

Article 85 clarifies the empowerment for the Unian Member States to maintain or
introduce restrictions of data subject's rightsisTprovision is based on Article 13 of
Directive 95/46/EC and on the requirements stemnfiogy the Charter of Fundamental
Rights and the European Convention for the Prateatif Human Rights and Fundamental
Freedoms, as interpreted by the Court of JustithkeoEU and the European Court of Human
Rights.

3.4.10. CHAPTER X - DELEGATED ACTS AND IMPLEMENTING ACTS

Article 86 contains the standard provisions for éxercise of the delegations in line with
Article 290 TFEU. This allows the legislator to €ghte to the Commission the power to
adopt non-legislative acts of general applicatmsupplement or amend certain non-essential
elements of a legislative act (quasi-legislativisiac

Article 87 contains the provision for the Committpeocedure needed for conferring
implementing powers on the Commission in the ca#eere in accordance with Article 291
TFEU uniform conditions for implementing legallynbing acts of the Union are needed. The
examination procedure applies.

3.4.11. CHAPTER XI - FINAL PROVISIONS
Article 88 repeals Directive 95/46/EC.
Article 89 determines the relationship to the erpey Directive 2002/58/EC.

Article 90 provides the evaluation of the Regulatind related reporting by the Commission.

40 Cf. for the interpretation, e.g. Court of Justafehe EU, judgment of 16 December 2008, Satakunnan

Markkinapdrssi and Satamedia (C-73/07, ECR 2008831)
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Article 91 sets out the date of the entry into éoof the Regulation, with a transitional phase
of two years as regards the date of its application
4, BUDGETARY IMPLICATION

The specific budget implications of the propos#dtesto task allocated to the European Data
Protection Supervisor as specified in the legistafinancial statements accompanying this
proposal. Specific budgetary implications for then@nission are also assessed in the
financial statement accompanying this proposal.

The proposal has implications for the EU’s budget.
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Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

on the protection of individuals with regard to the processing of personal data and on
the free movement of such data (General Data Protection Regulation)

(Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EURREAN UNION,

Having regard to the Treaty on the Functioning leé European Union, and in particular
Article 16(2) thereof,

Having regard to the proposal from the European i@ission,

After transmission of the draft legislative actlte national Parliaments,
After consulting the European Data Protection Sviper',

Acting in accordance with the ordinary legislatprecedure,

Whereas:

(1) The protection of natural persons in relation te firocessing of personal data is a
fundamental right. Article 8(1) of the Charter afrfdamental Rights of the European
Union and Article 16(1) of the Treaty of the Funciing of the European Union lay
down that everyone has the right to the proteatibpersonal data concerning him or
her.

(2) The processing of personal data is designed te sean; the principles and rules on
the protection of individuals with regard to theogessing of their personal data
should, whatever the nationality or residence ofura persons, respect their
fundamental rights and freedoms, notably theirtrigithe protection of personal data.
It should contribute to the accomplishment of agaanf freedom, security and justice
and of an economic union, to economic and soc@gness, the strengthening and the
convergence of the economies within the internatketa and the well-being of
individuals.

(3) Directive 95/46/EC of the European Parliament ainith@ Council of 24 October 1995
on the protection of individuals with regard to {®cessing of personal data and on
the free movement of such d&tseeks to harmonise the protection of fundamental

4 oJc,,p..
42 0J L 281, 23.11.1995, p. 31.
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(4)

(®)

(6)

()

(8)

9)

rights and freedoms of natural persons in respégbrocessing activities and to
guarantee the free flow of personal data betweemidée States.

The economic and social integration resulting frima functioning of the internal
market has led to a substantial increase in croeseb flows. The exchange of data
between economic and social, public and privateracacross the Union increased.
National authorities in the Member States are bemlged upon by Union law to co-
operate and exchange personal data so as to bwoagl#@gorm their duties or carry out
tasks on behalf of an authority in another MemlateS

Rapid technological developments and globalisaliave brought new challenges for
the protection of personal data. The scale of dasing and collecting has increased
spectacularly. Technology allows both private comgs and public authorities to
make use of personal data on an unprecedentedisaalger to pursue their activities.
Individuals increasingly make personal informat@wailable publicly and globally.
Technology has transformed both the economy an@ldde, and requires to further
facilitate the free flow of data within the Uniondthe transfer to third countries and
international organisations, while ensuring an Higlel of the protection of personal
data.

These developments require building a strong andentoherent data protection
framework in the Union, backed by strong enforcetngien the importance to create
the trust that will allow the digital economy toveééop across the internal market.
Individuals should have control of their own pemlodata and legal and practical
certainty for individuals, economic operators andblf authorities should be
reinforced.

The objectives and principles of Directive 95/46/E&nain sound, but it has not
prevented fragmentation in the way data proteasomplemented across the Union,
legal uncertainty and a widespread public percaeghat there are significant risks for
the protection of individuals associated notablshvanline activity. Differences in the
level of protection of the rights and freedomsrafividuals, notably to the right to the
protection of personal data, with regard to thecpssing of personal data afforded in
the Member States may prevent the free flow ofgreakdata throughout the Union.
This difference may therefore constitute an obstad the pursuit of economic
activities at the level of the Union, distort cortipen and impede authorities in the
discharge of their responsibilities under Union .laWhis difference in levels of
protection is due to the existence of differencethe implementation and application
of Directive 95/46/EC.

In order to ensure consistent and a high levelggtain of individuals and to remove
the obstacles to flows of personal data, the lefeprotection of the rights and
freedoms of individuals with regard to the procegsiof such data should be
equivalent in all Member States. Consistent anddgmnous application of the rules
for the protection of the fundamental rights andettoms of natural persons with
regard to the processing of personal data shouihbered throughout the Union.

Effective protection of personal data throughowt thnion requires strengthening and
detailing the rights of data subjects and the alilimns of those who process and
determine the processing of personal data, butexdsiovalent powers for monitoring
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(10)

(11)

(12)

(13)

(14)

(15)

(16)

and ensuring compliance with the rules for the gmtion of personal data and
equivalent sanctions for offenders in the Membatest

Article 16(2) of the Treaty on the Functioning dketEuropean Union mandates the
European Parliament and the Council to lay dowrrtles relating to the protection of
individuals with regard to the processing of peedatata and the rules relating to the
free movement of personal data.

In order to ensure a consistent level of protectarindividuals throughout the Union
and to prevent divergences hampering the free memewwf data within the internal
market, a Regulation is necessary to provide legatainty and transparency for
economic operators, including small and mediumeseaterprises, and for individuals
in all Member States with the same level of legaltyorceable rights for data subjects
and obligations and responsibilities for contraland processors, to ensure consistent
monitoring of the processing of personal data, eaquivalent sanctions in all Member
States as well as effective co-operation by theesuigory authorities of different
Member States.

The protection afforded by this Regulation concamatural persons, whatever their
nationality or place of residence, in relation h® tprocessing of personal data. It
should not affect legislation on the protectionledal persons with regard to the
processing of data concerning them.

Any processing of personal data in the contexhefdctivities of an establishment of a
controller or a processor in the Union should beied out in accordance with this
Regulation, regardless of whether the processsaslf itakes place within the Union or
not. Establishment implies the effective and readreise of activity through stable
arrangements. The legal form of such arrangemeviisther through a branch or a
subsidiary with a legal personality, is not theedetining factor in this respect.

In order to ensure that individuals are not demigéthe protection to which they are
entitled under this Regulation, the processing ekpnal data not carried out in the
context of the activities of an establishment ofcatroller in the Union should be

subject to the Regulation where the processingities are directed to data subjects
residing in the Union, or serve monitor the behawiof such data subjects, including
for commercial or professional activities, suclo#isring products and services.

In order to determine whether a processing actiwity be considered to be ‘directed
to’ a data subject residing in the Union, it shoddascertained whether it is apparent
from the controller's overall activity that the dosller was envisaging processing
personal data of data subjects residing in the fJntiaking account in particular the
international nature of the activities, or use darmguage or a currency other than the
language or currency generally used in the comtrslicountry of establishment with
the possibility of making and confirming a reseiwatin that other language, or the
use of a top-level domain name other than that@fcbuntry in which the controller is
established. On the other hand, the mere accassilfilthe controller's website by a
data subject residing in the Union is insufficient.

Where the national law of a Member State applieviiye of international law, the
Regulation should also apply to a controller naélelsshed in the Union, such as in a
Member State's diplomatic mission or consular post.
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(17)

(18)

(19)

(20)

(21)

(22)

(23)

The protection of individuals should be technolagineutral and not depend on the
techniques used; otherwise this would create aws®riisk of circumvention. The
protection of individuals should apply to procegsof personal data by automated
means as well as to manual processing, if the al@t@ontained or are intended to be
contained in a filing system. Files or sets ofdiks well as their cover pages, which
are not structured according to specific critesiauld not fall within the scope of this
Regulation.

This Regulation does not address issues of proteati fundamental rights and
freedoms or the free flow of data related to at&si which fall outside the scope of
Union law, nor does it cover the processing of @eas data by the Union institutions,
bodies, offices and agencies, or the processimgeidonal data by the Member States
when carrying out activities in relation to the goon foreign and security policy of
the Union.

The Regulation should also not apply to processihgersonal data by a natural
person, which are exclusively personal or domestich as correspondence and the
holding of addresses, and without any gainful edéeéand thus without any connection
with a professional or commercial activity. Thiseexption should not apply to such
personal or domestic activities, where the natpeason makes personal data of other
natural persons accessible to an indefinite nurobéndividuals, for example via the
internet. The exemption should also not apply totadlers or processors which
provide the means for processing personal datastmh personal or domestic
activities.

Within a strong and consistent legislative framdwaicross Union policies, the

protection of individuals with regard to the prosieg of personal data by competent
authorities for the purposes of prevention, ingegton, detection or prosecution of
criminal offences or the execution of criminal pkiea, and the free movement of
such data, is subject of a specific legal instrumanUnion level. Therefore, the

Regulation should not apply to the processing digs/for those purposes.

The principles of protection should apply to anformation concerning an identified
or identifiable person. To determine whether a @eiis identifiable, account should
be taken of all the means likely reasonably to $elieither by the controller or by any
other person to identify the individual. The pripleis of data protection should not
apply to data rendered anonymous in such a waythigatiata subject is no longer
identifiable.

Given the importance of the developments under waythe framework of the
information society, of the techniques used to wagttransmit, manipulate, record,
store or communicate location data relating to r@fpersons, which may be used for
different purposes including surveillance or cnegtprofiles, this Regulation should
be applicable to processing involving such data.

When using online services, individuals are assediavith online identifiers provided
by their devices, applications, tools and protocsigeh as Internet Protocol addresses
or cookie identifiers. Since this leave traces Whicombined with unique identifiers
and other information received by the servers, lmarused to create profiles of the
individuals and identify them, this Regulation shibie applicable to processing
involving such data.
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(24)

(25)

(26)

(27)

(28)

(29)

(30)

Consent should be given explicitly by any apprdprimethod enabling a freely given
specific and informed indication of the data sutjewishes, based on an affirmative
action by the data subject, ensuring that indivisliere aware that they give their
consent to the processing of personal data, inetuldy ticking a box when visiting an

Internet website and any other statement or condtath clearly indicates the data
subject's acceptance of the proposed processingeaf personal data. Silence or
inactivity should therefore not constitute cons&uansent should cover all processing
carried out for the same purpose or purposes.

The main establishment of a controller or proceskould be determined according to
objective criteria and implies the effective andlrexercise of management activities
determining the purposes and means of processinggh stable arrangements. The
location where the processing is carried out orbdees of such management activities
is not the determining factor in this respect.

A group of undertakings should cover a controllungdertaking and its controlled
undertakings, whereby the controlling undertakihgudd be the undertaking which
can exercise a dominant influence over the othdetakings by virtue, for example,
of ownership, financial participation or the rulekich govern it or the power to have
personal data protection rules implemented.

Children deserve specific protection of their paedadata, as they may be less aware
of risks, consequences, safeguards and their rightglation to the processing of
personal data. To determine when an individual i, the Regulation should take
over the definition made by the UN Convention am Rights of the Child.

Any processing of personal data should be lawfair &nd transparent in relation

towards the individuals concerned. In particulag specific purposes for which the
data are processed should be explicit and legiéiraatl determined at the time of the
collection of the data. The data should be adequafevant and limited to the

minimum necessary for the purposes for which tha dee processed; this requires in
particular limiting the data collected and the pdrfor which the data are stored to a
strict minimum. Personal data should only be prsedsif the purpose of the

processing could not be fulfilled by other meansery reasonable step should be
taken to ensure that personal data which are imatcshould be rectified or deleted.
In order to ensure that the data are no longer tkeyot necessary, time limits should be
established by the controller for erasure or fpeaodic review.

In order for processing to be lawful, personal ddtauld be processed on the basis of
the consent of the person concerned or some @feintate basis, laid down by law.

Where processing is based on the data subjectenogrthe controller should have the
burden of proof that the data subject has giverctimsent to the processing operation.
In particular in the context of a written declaoation another matter, safeguards
should ensure that the data subject is aware tithtoawhat extent consent is given. In
order to ensure free consent, it should be claritet consent does not provide a valid
legal ground where the individual has no genuing fage choice and is subsequently
not able to refuse or withdraw consent without idetnt, especially where there is a
clear imbalance between the data subject and tinératier. Consent should not
provide a valid legal ground for processing in pllic or employment sector.
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(31)

(32)

(33)

(34)

(35)

(36)

Where processing is carried out in compliance witkegal obligation to which the
controller is subject or where processing is neagskr the performance of a task
carried out in the public interest or in the exseciof an official authority, the
processing should have a legal basis in Union laMember State law which meets
the requirements of the EU’s Charter of FundameRights for any limitation of the
rights and freedoms. It is also for Union or nadibfaw to determine whether the
controller performing a task carried out in the lpulnterest or in the exercise of
official authority should be a public administratior another natural or legal person
governed by public law, or by private law such gsatessional association.

The legitimate interests of a controller may previd legal basis for processing,
provided that the interests or the fundamentaltsigind freedoms of the data subject
are not overriding. This would need careful assesdénn particular where the data
subject is a child, given that children deservecsjeprotection. The data subject
should have the right to object the processindhaut having to state reasons and free
of charge. To ensure transparency, the contrdileulsl be obliged to explicitly inform
the data subject on the legitimate interests pdrsunel on the right to object, and also
be obliged to document these legitimate interé&stgen that it is for the legislator to
provide by law the legal basis for public authestito process data, this legal ground
should not apply for the processing by authoritiethe performance of their tasks.

Processing should equally be regarded as lawfulevités necessary in the context of
a contract or the intended entering into a contracto protect an interest which is
essential for the data subject's life.

The processing of personal data for other purpskesld be only allowed where the

processing is compatible with those purposes foichvithe data have been initially

collected, in particular where the processing isessary for historical, statistical or

scientific research purposes. In case that ther gilngpose is not compatible with the

initial one for which the data are collected, tloatcoller should obtain the consent of
the data subject for this further purpose or shddde the processing on another
legitimate ground for lawful processing. In any easlso as regards this further
purpose, in particular the application of the pipies set out by this Regulation and in
particular the information of the data subject twose other purposes should be
ensured.

Personal data which are, by their nature, partibulaensitive and vulnerable in

relation to fundamental rights or privacy, desespecific protection. Such data should
not be processed, unless the data subject givesexpficit consent. However,

derogations from this prohibition should be expljciprovided for in respect of

specific needs, in particular where the processingarried out in the course of
legitimate activities by certain associations arrfdations the purpose of which is to
permit the exercise of fundamental freedoms.

Derogating from the prohibition on processing stresicategories of data should also
be allowed if done by a law, and subject to sudabhfeguards, so as to protect
personal data and other fundamental rights, wherengls of public interest so justify

and in particular for health purposes, includinglpuhealth and social protection and
the management of health-care services, espeaiatiyder to ensure the quality and
cost-effectiveness of the procedures used forirsgttlaims for benefits and services
in the health insurance system, or for historistdtistical and scientific purposes.
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(37)

(38)

(39)

(40)

(41)

(42)

(43)

(44)

Moreover, the processing of personal data by @affiauthorities for achieving aims,
laid down in constitutional law or international pic law, of officially recognised
religious associations is carried out on groundsutilic interest.

Where in the course of electoral activities, theragion of the democratic system
requires in a Member State that political partiespile data on people's political
opinions; the processing of such data may be ptthibr reasons of public interest,
provided that appropriate safeguards are establishe

The principle of transparency requires that angrimiation, both of the public and of
the data subject should be easily accessible adteainderstand, and that clear and
plain language is used. This is in particular ratewvhere in situations, such as online
advertising, the proliferation of actors and thehteological complexity of practice
makes it difficult for the data subject to know antlerstand if personal data relating
to them are being collected, by whom and for whatppse. Given that children
deserve specific protection, any information anchewnication, where processing is
addressed specifically to a child, should be irhsaiclear and plain language that the
child can easily understand.

Modalities should be provided for facilitating tata subject’'s exercise of their rights
provided by this Regulation, including mechanisrasréquest, free of charge, in
particular access to data, rectification, erasmk ta exercise the right to object. The
controller should be obliged to respond to requebthe data subject within a fixed
deadline and give reasons, in case he does notligavitp the data subject's request.

The principles of fair and transparent processagyire that the data subject should be
informed in particular of the existence of the ms&ing operation and its purposes,
how long the data will be stored, on the existesfcie right of access, rectification or

erasure and on the right to lodge a complaint. Wliee data are collected from the
data subject, the data subject should also benr@drwhether he is obliged to provide

the data and of the consequences, in cases hedbpovide such data.

The information in relation to the processing ofgm@al data relating to the data
subject should be given to them at the time ofemtibn, or, where the data are not
collected from the data subject, within a reasomapériod, depending on the
circumstances of the case. Where data can benhegély disclosed to another
recipient, the data subject should be informed wihendata are first disclosed to the
recipient.

However, it is not necessary to impose this ohligatvhere the data subject already
disposes of this information, or where the recaydor disclosure of the data is

expressly laid down by law, or where the provisadrinformation to the data subject

proves impossible or would involve disproportionatirts. This could be particularly

the case where processing is for historical, sieaisor scientific research purposes; in
this regard, the number of data subjects, the dgheodata, and any compensatory
measures adopted may be taken into consideration.

Any person should have the right of access to delidch has been collected
concerning them, and to exercise this right easilyrder to be aware and verify the
lawfulness of the processing. Every data subjeoulshtherefore have the right to
know and obtain communication in particular for whaurposes the data are
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processed, for what period, which recipients rex¢ie data, what is the logic of the
data that are undergoing the processing and whgltniie, at least when based on
profiling, the consequences of such processings fight should not adversely affect
the rights and freedoms of others, including treglerets or intellectual property and in
particular the copyright protecting the softwaremever, these considerations should
not result that in all information being refusedtie data subject.

The controller should use all reasonable measuwresetify the identity of a data
subject that request access, in particular in trgext of online services and online
identifiers.

Any person should have the right to have persoat doncerning them rectified and
a 'right to be forgotten' where the processingumhsdata is not in compliance with
this Regulation. In particular, data subjects stiduve the right that their personal
data will be erased and no longer processed, vthesehave withdrawn their consent
for processing or where they object to the processif personal data concerning
them. This right is particularly relevant, when theta subject has given their consent
as a child, when not being fully aware of the rigkgolved by the processing, and
later on wants to remove such personal data edlyeciathe Internet. However, the
further retention of the data should be allowed n&hi¢ is necessary for historical,
statistical and scientific research purposes, f®rasing the right of freedom of
expression, when required by law, or where thegernsason to restrict the processing
of the data instead of erasing them.

To strengthen the 'right to be forgotten' in thér@nenvironment, the right to erasure
should also be extended in such a way that anyighybavailable copies or
replications in websites and search engines shalslol be deleted by the controller
who has made the information public.

To further strengthen the control over their owtadaata subjects should have the
right, where personal data are processed by autohméans, to obtain a copy of the
data concerning them also in commonly used eleictrlormat. The data subject
should also be allowed to transmit those data, hiiey have provided, from one
automated application, such as a social netwotk, amother one. This should apply
where the data subject provided the data to thenzated processing system, based on
their consent or in the performance of a contract.

In cases where personal data might lawfully be ggsed to protect the vital interests
of the data subject, or on grounds of public irgerefficial authority or the legitimate
interests of a controller, any data subject shawgdertheless be entitled to object to
the processing of any data relating to them. Theldou of proof should be for the
controller to demonstrate that his legitimate iests may override the interests or the
fundamental rights and freedoms of the data subject

Where personal data are processed for the purpafsegect marketing for non-
commercial purposes, the data subject should hheeright to object to such
processing. In case of direct marketing for commagrpurposes, such marketing
should be lawful only if the data subject has gipeior consent. The consent can be
withdrawn.
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Every natural person should have the right notdosbbject to a measure which is
based on profiling by means of automated processiogever, such measure should
be allowed when expressly authorised by law, caroiet in the course of entering or
performance of a contract, or when the data subgstgiven his consent. In any case,
such processing should be subject to suitable wsafdg, including specific
information of the data subject and the right tédagb human intervention and that
such measure should not concern a child.

Comprehensive responsibility and liability of thentroller for any processing of
personal data carried out by the controller or loa ¢tontroller's behalf should be
established. In particular, the controller shouldwee and be obliged to demonstrate
the compliance of each processing operation withRlegulation.

The protection of the rights and freedoms of datéjects with regard to the

processing of personal data require that apprapriathnical and organisational
measures be taken, both at the time of the degigmeqprocessing and at the time of
the processing itself, to ensure that the requireamef the Regulation are met. In
order to ensure and demonstrate compliance wishRkgulation, the controller should
adopt internal policies and implement appropriagasures, which meet in particular
the principles of data protection by design ana gabtection by default.

The protection of the rights and freedoms of datgexts as well as the responsibility
and liability of controllers and processor, also rglation to the monitoring and
measures of supervisory authorities, requires ar @éribution of the responsibilities
under this Regulation, including where a controliéetermines the purposes,
conditions and means of the processing jointly wither controllers or where a
processing operation is carried out on behalf adraroller

Where a controller, whose processing activitiesdénected to data subjects residing in
the Union or serve to monitor such data subjeds, fo establishment in the Union,
the controller should designate a representativey acts on behalf of the controller
and may be addressed by any supervisory authority.

In order to demonstrate compliance with this Retjuma the controller or processor
should document each processing operation. Eactnotien and processor should be
obliged to co-operate with the supervisory autlycaintd make this documentation, on
request, available to it, so that it might serve foonitoring those processing
operations.

In order to maintain security and to prevent preggsin breach of this Regulation,
the controller or processor shall evaluate thesrigiherent to the processing and
implement measures to mitigate those risks. Thesasaores should ensure an
appropriate level of security, taking into accoth state of the art and the costs of
their implementation in relation to the risks ahe nature of the personal data to be
protected.

A personal data breach may, if not addressed mdaquate and timely manner, result
in substantial economic loss and social harm, dholy identity fraud, to the individual
concerned. Therefore, as soon as the controllerbes aware that such a breach has
occurred, it should notify the breach to the suery authority. The individuals
whose personal data could be adversely affectethéybreach should be notified
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without delay in order to allow them to take thecewsary precautions. A breach
should be considered as adversely affecting theopef data of a data subject where it
could result in, for example, identity theft or ddh physical harm, significant

humiliation or damage to reputation. The notifioatishould include information

about measures taken by the controller to addrées breach, as well as

recommendations for the individual concerned.

In setting detailed rules concerning the format gmdcedures applicable to the
notification of personal data breaches, due comside should be given to the
circumstances of the breach, including whetherobpersonal data had been protected
by appropriate technical protection measures, e¥y limiting the likelihood of
identity fraud or other forms of misuse. Moreov&uch rules and procedures should
take into account the legitimate interests of lafoecement authorities in cases where
early disclosure could unnecessarily hamper thestigation of the circumstances of a
breach.

The general notification requirements set out inreBive 95/46/EC produce
administrative and financial burdens. Thereforeythleould be abolished, in order to
ensure effective protection of the rights and foeed of data subjects by procedures
and mechanism which focus instead on those proagssgierations which are likely to
be present specific risks to the rights and freexlofndata subjects by virtue of their
nature, their scope or their purposes. In such sgagedata protection impact
assessment should be carried out by the contalprocessor, which should include
in particular contain the envisaged measures, gafdg and mechanisms to ensure the
protection of personal data and for demonstratiegcompliance with this Regulation.

Where a data protection impact assessment indidigs processing operations
involve a high degree of specific risks to the tsggaind freedoms of data subjects, such
as that excluding individuals from their right, @y the use of specific new
technologies, the supervisory authority shouldrba position to be consulted, prior to
the start of operations, on a risky processing twimgght not be in compliance with
this Regulation, and to make proposals to remedy situation. Such consultation
may equally take place in the course of the premaraeither of a measure by the
national parliament or of a measure based on sgklative measure which defines
the nature of the processing and lays down apm@tpsafeguards.

Where the processing is carried out in the puldat@ or where, in the private sector,
processing is carried out by an enterprise of a alzove micro, small and medium
enterprises, or where its core activities, regagite the size of the enterprise, involve
processing operations which require regular andesystic monitoring, a person

should assist the controller or processor to monitternal compliance with this

Regulation. Such data protection officers, whetlernot an employee of the

controller, should be in a position to perform thaities and tasks independently.

Associations or other bodies representing categioné controllers should be
encouraged to draw up codes of conduct, withinithis of this Regulation, so as to
facilitate the effective application of this Redida, taking account of the specific
characteristics of the processing carried out itage sectors.

In order to enhance transparency and compliancén wliis Regulation, the
establishment of certification mechanisms, datdeotmn seals and marks should be
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encouraged, allowing data subjects to quickly asses level of data protection of
relevant products and services.

Cross-border flows of personal data are necessarthé expansion of international
trade and international co-operation; the incremsehese flows has raised new
challenges and concerns with respect to the piotedf personal data; however,
when personal data are transferred from the Uradhitd countries or to international
organisations, the protection of individuals guéead in the Union by this Regulation
should continue to be ensured in principle. In amgnt, transfers to third countries
may only be carried out in full compliance with fi®visions of this Regulation.

The Commission may decide that certain third coesitror a territory or a processing
sector within a third country, or an internationafjanisation, offer an adequate level
of protection, thus providing legal certainty andfarmity throughout the Union. In
these cases, transfers of personal data to thas®ries may take place without
needing to obtain any further authorisation.

In line with the fundamental values on which theidgnis founded, in particular the
protection of human rights, the Commission shoirtdjts assessment of the third
country, take into account how a given third copméspects the rule of law, access to
justice as well as international human rights noamd standards.

The Commission may equally recognise that a thwdntry, or a territory or a
processing sector within a third country, or areinational organisation offers no
adequate level of protection; consequently thesfeanof personal data to that third
country should be prohibited; provision should beadm for procedures for
negotiations between the Commission and such toiuehtries.

In the absence of an adequacy decision, the céartrol processor should take
measures to compensate for the lack of protectiom ithird country by way of
appropriate safeguards for the data subject.

The possibility for the controller or processoruge standard data protection clauses
adopted by the Commission or a supervisory authatitould neither prevent the
possibility for controllers or processors to inauithe standard data protection clauses
in a wider contract nor to add other clauses ag Esthey do not contradict, directly
or indirectly, the standard contractual clausespsstb by the Commission or a
supervisory authority or prejudice the fundamemtghts or freedoms of the data
subjects.

A corporate group should be able to make use ofosegd binding corporate rules for
its international transfers from the Union to ongations within the same corporate
group of undertakings, as long as such corpora¢s include essential principles and
enforceable rights to ensure appropriate safeguBoddransfers or categories of
transfers of personal data.

Provisions should be made for the possibility foansfers in certain limited

circumstances where the data subject has givertdrisent, where the transfer is
necessary in relation to a contract or a legalntlavhere protection on grounds of
public interest laid down by Union or Member Stéer so requires, or where the
transfer is made from a register established bydawintended for consultation by the
public or persons having a legitimate interest; ighe in this case such a transfer
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should not involve the entirety of the data or entiategories of the data contained in
the register and, when the register is intendedcéorsultation by persons having a
legitimate interest, the transfer should be madg anthe request of those persons or
if they are to be the recipients. These possiédishould be interpreted restrictively.

In any case, where the Commission has taken nsidacon the adequate level of
protection of a third country, the controller oopessor should make use of solutions
that provide data subjects with a guarantee thegt Will continue to benefit from the
fundamental rights and safeguards as regards pmiagesf their data in the Union
once this data has been transferred. In particunsfers which might be qualified as
frequent, massive or structural should only be iedrrout with the appropriate
safeguards with respect to the protection of persatata in a legally binding
instrument, such as contractual clauses.

Mutual assistance treaties or international agre¢srigetween third countries and the
Union or a Member State may provide for the exclkan§ personal data under
specific circumstances, for specific purposes aittl appropriate safeguards for the
data subjects. However, some third countries efess, regulations and other
legislative instruments which purport to directggulate data processing activities of
natural and legal persons under the jurisdictiothef Member States of the Union.
The extraterritorial application of these laws, ulagions and other legislative
instruments may be in breach of international langt enay impede the attainment of
the protection of individuals guaranteed in the dvniby this Regulation.
Consequently, provision should be made to prohgbicontroller or processor to
directly disclose personal data to requesting tbadntries, unless authorised to do so
by a supervisory authority.

When personal information moves across bordersay put at increased risk the
ability of individuals to exercise data protectioghts to protect themselves from the
unlawful use or disclosure of that information. #te same time, supervisory
authorities may find that they are unable to purstemplaints or conduct

investigations relating to the activities outsideit borders. Their efforts to work
together in the cross-border context may also bepeaed by insufficient preventative
or remedial powers, inconsistent legal regimes, padtical obstacles like resource
constraints. Therefore, there is a need to pronstdser co-operation among data
protection supervisory authorities to help themhaxmge information and carry out
investigations with their international countergart

The establishment of supervisory authorities in Mem States, exercising their
functions with complete independence, is an esslectimponent of the protection of
individuals with regard to the processing of the#érsonal data. Member States may
establish more than one supervisory authority, éflect their constitutional,
organisational and administrative structure.

This Regulation does not prejudice the status umdgional law of churches and
religious associations or communities in the MenmBtes, as recognised in Article
17 of the Treaty on the Functioning of the EuropEaion.

Where a Member State establishes several supgnasmhorities, it should establish
by law mechanisms for ensuring the effective pguditon of those supervisory
authorities in the consistency mechanism. That Manfitate should in particular
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designate the supervisory authority which functiassa single contact point for the
effective participation of those authorities in theechanism, to ensure swift and
smooth co-operation with other supervisory autiesjtthe European Data Protection
Board and the Commission.

Each supervisory authority should be provided i adequate financial and human
resources, premises and infrastructure, which isessary for the effective
performance of their tasks, including for the tasdated to mutual assistance and co-
operation with other supervisory authorities thioogt the Union.

The general conditions for the members of the supeny authority should be laid
down by law in each Member State and should iniqdar provide that those
members should be either appointed by the parliaroerthe government of the
Member State, and include rules on the persondifigation of the members and the
position of those members.

The supervisory authorities should monitor the @pgibn of the provisions pursuant
to this Regulation and contribute to its consistgntlication throughout the Union, in
order to protect natural persons in relation togracessing of their personal data and
to facilitate the free flow of personal data withire internal market. For that purpose,
the supervisory authorities should co-operate ed@bh other and the Commission.

Where the processing of personal data in the contéxthe activities of an
establishment of a controller or a processor inldh@n takes place in more than one
Member State, one single supervisory authority khbe competent for monitoring
the activities of the controller or processor thlgibout the Union and taking the related
decisions, in order to increase the consistentiegipn, provide legal certainty and
reduce administrative burden for such controllexd processors.

The lead authority, providing such one-stop shbpull be the supervisory authority
of the Member State in which the controller or @ssor has its main establishment.
The main establishment should be determined acupitdi objective criteria, such as
the controller's or processors central adminigtrativithin the Union. The central
administration is usually the location where thenagement decisions in relation to
the purposes, conditions and means for the prougssi personal data are taken.
However, this criterion should not depend whetlher processing of personal data is
actually carried out at that location; the preseand use of technical means and
technologies for processing personal data or psiegsactivities do not, in
themselves, constitute such main establishmentaamdherefore are no determining
criteria for a main establishment.

While this Regulation applies also to the actigtaf national courts, the competence
of the supervisory authorities should not cover gihecessing of personal data when
courts are acting in their judicial capacity, irder to safeguard the independence of
judges in the performance of their judicial tagdswever, this exemption should be

strictly limited to genuine judicial activities inourt cases and not apply to other
activities with judges might be involved in accanda with national law.

In order to ensure consistent monitoring and eefment of this Regulation
throughout the Union, the supervisory authoritieewsd have in each Member State
the same duties and effective powers, including ggewof investigation, legally
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binding intervention, decisions and sanctions,ipalerly in cases of complaints from
individuals, and to engage in legal proceedings.

Each supervisory authority should hear complaiotgéd by any data subject and
should investigate the matter. The investigatiollovdng a complaint should be
carried out, subject to judicial review, to theemttthat is appropriate in the specific
case. The supervisory authority should inform tagdubject of the progress and the
outcome of the complaint within a reasonable peribdhe case requires further
investigation or coordination with another supesws authority, intermediate
information should be given to the data subject.

The supervisory authorities should assist eachrathg@erforming their duties and
provide mutual assistance, so as to ensure thestemsapplication and enforcement
of this Regulation in the internal market.

Each supervisory authority should have the righgadicipate in joint operations. The
requested supervisory authority should be obligedespond to the request in a
defined time period to the request.

In order to ensure the consistent application isf Regulation throughout the Union, a
consistency mechanism for co-operation between sh@ervisory authorities
themselves and the Commission should be establisfi@d mechanism should in
particular apply where a supervisory authority e to take a measure as regards
processing operations that are directed to, orestenmonitor data subjects in several
Member States, or that might substantially afféxt free flow of personal data. It
should also apply where any supervisory authoritthe Commission requests that the
matter should be dealt with in the consistency raem.

In application of the consistency mechanism, theopean Data Protection Board
should, within a determined period of time, issmeog@inion, if it so decides or if so
requested by any supervisory authority or the Cosaion requests.

In order to ensure compliance with this Regulatitthe Commission may adopt an
opinion on this matter, or a decision, requiring Supervisory authority to suspend its
draft measure.

There may be an urgent need to act in order teprohe interests of data subjects, in
particular when the danger exists that the enfoeceraf a right of a data subject could
be considerably impeded. Therefore, a supervisotiyoaity should be able to adopt
provisional measures with a specified period ofdityl when applying the consistency
mechanism.

The application of this mechanism should be a d@mdifor the legal validity and
enforcement of the respective decision. In othesesaof cross-border relevance
mutual assistance and joint investigations mightdreied out between the concerned
supervisory authorities on a bilateral or multitatebasis without triggering the
consistency mechanism.

At Union level, a European Data Protection Boardusth be set up. It should consist
of a head of a supervisory authority of each Menttate and of the European Data
Protection Supervisor. The Commission should pagte in its activities. The

European Data Protection Board should contributtéocconsistent application of this
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Regulation throughout the Union, including by adws the Commission and
promoting co-operation of the supervisory authesitthroughout the Union. The
European Data Protection Board should act indepelydehen exercising its tasks.

The Chair of the European Data Protection Boardulshde a person whose

independence is beyond doubt and who is acknowtedgdaving the experience and
skills required to perform the required duties. fEfiere the requirements laid down in
Article 46(2) to (4), Article 47(2) to (5) and Acte 49 in relation to independence,
incompatible occupations, data protection expesgemud professional secrecy should
apply mutatis mutandis to the Chair of the Europ@ata Protection Board.

Every data subject should have the right to lodgeomplaint with a supervisory
authority in any Member State and have the rigla jodicial remedy if they consider
that their rights under this Regulation are infadgr where the supervisory authority
does not react on a complaint or does not act werk action is necessary to protect
the rights of the data subject.

Any body, organisation or association which aimprmects the rights and interests of
data subjects in relation to the protection ofrtlagita and is constituted according to
the law of a Member State should have the rightioiige a complaint with a
supervisory authority or exercise the right to digial remedy on behalf of data
subjects, or to lodge a complaint on its own betdilére it considers that a personal
data breach has occurred.

Each natural or legal person should have the rightn judicial remedy against
decisions of a supervisory authority concerningntheProceedings against a
supervisory authority should be brought beforedberts of the Member State, where
the supervisory authority is established or whdre tlata subject resides. For
proceedings against a controller or processorpthmtiff should have the choice to
bring the action before the courts of the Membeateédt where the controller or
processor has an establishment or where the dajecsuvesides.

Where there are indications that parallel procegdare pending before the courts in
different Member States, the courts should be edlig contact each other. The courts
should have the possibility to suspend a case wheparallel case is pending in

another Member State. Member States should ensatedurt actions, in order to be

effective, should allow the rapid adoption of measuto remedy or prevent an

infringement of this Regulation.

Any damage which a person may suffer as a resulint@wful processing should be
compensated by the controller or processor, who Ibeagxempted from liability if he
proves that he is not responsible for the damageaiticular where he establishes
fault on the part of the data subject or in casafe majeure.

Penalties should be imposed to any person, whgtharned by private or public law,
who fails to comply with this Regulation. Memberatéts should ensure that the
penalties should be effective, proportionate ansisuisive and should take all
measures to implement the penalties

In order to strengthen and harmonise administraarections against infringements of
this Regulation, each supervisory authority shobkle the power to sanction
administrative offences. This Regulation shouldidate these offences and the
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minimum and upper limit for the related adminigtratfines, which shall be fixed in
each individual case proportionate to the speddiimation, with due regard in
particular to the nature, gravity and durationtef breach.

The processing of personal data solely for joustialipurposes, or for the purposes of
artistic or literary expression should qualify fexemption from the requirements of
certain provisions of this Regulation in so fartfas is necessary to reconcile the right
to the protection of personal data with the righfreedom of expression, and notably
the right to receive and impart information, asrgageed in particular by Article 11 of
the Charter of Fundamental Rights of the Europeamm This should apply in
particular to processing of personal data in thdicausual field and in news archives
and press libraries. Therefore Member States stamdgt legislative measures, laying
down the exemptions and derogations necessanhépurpose of balance between
these fundamental rights as regards general measurethe lawfulness of the
processing of personal data, rights of the datgestjbmeasures on the transfer of data
to third countries or international organisationsd ahe power of the supervisory
authority. This should not, however, lead Membeité&t to lay down exemptions from
the other provisions of this Regulation;

The processing of data concerning health, incluthieglth data as a special category
of data which deserves higher protection, may oftenjustified by a number of
legitimate reasons for the benefit of individuatel &ociety as a whole, in particular in
the context of ensuring continuity of cross-bordeealthcare. Therefore this
Regulation should provide for harmonised conditifmrsthe processing of personal
data for health purposes, subject to specific andlsle safeguards so as to protect the
fundamental rights and the personal data of indaisl This includes the right for
individuals to have access to their personal dateerning their health, for example
the data in their medical records containing sudformation as diagnosis,
examination results, assessments by treating phgsicand any treatment or
interventions provided.

The general principles on the protection of indixts with regard to the processing of
personal data are also applicable to the employroentext. Therefore, in order to
ensure respect for workers' fundamental rightsfeeetioms, in particular their right to
protection of personal data, Member States shouldhin the limits of this
Regulation, adopt by law specific rules for the gassing of personal data in the
employment sector.

The procession of personal data for the purposdsstdrical, statistical or scientific
research should, in order to be lawful, also resp#uter relevant legislation such as
guaranteeing patients' rights or on clinical trials

As regards the powers of the supervisory autheritieobtain from the controller or
processor access personal data and access terntssps, Member States may adopt,
within the limits of this Regulation, by law specifrules in order to safeguard the
professional or other equivalent secrecy obligatiom so far as necessary to reconcile
the right to the protection of personal data wittoaligation of professional secrecy.

Restrictions on the rights of information, accesstification, erasure or on the right to
object and on certain obligations of the contrsllenay be imposed by Union or
Member State law, as far as necessary and propatéan a democratic society to
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safeguard public security, an important economitir@ncial interest of the Union or
of a Member State, or the protection of the datgesu or the rights and freedoms of
others. Those restrictions should be in complianith requirements set out by the
Charter of Fundamental Rights of the European Unsmd by the European
Convention for the Protection of Human Rights anddamental Freedoms.

In order to fulfil the objectives of this Regulationamely to protect the fundamental
rights and freedoms of natural persons and inqaati their right to the protection of
personal data and to ensure the free movementrsbmpe data within the Union, the
power to adopt acts in accordance with Article 89€he Treaty on the Functioning of
the European Union should be delegated to the Cesiom. In particular, delegated
acts should be adopted in respect of lawfulnegsratessing, change of purpose of
processing, processing of special categories @&, qabcedures and mechanisms for
exercising the rights of the data subject, infoiorato the data subject, the right of
access, the right to be forgotten and to erasureasares based on profiling,
responsibility of the controller, data protectiory kdesign and by default,
representatives of controllers not establishetdénldnion, a processor, documentation,
security of processing, notification of a persodata breach to the supervisory
authority, communication of a personal data braadhe data subject, data protection
impact assessment, prior authorisation and prinsualtation, designation and tasks of
the data protection officer, codes of conduct,ifieation, transfers by way of binding
corporate rules, transfer derogations, administasianctions, processing for health
purposes, processing in the employment context prmtessing for historical,
statistical and scientific research purposes. Ibfisparticular importance that the
Commission carry out appropriate consultationsrdyits preparatory work, including
at expert level. The Commission, when preparing dralving-up delegated acts,
should ensure a simultaneous, timely and appreprieansmission of relevant
documents to the European Parliament and Council.

In order to ensure uniform conditions for the inmpéntation of this Regulation of the
modalities for exercising the rights of data sutgeaformation to the data subject,
the right of access, the right to data portabiligsponsibility of the controller, data
protection by design and by default, documentatigecurity of processing,

notification of a personal data breach to the supery authority, communication of a

personal data breach to the data subject, dat@gbiart impact assessment, prior
authorisation and prior consultation, certificatidhe adequate level of protection
afforded by a third country or a territory or a @essing sector within that third

country or an international organisation, transteysvay of binding corporate rules,
disclosures not authorized by Union law, mutuaistasce, joint operations, decisions
under the consistency mechanism, implementing pwhould be conferred on the
Commission. Those powers should be exercised iardance with Regulation (EU)

No 182/2011 of the European Parliament and of tbanCil of 16 February 2011

laying down the rules and general principles camiogrmechanisms for control by the
Member States of the Commission's exercise of impteing powers.

The examination procedure should be used for theptamh of the modalities for
exercising the rights of data subjects, informationthe data subject, the right of
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access, the right to data portability, respongibihf the controller, data protection by
design and by default, documentation, securityro€@ssing, notification of a personal
data breach to the supervisory authority, commuioiceof a personal data breach to
the data subject, data protection impact assessrpeot authorisation and prior

consultation, certification, the adequate levepaitection afforded by a third country
or a territory or a processing sector within thiaird country or an international

organisation, transfers by way of binding corponaties, disclosures not authorized
by Union law, mutual assistance, joint operatiotescisions under the consistency
mechanism, given that those acts are of generpksco

The Commission should adopt immediately applicabiplementing acts where, in
duly justified cases relating to a third country atterritory or a processing sector
within that third country or an international orggation which does not ensure an
adequate level of protection and relating to matssmmunicated by supervisory
authorities under the consistency mechanism, intiperagrounds of urgency so
require.

Since the objectives of this Regulation, namelyettsure an equivalent level of

protection of individuals and the free flow of dataoughout the Union, cannot be
sufficiently achieved by the Member States andtbarefore, by reason of the scale or
effects of the action, be better achieved at Uteoel, the Union may adopt measures,
in accordance with the principle of subsidiaritysa$ out in Article 5 of the Treaty on

European Union. In accordance with the principlepportionality as set out in that

Article, this Regulation does not go beyond whatasessary in order to achieve that
objective.

Directive 95/46/EC should be repealed by this Ragum.

As regards Iceland and Norway, this Regulation ttes a development of
provisions of the Schengen acquis, as providettyahe Agreement concluded by the
Council of the European Union and the Republic c#ldnd and the Kingdom of
Norway concerning the association of those two eStatith the implementation,
application and development of the Schengen atuis

As regards Switzerland, this Regulation constitatelevelopment of provisions of the
Schengen acquis, as provided for by the Agreememiden the European Union, the
European Community and the Swiss Confederationeraig the association of the
Swiss Confederation with the implementation, agtian and development of the
Schengen acqus

As regards Liechtenstein, this Regulation con&t#td development of provisions of
the Schengen acquis, as provided for by the Prblmtaveen the European Union, the
European Community, the Swiss Confederation andPtimecipality of Liechtenstein
on the accession of the Principality of Liechteimst® the Agreement between the
European Union, the European Community and the S@anfederation on the Swiss
Confederation’s association with the implementatepplication and development of
the Schengen acqffs
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(118) This Regulation respects the fundamental rightsadosetrves the principles recognised
in the Charter of Fundamental Rights of the EuraopEmion as enshrined in the
Treaty, notably the right to respect for privated aiamily life, the right to the
protection of personal data, the freedom of exjpoasznd information, the freedom to
conduct a business, the right to an effective rgnaed to a fair trial.

HAVE ADOPTED THIS REGULATION:

CHAPTER |
GENERAL PROVISIONS

Article 1
Subject matter and objectives

1. This Regulation lays down the rules relatingthe protection of individuals with
regard to the processing of personal data andulks relating to the free movement
of personal data.

2. The objectives of this Regulation are:

(@) to protect the fundamental rights and freedahshatural persons and in
particular their right to the protection of persbdata; and

(b) to ensure that the free movement of persont @éhin the Union is neither
restricted nor prohibited for reasons connectedh wihe protection of
individuals with regard to the processing of peedatata.

Article 2
Scope

1. This Regulation applies to the processing ofsqeal data in the context of the
activities of an establishment of a controller g@racessor in the Union.

2. This Regulation applies to the processing of@eal data of data subjects residing in
the Union not carried out in the context of theiadés of an establishment of a
controller in the Union, where the processing aii#ig are directed to such data
subjects, or serve to monitor the behaviour of siath subjects.

3. This Regulation applies to the processing ofsgeal data by a controller not
established in the Union where the national lava dember State applies by virtue
of international public law.

4. This Regulation applies to the processing ofspesl data wholly or partly by
automated means, and to the processing other thamtbmated means of personal
data which form part of a filing system or are mded to form part of a filing
system.

5. This Regulation does not apply to the processimgersonal data:
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(@) in the course of an activity which falls outsithe scope of Union law, in
particular concerning national security;

(b) by the Union institutions, bodies, offices agencies;

(c) by the Member States when carrying out acésitivhich fall within the scope
of Chapter 2 of the Treaty on European Union;

(d) by a natural person without any gainful intéres the course of its own
exclusively personal or household activity, unlpsssonal data of other natural
persons is made accessible to an indefinite nuwitedividuals;

(e) by competent authorities for the purposes oévention, investigation,
detection or prosecution of criminal offences oe thaxecution of criminal
penalties.

Article 3
Definitions

For the purposes of this Regulation:

)

)
®3)

(4)

(5)

(6)

'data subject’ means an identified natural persoa aatural person who can be
identified, directly or indirectly, by means reaabty likely to be used by the
controller or by any other natural or legal perswnparticular by reference to an
identification number, location data, online idéeti or to one or more factors
specific to the physical, physiological, genetiemntal, economic, cultural or social
identity of that person;

'‘personal data' means any information relatingdata subject;

'‘processing’ means any operation or set of opastishich is performed upon

personal data or sets of personal data, whethaptoby automated means, such as
collection, recording, organization, structurindprage, adaptation or alteration,
retrieval, consultation, use, disclosure by tramsion, dissemination or otherwise
making available, alignment or combination, erasurdestruction;

filing system' means any structured set of pernsalaa which are accessible
according to specific criteria, whether centralizedcentralized or dispersed on a
functional or geographical basis;

‘controller means the natural or legal person lipwduthority, agency or any other
body which alone or jointly with others determini® purposes, conditions and
means of the processing of personal data; wherpuhmses, conditions and means
of processing are determined by Union law or Mentbte law, the controller or
the specific criteria for his nomination may be igeated by Union law or by
Member State law;

'‘processor' means a natural or legal person, puallibority, agency or any other
body which processes personal data on behalf afah&oller;
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()

(8)

9)

(10)

(11)

(12)

(13)

(14)

(15)

(16)

(17)

(18)

'recipient' means a natural or legal person, pulitiority, agency or any other body
to which the personal data are disclosed,;

'the data subject's consent’ means any freely gspecific, informed and explicit
indication of his or her wishes by which the datdbject signifies agreement to
personal data relating to them being processed,;

‘personal data breach’ means a breach of secedying to the accidental or
unlawful destruction, loss, alteration, unauthatisgisclosure of, or access to,
personal data transmitted, stored or otherwisegssed;

'genetic data’ means all data, of whatever typenceming the hereditary
characteristics of an individual;

'biometric data’ means any data relating to thesighy, physiological or behavioural
characteristics of an individual which allow hister unique identification, such as
facial images, or dactyloscopic data;

‘data concerning health’ means any information Whielates to the physical or
mental health of an individual, or to the provismfrhealth services to the individual,
and which may include: information about the ragisbn of the individual for the
provision of health services; information about payts or eligibility for healthcare
with respect to the individual; a number, symbol pgarticular assigned to an
individual to uniquely identify the individual fdnealth purposes; any information
about the individual collected in the course of pinevision of health services to the
individual; information derived from the testing ekamination of a body part or
bodily substance; and identification of a persaosa(thcare professional) as provider
of healthcare to the individual;

‘main establishment’ means where the controllerts the processor's central
administration in the Union is located and, in cadethe controller, where the
purposes, conditions and means of the processipgrebnal data are determined;

‘representative’ means any natural or legal persstablished in the Union who,
explicitly designated by the controller, acts anayrbe addressed by any supervisory
authority and other bodies in the Union insteadhef controller, with regard to the
obligations of the controller under this Regulation

‘enterprise’ means any entity engaged in an ecooantivity, irrespective of its
legal form, thus including, in particular, natuemid legal persons, partnerships or
associations regularly engaged in an economiciggtiv

‘group of undertakings' means a controlling und@mg and its controlled
undertakings;

‘binding corporate rules’ means personal data ptme policies which are adhered
to by a controller or processor established onteéngtory of a Member State of the
Union for transfers or a set of transfers of peatdata to a controller or processor in
one or more third countries within a group of unaleings;

‘child' means any person below the age of 18 years;
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(19)  'supervisory authority' means a public authorityiolhis established by a Member
State in accordance with Article 45.

CHAPTER I
PRINCIPLES

Article 4
Principlesrelating to personal data processing

1. Personal data must be:

(@) processed lawfully, fairly and in a transparent nenin relation to the data
subject;

(b) collected for specified, explicit and legitimaterposes and may only be
further processed for another compatible purposeaordance with Article 6;

(c) adequate, relevant, and limited to the minimum ss&®y in relation to the
purposes for which they are processed and shafl lomlprocessed if, and as
long as, the purposes could not be fulfilled bygessing information that does
not make it possible or no longer makes it posdibieentify the data subject;

(d) accurate and kept up to date; every reasonablaraiepbe taken to ensure that
personal data that are inaccurate, having regatidetpurposes for which they
are processed, are erased or rectified withouydela

(e) keptin a form which permits identification of datubjects for no longer than
is necessary for the purposes for which the petstatia are processed;

(f)  processed under the responsibility and liabilitytle¢ controller, who shall
ensure and demonstrate for each processing opetagocompliance with the
provisions of this Regulation.

2. Any personal data processed in breach of thiguRdon shall no longer be

processed.

Article 5
Lawfulness of processing

1. Processing of personal data shall be lawful @rénd to the extent that at least one

of the following applies:

(a) the data subject has given consent to the gsoug of their personal data for
one or more specific purposes;

(b) processing is necessary for the performanca obntract to which the data

subject is party or in order to take steps at dupiest of the data subject prior
to entering into a contract;
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(c) processing is necessary for compliance witkegall obligation to which the
controller is subject;

(d) processing is necessary in order to protecvitlaéinterests of the data subject;

(e) processing is necessary for the performanaetask carried out in the public
interest or in the exercise of official authoritysted in the controller;

() processing is necessary for the purposes oletiigmate interests pursued by a
controller, except where

(i) carried out by public authorities in the perf@ance of their tasks, or

(i) such interests are overridden by the interestfundamental rights and
freedoms of the data subject which require pratectif personal data, in
particular where the data subject is a child.

Processing of personal data for direct marketorgcommercial purposes shall be
lawful only if the data subject has given consenthe processing of their personal
data for such marketing.

Processing referred to in points (c) and (gavhgraph 1 must be provided for in:
(@) Union law, or

(b) the law of the Member State to which the cdidrds subject; this law must
meet an objective of public interest or must beessary to protect the rights and
freedoms of others, respects the essence of thietoighe protection of personal data
and is proportionate to the legitimate aim pursued.

The Commission shall be empowered to adopt de&delgacts in accordance with
Article 86 for the purpose of further specifyingetbonditions referred to in point (f)
of paragraph 1 for various sectors and data proggsguations, including as regards
the processing of personal data related to a child.

Article 6
Change of purpose of the processing

Personal data may only be further processedrfother purpose which is compatible
with the purposes for which the data were collecitegarticular where processing is
necessary for historical, statistical or scientitBsearch purposes in accordance with
the rules and conditions laid down in Article 83.

Where another purpose is not compatible with tbawhich the personal data are
collected, the processing must have a legal basleast in one of the grounds
referred to in Article 5(1)(a) to (e). This shail particular apply to any change of
terms and general conditions of a contract.

Personal data collected exclusively for ensutimesecurity or control of processing
systems or operations shall not be used for angrqibrpose, with the exception of
the prevention, investigation, detection and prosen of criminal offences.
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The Commission shall be empowered to adopt di&delgacts in accordance with
Article 86 for the purpose of further specifyingetitonditions referred to in
paragraph 1 in various sectors and data procesguragions, including as regards the
processing of personal data related to a child.

Article 7
Conditions for consent

The controller shall bear the burden of provihgt the data subject has given
consent for the processing of their personal datagecified purposes.

If the data subject's consent is to be givethencontext of a written declaration on
another matter, it must be made distinguishablé@sirappearance from this other
matter.

The data subject shall have the right to witthxdhgs or her consent at any time. The
withdrawal of consent shall not affect the lawfldaef processing based on consent
before its withdrawal.

Consent shall not provide a legal basis fomtteeessing, where there is a significant
imbalance in the form of dependence between thigigro®f the data subject and the
controller.

Consent shall not provide a legal basis fomptteeessing
(@) by public authorities in the performance of thasKs; or

(b) for the purposes of carrying out the obligationd arercising specific rights of
the controller in the field of employment law.

Consent of a child shall only be valid when giwe authorized by the child's parent
or custodian.

Article 8
Processing of special categories of personal data

The processing of personal data, revealing aacethnic origin, political opinions,
religion or beliefs, trade-union membership, and pnocessing of genetic data or
data concerning health or sex life or offences mmioal convictions or related
security measures shall be prohibited.

Paragraph 1 shall not apply where:

(a) the data subject has given consent to the psow of those personal data,
subject to the conditions laid down in Article &cept where Union law or
Member State law provide that the prohibition reddrto in paragraph 1 may
not be lifted by the data subject;

(b) processing is necessary for the purposes ayingrout the obligations and
exercising specific rights of the controller in tleld of employment law in so
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(€)

(d)

(e)

(f)

()]

(h)

(i)

far as it is authorized by Union law or Member Stdw providing for
adequate safeguards;

processing is necessary to protect the viterasts of the data subject or of
another person where the data subject is physicalliegally incapable of
giving consent;

processing is carried out in the course of l@gitimate activities with
appropriate safeguards by a foundation, associatioany other non-profit-
seeking body with a political, philosophical, rébigs or trade-union aim and
on condition that the processing relates solelyht® members or to former
members of the body or to persons who have regudatact with it in
connection with its purposes and that the datanatedisclosed without the
consent of the data subjects;

the processing relates to data which are methifenade public by the data
subject;

processing is necessary for the establishmexgrcise or defence of legal
claims;

processing is necessary for the performance tagk carried out in the public
interest, on the basis of Union or Member State hahich shall provide for
suitable measures to safeguard the data subjegitsriate interests;

processing of data concerning health is necgsseject to the conditions and
safeguards referred to in Article 80;

processing is necessary for historical, stati$tor scientific research purposes
subject to the conditions and safeguards refeoéa Article 83.

Processing of data relating to administrativacsans, judgements or offences,
criminal convictions or related security measuteslisbe carried out only under the
control of official authority. A register of crimaéh convictions shall be kept only
under the control of official authority.

The Commission shall be empowered to adopt d&delgacts in accordance with
Article 86 for the purpose of further specifyingetrcriteria, conditions and
appropriate safeguards for the processing of teeiapcategories of personal data
referred to in paragraph 1 and the exemptionsdawin in paragraph 2.
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CHAPTER |11
RIGHTSOF THE DATA SUBJECT

SECTION1
TRANSPARENCY AND MODALITIES

Article 9
Transparent information and communication

The controller shall have transparent and easitessible policies with regard to the
processing of personal data and for the exercisitaf subjects' rights.

The controller shall provide any information aarty communication relating to the
processing of personal data to the data subjemt intelligible form, using clear and
plain language, adapted to the data subject, iicpéar for any information
addressed specifically to a child.

Article 10
Procedures and mechanisms for exercising the rights of the data subject

The controller shall establish procedures fawling the information referred to in
Article 12 and for the exercise of the rights ofadsubjects referred to in Articles 11,
and 13 to 17. The controller shall provide in garéar mechanisms for facilitating
the request for the actions referred to in Articlds 13 to 17. Where personal data
are processed by automated means, the control@l also provide means for
requests to be made electronically.

The controller shall inform the data subjectwiit delay and, at the latest within one
month of receipt of the request, whether or notaetjon has been taken pursuant to
Articles 11, 13 to 18. That information shall beven in writing. Where the data
subject makes the request in electronic form, tiermation may be provided in
electronic form.

If the controller refuses to take action on teguest of the data subject, the
controller shall inform the data subject of thesa®s for the refusal and on the
possibilities of lodging a complaint to the supsory authority and seeking a
judicial remedy.

The information and the actions taken on regueserred to in paragraph 1 shall be
free of charge. Where requests are manifestly ekaesn particular because of their
repetitive character, the controller may chargeefbr providing the information or

taking the action requested, or the controller may take the action requested. In
that case, the controller shall bear the burdepro¥ing the manifestly excessive
character of the request.

The Commission shall be empowered to adopt di&delgacts in accordance with
Article 86 for the purpose of further specifyingetieriteria and conditions for the
manifestly excessive requests and the fees refeoredparagraph 4.
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6. The Commission may lay down standard forms auetif/ing standard procedures
for the communication referred to in paragraphnzjuding the electronic format.
Those implementing acts shall be adopted in acooelavith the examination
procedure referred to in Article 87(2).

Article 11
Rightsin relation to recipients

The data subject shall have the right to obtaimfritie controller communication to each
recipient to whom the data have been disclosedwpfractification or erasure carried out in
compliance with Articles 14 and 15. The controleay refuse such communication where
this proves impossible or involves a disproporttereffort.

SECTION 2
INFORMATION AND ACCESSTO DATA

Article 12
I nformation to the data subject

1. Where personal data relating to a data subjextcallected, the controller shall
provide the data subject with at least the follagyimformation:

(@) the identity and the contact details of the cotgroland, if any, of the
controller's representative and of the data primtecifficer;

(b) the purposes of the processing for which the peaisolata are intended,
including the contract terms and general conditioinere the processing is
based on Article 5(1)(b) and the legitimate intesgaursued by the controller
where the processing is based on Article 5(1)(f);

(c) the period for which the personal data will be ethr

(d) the existence of the right to request from the miler access to and
rectification or erasure of the personal data comnng the data subject or to
object to the processing of such personal data;

(e) the right to lodge a complaint to the supervisarsharity referred to in Article
45 and the contact details of the supervisory aiigho

() the recipients or categories of recipients of teespnal data;

(g) where applicable, that the controller intends smsfer to a third country or
international organisation, on the level of protttafforded by that third
country or international organisation, and on pb&naccess to the data
transferred by authorities of that third country international organisation
under the rules of that third country or internagéiborganisation;

(h) any further information necessary to guaranteepiacessing in respect of the
data subject, having regard to the specific cirdam=es in which the personal
data are collected. .
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2.

Where the personal data are collected from #ite dubject, the controller shall
inform the data subject, in addition to the infotioa referred to in paragraph 1, on
whether the provision of personal data is obligator voluntary, as well as the
possible consequences of failure to provide suth da

Where the personal data are not collected floendata subject, the controller shall
inform the data subject, in addition to the infotima referred to in paragraph 1,
from which source the personal data originate.

The controller shall provide the informationaeéd to in paragraphs 1 to 3:
(a) atthe time when the personal data are obtdimeudthe data subject, or

(b) where the personal data are not collected fiteendata subject, at the time of
the recording or within a reasonable period afterdollection having regard to
the specific circumstances in which the data ardected or otherwise
processed, or, if a disclosure to another recipgernvisaged, and at the latest
when the data are first disclosed.

Paragraphs 1 to 4 shall not apply, where:
(@) the data subject has already the informatitermed to in paragraphs 1 to 3; or

(b) the data are not collected from the data stilbgec the provision of such
information proves impossible or would involve amtoportionate effort; or

(c) the data are not collected from the data stilged recording or disclosure is
expressly laid down by law.

In the case referred to in point (b) of parabrdyp the controller shall provide
appropriate measures to protect the data subjegitsnate interests.

The Commission shall be empowered to adopt d&delgacts in accordance with
Article 86 for the purpose of further specifyingetrcriteria for categories of

recipients referred to in point (f) of paragraphtlie requirements for the notice of
potential access referred to in point (g) of paapyrl, the criteria for the further
necessary information referred to in point (h) afggraph 1 for specific sectors and
situations, and the conditions and appropriate gsefiels for the exceptions laid
down in points (a) and (b) of paragraph 5.

The Commission may lay down standard forms fooviping the information
referred to in paragraphs 1 to 4, taking into aotdbe specific characteristics and
needs of various sectors and data processing isitgatvhere necessary. Those
implementing acts shall be adopted in accordandke thie examination procedure
referred to in Article 87(2).

Article 13
Right of access for the data subject

The data subject shall have the right to obfaim the controller at any time,
confirmation as to whether or not personal datatirey to the data subject are being
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processed. Where such personal data are beingsgestehe controller shall provide
the following information:

(a) the purposes of the processing;
(b) the categories of personal data concerned;

(c) the recipients or categories of recipients tmmw the personal data are to be or
have been disclosed, in particular to recipienthii countries;

(d) the period for which the personal data willdbered;

(e) the existence of the right to request fromdbmtroller rectification or erasure
of personal data concerning the data subject object the processing of such
personal data;

() the right to lodge a complaint to the superwsauthority and the contact
details of the supervisory authority;

(g) communication of the personal data undergoimgcgssing and of any
available information as to their source;

(h) the significance and envisaged consequencssabf processing, at least in the
case of measures referred to in Article 20.

2. The data subject shall have the right to obfeam the controller a copy of the
personal data undergoing processing.

3. The Commission shall be empowered to adopt d&delgacts in accordance with
Article 86 for the purpose of further specifyingthriteria and requirements for the
communication to the data subject of the conterthefpersonal data referred to in
point (g) of paragraph 1.

4. The Commission may specify standard forms armtqmures for requesting and
granting access to the information referred to @ragraph 1, including for
verification of the identity of the data subjectdaommunicating the personal data to
the data subject, taking into account the speb&#fatures and necessities of various
sectors and data processing situations. Those ingpigng acts shall be adopted in
accordance with the examination procedure refdoed Article 87(2).

SECTION3
RECTIFICATION AND ERASURE

Article 14
Right to rectification

The data subject shall have the right to obtaimftbe controller the rectification of personal
data relating to them the processing of which da#somply with this Regulation. This shall
be the case in particular because of the incompleteinaccurate nature of these personal
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data. The data subject shall have the right toimhtampletion of incomplete personal data,
including by way of supplementing a corrective estagnt.

Article 15
Right to be forgotten and to erasure

1. The data subject shall have the right to obtaimfrihe controller the erasure of
personal data relating to them and the abstentan further dissemination of such
data where:

(a) the data are no longer necessary in relation tgtinposes for which the data
are collected or otherwise processed; or

(b) the data subject withdraws consent on which thegasing is based according
to Article 5(1)(a), or when the storage period @ried to has expired; or

(c) the data subject objects to the processing ofopaisdata pursuant to Article
17; or

(d) their processing otherwise does not comply with Regulation.

This right shall apply especially in relation torgenal data which are made available
by the data subject while he or she was a child.

2. Where the controller referred to in paragraph 1tase the data public, it shall in
particular ensure the erasure of any public Intelin& to, copy of, or replication of
the personal data relating to the data subjectatoed in any publicly available
communication service which allows or facilitaté® tsearch of or access to this
personal data.

3. The controller shall carry out the erasure withdelay, except to the extent that the
retention of the personal data is necessary:

(a) for exercising the right of freedom of expressin accordance with Article 79;
or

(b) for historical, statistical and scientific raseh purposes in accordance with
Article 83; or

(c) for compliance with a legal obligation to retahe data by Union or Member
State law to which the controller is subject; tlae shall meet an objective of
public interest, respect the essence of the righthé protection of personal
data and be proportionate to the legitimate ainsyseal; or

(d) inthe cases referred to in paragraph 4.
4. Instead of erasure, the controller shall restniotpssing of personal data where:

(@) their accuracy is contested by the data sybjecta period enabling the
controller to verify the accuracy of the data;
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(b) the controller no longer needs them for theoagaishment of its task but they
have to be maintained for purposes of proof;

(c) the processing is unlawful and the data subggoses their erasure and
requests the restriction of their use instead,;

(d) the data subject requests to transmit the patsdata into another automated
processing system in accordance with Article 16(2).

Personal data referred to in paragraph 4 may, thghexception of storage, only be
processed for purposes of proof, or with the dathjest's consent, or for the
protection of the rights of another natural or lggerson or for an objective of public
interest.

Where processing of personal data is restrictedsyaunt to paragraph 4, the
controller shall inform the data subject beforérg the restriction on processing.

The controller shall implement mechanisms to enguméthe time limits established
for the erasure of personal data and for a perimaiew of the need for the storage
of the data are observed.

Where the erasure is carried out, the controllexl sfiot otherwise process such
personal data.

The Commission shall be empowered to adopt deldgatts in accordance with
Article 86 for the purpose of further specifying:

(@) the criteria and requirements for the applicatidrparagraph 1 for specific
sectors and in specific data processing situations;

(b) the criteria for deleting public Internet links,ptes or replications of personal
data from publicly available communication servasereferred to in paragraph
2;

(c) the criteria and conditions as regards personal identified for the purpose of
restricting its processing as referred to in paapgr4.

Article 16
Right to data portability

The data subject shall have the right, wheresqgyexl data are processed by
automated means, to obtain from the controllergy @ data undergoing processing
in an electronic and structured format which is ownly used and allows for further

use by the data subject.

Where the data subject has provided the perslataland the processing is based on
consent or on a contract, the data subject shak hhe right to transmit those
personal data and any other information providethleydata subject and retained by
an automated processing system, into another orex ielectronic format which is
commonly used, without hindrance from the contrditem whom the personal data
are withdrawn.
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The Commission may specify the electronic forraédrred to in paragraph 1 and the
technical standards, modalities and procedurethfotransmission of personal data
pursuant to paragraph 2. Those implementing acd be adopted in accordance
with the examination procedure referred to in Aeti87(2).

SECTION 4
RIGHT TO OBJECT AND PROFILING

Article 17
Right to object

The data subject shall have the right to obgcany time to the processing of
personal data which is based on points d), (e) @ndf Article 5(1), unless the

controller demonstrates compelling legitimate gasirfor the processing which
override the interests or fundamental rights aaddoms of the data subject.

Where personal data are processed for diredtatiag for non-commercial purposes
recognised as being in the public interest, the daibject shall have the right to
object to the processing of their personal data@ich marketing.

Where an objection is raised pursuant to papigfaand 2, the controller shall no
longer use or otherwise process the personal datzeced.

Article 18
Measures based on profiling

Every natural person shall have the right not toshbject to a measure which
produces legal effects concerning this natural grersr significantly affects this
natural person, and which is based on automatedepsing intended to evaluate
certain personal aspects relating to this natueasgn or to analyse or predict in
particular the natural person's performance at warkditworthiness, economic
situation, location, health, personal preferenm®gbility or behaviour.

Subject to the other provisions of this Regulatiarperson may be subjected to a
measure of the kind referred to in paragraph 1 drilye processing:

(a) is carried out in the course of the enterirtg ior performance of a contract,
where the request for the entering into or the grarhnce of the contract,
lodged by the data subject, has been satisfiedharevsuitable measures to
safeguard the data subject's legitimate intereste been adduced, such as the
right to obtain human intervention; or

(b) is expressly authorized by a Union or Membeaité&Staw which also lays down
suitable measures to safeguard the data subjegitisriate interests; or

(c) is based on the data subject's consent, sutgjatie conditions laid down in
Article 7 and to suitable safeguards.

Paragraph 2 shall not apply where the processingezas a child.
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Automated processing of personal data intendeddbuate certain personal aspects
relating to a natural person shall not be basetlisixely on the special categories of
personal data referred to in Article 8.

In the cases referred to in paragraph 2, the indtion to be provided by the
controller under Article 13 shall include infornatias to the existence of processing
for a measure of the kind referred to in paragrhpind the envisaged effects of such
processing on the data subject.

Each Member State shall notify to the Commissiaséhprovisions of its law which
it adopts pursuant to point (b) of paragraph 2theydate specified in Article 90(2) at
the latest and, without delay, any subsequent amentlaffecting them.

The Commission shall be empowered to adopt deldgatés in accordance with
Article 86 for the purpose of further specifyingtbriteria and conditions fauitable
measures to safeguard the data subject's legitimizests referred to in points (a)
to (c) of paragraph 2.

CHAPTER IV
CONTROLLER AND PROCESSOR

SECTION1
GENERAL OBLIGATIONS

Article 19
Responsihility of the controller

The controller shall adopt policies and implemepyrapriate measures to ensure and
be able to demonstrate that the processing of paksdata is performed in
compliance with this Regulation, including the gssnent of responsibilities, and
the training of staff involved in the processingtions.

The measures provided for in paragraph 1 shalaitiqular include:

(a) keeping the documentation pursuant to Article 25;

(b) implementing the data security requirements lawrin Article 27,
(c) performing a data protection impact assessmentpatgo Article 30;

(d) complying with the requirements for prior authotisa or prior consultation of
the supervisory authority pursuant to Article 314hj (2);

(e) designating a data protection officer pursuanticcke 32(1).

The controller shall implement mechanisms to enstive verification of the
effectiveness of the measures referred to in paplagr 1 and 2. This verification
shall be carried out by independent internal oeml auditors, if proportionate.
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Wherever the controller publishes or is requiredavy to publish a regular report of
its activities, such report shall contain the coltgr's policies in relation to the

protection of personal data, the risks linked t® dlata processing by the controller
and the measures taken to mitigate such risks.

The Commission shall be empowered to adopt deldgatés in accordance with
Article 86 for the purpose of specifying any funtheriteria and requirements for
appropriate measures referred to in paragraph dr ¢tlan those already referred to
in paragraph 2, the conditions for the verificateomd auditing mechanisms referred
to in paragraph 4 and as regards the criteriarigpgrtionality under paragraph 4.

The Commission may lay down standard forms forpihielication of the controllers’
rules referred to in paragraph 4. Those implemgntets shall be adopted in
accordance with the examination procedure refdoed Article 87(2).

Article 20
Data protection by design and by default

Having regard to the state of the art and tret 0b implementation, the controller
shall, both at the time of the determination of theans for processing and at the
time of the processing itself, implement approgrigeéchnical and organisational
measures and procedures in such a way that theegmiog will meet the
requirements of this Regulation and ensure theeptioin of the rights of the data
subject.

The controller shall implement mechanisms faueimg that, by default, only those
personal data are processed which are necessasadbr specific purpose of the
processing and are especially not be collectedetained beyond the minimum
necessary for those purposes, both in terms ddth@unt of the data and the time of
their storage. In particular, those mechanismsl gmdure that by default personal
data are not made accessible to an indefinite nuofbadividuals.

The Commission shall be empowered to adopt d&delgacts in accordance with

Article 86 for the purpose of specifying any funtheriteria and requirements for

appropriate measures and mechanisms referredparagraph 1 and 2, in particular
for data protection by design requirements appleatross sectors, products and
services.

The Commission may lay down technical standéwdshe requirements laid down
in paragraph 1 and 2. Those implementing acts §igaidopted in accordance with
the examination procedure referred to in Articl€23.7

Article 21
Joint controllers

Where a controller determines the purposes,ittond and means of the processing
of personal data jointly with others, the joint tmofiers shall determine their
respective responsibilities for compliance with ti#igations under this Regulation
by means of an arrangement between them. If thésmgement does not determine
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the respective responsibilities in relation to thebligations, the responsibility of
those joint controllers to comply with this Regidatshall be solidary.

In any case, the data subject may exercise tighits under this Regulation in
respect of and against each of the joint contraller

Article 22
Representatives of controllers not established in the Union

Where a controller is not established in theddniin the situation referred to in
Article 2(2), the controller shall designate a egamtative in the Union.

The representative shall be established in dtigose Member States where the data
subjects to whom the processing activities arectB or whose behaviour is
monitored, reside.

The representative designated shall comply thighobligations of the controller laid
down in this Regulation.

The designation of a representative by the obletrshall be without prejudice to
legal actions which could be initiated againstabetroller itself.

The Commission shall be empowered to adopt di&delgacts in accordance with
Article 86 for the purpose of further specifyingthriteria and requirements for the
designation and functioning of the representatdferred to in paragraph 1.

Article 23
Processor

Where a processing operation is to be carrigdooubehalf of a controller, the
controller shall choose a processor providing sigfit guarantees to implement
appropriate technical and organisational measurdgeocedures in such a way that
the processing will meet the requirements of thisglRation and ensure the
protection of the rights of the data subject intipatar in respect of the technical
security measures and organizational measures mjogethe processing to be
carried out and shall ensure compliance with tmeasures.

The carrying out of processing by a processatl $¥e governed by a contract or
other legal act binding the processor to the cdletrand stipulating in particular that
the processor shall:

(@) act only on instructions from the controller,garticular, where the transfer of
the personal data used is prohibited, unless theepsor is so instructed by the
controller;

(b) employ only staff who have committed themselt@sonfidentiality or are
under a statutory obligation of confidentiality;

(c) take all required measures pursuant to Ar@dle
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(d) enlist another processor only with the permissiof the controller and
therefore to inform the controller of the intentittnenlist another processor in
such a timely fashion that the controller has thesgbility to object;

(e) insofar as this is possible given the naturethed processing, create in
agreement with the controller the necessary teehnémd organisational
requirements for the fulfilment of the controller&bligation to respond to
requests for exercising the data subject’s rigiits down in Chapter lll;

() assist the controller in ensuring complianceghwthe obligations pursuant to
Articles 27 to 31;

(g) hand over all results to the controller aftee &nd of the processing and not
process the personal data otherwise;

(h) make available to the controller and the sugery authority all information
necessary to control compliance with the obligatitaid down in this Article.

3. The controller and the processor shall documientwriting the controller's
instructions and the processor's obligations refeto in paragraph 2.

4. If a processor processes personal data otherathanstructed by the controller, the
processor shall be considered to be a controllexspect of that processing and shall
be subject to the rules on joint controllers laiavd in Article 21.

5. The Commission shall be empowered to adopt de&delgacts in accordance with
Article 86 for the purpose of further specifyingthriteria and requirements for the
responsibilities, duties and tasks in relation or@cessor in line with paragraph 1,
and conditions which allow to facilitate the prosieg of personal data within a
group of undertakings, in particular for the pugmsf control and reporting.

Article 24
Processing under the authority of the controller and processor

The processor and any person acting under the réytlod the controller or of the processor
who has access to personal data shall not protess except on instructions from the
controller, unless required to do so by Union omMber State law.

Article 25
Documentation

1. Each controller and processor and, if any, the rotlat's representative, shall
maintain documentation of all processing operatiomder its responsibility.

2. The documentation shall contain at least the falgwnformation:

(@) the name and contact details of the controller,any joint controller or
processor, and of the representative, if any;

(b) the name and contact details of the data protecfiacer, if any;
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(c) the purposes of the processing, including theihagie interests pursued by the
controller where the processing is based on péjimtf Article 5(1);

(d) an indication of the parts of the controller's orogessor's organisation
entrusted with the processing of personal data feairticular purpose;

(e) a description of the category or categories of datsgects and of the personal
data or categories of data relating to them;

(f) the recipients or categories of recipients of tlkeespnal data, including the
controllers to whom personal data are disclosedtlier legitimate interest
pursued by them;

(g) transfers of data to a third country or an intdéoratl organisation, including
the identification of that third country or intetimmal organisation and, in case
of transfers referred to in point (d) of Article(29 and in point (h) of Article
41(1), the documentation of appropriate safeguards;

(h) a general indication of the time limits for erasofehe different categories of
data;

() the results of the verifications of the measurésrred to in Article 19(1);

() anindication of the legal basis of the processipgration for which the data
are intended, if the controller is a public auttyoar body.

The controller and the processor and, if ang, ¢bntroller's representative, shall
make the documentation available, on request.gatipervisory authority.

The Commission shall be empowered to adopt di&delgacts in accordance with
Article 86 for the purpose of further specifyingthriteria and requirements for the
documentation referred to in paragraph 1, to tageoant of in particular the
responsibilities of the controller and the procesand, if any, the controller's
representative.

The Commission may lay down standard forms lierdocumentation referred to in
paragraph 1. Those implementing acts shall be adopt accordance with the
examination procedure referred to in Article 87(2).

Article 26
Co-operation with the supervisory authority

The controller and the processor and, if any répresentative of the controller, shall
co-operate, on request, with the supervisory aitthan the performance of its
duties, in particular by providing the informatiogferred to in point (a) of Article
52(2) and by granting access as provided in pbinof that paragraph.

In response to the supervisory authority's agerof its powers under point (b) of
Article 52(1), the controller and the processoiistegly to the supervisory authority
within a reasonable period to be specified by tingesvisory authority. The reply
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shall include a description of the measures taked #he results achieved, in
response to the remarks of the supervisory aughorit

SECTION 2
DATA SECURITY

Article 27
Security of processing

The controller and the processor shall implemappropriate technical and
organisational measures to ensure a level of ggcappropriate to the risks
represented by the processing and the nature opersonal data to be protected,
having regard to the state of the art and the addtseir implementation.

The controller and the processor shall, follayam evaluation of the risks, take the
measures referred to in paragraph 1 to protectopalsdata against accidental or
unlawful destruction or accidental loss and to prgvany unlawful forms of
processing, in particular any unauthorised disel®sdissemination or access, or
alteration of personal data.

The Commission shall be empowered to adopt dedelgacts in accordance with
Article 86 for the purpose of further specifyingetieriteria and conditions for the
technical and organisational measures referrea paiagraphs 1 and 2, including the
determinations what constitutes the state of thd@rspecific sectors and in specific
data processing situations, in particular takingcoaat of developments in
technology and solutions for privacy-by-design dath protection by default.

The Commission may adopt, where necessary, mgiéng acts for specifying the
requirements laid down in paragraphs 1 and 2 towarsituations, in particular to:

(@) prevent any unauthorised access to persore| dat

(b) prevent any unauthorised disclosure, readiogying, modification, erasure or
removal of personal data;

(c) ensure the verification of the lawfulness asqessing operations.
Article 28
Notification of a personal data breach to the supervisory authority

In the case of a personal data breach, theatlemtshall without undue delay and, as
a rule, not later than 24 hours after the persdagh breach has been established,
notify the personal data breach to the superviaatiiority .

Pursuant to point (f) of Article 23(2), the pessor shall alert and inform the
controller immediately after the establishment pieasonal data breach.

The notification referred to in paragraph 1 matdeast:
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(a) describe the nature of the personal data braatbding the categories and
number of data subjects concerned and the categand number of data
concerned;

(b) communicate the identity and contact detailshef data protection officer or
other contact point where more information can lbioed;

(c) recommend measures to mitigate the possibleradweffects of the personal
data breach;

(d) describe the consequences of the personabdzdah;

(e) describe the measures proposed or taken bycdh#oller to address the
personal data breach.

The controller shall document any personal dataches, comprising the facts
surrounding the breach, its effects and the rerhadion taken. This documentation
must enable the supervisory authority to verify pbance with this Article. The
documentation shall only include the informatioessary for that purpose.

The Commission shall be empowered to adopt di&delgacts in accordance with
Article 86 for the purpose of further specifyingetieriteria and requirements for
establishing the data breach referred to in papdgrd and 2 and for the particular
circumstances in which a controller and a processmquired to notify the personal
data breach.

The Commission may lay down the standard forofasuch notification to the

supervisory authority, the procedures applicabléhtonotification requirement and
the form and the modalities for the documentatieferred to in paragraph 4,
including the time limits for erasure of the infation contained therein. Those
implementing acts shall be adopted in accordante thie examination procedure
referred to in Article 87(2).

Article 29
Communication of a personal data breach to the data subject

When the personal data breach is likely to exblgraffect the protection of the
personal data or privacy of the data subject, taroller shall, in addition to the
notification referred to in Article 28, communicatge personal data breach to the
data subject without undue delay and, as a rule later than 24 hours after the
personal data breach has been established by h®lter.

The communication to the data subject refercethtparagraph 1 shall contain at
least the information and the recommendations dexl/ifor in points (a), (b) and (c)
of Article 28(3).

The communication of a personal data breachaalata subject shall not be required
if the controller has demonstrated to the satigfacdf the supervisory authority that
it has implemented appropriate technological ptodacmeasures, and that those
measures were applied to the data concerned bydhsonal data breach. Such
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technological protection measures shall renderdtita unintelligible to any person
who is not authorised to access it.

Without prejudice to the controller's obligatiom communicate the personal data
breach to the data subject, if the controller has already communicated the

personal data breach to the data subject of treopal data breach, the supervisory
authority, having considered the likely adverse@&s of the breach, may require it to
do so.

The Commission shall be empowered to adopt d&delgacts in accordance with
Article 86 for the purpose of further specifyingtbriteria and requirements as to the
circumstances in which a personal data breachkelylito adversely affect the
personal data referred to in paragraph 1.

The Commission may lay down the format of thenownication to the data subject
referred to in paragraph 1 and the procedures Ggipé to that communication.
Those implementing acts shall be adopted in acooelavith the examination
procedure referred to in Article 87(2).

SECTIONS3
DATA PROTECTION ASSESSMENT AND PRIOR AUTHORISATION

Article 30
Data protection impact assessment

Prior to the processing of personal data, the oblatror the processor shall carry out
an assessment of the impact of the envisaged [miagesperations on the protection
of personal data where those processing operadi@nikely to present specific risks
to the rights and freedoms of data subjects by@idf their nature, their scope or
their purposes.

In particular the following processing operatiome #kely to present such specific
risks as referred to in paragraph 1:

(&) an evaluation of personal aspects relating to arabperson or for analysing or
predicting in particular the natural person's penfance at work,
creditworthiness, economic situation, location, Itheapersonal preferences,
reliability or behaviour, which is based on autoetaprocessing and likely to
result in measures that produce legal effects conwe the individual or
significantly affect the individual; or

(b) information on sex life, health, race and ethnigiaror for the provision of
health care, epidemiological researches, or suradymental or infectious
diseases; or

(c) monitoring publicly accessible areas, especiallyemwhusing optic-electronic
devices (video surveillance); or
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(d) personal data in large scale filing systems ondc#il, genetic data or
biometric data; or

(e) other processing operations for which the consaliabf the supervisory
authority is required pursuant to Article 31(2)(b).

The assessment shall contain at least a gewesdription of the envisaged
processing operations, an assessment of the aoskeetrights and freedoms of data
subjects, the measures envisaged to address kise sefeguards, security measures
and mechanisms to ensure the protection of persdat and to demonstrate
compliance with this Regulation, taking into accouhe rights and legitimate
interests of data subjects and other persons aoeder

The controller shall seek the views of data eciisj or their representatives on the
intended processing, without prejudice to the mtxd@ of commercial or public
interests or the security of the processing opamnati

Without prejudice to the protection of commelr@iapublic interests or the security
of the processing operations, the assessment lehatiade easily accessible to the
public.

The Commission shall be empowered to adopt di&delgacts in accordance with
Article 86 for the purpose of further specifyingetieriteria and conditions for the
processing operations likely to present specifikgireferred to in paragraphs 1 and 2
and the requirements for the assessment referremh foaragraph 3, including
conditions for scalability, verification and auditigty.

The Commission may specify standards and proesedfor carrying out and
verifying and auditing the assessment referred no paragraph 3. Those
implementing acts shall be adopted in accordante the examination procedure
referred to in Article 87(2).

Article 31
Prior authorisation and prior consultation

The controller or the processor shall obtain arhengation from the supervisory

authority prior to the processing of personal datayrder to ensure the compliance
of the intended processing with the Regulation iangiarticular to mitigate the risks

involved for the data subjects where:

(@) a controller or processor adopts contractumlisgs as provided for in Article
39(2)(d) for the transfer of personal data to adticountry or an international
organisation; or

(b) ajudgment of a court or tribunal or a decisidran administrative authority of
a third country requests a controller or processatisclose personal data as
referred to in Article 42(1).

The controller or processor shall consult the swipery authority prior to the
processing of personal data in order to ensurectivapliance of the intended
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processing with the Regulation and in particulamitigate the risks involved for the
data subjects where:

(a) a data protection impact assessment as providdd farticle 30 indicates that
processing operations are by virtue of their natuheir scope or their
purposes, likely to present a high degree of sjpec#ks; or

(b) the supervisory authority deems it necessary ty @t a prior consultation on
specified processing operations that are likelypresent specific risks to the
rights and freedoms of data subjects by virtuéheirtnature, their scope and/or
their purposes.

Where the supervisory authority is of the opinibattthe intended processing does
not comply with this Regulation, in particular wheisks are insufficiently identified
or mitigated, it shall prohibit the intended prosiag and make appropriate proposals
to remedy such incompliance.

The supervisory authority shall establish and mpidblic a list of the processing
operations which are subject to prior consultapansuant to point (b) of paragraph
2. The supervisory authority shall communicate ¢hbists to the European Data
Protection Board.

Where the list provided for in paragraph 4 involmocessing activities that are
directed to, or serve to monitor the behaviourdafta subjects in another Member
State or other Member States, or may substantaffigct the free movement of
personal data within the Union, the supervisonharity shall apply the consistency
mechanism referred to in Article 56 prior to th@piion of the list.

The controller or processor shall provide the sugery authority with the data
protection impact assessment provided for in Aeti80 and, on request, with any
other information to allow the supervisory authptib make an assessment on the
compliance of the processing and in particular hed tisks for the protection of
personal data of the data subject and of the tekageguards.

Member States may consult the supervisory authdritythe preparation of a
legislative measure to be adopted by the natioadigment or of a measure based
on such a legislative measure, which defines ther@af the processing, in order to
ensure the compliance of the intended processirty tie Regulation and in
particular to mitigate the risks involved for theta subjects.

The Commission shall be empowered to adopt deldgatts in accordance with
Article 86 for the purpose of further specifyingetieriteria and requirements for
determining the high degree of specific risk refdrto in point (b) of paragraph 2.

The Commission may set out standard forms and drwes for prior authorisations
and consultations referred to in paragraphs 1 anén2l standard forms and
procedures for informing the supervisory authosifeirsuant to paragraph 6. Those
implementing acts shall be adopted in accordande thie examination procedure
referred to in Article 87(2).
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SECTION 4
DATA PROTECTION OFFICER

Article 32
Designation of the data protection officer

The controller or the processor shall designatata @rotection officer in any case
where:

(a) the processing is carried out by a public authartpody; or

(b) the processing is carried out by an enterprise eyiqgy more than 250 persons
permanently; or

(c) the core activities of the controller or the premsconsist of processing
operations which, by virtue of their nature, th&ope and/or their purposes,
require regular and systematic monitoring of datgects; or

In cases other than those referred to in paragtaghe controller or processor or
associations and other bodies representing cag=gofi controllers or processors
may designate a data protection officer.

The controller or processor shall designate tha gedtection officer on the basis of
professional qualities and, in particular, expemwledge of data protection law and
practices and ability to fulfil the tasks referredin Article 34. The necessary level
of expert knowledge shall be determined in paréiclbly the data processing carried
out and the protection required by the persona detcessed by the controller or the
processor.

The controller or the processor shall ensure thgtaher professional duties of the
data protection officer are compatible with the soarfs tasks and duties as data
protection officer and do not result in a confliftinterests.

The controller or the processor shall designatata grotection officer for a period
of at least two years. The data protection offioey be reappointed for further
terms. During their term of office, the data prdi@e officer may only be dismissed
from the post of the data protection officer, ieyhno longer fulfil the conditions
required for the performance of their duties.

The data protection officer may be employed bydbetroller or processor, or fulfil
his or her tasks on the basis of a service contract

The controller or the processor shall communidagename and contact details of the
data protection officer to the supervisory autlyosimd to the public.

The controller or the processor shall communidagename and contact details of the
data protection officer to data subjects pursuanAiticle 12(1)(a). Data subjects

shall have the right to contact the data proteatifficer on all issues related to the
processing of the data subject’'s data and to réguescising the rights under this

Regulation.
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The Commission shall be empowered to adopt deldgatts in accordance with
Article 86 for the purpose of further specifyingthriteria and requirements for the
core activities of the controller or the processderred to in point (c) of paragraph 1
and the criteria for the professional qualitieshef data protection officer referred to
in paragraph 2.

Article 33
Position of the data protection officer

The controller or the processor shall ensure tietata protection officer is properly
and in a timely manner involved in all issues whiehate to the protection of
personal data.

The controller or processor shall ensure that #ia grotection officer performs their
duties and tasks independently and does not reegiyanstructions as regards the
exercise of the function. The data protection effishall directly report to the

management of the controller or the processor.

The controller or the processor shall support tt@ grotection officer in performing
the tasks and shall provide staff, premises, eqeignand any other resources
necessary to carry out the duties and tasks asedfto in Article 34.

Article 34
Tasks of the data protection officer

The controller or the processor shall entrust thta gbrotection officer at least with
the following tasks:

(@) to inform and advise the controller or the mssor of their obligations
pursuant to this Regulation and to document this/iac and the responses
received;

(b) to monitor the implementation and applicatidrtie policies of the controller
or processor in relation to the protection of peedodata, including the
assignment of responsibilities, the training offsitavolved in the processing
operations, and the related audits;

(c) to monitor the implementation and applicatidrites Regulation, in particular
as to the requirements related to data protectyoddsign, data protection by
default and data security and to the informationdata subjects and their
requests in exercising their rights under this Ragn;

(d) to ensure that the documentation referred #rfitle 25 is maintained;

(e) to monitor the documentation, notification axmnmunication of personal data
breaches pursuant to Articles 28 and 29;

(f) to monitor the performance of the data protattimpact assessment by the
controller or processor and the application foroprauthorisation or prior
consultation, if required pursuant Articles 30 &2
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(g) to monitor the response to requests from tipeisory authority , and, within
the sphere of the data protection officer's compmte co-operating with the
supervisory authority at the latter's request oitten data protection officer’s
own initiative;

(h) to act as the contact point for the supervisarthority on issues related to the
processing and consult with the supervisory authafiappropriate, on his/her
own initiative.

The Commission shall be empowered to adopt deldgatés in accordance with
Article 86 for the purpose of further specifyingetleriteria and requirements for
tasks, certification, status, powers and resoumieshe data protection officer
referred to in paragraph 1.

SECTIONS
CODESOF CONDUCT AND CERTIFICATION

Article 35
Codes of conduct

The Member States, the supervisory authoritiestaedCommission shall encourage
the drawing up of codes of conduct intended to rioutie to the proper application
of this Regulation, taking account of the specifigatures of the various data
processing sectors, in particular in relation to:

(a) fair and transparent data processing;

(b) the collection of data;

(c) theinformation of the public and of data sabje

(d) requests of data subjects in exercise of tigits

(e) information and protection of children;

(f)  transfer of data to third countries or inteioaal organisations;

() mechanisms for monitoring and ensuring comgkawith the code by the
controllers adherent to it;

(h) out-of-court proceedings and other dispute ltemm procedures for resolving
disputes between controllers and data subjectsresibect to the processing of
personal data, without prejudice to the rightshef tata subjects pursuant to
Articles 72 and 74.

Associations and other bodies representing categaf controllers or processors
which intend to draw up codes of conduct or to amenextend existing codes of
conduct may submit them to an opinion of the supery authority in a Member

State. The supervisory authority may give an opiniethether the draft code of
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conduct or the amendment is in compliance with Bégulation. The supervisory
authority shall seek the views of data subjectthese drafts.

3. Associations and other bodies representing catgoficontrollers may submit draft
Union codes of conduct and amendments or extensmesisting Union codes of
conduct to the Commission.

4. The Commission may adopt implementing acts fordegithat the Union codes of
conduct and amendments or extensions to existingndtodes of conduct submitted
to it have general validity. Those implementingsashall be adopted in accordance
with the examination procedure set out in Articlé.

5. The Commission shall ensure appropriate publiatythe codes which have been
decided as having general validity in accordandh paragraph 4.

Article 36
Certification

1. The Member States and the Commission shall eageuthe establishment of data
protection certification mechanisms and of datdemiion seals and marks, allowing
data subjects to quickly assess the level of dedgegtion provided by controllers
and processors. The data protection certificatrmoashanisms shall contribute to the
proper application of this Regulation, taking aatioaf the specific features of the
various sectors and different processing operations

2. The Commission shall be empowered to adopt di&delgacts in accordance with
Article 86 for the purpose of further specifyingthriteria and requirements for the
data protection certification mechanisms referredirt paragraph 1, including
conditions for bestowal, and deprivation and regaeents for recognition within the
Union and in third countries.

3. The Commission may lay down technical stand&rdsertification mechanisms and
data protection seals and marks and mechanismsrdmope and recognize
certification mechanisms and data protection seats marks. Those implementing
acts shall be adopted in accordance with the exatioimprocedure set out in Article
87(2).

CHAPTER V

TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES
OR INTERNATIONAL ORGANISATIONS

Article 37
General principlesfor transfers

Any transfer of personal data which are underggirggessing or are intended for processing
after transfer to a third country or to an inteioradl organisation may only take place if:
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the level of protection of individuals for the peotion of personal data guaranteed in
the Union by this Regulation is not undermined,;

the conditions laid down in this Chapter are coegblvith by the controller and
processor, including for onward transfers of peasaata from the third country or
an international organisation to another third d¢ouror to another international
organisation; and

the other provisions of this Regulation are contpligith by the controller and
processor.

Article 38
Transfers with an adequacy decision

A transfer may take place where the Commissiondeagded that the third country,
or a territory or a processing sector within thatd country, or the international
organisation in question ensures an adequate ddvmiotection. Such transfer shall
not require any further authorisation.

The adequacy of the level of protection shall leeased by the Commission, taking
into account:

(@) the rule of law, relevant legislation in force, tlbogeneral and sectoral,
including concerning public security, defence, oradl security and criminal
law as well as the professional rules and secarggsures which are complied
with in that country or by that international orggation; as well as effective
and enforceable rights including effective admnaiste and judicial redress
for data subjects, in particular for those Uniortadsubjects whose personal
data are being transferred;

(b) the existence and effective functioning of an peleent supervisory authority
in the third country or international organisatimnquestion responsible for
ensuring compliance with the data protection rulesassisting and advising
the data subjects in exercising their rights and do-operation with the
supervisory authorities of the Union and of Mem$tates; and

(c) the international commitments the third countryrmternational organisation in
guestion has entered into.

The Commission may decide that a third countryg territory or a processing sector
within that third country, or an international ongsation ensures an adequate level
of protection within the meaning of paragraph 203d& implementing acts shall be
adopted in accordance with the examination proeedeferred to in Article 87(2).

The implementing act shall specify its geograph@&atl sectoral application, and
identify the supervisory authority mentioned inmidib) of paragraph 2.

The Commission may decide that a third countryg tarritory or a processing sector
within that third country, or an international onjgation does not ensure an adequate
level of protection within the meaning of paragrahhin particular in cases where
the relevant legislation, both general and sectanaforce in the third country or
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international organisation, does not guaranteectfie® and enforceable rights
including effective administrative and judicial reds for data subjects, in particular
for those data subjects whose personal data areg b@iansferred. Those

implementing acts shall be adopted in accordante thie examination procedure
referred to in Article 87(2), or, in cases of ertee urgency for individuals with

respect to their right to personal data protectionaccordance with the procedure
referred to in Article 87(3).

Where the Commission decides pursuant to paragba@ny transfer of personal
data to the third country, or a territory or a mesing sector within that third
country, or the international organisation in gigestshall be prohibited, without
prejudice to Articles 39 to 41. At the approprititee, the Commission shall enter
into negotiations with a view to remedying the atton resulting from the Decision
made pursuant to paragraph 5.

The Commission shall publish in tkéficial Journal of the European Uniamlist of
those third countries, territories and processiegt@s within a third country and
international organisations where it has decided #m adequate level of protection
is or is not ensured.

The Commission shall monitor the application of ith@lementing acts referred to in
paragraphs 3 and 5.

Article 39
Transfers by way of appropriate safeguards

Where the Commission has taken no decision potdo Article 38, a controller or
processor may transfer personal data to a thirdntopuor an international
organisation only if the controller or processos lzduced appropriate safeguards
with respect to the protection of personal data liegally binding instrument.

These appropriate safeguards referred to irgpgpa 1 shall be provided for by:
(@) binding corporate rules in accordance with Artiée or

(b) standard data protection clauses adopted by the n@xmion. Those
implementing acts shall be adopted in accordancd whe examination
procedure referred to in Article 87(2); or

(c) standard data protection clauses adopted by a \8sper authority in
accordance with the consistency mechanism refeeid Article 56 when
declared generally valid by the Commission pursuanpoint (b) of Article
60(1); or

(d) contractual clauses between the controller or msmeand the recipient of the
data authorised by a supervisory authority in atance with paragraph 4.

A transfer based on standard data protectiomsel or binding corporate rules as
referred to in points (a), (b) or (c) of paragraphshall not require any further
authorisation.
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Where a transfer is based on contractual claaseseferred to in point (d) of
paragraph 2 the controller or processor shall abfaior authorisation of the
contractual clauses according to Article 31(1)f@nf the supervisory authority. If
the transfer is related to processing activitiesctvitoncern data subjects in another
Member State or other Member States, or substhnééfect the free movement of
personal data within the Union, the supervisonharty shall apply the consistency
mechanism set out in Article 56.

Article 40
Transfers by way of binding corporate rules

A supervisory authority shall in accordance witk ttonsistency mechanism set out
in Article 56 approve binding corporate rules, pded that they

(a) are legally binding and apply to and are enforcge@vwery member within the
controller’s or processor's group of undertakiragg] include their employees;

(b) expressly confer enforceable rights on data sufjject

(c) fulfil the requirements laid down in paragraph 2.

The binding corporate rules shall at least $peci

(@) the structure and contact details of the groupnoestakings and its members;

(b) the data transfers or set of transfers, includivgdategories of personal data,
the type of processing and its purposes, the tymkata subjects affected and
the identification of the third country or coungim question;

(c) their binding nature, both internally and exteryall

(d) the general data protection principles, in paréicyburpose limitation, data
quality, legal basis for the processing, processigensitive personal data;
measures to ensure data security; and the requiterfad onward transfers to
organisations which are not bound by the policies;

(e) the rights of data subjects and the means to eseethiese rights, including the
right not to be subject to a measure based onlipgfin accordance with
Article 18, the right to lodge a complaint befofes tcompetent supervisory
authority and before the competent courts of thenlter States in accordance
with Article 74(2) , and to obtain redress and, weh@ppropriate, compensation
for a breach of the binding corporate rules;

() the acceptance by the controller or processor kesttadl on the territory of a
Member State of the Union of liability for any bok&s of the binding
corporate rules by any member of the group of ua#fergs not established in
the Union; the controller or the processor may dmty exempted from this
liability, in whole or in part, if he proves thatat member is not responsible
for the event giving rise to the damage,;
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() how the information on the binding corporate rul@s,particular on the
provisions referred to in points (d), (e) and §)provided to the data subjects
in accordance with Article 9;

(h) the tasks of the data protection officer desighateaccordance with Article
32, including monitoring within the group of undekings the compliance with
the binding corporate rules, as well as monitotimg training and complaint
handling;

(i) the mechanisms within the group of undertakingsirgmat ensuring the
verification of compliance with the binding corpteaules.

(i) the mechanisms for reporting and recording charigeshe policies and
reporting these changes to the supervisory aughorit

(k) the co-operation mechanism with the supervisoryhaity to ensure
compliance by any member of the group of undergsirin particular by
making available to the supervisory authority thsuits of the verifications of
the measures referred to in point (i).

The Commission shall be empowered to adopt di&delgacts in accordance with
Article 86 for the purpose of further specifyingetieriteria and requirements for
binding corporate rules within the meaning of titicle, in particular as regards the
criteria for their approval, the application of pwi (b), (d), (e) and (f) of paragraph 2
to binding corporate rules adhered to by processord on further necessary
requirements to ensure the protection of persoaial df the data subjects concerned.

The Commission may specify the format and procesl for the exchange of
information by electronic means between controllgn®cessors and supervisory
authorities for binding corporate rules within theeaning of this Article. Those
implementing acts shall be adopted in accordante tive examination procedure set
out in Article 87(2).

Article 41
Derogations

In the absence of an adequacy decision purdoaAiticle 38 or of appropriate
safeguards pursuant to Article 39, a transfer seteof transfers of personal data to a
third country or an international organisation nialye place only on condition that:

(a) the data subject has consented to the proposedfaramafter having been
informed of the risks of such transfers due to #iisence of an adequacy
decision and appropriate safeguards; or

(b) the transfer is necessary for the performance obrdract between the data
subject and the controller or the implementationprd-contractual measures
taken at the data subject's request; or

(c) the transfer is necessary for the conclusion ofopmance of a contract
concluded in the interest of the data subject betvtbe controller and another
natural or legal person; or

67 EN



EN

(d) the transfer is necessary for grounds of publierest, or

(e) the transfer is necessary for the establishmemdrcese or defence of legal
claims; or

(f) the transfer is necessary in order to protect itaé mterests of the data subject
or another person, where the data subject is pdifysior legally incapable of
giving consent; or

(g) the transfer is made from a register which accgrtiinUnion or Member State
law is intended to provide information to the pabénd which is open to
consultation either by the public in general or &gy person who can
demonstrate legitimate interest, to the extent thatconditions laid down in
Union or Member State law for consultation areiligldl in the particular case;
or

(h) the transfer is necessary for the purposes ofetjéirhate interests pursued by
the controller or the processor, cannot be qudlifis frequent, massive or
structural and the controller or processor hassasseall the circumstances
surrounding the data transfer operation or thefséata transfer operations and
based on this assessment adduced appropriate aafeguith respect to the
protection of personal data, where necessary.

A transfer pursuant to point (g) of paragrapshall not involve the entirety of the

personal data or entire categories of the perstatal contained in the register. When
the register is intended for consultation by pessbaving a legitimate interest, the
transfer shall be made only at the request of tlpegsons or if they are to be the
recipients.

Where the processing is based on point (h) @fgraph 1, the controller or processor
shall give particular consideration to the naturéhe data, the purpose and duration
of the proposed processing operation or operatiassyell as the situation in the

country of origin, the third country and the coyntf final destination, and adduced

appropriate safeguards with respect to the pratectf personal data, where

necessary.

Points (a), (b), (c) and (h) of paragraph 1lshat apply to activities carried out by
public authorities in the performance of their sk

Processing based on points (d), (e), (f) andi{garagraph 1 must have a legal basis
in Union law, or the law of the Member State to ethithe controller is subject,
which meets an objective of public interest or tleed to protect the rights and
freedoms of others, respects the essence of thietoighe protection of personal data
and is proportionate to the legitimate aim pursued.

The controller or processor shall document 8sssment as well as the appropriate
safeguards adduced referred to in paragraph h @ei documentation referred to in
Article 25 and shall inform the supervisory authoof the transfer.

The Commission shall be empowered to adopt dedelgacts in accordance with
Article 86 for the purpose of further specifyingetieriteria and requirements for
appropriate safeguards referred to in point (lpashigraph 1.
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Article 42
Disclosures not authorized by Union law

No judgment of a court or tribunal and no decisidan administrative authority of a
third country requiring a controller or processordisclose personal data shall be
recognized or be enforceable in any manner, witpogjudice to a mutual assistance
treaty or an international agreement in force betwihe requesting third country and
the Union or a Member State.

Where a judgment of a court or tribunal or a decisaf an administrative authority

of a third country requests a controller or prooeds disclose personal data, the
controller or processor and, if any, the contr@leepresentative, shall notify the
supervisory authority of the request without undieday and must obtain prior

authorisation for the transfer by the supervisamharity in accordance with point

(b) of Article 31(1).

The supervisory authority shall assess the compdianf the requested disclosure
with the Regulation and in particular whether thigclbsure is necessary and legally
required in accordance with points (d) and (e) afagraph 1 and paragraph 5 of
Article 41.

The supervisory authority shall inform the compéteational authority of the
request. The controller or processor shall alsorinfthe data subject of the request
and of the authorisation by the supervisory autfori

The Commission may lay down the standard formathef notifications to the
supervisory authority referred to in paragraph @ #me information of the data
subject referred to in paragraph 4 as well as tteceulures applicable to the
notification and information. Those implementingtsacshall be adopted in
accordance with the examination procedure refdoed Article 87(2).

Article 43
I nternational co-operation for the protection of personal data

In relation to third countries and internatiomaganisations, the Commission and
supervisory authorities shall take appropriatestep

(@) develop effective international co-operation medsras to facilitate the
enforcement of legislation for the protection ofgmnal data;

(b) provide international mutual assistance in the eiment of legislation for the
protection of personal data, including through ficdtion, complaint referral,
investigative assistance and information exchargidyject to appropriate
safeguards for the protection of personal datactiner fundamental rights and
freedoms;

(c) engage relevant stakeholders in discussion andlitéegi aimed at furthering
international co-operation in the enforcement gfdition for the protection of
personal data;
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(d) promote the exchange and documentation of persola@h protection
legislation and practice.

2. For the purposes of paragraph 1, the Commissiail take appropriate steps to
advance the relationship with third countries deiinational organisations, and in
particular their supervisory authorities, where @@mmission has decided that they
ensure an adequate level of protection within teammng of Article 38(3).

Article 44
Report by the Commission

The Commission shall submit a report on the apptineof Articles 37 to 43 to the European
Parliament and the Council at regular intervalse Tinst report shall be submitted no later
than four years after the entry into force of tRiegulation Subsequent reports shall be
submitted every four years thereafter. For thatppse, the Commission may request
information from the Member States and supervisarthorities. The Member States and the

supervisory authorities shall supply this inforroatwithout undue delay. The report shall be
made public.

CHAPTER VI
INDEPENDENT SUPERVISORY AUTHORITIES

SECTION1
INDEPENDENT STATUS

Article 45
Supervisory authority

1. Each Member State shall provide that one or matgic authorities are responsible
for monitoring the application of this Regulatiamdafor contributing to its consistent
application throughout the Union, in order to pobtéhe fundamental rights and
freedoms of natural persons in relation to the gseing of their personal data and to
facilitate the free flow of personal data withiretlUnion. For these purposes, the
supervisory authorities shall co-operate with eattier and the Commission.

2. Where in a Member State more than one supewesathority are established, that

Member State shall designate the supervisory aityh@hich functions as a single
contact point for the effective participation oble authorities in the European Data
Protection Board and shall set out the mechanisemsare compliance by the other
authorities with the rules relating to the consisiemechanism.

3. Each Member State shall notify to the Commissimse provisions of its law which

it adopts pursuant to paragraphs 1 and 2, by tteesgeecified in Article 90(2) at the
latest and, without delay, any subsequent amendafiaating them.
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Article 46
I ndependence

The supervisory authority shall act with compl@dependence in exercising the
duties and powers entrusted to it.

The members of the supervisory authority shalthe performance of their duties,
neither seek nor take instructions from anybody.

Members of the supervisory authority shall neffeom any action incompatible with
the duties of the office and shall not, during thieirm of office, engage in any
incompatible occupation, whether gainful or not.

Members of the supervisory authority shall behaifter their term of office, with
integrity and discretion as regards the acceptaheppointments and benefits.

Each Member State shall ensure that the supeyvauthority is provided with the

adequate human, technical and financial resourpesmnises and infrastructure
necessary for the effective performance of itsedutind powers, including those to
be carried out in the context of mutual assistanoe,operation and active

participation in the European Data Protection Board

Each Member State shall ensure that the supeyvisuthority has its own staff
which shall be appointed by and be subject to tlection of the head of the
supervisory authority.

Member States shall ensure that the supervisattyority is not subject to financial
control which might affect its independence. MemBgates shall ensure that the
supervisory authority has separate annual bud@késbudgets shall be made public.

Each Member State shall notify to the Commissimse provisions of its law which
it adopts pursuant to paragraphs 5 to 7, by the slp¢cified in Article 91(2) at the
latest and, without delay, any subsequent amendafiaating them.

Article 47
General conditions for the members of the supervisory authority

Member States shall provide that the membetbesupervisory authority must be
appointed either by the parliament or the goverrimeh the Member State
concerned.

The members shall be chosen from persons whdspéndence is beyond doubt and
whose experience and skills required to perfornir theties notably in the area of
protection of personal data are demonstrated.

The duties of a member shall end in the everthefexpiry of the term of office,
resignation or compulsory retirement in accordamitke paragraph 5.

A member may be dismissed or deprived of thiet tigg a pension or other benefits in
its stead by the competent national court, if thember no longer fulfils the
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conditions required for the performance of the ehitior is guilty of serious
misconduct.

5. Where the term of office expires or the memiesigns, the member shall continue
to exercise the duties until a new member is apgedin

6. Each Member State shall notify to the Commissimse provisions of its law which
it adopts pursuant to paragraph 1, by the dateifsgean Article 91(2) at the latest
and, without delay, any subsequent amendment aftettiem.

Article 48
Rules on the establishment of the supervisory authority

1. Each Member State shall provide by law withia lilmits of this Regulation:
(a) the establishment and status of the supervisotyoaity;

(b) the qualifications, experience and skills requitecperform the duties of the
members of the supervisory authority;

(c) the rules and procedures for the appointment ofrtembers of the supervisory
authority, as well the rules on actions or occupetiincompatible with the
duties of the office;

(d) the duration of the term of the members of the supery authority which
shall be no less than four years, except for ts¢ fippointment after entry into
force of this Regulation, part of which may takaqd for a shorter period;

(e) whether the members of the supervisory authoritgllsbe eligible for
reappointment;

(f)  the regulations and common conditions governingdihiges of the members
and staff of the supervisory authority;

(g) the rules and procedures on the termination ofitliees of the members of the
supervisory authority, including in case that tineylonger fulfil the conditions
required for the performance of their duties othéy are guilty of serious
misconduct.

2. Each Member State shall notify to the Commissimse provisions of its law which
it adopts pursuant to paragraph 1, by the dateifsggean Article 91(2) at the latest
and, without delay, any subsequent amendment aftettiem.

Article 49
Professional secrecy

The members and the staff of the supervisory aityhshall be subject, both during and after
their term of office, to a duty of professional sy with regard to any confidential

information which has come to their knowledge ie ttourse of the performance of their
official duties.
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SECTION 2
DUTIESAND POWERS

Article 50
Competence

Each supervisory authority shall exercise, on #ratory of its own Member State,
the powers conferred on it in accordance with Regulation.

Where the processing of personal data takes phatieei context of the activities of
an establishment of a controller or a processah@Union, and the controller or
processor is established in more than one Memiage She supervisory authority of
the Member State where the main establishment efctintroller or processor is
located shall be competent for the supervisionhef processing activities of the
controller or the processor in all Member Statgglyng the provisions of mutual
assistance and co-operation referred to in Artislesb5 and 56.

The supervisory authority shall not be competergupervise processing operations
of courts acting in their judicial capacity.

Article 51
Duties

The supervisory authority shall:
(&) monitor and ensure the application of this Regoigti

(b) hear complaints lodged by any data subject, orrbassociation representing
that data subject in accordance with Article 7lvestigate, to the extent
appropriate, the matter and inform the data sulpedhe association of the
progress and the outcome of the complaint withireasonable period, in
particular if further investigation or coordinationith another supervisory
authority is necessary;

(c) provide mutual assistance and ensure the consysteficapplication and
enforcement of this Regulation;

(d) conduct investigations either on its own initiativeon the basis of a complaint
or on request of another supervisory authority, aridrm the data subject
concerned, if the data subject has addressed al&@iotnfo this supervisory
authority, of the outcome of the inquiries withine@sonable period;

(e) monitor relevant developments, insofar as they hawe impact on the
protection of personal data, in particular the dgwment of information and
communication technologies and commercial practices

() be consulted by Member State institutions and lsodia legislative and
administrative measures relating to the protectbrindividuals' rights and
freedoms with regard to the processing of persdata;
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(g) authorise and be consulted on the processing opesateferred to in Article
31;

(h) decide on the draft codes of conduct pursuant tizlAr35;
(i) approve binding corporate rules pursuant to Artile
() participate in the activities of the European DRtatection Board.

Each supervisory authority shall promote theramess of the public on risks, rules,
safeguards and rights in relation to the processihgersonal data. Activities
addressed specifically to children shall receivecHr attention.

The supervisory authority shall, upon requedtise any data subject in exercising
the rights under this Regulation and, if approgriao-operate with the supervisory
authorities in other Member States to this end.

For complaints referred to in point (b) of paegh 1, the supervisory authority shall
provide a complaint submission form, which can kmmpleted electronically,
without excluding other means of communication.

The performance of the duties of the supervismthority shall be free of charge for
the data subject.

Where requests are manifestly excessive, incpéat by their repetitive character,

the supervisory authority may charge a fee or ake the action required by the data
subject. In such case, the supervisory authorigfl $fear the burden of proving the

manifestly excessive character of the request.

Article 52
Powers
Each supervisory authority shall have the power:

(a) to notify the controller or the processor of aregéd breach of the provisions
governing the processing of personal data, andrevappropriate, order the
controller or the processor to remedy that bresch,specific manner, in order
to improve the protection of the data subject;

(b) to order the controller to comply with the datajsabs requests to exercise the
rights provided by this Regulation, including Aléis 14 to 17,

(c) to order the controller or the processor to proviue information pursuant to
Articles 9, 11, 12, 28 and 29;

(d) to ensure the compliance with prior authorisati@mel prior consultations
referred to in Article 31;

(e) to warn or admonish the controller or the processor
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(f) to order the rectification, erasure or destructiball data when they have been
processed in breach of the provisions of this R&@n and the notification of
such actions to third parties to whom the data leen disclosed,;

(g) toimpose atemporary or definitive ban on procesgsi

(h) to suspend data flows to a recipient in a thirdntguor to an international
organisation;

(i) to inform national parliaments, the governmentthieo political institutions as
well as the public on the matter.

2. Each supervisory authority shall have the ingasive power to obtain from the

controller or the processor:

(@) access to all personal data and to all infaonatecessary for the performance
of its supervisory duties;

(b) access to any of its premises including to data processing equipment and
means, in accordance with national law, where thesgeasonable grounds for
presuming that an activity in violation of this Redtion is being carried out
there, without prejudice to a judicial authorisatrequired by national law.

3. Each supervisory authority shall have the powerbring violations of this

Regulation to the attention of the judicial autties and to engage in legal
proceedings, including to bring an action to thenpetent court pursuant to Article
75(2).

4. Each supervisory authority shall have the pawesanction administrative offences,

in particular those referred to in Article 77(23) @and (4).
Article 53
Activity report

Each supervisory authority must draw up an anre@nt on its activities. The report shall be
presented to the national parliament and shall laglembe available to the public, the
Commission and the European Data Protection Board.
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CHAPTER VII
CO-OPERATION AND CONSISTENCY

SECTION 1
CO-OPERATION

Article 54
Mutual assistance

Supervisory authorities shall provide each othartual assistance in order to
implement and apply this Regulation in a consistaathner, and shall put in place
measures for effective co-operation with one anothfeitual assistance shall cover,
in particular, information requests and supervisorgasures, such as requests to
carry out prior authorisations and consultationspéections and investigations.

Each supervisory authority shall take all appedp measures required to reply to
the request of another supervisory authority. Swuedasures may include, in
particular, enforcement measures to bring about cgsation or prohibition of

processing operations contrary to this Regulatidghaut delay and no later than one
month after having received the request.

The request for assistance shall contain alh#reessary information, including the
purpose of the request and reasons for the reguéstmation exchanged shall be
used only in respect of the matter for which it weguested.

A supervisory authority to which a request fesiatance is addressed may not refuse
to comply with it unless:

(@) itis not competent for the request; or

(b) compliance with the request would be incompatibith the provisions of this
Regulation.

The requested supervisory authority shall infémrequesting supervisory authority
of the results or, as the case may be, of the pssgor the measures taken in order to
meet the request by the requesting supervisorydtyth

Supervisory authorities shall supply the infotiora requested by other supervisory
authorities by electronic means and within the &sbipossible period of time, using
a standardised format.

No fee shall be charged for any action takerofohg a request for mutual
assistance.

Where a supervisory authority does not act witlne month on request of another
supervisory authority, the requesting supervisastharities shall be competent to
take a provisional measure on the territory ofMismber State in accordance with
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10.

Article 50(1) and shall submit the matter to thedpean Data Protection Board in
the procedure set out in Article 56.

The supervisory authority shall specify the @erof validity of such provisional
measure. This period shall not exceed three mofities.supervisory authority shall,
without delay, communicate those measures, withréalsons, to the European Data
Protection Board and to the Commission.

The Commission may specify the format and plooes for mutual assistance
referred to in this article and the arrangementstlie exchange of information by
electronic means between supervisory authoritiesd detween supervisory
authorities and the European Data Protection Baargharticular the standardised
format referred to in paragraph 6. Those implenmgnicts shall be adopted in
accordance with the examination procedure refdoea Article 87(2).

Article 55
Joint operations

In order to step up co-operation and mutual asgistathe supervisory authorities
shall carry out joint enforcement measures androjbimt operations in which

designated members or staff from other Member Stagepervisory authorities
participate in operations within a Member State'story.

In cases where data subjects in another Membee $tabther Member States are
likely to be affected by processing operations,upesvisory authority of each of
those Member States shall have the right to ppéteiin the joint operations. The
competent supervisory authority shall invite theeswisory authority of each of
those Member States to take part in the respedperation and respond to the
request of a supervisory authority to participatéhie operations without delay.

Each supervisory authority may, as a host supawigothority, in compliance with

its own national law, and with the seconding sujsery authority’s authorization,

confer executive powers on the seconding supesvigothority’s members or staff

involved in joint operations or, in so far as theshsupervisory authority’s law

permits, allow the seconding supervisory authasitgiembers or staff to exercise
their executive powers in accordance with the sdicmnsupervisory authority’s law.

Such executive powers may be exercised only ur@eguidance and, as a rule, in
the presence of members or staff from the hostrsigoey authority. The seconding
supervisory authority's members or staff shall bbject to the host supervisory
authority's national law. The host supervisory atiti shall assume responsibility
for their actions.

Supervisory authorities shall lay down the pradtaspects of specific co-operation
actions.

Where a supervisory authority does not comply withie month with the obligation

laid down in paragraph 2, the other supervisoryatities shall be competent to take
a provisional measure on the territory of its Mem®Btate in accordance with Article

50(1).
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measure. This period shall not exceed three moifthes.supervisory authority shall,
without delay, communicate those measures, withréalsons, to the European Data
Protection Board and to the Commission and shaltimsu the matter in the
mechanism set out in Article 56.

SECTION 2
CONSISTENCY

Article 56
Consistency mechanism

For the purposes set out in Article 45(1), the suipery authorities shall co-operate with
each other and the Commission through the consigt@echanism as set out in this section.

Article 57
Opinion by the European Data Protection Board

1. Before a supervisory authority adopts a measurerned to in paragraph 2, this
supervisory authority shall communicate the dra@iasure to the European Data
Protection Board and the Commission.

2. The obligation set out in paragraph 1 shall applyatmeasure intended to produce
legal effects and which:

(a) relates to processing activities which areai@e to, or serve to monitor the
behaviour of, data subjects in another Member Siatther Member States;

or

(b) may substantially affect the free movement@fspnal data within the Union;
or

(c) aims at adopting a list of the processing djp@mna subject to prior consultation
pursuant to Article 31(5); or

(d) aims to determine standard data protection selsureferred to in Article
39(2)(a); or

(e) aims to authorise contractual clauses refaoraal Article 39(2)(c) for transfers
to third countries or international organisations;

(f) aims to approve binding corporate rules wittiia meaning of Article 40.

3. Any supervisory authority or the European Data &rtion Board may request that
any matter shall be dealt with in this mechanigmparticular where a supervisory
authority does not submit a draft measure refeteeth paragraph 2 or does not
comply with the obligations for mutual assistanaeaccordance with Article 54 or
joint operation in accordance with Article 55.
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The Commission may request that any matter shaleladt with in this mechanism if
necessary to ensure correct and consistent apptiaaitthis Regulation.

The supervisory authority shall electronically coomicate any relevant information,
including a summary of the case, the draft measure the grounds which make the
enactment of such measure necessary, using a siegsthformat.

The chair of the European Data Protection Boardl stmmediately electronically
inform the members of the European Data Proted@ioard and the Commission of
any relevant information which has been communétateit, using a standardised
format. The chair of the European Data ProtectioarB shall provide translations of
relevant information, where necessary.

The European Data Protection Board shall issue paniam on the matter, if the

European Data Protection Board so decides or apgreisory authority or the

Commission so requests within one week after thevaat information has been
provided according to paragraph 5. The opinionldbaladopted within one month
by simple majority of the members of the EuropeaalProtection Board. The chair
of the European Data Protection Board shall infomithout undue delay, the
supervisory authority referred to in paragraph d #tre Commission of the opinion
and make the opinion public.

The supervisory authority referred to in paragraphall take account of the opinion
of the European Data Protection Board and shalhiwitwo weeks after the
information on the opinion by the chair of the Epgan Data Protection Board,
electronically communicate to the chair of the Fuwan Data Protection Board and
to the Commission whether it maintains or amensigliaft measure and, if any, the
amended draft measure to the chair of the Europeda Protection Board and to the
Commission, using a standardised format.

Article 58
Opinion by the Commission

Within ten weeks after the communication refémie@in Article 57(1), or at the latest
within six weeks in the case of Article 60, the Goission may adopt, in order to
ensure correct and consistent application of tleiguRation, an opinion in relation to
matters communicated by supervisory authoritiesymamt to Article 57 or 60, or
which should have been communicated.

Where the Commission has adopted an opiniordnrdance with paragraph 1, the
supervisory authority shall take utmost accountha® Commission’s opinion and
inform the Commission and the European Data Priote®oard whether it intends
to maintain or amend its draft measure.

During the period referred to in paragraph &, dnaft measure shall not be adopted
by the supervisory authority.

Where the supervisory authority intends not tblofv the opinion of the
Commission, it shall inform the Commission and tBeropean Data Protection
Board thereof within the period referred to in gmegoh 1 and provide a reasoned
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justification. In this case the draft measure smait be adopted for one further
month.

Article 59
Suspension of a draft measure

Within one month after the communication referredrt Article 58(4), and where
the Commission has serious doubts as to whetheirtiemeasure would ensure the
correct application of the Regulation or would othise result in its inconsistent
application, the Commission may adopt a reasonedisida requiring the
supervisory authority to suspend the adoption @& dnaft measure, taking into
account the opinion issued by the European Dat@e€tion Board pursuant to
Articles 57(7) or 60(2), where it appears necessaoyder to:

(&) reconcile the diverging positions of the supsaEmy authority and the European
Data Protection Board, if this still appears tgossible; or

(b) adopt a measure pursuant to point (a) of Arted(1).

The Commission shall specify the duration of thepgmsion which shall not exceed
12 months .

During the periods referred to in paragraph 2,dfat measure shall not be adopted
by the supervisory authority.

Article 60
Urgency procedure

In exceptional circumstances, where a supenvigothority considers that there is an
urgent need to act in order to protect the intereftlata subjects, in particular when
the danger exists that the enforcement of a righta odata subject could be

considerably impeded by means of an alteratiorhefexisting state or for averting

major disadvantages or for other reasons, by wageobgation from the procedure
set out in Article 56, it may immediately adopt yissonal measures with a specified
period of validity. The supervisory authority shalithout delay, communicate those
measures, with full reasons, to the European Datdeétion Board and to the

Commission.

Where a supervisory authority has taken a meapursuant to paragraph 1 and
considers that final measures need urgently betadpjt may request an urgent
opinion of the European Data Protection Board,ngjuwieasons for requesting such
urgent opinion, including for the urgency of fimakasures.

Any supervisory authority may request an urgepinion where the competent
supervisory authority has not taken an appropnméasures in a situation where
there is an urgent need to act, in order to prdtecinterests of data subjects, giving
reasons for requesting such urgent opinion, inolydor the urgent need to act.
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In derogation from Article 57(7), an urgent apmreferred to in paragraphs 2 and 3
shall be adopted within two weeks by simple majoof the members of the
European Data Protection Board.

Article 61
Implementing acts

The Commission may adopt implementing acts for:

(a) ensuring the consistent application of this WR&tpn in relation to matters
communicated by supervisory authorities pursuadirticle 57 or 60, or which
should have been communicated;

(b) deciding, within the period referred to in Aié 58(1), whether it declares draft
standard data protection clauses referred to intpoi) of Article 57(2), as
having general validity;

(c) specifying the format and procedures for theliaption of the consistency
mechanism referred to in this section;

(d) specifying the arrangements for the exchangenfafrmation by electronic
means between supervisory authorities, and betwgeprrvisory authorities
and the European Data Protection Board, in padiciile standardised format
referred to in paragraphs 5, 6 and 8 of Article 56.

Those implementing acts shall be adopted in acoocelavith the examination
procedure referred to in Article 87(2) and shaficatake account of the opinion
issued by the European Data Protection Board.

On duly justified imperative grounds of urgencyatelg to the interests of data
subjects in the cases referred to in point (a)ahgraph 1, the Commission shall
adopt immediately applicable implementing acts ecardance with the procedure
referred to in Article 87(3). Those acts shall rema force for a period not
exceeding 12 months.

The absence or adoption of a measure as referrea paragraphs 1 or 2 or in
Articles 58 and 59 does not prejudice any othersmesby the Commission under
the Treaties.

Article 62
Enforcement

For the purposes of this Regulation, an enfdieeaneasure of the supervisory
authority of one Member State shall be enforcealliMember States concerned.

Where a supervisory authority does not submitadt measure to the consistency
mechanism contrary to paragraphs (2) to (5) of chati56, the measure of the
supervisory authority shall not be legally validdaanforceable.
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SECTION 3
EUROPEAN DATA PROTECTION BOARD

Article 63
European Data Protection Board

A European Data Protection Board is hereby get u

The European Data Protection Board shall be oseghof a head of one supervisory
authority of each Member State and of the Eurofi@sta Protection Supervisor.

Where in a Member State more than one supewiaothority is responsible for
monitoring the application of the provisions punstuto this Regulation, they shall
nominate the head of one of those supervisory atit®as joint representative.

The Commission shall have the right to partigpa the activities and meetings of
the European Data Protection Board and shall datega representative. The chair
of the European Data Protection Board shall, wittdmlay, inform the Commission
on all activities of the European Data Protectiaail.

Article 64
I ndependence

The European Data Protection Board shall actpeddently when exercising its
tasks pursuant to Articles 65 and 66.

Without prejudice to requests by the Commissiferred to in Articles 65(1) and
(2), the European Data Protection Board shallhéngerformance of its tasks, neither
seek nor take instructions from anybody.

Article 65
Tasks of the European Data Protection Board

The European Data Protection Board shall enth&econsistent application of this
Regulation. To this effect, the Advisory Body shalh its own initiative or at the
request of the Commission, in particular:

(@) advise the Commission on any issue related to tbegtion of personal data
in the Union, including on any proposed amendmétitie Regulation;

(b) examine, on request of the Commission or on the dvitiative of the
European Data Protection Board or of one of its sy, any question
covering the application of this Regulation and uéss guidelines,
recommendations and best practices addressed supleevisory authorities in
order to encourage consistent application of tleguRation;
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(c) review the practical application of the guidelinescommendations and best
practices referred to in point (b) and report ragylto the Commission on
these;

(d) issue opinions on draft decisions of supervisorthatties pursuant to the
consistency mechanism set out in Article 56;

(e) promote the co-operation and the effective bilatarel multilateral exchange
of information and practices between the superyisothorities ;

() promote common training programmes and facilitaggspnnel exchanges
between the supervisory authorities, as well agrevlappropriate, with the
supervisory authorities of third countries or akimational organisations;

(g) promote the exchange of knowledge and documentatiomata protection
legislation and practice with data protection sugery authorities worldwide.

Where the Commission requests advice from thhef&an Data Protection Board, it
may lay out a time limit within which the Europe&ata Protection Board shall
provide such advice, taking into account the urgexfiche matter.

The European Data Protection Board's shall fadwis opinions, guidelines,
recommendations, and best practices to the Conunisand to the committee
referred to in Article 86 and make them public.

The Commission shall inform the European DatateRtion Board of the action it
has taken following the opinions, guidelines, renmndations and best practices
issued by the European Data Protection Board.

Article 66
Reports

The European Data Protection Board shall reuland timely inform the
Commission about the outcome of its activitieshall draw up an annual report on
the situation regarding the protection of natueaispns with regard to the processing
of personal data in the Union and in third coustrie

The report shall include the review of the pradtiapplication of the guidelines,
recommendations and best practices referred toiirt fc) of Article 65(1).

The report shall be made public and transmittedhe European Parliament, the
Council and the Commission.
Article 67

Procedure

The European Data Protection Board shall takésias by a simple majority of its
members.

The European Data Protection Board shall adipbuwn rules of procedure and
organise its own operational arrangements, inctutiinprovide for the continuation
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of exercising duties when a member’s term of ofégpires or a member resigns, the
establishment of subgroups for specific issuesestass and for its procedures in
relation to the consistency mechanism referred tirticle 56.

Article 68
Chair of the European Data Protection Board

The European Data Protection Board shall elettaar and two deputy chairpersons
from amongst its members. One deputy chairpersati ble the European Data
Protection Supervisor unless he or she has beetedlehair.

The term of office of the chair and of the dgpehairpersons shall be five years and
be renewable. If the head of a supervisory authofita Member State is elected as
chair, his or her function as head of a supervisarthority shall be suspended for
the term of his or her office as chair of the Ewap Data Protection Board.

The Commission shall determine the regulatiam$ general conditions governing
the performance of the chair's duties and in paldichis or her salary, allowances
and any other benefits in lieu of remuneration.

Article 69
Tasks of the chair of the European Data Protection Board
The chair shall have the tasks:
(a) to represent the European Data Protection Board

(b) to convene the meetings of the European Daite&ion Board and prepare its
agenda;

(c) to ensure the timely fulfilment of the taskstbé European Data Protection
Board, in particular in relation to the consistemgchanism referred to in
Article 56.

The European Data Protection Board shall layrdtve attribution of tasks between
the chair and the deputy chairpersons in its rolgsocedure.
Article 70
Secretariat of the European Data Protection Board

The European Data Protection Board shall hagsecaetariat. The European Data
Protection Supervisor shall host that secretariat.

The secretariat shall provide high-quality atiedf, administrative and logistical
support to the European Data Protection Board utindedirection of the chair.

The secretariat shall be responsible in pa#icialr:

(a) the day-to-day business of the European Datte&tron Board
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(b) the communication between the members of theofaan Data Protection
Board, its chair and the Commission and for commation with other
institutions and the public;

(c) the use of electronic means for the interndl external communication;

(d) translation of relevant information;

(e) the preparation and follow-up of the meetinfjthe European Data Protection
Board;

() the preparation, drafting and publication ofrepns and other texts adopted by
the European Data Protection Board.

4. The secretariat shall be provided with the hunt@chnical and financial resources

necessary for the effective performance of itssask

Article 71
Confidentiality
1. The European Data Protection Board discussions ish@onfidential.
2. Documents submitted to members of the European Paitection Board, experts

and representatives of third parties shall be denfiial, unless access is granted to
those documents pursuant to Article 72 or the EemopData Protection Board
otherwise makes them public.

3. The members of the committee, as well as experts rapresentatives of third
parties, shall be required to respect the confidhtyt obligations set out in this
Article. The chair shall ensure that experts amtesentatives of third parties are
made aware of the confidentiality requirements isggbupon them.

Article 72
Access to documents

Requests for access to documents of the EuropeanHdatection Board shall be handled in
accordance with Regulation No 1049/280regarding public access to European Parliament,
Council and Commission documents.

4 0J L145, 31.05.2001, page 43.
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CHAPTER VIII
REMEDIES, LIABILITY AND SANCTIONS

Article 73
Right to lodge a complaint with a supervisory authority

Without prejudice to any other administrativejudicial remedy, every data subject
shall have the right to lodge a complaint with peswisory authority in any Member

State if they consider that the processing of pwkdata relating to them does not
comply with this Regulation.

Any body, organisation or association which aimprotect data subjects’ rights and
interests concerning the protection of their peasatata and has been properly
constituted according to the law of a Member Stdtall have the right to lodge a
complaint with a supervisory authority in any Memi&tate on behalf of one or
more data subjects if it considers that a dataestilsj rights under this Regulation
have been infringed as a result of the procesdipgisonal data.

Any body, organisation or association refer@thtparagraph 2 shall have the right
to lodge a complaint with a supervisory authorityany Member State also on its
own behalf, if it considers that Articles 28 or28e been infringed as a result of the
processing of personal data.

Article 74
Right to ajudicial remedy against a supervisory authority

Each natural or legal person shall have thetrigha judicial remedy against
decisions of a supervisory authority concerningrthe

Each data subject shall have the right to acjadremedy obliging the supervisory
authority to act on a complaint, in the absenca dé&cision necessary to protect their
rights, or where the supervisory authority does infdrm the data subject within
three months on the progress or outcome of the Eomppursuant to Article
51(1)(b).

Proceedings against a supervisory authority beaprought either before the courts
of the Member State where the supervisory authasitgstablished or before the
courts of the Member State where the data subgectite habitual residence.

The Member States shall enforce final decisiopghe courts referred to in this
Article.
Article 75

Right to ajudicial remedy against a controller or processor

Without prejudice to any available administratikemedy, including the right to
lodge a complaint with a supervisory authority atemed to in Article 73, every
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person shall have the right to a judicial remediyefor she considers that his or her
rights under this Regulation have been infringed essult of the processing of his or
her personal data in non-compliance with this Reztgurh.

Proceedings against a controller or a processnr be brought either before the

courts of the Member State where the controllggrocessor has an establishment or
before the courts of the Member State where thea dabject has the habitual

residence.

Where proceedings are pending in the consistar@ghanism referred to in Article

56, which concern the same measure, decision ctipegaa court may suspend the
proceedings brought before it, except where theenog of the matter for the

protection of the data subject's rights does rlotato wait for the outcome of the

procedure in the consistency mechanism.

The Member States shall enforce final decisiopshe courts referred to in this
Article.

Article 76
Common rules for court proceedings

Any body, organisation or association referdtArticle 73(2) shall have the right
to exercise the rights referred to in Article 741atb on behalf of one or more data
subjects.

Each supervisory authority shall have the righengage in legal proceedings and
bring an action to court, in order to enforce thevjsions of this Regulation or to
ensure consistency of the protection of persontal w&hin the Union.

Where a competent court of a Member State resorable grounds to believe that
parallel proceedings are being conducted in andtember State, it shall contact
the competent court in the other Member State tafico the existence of such

parallel proceedings.

Where such parallel proceedings in another Menfbate concern the same
measure, decision or practice, the court may susgrenproceedings.

Member States shall ensure that court actioagadle under national law allow for
the rapid adoption of measures including interimasuges, designed to terminate
any alleged infringement and to prevent any furtmpairment of the interests
involved.

Article 77
Right to compensation and liability

Any person who has suffered damage as a resait onlawful processing operation
or of an action incompatible with this Regulatiomak have the right to receive
compensation from the controller or the processptife damage suffered.
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Where more than one controller or processonwelved in the processing, each
controller or processor shall be jointly and selgtd#ble for the entire amount of
the damage.

The controller or the processor may be exemfrtad this liability, in whole or in
part, if the controller or the processor proved thay are not responsible for the
event giving rise to the damage.

Article 78
Penalties

Member States shall lay down the rules on pesalapplicable to infringements of
the provisions of this Regulation and shall takereasures necessary to ensure that
they are implemented, including where the controtded not comply with the
obligation to designate a representative. The piesgirovided for must be effective,
proportionate and dissuasive.

Where the controller has established a reprasest any penalties shall be applied
to the representative, without prejudice to anyagitées which could be initiated
against the controller.

Each Member State shall notify to the Commissimse provisions of its law which
it adopts pursuant to paragraph 1, by the dateifgubin Article 91(2) at the latest
and, without delay, any subsequent amendment affgtitem.

Article 79
Administrative sanctions

Without prejudice to other sanctions and remedesh supervisory authority shall
sanction at least the administrative offencesdigteparagraphs 2 to 4.

The supervisory authority shall impose a fine betw&00 EUR and 300 000 EUR,
or in case of an enterprise up to 1 % of its annualdwide turnover, to anyone
who, intentionally or negligently:

(a) does not provide the mechanisms for requestdaby subjects or does not
respond timely or not in the required format toadaubjects pursuant to
Articles 10(1) and (2);

(b) charges a fee for the information or for res@mto the requests of data
subjects in violation of Article 10(4);

(c) does not report on internal policies pursuarticke 19(5).

The supervisory authority shall impose a fine bew800 EUR and 600 000 EUR,
or in case of an enterprise up to 3 % of its annualdwide turnover, to anyone
who, intentionally or negligently:
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(@)

(b)

(€)

(d)

(e)

(f)

()]

(h)

does not provide the information, or does pevincomplete information, or
does not provide the information in a sufficienttgnsparent manner, to the
data subject pursuant to Articles 9, 10(3) and 12;

does not provide access for the data subjedpes not rectify personal data
pursuant to Articles 13 and 14 or does not comnaueicthe relevant
information to a recipient pursuant to Article 11,

does not comply with the right to be forgottento erasure, or fails to put
mechanisms in place to ensure that the time lianiés observed or does not
erase any public Internet link to, copy of, or regiion of the personal data
relating to the data subject contained in a puplatailable communication
service pursuant Article 15;

does not provide a copy of the personal da&dotronic format or hinders the
data subject to transmit the personal data to anatpplication in violation of
Article 16;

does not comply with a objection or the requieat pursuant to Article 17;

does not or not sufficiently determine the mdpve responsibilities with co-
controllers pursuant to Article 21(1);

does not or not sufficiently maintain the do@ntation pursuant to Articles 25
28(4), 39(3) or 41(3);

does not comply, in cases where special catgaf data are not involved,
pursuant to Articles 80, 82 and 83 with rules idatien to freedom of

expression or with rules on the processing in tin@leyment context or with

the conditions for processing for historical, stftial and scientific research
purposes.

4. The supervisory authority shall impose a fine betw&00 000 EUR and 1 000 000
EUR or, in case of an enterprise up to 5 % of naual worldwide turnover, to
anyone who, intentionally or negligently:

@)

(b)
(€)
(d)

(e)

EN

processes personal data without any or sufidegal basis for the processing
or does not comply with the conditions for conspatsuant to Articles 5, 6
and 7;

processes special categories of data in vasladf Articles 8 and 80;

does not comply with the conditions in relatiormeasures based on profiling
pursuant to Article 18;

does not adopt internal policies or does ngtlément appropriate measures
for ensuring and demonstrating compliance pursteAtticles 19, 20 and 27;

does not designate a representative pursuamtithe 22;
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(f) processes or instructs the processing of paisdata in violation of the
obligations in relation to processing on behalf eofcontroller pursuant to
Articles 23 and 24;

(h) does not alert on or notify a personal dataadineor does not timely or
completely notify the data breach to the superyissuthority or to the data
subject pursuant to Articles 28 and 29;

(g) does not carry out a data protection impacésssent pursuant or processes
personal data without prior authorisation or prioonsultation of the
supervisory authority pursuant to Articles 30 adg 3

(h) does not designate a data protection officeda®s not ensure the conditions
for fulfilling the tasks pursuant to Articles 323 and 34;

(i) misuses a data protection seal or mark in thamng of Article 36;

() carries out or instructs a data transfer tchiadtcountry or an international
organisation that is not allowed by a adequacy Sileti or by appropriate
safeguards or by a derogation pursuant to Arti8leto 42;

(k) does not comply with an order or a temporargeiinite ban on processing or
the suspension of data flows by the supervisorpaity pursuant to Article
52(1);

(D does not comply with the obligations to assistrespond or provide relevant
information to, or access to premises by, the sug@ny authority pursuant to
Articles 25(3), 26, 31(4) and 52(2);

(m) does not comply with the rules for safeguardingfessional secrecy pursuant
to Article 84.

The administrative sanction shall be in each irtliai case effective, proportionate
and dissuasive. The amount of the administrative §hall be fixed with due regard
to the nature, gravity and duration of the bredbh,degree of responsibility of the
natural or legal person and of previous breacheshisyperson, the technical and
organisational measures and procedures implem@uiesdiant to Article 20 and the
degree of co-operation with the supervisory autiion order to remedy the breach.
It must exceed the financial benefit to the pemtetrderived from the administrative
offence.

The Commission shall be empowered to adopt deldgatés in accordance with
Article 86 for the purpose of updating the amouafsthe administrative fines
referred to in paragraphs 2, 3 and 4, taking irtooant the criteria referred to in
paragraph 5.
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CHAPTER IX

PROVISIONS RELATING TO SPECIFIC DATA PROCESSING
SITUATIONS

Article 80
Processing of personal data and freedom of expression

1. Member States shall provide for exemptions agogktions from the provisions on
the general principles in Chapter Il, the rightstted data subject in Chapter Ill, on
the transfer of personal data to third countried arternational organisations in
Chapter V and the independent supervisory autkeriin Chapter VI for the
processing of personal data carried out solelydemalistic purposes or the purpose
of artistic or literary expression only if they arecessary to reconcile the right to the
protection of personal data with the rules govegrireedom of expression.

2. Each Member State shall notify to the Commissimse provisions of its law which
it adopts pursuant to paragraph 1 by the date fpeédn Article 91(2) at the latest
and, without delay, any subsequent amendment aftgttiem.

Article 81
Processing for health purposes

1. Within the limits of this Regulation and in gedlar in accordance with Article 8,
and subject to specific and suitable safeguardsdo protect the fundamental rights
and the personal data of individuals, Member Stsit@dl ensure that data concerning
health may be processed only if processing of tdase is necessary for:

(@) the purposes of preventive medicine, medicadmbsis, the provision of care
or treatment or the management of health-care ;egyvand where those data
are processed by a health professional subjettetobligation of professional
secrecy or another person also subject to an dguoivaobligation of
confidentiality under Member State law or rulesabBshed by national
competent bodies;

(b) other reasons of public interest in areas sashpublic health and social
protection, especially in order to ensure the dqualnd cost-effectiveness of
the procedures used for settling claims for besefitd services in the health
insurance system.

2. Each Member State shall notify to the Commissimse provisions of its law which
it adopts pursuant to paragraph 1, by the dateifsgean Article 91(2) at the latest
and, without delay, any subsequent amendment aftettiem.

3. The Commission shall be empowered to adopt de&delgacts in accordance with
Article 86 for the purpose of further specifyingethriteria and requirements for the
safeguards for the processing of personal datatHer purposes referred to in
paragraph 1.
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Article 82
Processing in the employment context

Within the limits of this Regulation, Member &s may adopt by law specific rules
to ensure respect for workers' fundamental rights #eedoms, in particular their
right to protection of their personal data in timepdoyment context, in particular for
the purposes of the recruitment, the performancéhefcontract of employment,
including discharge of obligations laid down by law by collective agreements,
management, planning and organisation of work,fanthe purposes of the exercise
and enjoyment, on an individual or collective basisrights and benefits related to
employment, and for the purpose of the terminadibtine employment relationship.

Each Member State shall notify to the Commissimse provisions of its law which
it adopts pursuant to paragraph 1, by the dateifsgean Article 91(2) at the latest
and, without delay, any subsequent amendment affgtitem.

The Commission shall be empowered to adopt di&delgacts in accordance with
Article 86 for the purpose of further specifyingthriteria and requirements for the
safeguards for the processing of personal datatHer purposes referred to in
paragraph 1.

Article 83
Processing for historical, statistical and scientific research purposes

Within the limits of this Regulation, personal datay be processed for historical,
statistical or scientific research purposes only if

(@) these purposes cannot be otherwise fulfilleghimgessing data which does not
permit or not any longer permit the identificatioithe data subject;

(b) data enabling the attribution of informationaio identified or identifiable data
subject is kept separately from the other infororas long as these purposes
can be fulfilled in this manner.

Bodies conducting historical, statistical or sdiéntresearch may publish personal
data only if:

(a) the data subject has given consent, subje¢hdoconditions laid down in
Article 7; or

(b) the publication of personal data is necessargrésent research findings and
the interests or the fundamental rights or freedoimhe data subject do not
override the interests of research; or

(c) the data subject has made the data public.

The Commission shall be empowered to adopt deldgatts in accordance with

Article 86 for the purpose of further specifyingthriteria and requirements for the
processing of personal data for the purposes exfdo in paragraph 1 and 2 as well
as any necessary limitations on the rights of miation to and access by the data
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subject and detailing the conditions and safegundthe rights of the data subject
under these circumstances.

Article 84
Obligations of secrecy

Within the limits of this Regulation, Member Statasly adopt specific rules to set
out the investigative powers by the supervisonhautes laid down in Article 52
(2) in relation to controllers or processors tha&t subject under national law or rules
established by national competent bodies to amattin of professional secrecy or
other equivalent obligations of secrecy, only #yhare necessary and proportionate
to reconcile the right of the protection of perdateta with the obligation of secrecy.
These rules shall only apply with regard to persoiasa the controller or processor
has received from or has obtained in an activiteced by this obligation of secrecy.

Each Member State shall notify to the Commissiothef rules adopted pursuant to
paragraph 1, by the date specified in Article 9R}he latest and, without delay,
any subsequent amendment affecting them.

Article 85
Restrictions for objectives of public interest

Union or Member State law may restrict by waydégislative measure the scope of
the obligations and rights provided for in Articl@sto 18, when such a restriction
constitutes a necessary and proportionate measura democratic society to
safeguard the following public interests of the dnand of the Member States:

(@) public security;

(b) an important economic or financial interestie Union or of a Member State,
including monetary, budgetary and taxation matters;

(c) a monitoring, inspection or regulatory functioonnected, even occasionally,
with the exercise of official authority in casefereed to in (a) and (b);

(d) the protection of the data subject or the ggirid freedoms of others.

In particular, any legislative measure refemi@d paragraph 1 shall contain explicit
and detailed provisions at least as to:

(a) the objectives to be pursued by the processing;

(b) the personal data to be processed,

(b) the specific purposes and means of processing;

(c) the determination of the controller, or theafie criteria for his nomination;
(e) the natural persons authorised to processdtz d

(f)  the procedure to be followed for the processing

93 EN



EN

(g) the use that may be made of the informatios thtained;

(h) safeguards against arbitrary interferences blylip authorities, such as the
scope of any discretion, if any, conferred to tampetent authorities;

(i) the supervision of the processing activitiesaloyindependent authority.

Each Member State shall notify to the Commissimse provisions of its law which
it adopts pursuant to paragraph 1, by the dateifsggan Article 91(2) at the latest
and, without delay, any subsequent amendment aftettiem.

CHAPTER X
DELEGATED ACTSAND IMPLEMENTING ACTS

Article 86
Exercise of the delegation

The power to adopt delegated acts is conferrethe Commission subject to the
conditions laid down in this Article.

The delegation of power referred to in Articlgd), 6(4), 8(4), 10(5), 12(7), 13(3),

15(8), 18(7), 19(6), 20(3), 22(5), 23(5), 25(4),(A7 28(5), 29(5), 30(6), 32(8),

33(9), 35(4), 36(2), 40(3), 41(7), 79(6), 81(3)(B283(3) shall be conferred on the
Commission for an indeterminate period of time frhva date of entry into force of

this Regulation.

The delegation of power referred to in Articld), 6(4), 8(4), 10(5), 12(7), 13(3),
15(8), 18(7), 19(6), 20(3), 22(5), 23(5), 25(4),(R7 28(5), 29(5), 30(6), 32(8),
33(9), 35(4), 36(2), 40(3), 41(7), 79(6), 81(3)(B2 83(3) may be revoked at any
time by the European Parliament or by the Courcitiecision of revocation shall
put an end to the delegation of the power specifiethat decision. It shall take
effect the day following the publication of the dgon in theOfficial Journal of the
European Unioror at a later date specified therein. It shall afééct the validity of
any delegated acts already in force.

As soon as it adopts a delegated act, the Casionishall notify it simultaneously to
the European Parliament and to the Council.

A delegated act adopted pursuant to Articleg, 5884), 8(4), 10(5), 12(7), 13(3),
15(8), 18(7), 19(6), 20(3), 22(5), 23(5), 25(4),(A7 28(5), 29(5), 30(6), 32(8),
33(9), 35(4), 36(2), 40(3), 41(7), 79(6), 81(3)(B283(3) shall enter into force only
if no objection has been expressed either by thregaan Parliament or the Council
within a period of two months of notification ofathact to the European Parliament
and the Council or if, before the expiry of thatipd, the European Parliament and
the Council have both informed the Commission ity will not object. That
period shall be extended by two months at theaitvge of the European Parliament
or the Council.
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Article 87
Committee procedure

1. The Commission shall be assisted by a commifiémat committee shall be a
committee within the meaning of Regulation (EU) Ng2/2011.

2. Where reference is made to this paragraph, larttc of Regulation (EU) No
182/2011 shall apply.
3. Where reference is made to this paragraph, lart® of Regulation (EU) No
182/2011, in conjunction with Article 5 thereof aflhapply.
CHAPTER XI

FINAL PROVISIONS

Article 88
Repeals
1. Directive 95/46/EC shall be repealed.
2. References to the repealed Directive shall bestcoed as references to this
Regulation.
Article 89

Relationship to Directive 2002/58/EC

Article 88(2) shall apply also in relation to Ditee 2002/58/EC, whereby the reference in
Article 15(2) of Directive 2002/58 to Chapter llh gudicial remedies, liability and sanctions
of Directive 95/46/EC shall be construed as refeeaio Articles 72 to 77 of this Regulation.

Article 90
Evaluation

The Commission shall submit reports on the evalnasind review of this Regulation to the
European Parliament and the Council at regularvats. The first reports shall be submitted
no later than four years after the entry into foo€¢his Regulation. Subsequent reports shall
be submitted every four years thereafter. The Cawimm shall submit, if necessary,
appropriate proposals with a view of amending tResgulation and aligning other legal
instruments. The reports shall be made public.

Article 91
Entry into force and application

1. This Regulation shall enter into force on thesrttieth day following that of its
publication in theDfficial Journal of the European Union

2. It shall apply as from two years from the datiemred to in paragraph 1.
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This Regulation shall be binding in its entiretydatirectly applicable in all Member States.

Done at Brussels,

For the European Parliament For the Council
The President The President
96
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LEGISLATIVE FINANCIAL STATEMENT

FRAMEWORK OF THE PROPOSAL/INITIATIVE
1.1. Title of the proposal/initiative

1.2. Policy area(s) concerned in the ABM/ABB stane
1.3. Nature of the proposal/initiative

1.4. Objective(s)

1.5. Grounds for the proposal/initiative

1.6. Duration and financial impact

1.7. Management method(s) envisaged

MANAGEMENT MEASURES
2.1. Monitoring and reporting rules
2.2. Management and control system

2.3. Measures to prevent fraud and irregularities

ESTIMATED FINANCIAL IMPACT OF THE PROPOSAL/INITIATIVE

3.1. Heading(s) of the multiannual financial framoek and expenditure budget line(s)
affected

3.2. Estimated impact on expenditure

3.2.1. Summary of estimated impact on expenditure

3.2.2. Estimated impact on operational appropoas

3.2.3. Estimated impact on appropriations of amadstrative nature
3.2.4. Compatibility with the current multianndadancial framework
3.2.5. Third-party participation in financing

3.3. Estimated impact on revenue
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1.1

11

1.2

13.

1.3.1.

LEGISLATIVE FINANCIAL STATEMENT

FRAMEWORK OF THE PROPOSAL/INITIATIVE

Title of the proposal/initiative

Proposal for a Regulation of the European Parlidraed the Council on general rules for {
Protection of Individuals with regard to the prasiag of personal data and on the free flow
personal data

Policy area(s) concerned in the ABM/ABB structure®

Area of Freedom, Justice and Security — ProteatfdPersonal Data

The budgetary impact concerns the Commission armd EDPS. The impact on th
Commission budget is detailed in the tables of tim&ncial statement. The elemel
concerning the EDPS are shown in the Annex.

Natur e of the proposal/initiative

M The proposal/initiative relates onew action

O The proposal/initiative relates gonew action following a pilot project/preparatory action®
L1 The proposal/initiative relates the extension of an existing action

[J The proposal/initiative relates &m action redirected towar ds a new action

Objectives

The Commission's multiannual strategic objectivegg)eted by the proposal/initiative

he
of

e
nts

The reform aims at completing the achievement efdhginal objectives, taking account
new developments and challenges, i.e.:

- increasing the effectiveness of the fundamemgak to data protection and put individuals
control of their data, particularly in the contefttechnological developments and increa
globalisation;

- enhancing the internal market dimension of datategetion, by reducing fragmentatio
strengthening consistency and simplifying the raguly environment, thus eliminatir
unnecessary costs and reducing administrative hurde

In addition, the entry into force of the Lisbon &tg - and in particular the introduction of
new legal basis (Article 16 TFEU) - offers the ogpaity to achieve a new objective, i.e.

- to establish a comprehensive data protectiondvaonk covering all areas.

of

n
sed

g

48

EN

ABM: Activity-Based Management — ABB: Activity-Bad Budgeting.
As referred to in Article 49(6)(a) or (b) of thenBncial Regulation.
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1.3.1.

1.3.2.

1.3.3.

Specific objective(s) and ABM/ABB activity(ies) aenmed

Specific objective No 1

To ensure consistent enforcement of data protecti@s

Specific objective No 2

To rationalise the current governance system o éiesuring a more consistent enforceme

ABM/ABB activity(ies) concerned

Expected result(s) and impact

Specify the effects which the proposal/initiatitieldd have on the beneficiaries/groups targeted.

As regards data controllers, both public and pevantities shall benefit from more leg
certainty by harmonised and clarified EU data priode rules and procedures creating a lg
playing field and ensuring consistent enforcemeintdata protection rules, as well as
considerable reduction of administrative burden.

Individuals will enjoy better control of their persal data and trust the digital environm
and will remain protected including when their peral data are processed abroad. They
also encounter reinforced accountability of thoseEessing personal data.

A comprehensive data protection system will alswecathe areas of police and justic

al
vel
a

2Nt
will

€,

including and beyond the former 3rd pillar.

Indicators of results and impact

Specify the indicators for monitoring implementataf the proposal/initiative.

(cf. Impact Assessment, Section 8)
Indicators shall be evaluated periodically andlshalude the following elements:

. Time and costs spent by data controllers comglyitith legislation in ‘other Membe
States’

. Resources allocated to DPAS,
. established DPOs in public and private orgarosati
. Use made of DPIA

. number of complaints made by data subjects andpeasation received by da
subjects

. number of cases leading to prosecution of datdrolbers

. fines imposed on data controllers responsibléfeaches of data protection.
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1.4.

1.4.1.

1.4.1.

1.4.2.

1.4.3.

Groundsfor the proposal/initiative

Requirement(s) to be met in the short or long term

The current divergences in the implementation, rpregation and enforcement of t
Directive by Member Statdgamper the functioning of the internal market and co-operation

between public authorities in relation to EU policies. This goes against the fundamen
objective of the Directive of facilitating the frélw of personal data in the internal mark

The rapid development of new technologies and dileditdon further exacerbates thi

problem.

Individuals enjoy different data protection righdye to fragmentation and inconsistg
implementation and enforcement in different MemBéates. Furthermorendividuals are

often neither aware nor in control of what happens to their personal data and therefore fail

to exercise their rights effectively.

Added value of EU involvement

Member States cannot alone reduce the problentsirurrent situation. This is particulatf
the case for those problems that arise from thgnfemtation in national legislation
implementing the EU data protection regulatory fearark. Thus, there is a strong ration
for the legal framework for data protection beindhee EU level. There is a particular need
establish a harmonised and coherent framework altpior a smooth transfer of persor
data across borders within the EU while ensurifigosifze protection to all individuals acro
the EU.

ly
1S
ale
to
al
5S

Lessons learned from similar experiences in thé pas

The present proposals build on the experience Witkctive 95/46/EC and the problen
encountered due to the fragmented transpositioniraptémentation of that Directive whic
have blocked it form achieving both its objective, a high level of data protection ang

=
(72}

single market for data protection.

Coherence and possible synergy with other relewettuments

The present Data Protection Reform package airhsilating a strong, consistent and mod
data protection framework at EU level - technoladlic neutral, and future proof for th
decades to come. It will benefit individuals — lyeagthening their data protections righ
particularly in the digital environment - and wsimplify the legal environment for business
and the public sector, thus stimulating the develept of the digital economy across the

internal market and beyond, in line with the oljexg of the Europe 2020 strategy.

The core of the data protection reform packageistmef:
- a Regulation replacing Directive 95/46/EC;

- a Directive on the protection of personal datacessed for the purposes of prevent
detection, investigation or prosecution of crimiadences and related judicial activities.

on,

These legislative proposals are accompanied byartr®n the implementation by Mem

er

States of what is currently the main EU data ptatacdnstrument in the areas of police c¢o-
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operation and judicial co-operation in criminal teat, the Framework Decisign
2008/977/JHA , and - to ensure the necessary d¢ensiswith the EU Data Protection Reform
- a Recommendation from the Commission to the Cibuncauthorise the opening of
negotiations with a view to modernising the CounctiEurope Convention for the Protectipn
of Individuals with regard to Automatic ProcessofgPersonal Data (ETS No 108) , which is
also currently being revised.

1.5. Duration and financial impact
] Proposal/initiative ofimited duration
1. O Proposal/initiative in effect from [DD/MM]YYYY tdDD/MM]YYYY
2. O Financial impact from YYYY to YYYY
M Proposal/initiative ofinlimited duration
1. Implementation with a start-up period from 2012@1.6,
2. followed by full-scale operation.

1.6.  Management mode(s) envisaged™
M Centralised direct management by the Commission
[ Centralised indirect management with the delegation of implementation tasks to:
3. [ executive agencies
4. O bodies set up by the Communifies
5. O national public-sector bodies/bodies with pubkevice mission
3. O persons entrusted with the implementation of gjgeactions pursuant to Title V of the

Treaty on European Union and identified in the valg basic act within the meaning of
Article 49 of the Financial Regulation

[1 Shared management with the Member States
[] Decentralised management with third countries
1 Joint management with international organisatior{so be specified)

If more than one management mode is indicated splpaovide details in the "Comments" section.

Comments

I

%0 Details of management modes and references téittecial Regulation may be found on the BudgWeé: si

http://www.cc.cec/budg/man/budgmanag/budgmanagtrah.h
°1 As referred to in Article 185 of the Financial Réagion.
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2.1.

2.1.

2.1.1.

2.1.1.

2.2.

MANAGEMENT MEASURES

Monitoring and reporting rules

Specify frequency and conditions.

The first evaluation will take place 3 years attez entry into force of the legal instrumen
An explicit review clause, by which the Commissiamil evaluate the implementation,
included in the legal instruments. The Commissiolh subsequently report to the Europe

S
an

Parliament and the Council on its evaluation. Ferravaluations will have to take place every

four years. The Commission methodology on evalaatudl be applied. These evaluations

will be conducted with the help of targeted studaes the implementation of the leg

instruments, questionnaires to national data ptiotecauthorities, expert discussions,

workshops, Eurobarometer, and so forth.

M anagement and control system

Risk(s) identified

An Impact Assessment has been carried out fordgfeem the data protection framework
the EU to accompany the proposals for the Regulatamd the Directive

The new legal instrument will introduce a consisiemechanism, ensuring that independ

al

n

ent

supervisory authorities in MS apply the framewarkai consistent and coherent manner. [The

mechanism will operate through a body composedhef rational authorities, which wi
replace the current Article 29 Working Party. Therdpean Data Protection Supervisor V
provide the secretariat to this body.

In case of possibly divergent decisions by MS aiities, the body is consulted in order
find a common agreement. Should this proceduretéaproduce a result, or if a nation
authority refuses to comply with the common resdite Commission will have th
responsibility to ensure that EU legislation is @bied with and may issue Recommendati
or adopt a Decision on the case.

The consistency mechanism requires additional resswat the EDPS (12 FTE and adequ
administrative and operative appropriations, éay.|]T systems and operations) for providi
the secretariat and at the Commission (5 FTE aftatee administrative and operatior]
appropriations) for the handling of consistencyesas

Control method(s) envisaged

I
vill

to
al
e
NS

late

ng
al

Existing control methods applied at EDPS and Cormimis respectively will cover th

additional appropriations.

Measuresto prevent fraud and irregularities

Specify existing or envisaged prevention and ptmeeneasures.

Existing fraud prevention measures applied at ECEE Commission will cover th‘e

additional appropriations.
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3. ESTIMATED FINANCIAL IMPACT OF THE PROPOSAL/INITIATIVE
3.1. Heading(s) of the multiannual financial framework and expenditure budget ling(s) affected
1. Existing expenditure budget lines

In orderof multiannual financial framework headings anddpet lines.

. Type of P
Heading of Budget line expenditure Contribution
multiannual - .
) . ; _ within the meaning
financial | Number Diff./non from | from | from third | of Article 18(1)(aa)
framework [Description ] diff. EFTA candidate countries of the Financial
p ....................................... (52) countries Countrie§4 Regu]ation
33010401
Diff/non
32 | section IX EDPS Titles 1 1 Staff and _gjff NO NO NO NO
2
32 Diff. = Differentiated appropriations / Non-diff. Non-Differentiated Appropriations
3 EFTA: European Free Trade Association.
4 Candidate countries and, where applicable, patecdindidate countries from the Western Balkans.
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3.1. Estimated impact on expenditure

3.1.1. Summary of estimated impact on expenditure

EUR million (to 3 decimal places)

Heading of multiannual financial framework: Number | 3a
Year ... enter as many years as
DG: JUST N>°= Kli?[r Ligr Liasr necessary to show the duratiop TOTAL
2014 of the impact (see point 1.6)
» Operational appropriations
. Commitments @) 0.650 1.450 1.600 1.650 1.650 1.650 1.650 10.300
Number of budget lind3 01 04 01
g Payments () 0.650 1.450 1.600 1.650 1.650 1.650 1.650 10.300
C it t 1
Number of budget line ommitmen’s il
Payments (2a)
Appropriations of an  administrative  nature  finanged
from the envelope for specific programrifes
Number of budget line ®)
TOTAL appropriations Commitments | 5" | 0.650| 1.450  1.60( 1.650 1650  1.650  1.650 10.300
=2+2a
for DG JUST Payments +3 0.650| 1.450 1.600 1.650 1.650  1.650  1.650 10.300
. . Commitments 4) 0.650 1.450 1.600 1.650 1.650 1.650 1.650 10.300
* TOTAL operational appropriations
P pprop Payments ® | 0.650] 1450 1.600 1650  1.650 1650 _ 1.650 10.300
e TOTAL appropriations of an administrative nature(s)
financed from the envelope for specific programmes
under HEADING 3a
DR R RN RINENR Payments| =5+6| 0.650| 1.450 1.600  1.650  1.650  1.650  1.650 10.300

Year N is the year in which implementation of gfreposal/initiative starts.
Technical and/or administrative assistance ane@mditure in support of the implementation of EUgreonmes and/or actions (former "BA" lines), indirec
research, direct research.
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If morethan one heading is affected by the proposal / initiative:

. L Commitments @
* TOTAL operational appropriations
Payments (5)
e TOTAL appropriations of an administrative natyre ©
financed from the envelope for specific programmes
TOTAL appropriations Commitments =4+6 0.650 1.450 1.60( 1.65 1.650 1.650 1.650 10.300
under HEADINGS 1to 4
of the multiannual financial frameworkl payments s+6 | 0.650| 1.450 1.60) 1650 1.650 1650  1.650 10.300
(Reference amount)
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Heading of multiannual financial 5

" Administrative expenditure "
framework:

EUR million (to 3 decimal places)

Year
— ... enter as many years as
B Kﬁir Kﬁ;r Kﬁaar necessary to show the duration TOTAL
2014 of the impact (see point 1.6)
DG: JUST
* Human resources 0.318 0.636 0.89 1.081 1.081 1.081 1.081 6.1L68
* Other administrative expenditure 0.035 0.070 0.098 0.119 0.119 0.119 0.119 0678
TOTAL DG JUST 0.353 0.706 0.988 1.200 1.200 1.200 1.200 6.846
R RRRbRRH R (Total commitments
under HEADING 5 > Total
. . S = payments)
of the multiannual financial framework 0.353 0.706 0.988 1.200 1.200 1.200 1.200 6.846
EUR million (to 3 decimal places)
... enter as many years as
Y,\fi-,";“ Leff Kliazr KliaBr necessary to show the duration TOTAL
of the impact (see point 1.6)
- Commitments 1.003 2.156 2.588 2.850 2.850 2.850 2.850 17.146
TOTAL appropriations
under HEADINGS1to5 Payments 1.003 | 2156| 2588| 2850| 2850| 2850 2.850 17.146
> Year N is the year in which implementation of greposal/initiative starts.
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of the multiannual financial framework
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3.1.1. Estimated impact on operational appropriations
6. O The proposal/initiative does not require the useperational appropriations

7. M The proposal/initiative requires the use of operat appropriations, as explained below:

Commitment appropriations in EUR million (to 3 dwal places)

Year Year Year Year ... enter as many years as necessary to show the TOTAL
Indicate N=2014 N+1 N+2 N+3 duration of the impact (see point 1.6)
obj ectives
and outputs OUTPUTS
Avera | o . 8 . 8 .0 . 8 . 8 . 8 Total
Type of ge | g §- 2 §- 2 §- 2 §- 2 §- 2 §- 2 §- Vi1 2 Total
8 cost |[E S| Cost | ESi Cost ES Cost Sh= Cost ES Cost |E Si Cost | E S Cost r of
iyl outpuf ofthe | 2 2 S O S O S O S O S O S O tout cost
Z5 Z%5 Z%5 Z5 Z5 Z%5 Z %5 outpu
output s
SPECIFIC OBJECTIVE No 1 Consistency Mechanism
-Outpu | File* | 0.05( | 5 | 0.25C | 10 | 0.E0C 1C 0.50¢ 8 040C | 8 | 0.40C | 8 | 0.40C | 8 | 0.40C 57 2.85(
Sub-total for specific objective N°1 5 0.250 10 | 0.500 10 0.500 8 0.400 8 0.400 8 0.400 8 0.400 57 2.850
SPECIFIC OBJECTIVE No 2 Implementing measures
- Output | Casés | 0.250 0 0.000 1 0.150 2 0.30d 3 0.450 3 0.450 3 0.450 3.4500 15 2.250
Sub-total for specific objective N°2 0 0.000 1 0.150 2 0.300 3 0.450 3 0.450 3 0.450 3 0.450 15 2.250
SPECIFIC OBJECTIVE No 3 Adequacy of third countries
Output | cases | 0.200 2 0.400 4 0.80¢ 4 0.80p 4 0.800 1 0.800 4 00.8 4 0.800 26 5.200
Sub-total for specific objective N°3 2 0.400 4 0.800 4 0.800 4 0.800 4 0.800 4 0.800 4 0.800 26 5.200
TOTAL COST 7 0.650 15 1.450 16 1.600 15 1.650 15 1650 | 15 | 1.650 15 1.650 98 10.300
8 Outputs are products and services to be suppied fumber of student exchanges financed, nuoftden of roads built, etc.).
29 Opinions, decisions, procedures meetings of tlado
e Cases treated under the consistency mechanism
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3.1.2. Estimated impact on appropriations of an adminiBt& nature
3.1.2.1. Summary

8. OO The proposal/initiative does not require the usé administrative
appropriations

9. M The proposal/initiative requires the use of adsimiive appropriations, as
explained below:

EUR million (to 3 decimal places)

Year ... enter as many years as necessary

N© Year Year Year to show the duration of the impact TOTAL
N+1 N+2 N+3 :
2014 (see point 1.6)

HEADING 5
of the multiannual
financial framewor k

Human resources 0.318 0.636 0.89( 1.081 1.081 1.081 1.081 6.168

Other administrative
expenditure 0.035 0.070 0.09¢4 0.119 0.119 0.119 0.119 0678

Subtotal HEADING
5
of the multiannual

financial framewor k 0.353 0.706 0.988 1.200 1.200 1.200 1.200 6.846

Outside HEADING 5%
of the multiannual
financial framework

Human resources

Other expenditure
of an administrative
nature

Subtotal
outside HEADING 5
of the multiannual
financial framework

TOTAL 0.353 0.706 0.988 1.200 1.200 1.200 1.200 6.846

61 Year N is the year in which implementation of ireposal/initiative starts.

Technical and/or administrative assistance ancerditure in support of the implementation of EU
programmes and/or actions (former "BA" lines), inedi research, direct research.
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3.1.2.1. Estimated requirements of human resources
10. O The proposal/initiative does not require the useuman resources

11. ™ The proposal/initiative requires the use of hum@sources, as
explained below:

Estimate to be expressed in full amounts (or attiwosne decimal place)

... enter as many years Jls
Year Year Year Year necessary to show the
N N+1 N+2 N+3 duration of the impact

(see point 1.6)

e Establishment plan posts (officials and temporary agents)

XX 01 01 01 (Headquarters and Commission’s
Representation Offices) 2 4 6 7 7 7 7

XX 01 01 02 (Delegations)
* External personnel (in Full Time Equivalent unit: FTE)®

XX 01 02 01 (CA, INT, SNE from the "global
envelope") 1 2 2 3 3 3 3

XX 01 02 02 (CA, INT, JED, LA and SNE in
the delegations)

3

o - at Headquartefs
XX 01 Odyy

- in delegations
XX 01 0502 (CA, INT, SNE - Indirect research)
1001 05 02 (CA, INT, SNE - Direct research)
Other budget lines (specify)

TOTAL 3 6 8 10 10 10 10

XX is the policy area or budget title concerned.

The additional staff is needed for the new taskguired in the consistency
mechanism, for adequacy assessment of third cesnémd for the preparation of
implementing measures. In total, an increase opdsis would be required for the
new tasks related to the consistency mechanisnt &,Fadequacy decisions (4 FTE)
and implementing measures (4 FTE), which is pasffget by the staff freed from
secretarial tasks for the Art 29 Working Party (&, as this task will be provided
by the EDPS.

The human resources required will be met by stafhfthe DG who are already assigned to
management of the action and/or have been redapleithin the DG, together if necessary
with any additional allocation which may be grantedhe managing DG under the annual
allocation procedure and in the light of budget@oygstraints.

&3 CA= Contract Agent; INT= agency staffliftérimaire"); JED= 'Jeune Expert en DélégatiofY oung

Experts in Delegations); LA= Local Agent; SNE= Seded National Expert;

Under the ceiling foexternal personnel from operational appropriatidosner "BA" lines).

Essentially for StructuraFunds European Agricultural Fund for Rural DevelopméBAFRD) and
European Fisheries Fund (EFF).
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Description of tasks to be carried out:

Officials and temporary agents

Case handlers, operating the data protection densig mechanism to ensure
unity of application of EU data protection rulesasks include investigation
and research of cases submitted for decision frdgnaMthorities, negotiation
with MS and preparation of Commission decisions.sd8lh on recent

experience, 5 to 10 cases requiring invocatiornhefdonsistency mechanism
may occur per year.

The handling of adequacy requests requires thectdinteraction with the
requesting country, possibly the management of rexgtudies on thg
conditions at the country, assessment of the dongit preparation of th
relevant Commission decisions and of the proces$yding of the Committe
assisting the Commission and any expert bodiespasopriate. Based o
current experience, up to 4 adequacy requestsecargected per year.

A1

> W

The process of adopting implementing measures deslupreparator
measures, such as issue papers, research and poidigltations, as well as
the drafting of the actual instrument and managénménthe negotiatiorn
process in the relevant Committees and other grcagpsvell as stakeholder
contacts in general. Across the areas requiringenpoecise guidance, up to
three implementing measures may be handled pey wbde the process may
take up to 24 months, depending on the intensigookultations.

~

External personnel

Administrative and secretarial support

EN
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3.1.3. Compatibility with the current multiannual finanti@amework

12. M Proposal/initiative is compatible the current nawhual financial
framework.

13. O Proposal/initiative will entail reprogramming d¢fet relevant heading in
the multiannual financial framework.

Explain what reprogramming is required, specifyiing budget lines concerned and the correspongding
amounts.

14. O Proposall/initiative requires application of thexibility instrument or
revision of the multiannual financial framew6tk

Explain what is required, specifying the headingd hudget lines concerned and the corresponding
amounts.

3.1.4. Third-party contributions
15. ™MThe proposall/initiative does not provide for caaficing by third parties

16. The proposal/initiative provides for the co-finamgiestimated below:

Appropriations in EUR million (to 3 decimal places)

... enter as many years as
necessary to show the duration  Total
of the impact (see point 1.6)

Year Year Year Year
N N+1 N+2 N+3

Specify the @-financing
body

TOTAL appropriations
cofinanced

66 See points 19 and 24 of the Interinstitutional degnent.

EN 112 EN



3.2. Estimated impact on revenue

17. M Proposal/initiative has no financial impact oneewe.

18. O Proposal/initiative has the following financial pact:
. O on own resources
- O on miscellaneous revenue

EUR million (to 3 decimal places)

Impact of the proposal/initiatifé

Appropriation
Budget revenue line: s available for insert as many columns as necessar
. the ongoing ear Year Year Year |n order to refle)(/:t the duration of thec g
budget year N N+1 N+2 N+3

impact (see point 1.6)

Article .............

For miscellaneous assigned revenue, specify thgdiwekpenditure line(s) affected.

Specify the method for calculating the impact oreraie.

As regards traditional own resources (customsedusugar levies), the amounts indicated must be ne
amounts, i.e. gross amounts after deduction of 8%ollection costs.
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EN

Annex to Legislative Financial Statement for pragdo®r a Regulation of the European
Parliament and of the Council on the protectionnafividuals regarding the processing of
personal data.

Applied methodology and main underlying assumptions

The costs related to the new tasks to be carrigdbguthe European Data Protection
Supervisor (EDPS) stemming from the two proposadvehbeen estimated for staff
expenditure on the basis of the costs incurredcheyCtommission currently for similar tasks.

The EDPS will host the secretariat of the EuropBata Protection Board replacing the
Article 29 Working Party. On the basis of the Corssion current workload for this task, this
results in the need for 3 additional FTE plus cgpmnding administrative and operational
expenditure. This workload will have to be carriemm the entry into force of the Regulation.

Furthermore, the EDPS will have a role in the cstesicy mechanism which is expected to
require 5 posts, and in developing and operatingramon IT tool for national DPAs, which
will require 2 additional staff members.

The calculation of the increase in the requiredf dbadget for the first seven years is
presented in more detail in the table below. A sdc@ble shows the required operational
budget. This will be reflected in the Budget of &id in Section IX EDPS.

Amount (in thousands)
2014 | 2015 | 2016 | 2017 | 2018 | 2019 | Total

Cost type Calculation

Salaries and allowances

- of EDPB Chair 0.300 0.300 0.300 0.300 0.300 0.300 1.800

- of which officials anc

=7*0.127 . . . . . . .
temporary agents 0.889 0.889 0.889 0.889 0.889 0.889 5.334

- of which SNEs =1*0.073 0.073 0.073 0.073 0.073 0.073 0.073 0.438

- of which contract agents =2*0.064 0.128 | 0.128 | 0.128 | 0.128 | 0.128 | 0.128 0.768

Expenditure related to

. =10*0.
recruitment 0*0.005| 0.025 0.025 0.013 0.013 0.013 0.013 0.100

Mission expenses 0.090 0.090 0.090 0.090 0.090 0.090 0.540

Other expenses, training =10*0.005| 0.050 | 0.050 | 0.050 | 0.050 | 0.050 | 0.050 0.300

Total Administrative
1555 | 1.555 | 1.543 | 1543 | 1.543 | 1.543 9.280

expenditure
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Description of tasks to be carried out:

Officials and temporary agents

Desk officers inrgkaof the secretariat of the Data Protection BoAghrt
from logistics support, including budgetary and tcactual issues, this
includes the preparation of meeting agendas anerexpitations, research o
subjects on the agenda of the group, managemehée afocuments relating 1o
the work of the group including the relevant datat@ction, confidentiality
and public access requirements. Including all smings and expert groups, up
to 50 meetings and decision procedures may hale twganised every year.

=]

Case handlers, operating the data protection densis mechanism to ensure
unity of application of EU data protection rulesasks include investigation
and research of cases submitted for decision frdgnaMthorities, negotiation
with MS and preparation of Commission decisions.sd8l on recent
experience, 5 to 10 cases requiring invocatiornhefdonsistency mechanism
may occur per year.

The IT tool shall simplify the operational interact between national DPAs
and data controllers obliged to share informatiath wthe public authorities.
The responsible staff member(s) will ensure qualigntrol, project
management and budgetary follow-up of the IT presesson requirements
engineering, implementation and operation of ttetesys.

External personnel

Administrative and secretarial support

EN
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Operational expenditure for EDPS

Year Year Year Year enter as many years as necessary to show the TOTAL
Indicate N=2014 N+1 N+2 N+3 duration of the impact (see point 1.6)
obj ectives
and outputs OUTPUTS
Averag g @ :18_, @ g @ g @ 3 % 3 % 3 % Total
> > > >
Type OJ ecost | g 8| Cost | 282! Cost |2 8! Cost 2 & Cost E5| Cost | ES Cost |E 5| Cost LU Total cost
g outpuf ofthe | E3 E3 E3 E3 ER R EX of
output | = z Z pa S S 5 outputs
SPECIFIC OBJECTIVE No% Secretariat to DP Board
- Output Casé§ 0.010 30 0.300 40 0.40( 50  0.500 50 0.500 50 0.50(%60 0.500 | 50{ 0.500 320 3.200
Sub-total for specific objective N°1 30 0.300 40 4@ | 50 0.500 50 0.500 50 0.500 50 05p0 [0 0.500 0 32 3.200
SPECIFIC OBJECTIVE No 2 Consistency Mechanism
- Output File$ 0.050 5 0.250 10 0.50( 10 0.50Dp 1 0.500 8 0.400 80.400 8 0.400 59 2.950
Sub-total for specific objective N°2 5 0.25D 10 @5 10| 0.500 10 0.500 8 0.40D 8 0.400 8 0.400 5P 51.9
SPECIFIC OBJECTIVE No 3 Common IT tool for DPAs (EDPS)
- Output ‘ Caséd ‘ 0.100 3 0.300 6 0.600 9 0.900 9 0.900 6 0.600 3 300. 5 0.500 41 4.100
Sub-total for specific objective N°3 3 0.300 6 @m6e0 9 0.900 9 0.900 6 0.60( 3 0.300 5 0.500 41 4.100
TOTAL COST 38 0.850 56 1.500 69 1.90( 69 1.90p 64 1.500 51 001.2 63 | 1.400 420 10.250

68
69
70
71
72
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Outputs are products and services to be suppigd fumber of student exchanges financed, nuoftien of roads built, etc.).
As described in Section 1.4.2. "Specific objedgye."
Cases treated under the consistency mechanism
Opinions, decisions, procedures meetings of tleedo
The totals for each year estimate the effortgléweloping and operating the IT tools
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