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Executive summary

Introduction

Our commission

1 In a letter dated 27 June 2013, the Home Secretary commissioned Her
Majesty’s Inspectorate of Constabulary (HMIC) to inspect the effectiveness
of the arrangements in place in all police forces to carry out, manage and
scrutinise undercover operations. Our inspection was to include all regional
and national policing units, and the National Crime Agency. This was not an
inquiry into the past events that have caused widespread concern about the
way the police use undercover tactics; these past events fall to others to
examine. Our inspection has examined how well undercover policing is
carried out now.

2 HMIC is an independent inspectorate which has responsibility under section
54(2), Police Act 1996 to inspect on the “efficiency and effectiveness of
every police force maintained for a police area” in England and Wales. It
also has statutory responsibility to inspect the National Crime Agency. We
were invited to include Her Majesty’s Revenue and Customs in our
inspection. In order to provide a comprehensive picture, the British
Transport Police, the Home Office Immigration Enforcement and the Royal
Military Police — all of which may also carry out undercover operations —
were included in our inspection.

3 This is the first time that HMIC has inspected all law enforcement agencies
that have the capability and capacity to deploy undercover officers.

Terms of reference

4 Our terms of reference were as follows.

“To review the effectiveness of the arrangements in place in all police
forces, including all regional and national policing units and the Serious
Organised Crime Agency [now the National Crime Agency] to carry out,
manage and scrutinise undercover operations by considering:

1 The way undercover officers operate in practice in order to
explore their understanding and compliance with Regulation of
Investigatory Powers Act 2000 and the Authorised Professional
Practice;



2 the supervision, day-to-day management, support and
tasking of officers deployed undercover by police forces and [the
National Crime Agency];

3 the strategic leadership and direction-setting of those at the
highest levels of police forces and [the National Crime Agency] for
their officers conducting undercover operations;

4 the quality, availability and take-up of training for officers
undertaking undercover operations and for those at all levels of
the planning and authorisation of such operations;

5 the decision-making processes, guidance and support
framework for those at all levels of the planning and authorisation
of undercover operations, particularly in making difficult and
potentially high-impact decisions;

6 the adequacy of the police’s and [the National Crime
Agency’s] response to the scrutiny of undercover operations put in
place by the Office of the Surveillance Commissioners, including
the effectiveness of arrangements for the sharing of best practice
and learning of lessons; and

7 to make any necessary recommendations in relation to
these findings when considered alongside current best practice.”

Background

5

There have been widespread concerns about undercover policing for a
number of years.

Allegations that undercover officers have had sexual relationships with
those who are linked with the target of their investigations, that they have
given false evidence in court to maintain their undercover status, and that
they have used the details of children who have died as their covert
identities have all contributed to a growing unease that the tactic is being
wrongly used, badly supervised, and ineffectively controlled.

In 2012, HMIC responded to these concerns by publicly reporting on the
deployment of undercover officers from the Special Demonstration Squad
and National Public Order Intelligence Unit for the purpose of gathering
intelligence. Both were units in the Metropolitan Police Service. In 2013,
HMIC published a progress report in respect of its 2012 recommendations
and concluded that: “further inspection work [was] necessary to examine all
police undercover work”.



In an immediate response to the conclusions in our 2013 review and as a
result of the publicity that we have set out above, on 27 June 2013 the
Home Secretary commissioned HMIC to conduct this inspection.

In such a wide-ranging inspection, we were told about matters concerning
undercover policing which did not fall strictly within our terms of reference.
These matters concerned: forming intimate relationships; different
authorisation levels; and the doctrine of neither confirm nor deny. We have
devoted chapter 12 to these additional matters so that those reading may
take an overview. We hope that all the issues that we have raised will be of
benefit to members of the public inquiry which the Home Secretary has
indicated will be established in due course.

Methodology

10
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12

We conducted fieldwork in all 43 police forces in England and Wales and in
those law enforcement agencies which deploy their staff in undercover
operations. We gathered data from each of the forces and law enforcement
agencies and conducted interviews with their relevant personnel between
October 2013 and March 2014.

We also conducted in-depth interviews with representatives of those groups
in the police service and law enforcement agencies, such as the National
Undercover Working Group, which are responsible for guiding police forces
in how, and in what circumstances, the undercover policing tactic should be
used.

In order to gain a broader perspective, we also spoke with representatives
of those agencies which have an interest in undercover policing.

Overview

13

In general, undercover police officers (by whom we mean all those who are
deployed in undercover activities, irrespective of their police force or law
enforcement agency) carry out their roles professionally and with great
courage. We found them to be dedicated to their task. We were impressed
by their keen awareness of the vital role which they play in protecting our
communities, and the legal, practical and ethical environment in which they
operate. We applaud their bravery, their professionalism and their skill. The
work of the vast majority of individual undercover police officers, whilst
unsung, should never go unnoticed.
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Whilst there are improvements to be made, the value of undercover policing
as a tactic is essential and the police service and the communities which
they serve are fortunate to have a body of such dedicated officers to carry
out this type of work.

Given section 27, Regulation of Investigatory Powers Act 2000 is capable
of rendering conduct lawful that would otherwise be criminal, or which might
result in a civil action for damages, questions are raised rightly about the
extent to which such a power is, and should be, constrained by ethical
considerations. The answers to legal and ethical dilemmas are not always
compatible; what might be justified in law may seem to some people
objectionable from an ethical point of view.

Those who have the power to undertake some of the most sensitive and
most intrusive forms of policing in a democracy; those who have the power
to engage in any conduct providing they are properly authorised to do so
(that is, the conduct is necessary and proportionate); those who have the
power to intrude into the personal and private lives of individuals who are
caught in the midst of an investigation but who have themselves not
committed any offence; those are the individuals who also bear the
responsibility to show that they use their powers correctly — and we include
in that, ethically.

All those who are involved in undercover policing must act both within the
law and ethically if they are properly to earn and retain the confidence of
those whom they serve.

In May 2014, the College of Policing published a Code of Ethics, Principles
and Standards of Professional Behaviour for the Policing Profession of
England and Wales. It sets out nine principles which every police officer,
including every undercover officer, should adopt. There is a specific
reference to the need for every police officer to work honestly and ethically.

The context of undercover policing

19

Those engaged in undercover policing must adhere scrupulously to the
Regulation of Investigatory Powers Act 2000. It states that those who work
undercover and who establish or maintain a personal or other relationship
for a covert purpose in order to obtain information about that person or
someone else must be authorised to do so.



20

The Act and its associated Codes of Practice are designed to ensure
compliance with the European Convention on Human Rights, in particular,
Article 8 - the right to respect for private and family life. The statutory
scheme emphasises the importance of authorisation to ensure that the
requirements of necessity and proportionality are met, and to provide a
proper system of close scrutiny. It also requires that the risk of collateral
intrusion must be considered and steps must be taken to minimise that risk.

The practical context

21
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There are three types of undercover officer: an advanced undercover
officer; a foundation undercover officer; and an undercover online officer.

We considered it essential to find out the number of undercover officers in
England and Wales. We therefore approached all forces and law
enforcement agencies and asked for the number of undercover officers
under their command. From the data that we received we consider the total
number of undercover officers to be 1,229. The number of undercover
officers in the 43 police forces alone is less than 1 percent of the total
number of full-time equivalent police officers.

There are two types of undercover unit: a recognised undercover capability
unit and an accredited undercover unit.

We were advised that there are 14 recognised undercover capability units
and 25 accredited undercover units in England and Wales. In some forces,
these units include an undercover online capability. In others, that capability
is provided by officers in a discrete unit.

The most important feature of an undercover unit is that its staff do not
instigate their own operations. An undercover officer is only ever deployed
to support an existing intelligence-gathering or evidence-gathering
operation following the application of the National Intelligence Model.

The following table sets out the number of undercover operations which
were authorised between 1 October 2009 and 30 September 2013.



Undercover online

Advanced operations Foundation operations .
operations

Total

10ct2009 10ct2011 10ct2009 10ct2011 10ct2009 1 Oct2011
to 30 Sep to 30 Sep to 30 Sep to 30 Sep to 30 Sep to 30 Sep
2011 2013 2011 2013 2011 2013

438 407 1,000 1,039 228 354

The findings from our inspection

27

28

The way undercover officers operate in practice

Those involved in undercover policing had a thorough understanding of the
Regulation of Investigatory Powers Act 2000 and the human rights
environment in which they are required to work. With regard to those who
directly manage undercover officers, we found, generally, a high level of
understanding of their roles and responsibilities.

However, greater clarity should be brought to the need for authorisation
under the Regulation of Investigatory Powers Act 2000 in all instances
where legend-building is undertaken. Legend-building is the process
whereby undercover officers visit locations and construct a personal history
in order to develop or maintain a covert identity where there is not an
intention to engage with the subjects of an investigation or operation.

Recommendation 1

29

The National Undercover Working Group should consult the Home Office
and the Office of Surveillance Commissioners with a view to establishing
a requirement that all legend-building should be subject to the statutory
regime set out in Part Il of the Regulation of Investigatory Powers Act
2000, and this should be reflected in amendments to the relevant Code of
Practice.

In addition, the quality of authorities varied greatly. This heightened our
concern that so few assistant chief constables have taken advantage of a
new authorising officer course. Many authorities which we examined were
very detailed, but others were less so, and frequently we found that the
contents of one authority had been copied to another. That said, when we
spoke to the authorising officers, we were able to obtain sufficient
information to justify the authorities.

10



30  Although all those with whom we spoke were aware that an undercover
operation had to be necessary and proportionate, as required by section
29(2) (a) and (b), Regulation of Investigatory Powers Act 2000; in practice,
the depth of deliberation given over to this consideration was not always
reflected in the paperwork which supported the request for authorisation or,
indeed, in the commentary supporting the authorisation.

31  Weaknesses during the initial authorisation process were perpetuated
during subsequent stages. Whenever an authorising officer considers a
deployment at review or renewal stage, rather than simply listing
achievements, any intelligence opportunities that have not been acted upon
should be documented, with the reasons.

Recommendation 2

At review and renewal stages, authorising officers should ensure that
any intelligence opportunities that have not been acted on are
documented and taken into consideration when deciding whether the
continued deployment of an undercover officer is justified.

32  We found good evidence that collateral intrusion was considered both from
the outset and throughout operations. However, a more consistent and
systematic approach needs to be taken to this.

Recommendation 3

Authorising officers should record their findings regarding collateral
intrusion under the three categories of inevitable, foreseeable and
general intrusion when setting out their decisions to authorise or renew
an application for the deployment of an undercover officer, and at every
review stage.

The Authorised Professional Practice

33  The Authorised Professional Practice Covert Undercover Operations aims
to provide those who need to know with a single point of reference for all
relevant guidance which may have a bearing on the practical decisions
which they have to take in the field of undercover operations.

34  The guidance is not comprehensive, and, as a result, not of great use to
those responsible for managing undercover deployments or for those who
are actually deployed.

Recommendation 4

The College of Policing and the National Crime Business Area should
review the Authorised Professional Practice to ensure that it is
comprehensive and appropriately specific.

11
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The Authorised Professional Practice should be essential reading for
everyone involved in undercover policing. In reality, however, we found
there was little knowledge of it.

Crown Prosecution Service lawyers who deal with cases involving
undercover policing with whom we spoke had not seen the Authorised
Professional Practice and were not even aware of its existence.

Recommendation 5

37

The College of Policing and the National Crime Business Area should
agree with representatives of the Crown Prosecution Service the way in
which the Authorised Professional Practice can be made available to
those members of the Service who need to read it.

Because of the perceived confidential nature of the Authorised Professional
Practice, the document is marked as ‘restricted’. It is not available to
members of the public. Those whom we interviewed frequently attributed
the lack of access to the document to its ‘restricted’ security marking, but in
reality, we found that even those who had been granted access to it often
had not read it.

Recommendation 6

The College of Policing and the National Crime Business Area should
review the security marking of the revised Authorised Professional
Practice with a view to making it available generally, or, where
circumstances properly require it, to making a redacted version of it
available generally. The College and the Business Area should bear in
mind that public confidence in the use of undercover policing is more
likely to be earned and maintained by adopting a more open and
transparent approach.

Supervision and day-to-day management and support

38

39

There was a high level of intrusive supervision by those officers who were
responsible for managing and supervising day-to-day undercover
operations.

We found instances where chief officers personally took an active role in
ensuring that the undercover operations in their forces were being
undertaken appropriately. There was less engagement by chief officers and
some senior investigating officers in other forces — both in terms of their
awareness of the day-to-day issues surrounding undercover policing
generally, and in terms of their interest in it.

12
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We found that, often, requests for undercover officers were made on an ad
hoc basis by staff in one undercover unit contacting colleagues whom they
knew in another to find out which officers were available to help.

At the start of an operation, undercover officers are shown the authority
which permits their deployment and are instructed on its operational
objectives. They are also instructed on what actions and activities they may
and may not undertake; this is iterated and reiterated throughout the
operation. They are also briefed about their obligations under the European
Convention on Human Rights.

Some forces adopt the practice of keeping senior investigating officers, or
operational heads, away from the undercover officers who are deployed.
Yet in others, the senior investigating officer personally briefs and tasks the
undercover officers.

Recommendation 7

43

The National Undercover Working Group should clarify the precise role
of the operational head (more commonly referred to as the senior
investigating officer) with regard to the briefing of undercover officers
and set out clear guidance regarding which officer (however he or she
may be described) is responsible for what.

We consider random drug testing to be an important safeguard in any
deployment of undercover officers where the taking of drugs is likely to be
part of the investigation. We were concerned to be told by many undercover
officers that they had not once been subjected to a random drugs test,
despite the fact that the officers themselves saw such testing as an
important protection for them.

Recommendation 8

44

45

46

Chief constables and the heads of law enforcement agencies should
implement random drug testing of undercover officers.

Undercover officers spoke of being closely monitored, and foundation
officers in particular are in regular and frequent contact by telephone and
via text messages with their cover officers. However, in one force, cover
officers do not maintain daily contact with foundation officers. This is a
cause for concern.

The expenditure of undercover officers is closely monitored and appropriate
and swift action is taken when any irregularity is uncovered.

Generally, debriefings were taking place and did address the relevant
issues.

13
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An undercover officer’s welfare is usually a primary concern. However, we

have concerns about two welfare-related matters: the number of continuous
hours that undercover officers work in one force and the inconsistent nature
of psychological support in undercover policing across England and Wales.

Recommendation 9

The College of Policing should issue a policy that requires the creation
of a standing group of psychologists and psychiatrists with experience
of providing psychological assessments for individuals operating in
high-risk or safety-critical roles or environments.

Recommendation 10

Chief constables, the heads of law enforcement agencies, the National
Crime Business Area and the College of Policing should establish and
implement consistent national psychological support for all undercover
officers.

Strategic leadership and direction

48

49

50

51

The structure that is meant to underpin the provision of strategic leadership
and direction is robust, but the effective provision and achievement of what
is required within those structures is an entirely different matter.

Chief constables are responsible for the ‘direction and control’ of the 43
police forces in England and Wales. The College of Policing is the
professional body for policing and the College’s Professional Committee
oversees national policy and practice for policing. Essentially, this means
that the College sets the standards to which chief constables should ensure
their forces adhere. The Chief Constables’ Council is the senior operational
decision-making body for national policing.

There are 12 national policing business areas that provide the direction and
development of policing policy and practice in specific areas. The Crime
Business Area has responsibility for the development of undercover
policing policy and practice, and this is delegated to the Organised Crime
Portfolio. Supporting the work of the Organised Crime Portfolio are 14
themed-based working groups, one of which is the National Undercover
Working Group.

The National Undercover Working Group works with the College of Policing
to set national standards in the area of undercover policing. It helps chief
constables to provide strategic leadership and direction in this sensitive
area of police work.

14



52  Overall, we found that the Working Group is not working effectively, and
that it has not done so for some time. Those to whom we spoke had little
confidence in the Working Group’s ability to provide policy and guidance
that should then be adopted across all forces. There was also a perception
that the Working Group did not have sufficient support from chief officers to
give it the influence that it needed to make sure that forces complied with
the national standards in a consistent way. Too often, it relied too heavily
on the views of its influential and experienced members to make decisions,
rather than taking a more objective approach based on sound evidence and
good analysis.

53  Whilst our observations are made in terms of the National Undercover
Working Group, we consider those in the groupings above bear some
responsibility for the shortcomings that we have identified, and for failing to
oversee the work of the Working Group effectively.

54  This state of affairs has run its course. Whilst a properly constituted group
with appropriate focus, drive, determination, leadership and courage would
undoubtedly be of substantial benefit to the undercover policing community,
what is currently in place is not.

55  Recent work by the College of Policing in support of the National
Undercover Working Group is encouraging, but we believe that root and
branch reform of the way the Working Group operates is needed.

Recommendation 11

The chief constable with lead responsibility for Organised Crime
Portfolio should take immediate steps: to reconstitute the National
Undercover Working Group with people who represent all the interests
relevant to effective undercover policing; to set clear and published
terms of reference and objectives; and to hold the Working Group to
account for the effective achievement of those objectives.

56  We accept that there are two halves to effective strategic leadership and
direction: a National Undercover Working Group that develops national
standards, provides guidance, and facilitates the exchange of good
practice; and chief constables and heads of other law enforcement
agencies who are prepared to enforce the compliance by their staff with
these standards.

National training arrangements

57  All training should be licensed by the College of Policing.

15



58  We consider that a formal system of accreditation and licensing should be
created. In order to ensure the integrity of such a system, the College of
Policing should appoint its own registrar to oversee the process. The
registrar should have the power to revoke any licence or accreditation
where the course, the individual or the undercover unit no longer maintains
the required standard.

Recommendation 12

The College of Policing, with oversight from the National Crime Business
Area, should appoint a registrar to have responsibility, nationally, on its
behalf, for the accreditation of all undercover policing units and the
licensing of trained officers. The registrar should have the power to grant
and rescind any licence or accreditation. The registrar should be a
member of the College of Policing staff.

59  All units which have been authorised to undertake undercover policing
should be referred to as ‘accredited’. There should be separate levels of
accreditation in order to differentiate between the various aspects of
undercover policing which a unit would be allowed to perform.

Recommendation 13

The College of Policing and the National Crime Business Area should
stop using the terms ‘accredited undercover unit’ and ‘recognised
undercover capability unit’ and should, in future, establish a single
system of levels of accredited units, the level determining what types of
undercover policing the officers in that unit may undertake.

Recommendation 14

Chief constables and heads of law enforcement agencies should ensure

that undercover policing is only undertaken by officers in an accredited
unit.

60  The accreditation process should involve a close examination of systems,
processes and infrastructure to ensure compliance with national standards.
It should also take into account the most recent inspection by the Office of
Surveillance Commissioners.

Recommendation 15

The College of Policing and the National Crime Business Area should
establish a robust accreditation process which pays due regard to
systems, processes, infrastructure issues and the findings of the Office
of Surveillance Commissioners to ensure compliance with national
standards.

16



61

Accreditation should be for a specified and certain period of time, with
continuing accreditation being determined by inspection. Those units which
have failed to achieve or maintain the high standard required should not be

accredited.

Recommendation 16

62

The College of Policing and the National Crime Business Area should
ensure that the accreditation of units is subject to inspection, and that
there is a robust process for the rescinding of accreditation in cases
where standards are not maintained during the currency of the
accreditation period.

The Authorised Professional Practice requires forces to adopt standard
operating procedures. Some forces devised local standard operating
procedures many years ago; some devised them a matter of days before
our inspection visit; and some have not devised them at all.

Recommendation 17

Chief constables should establish and promulgate standard operating
procedures to be adopted by all forces and other law enforcement
agencies in accordance with the Authorised Professional Practice.

A collaborative approach

63

Regionalisation provided a resource for smaller police forces to deploy the
tactic of undercover policing in circumstances where, if they had been
required to deploy alone, they may not have been able to do so — either
practically or financially. Combining resources enables a more consistent
use of the tactic across those forces that collaborate at a regional level.
Regional units should encompass all areas of undercover policing.

Recommendation 18

64

The National Undercover Working Group, with oversight from the chief
constable with responsibility for the National Crime Business Area,
should establish a blueprint for the regionalisation of undercover
policing resources for forces which wish to bring their resources
together in this way. Its overarching aim should be to ensure that those
investigations that would benefit most from deploying undercover police
officers are appropriately resourced, no matter which force in the region
hosts the investigation.

A comprehensive results analysis should be conducted at the conclusion of
every undercover operation

17



Recommendation 19

The National Undercover Working Group should devise a standard
results analysis check-sheet and require the appropriate managers to
complete it after each undercover deployment is concluded. Issues that
may have national implications or relevance should be brought to the
attention of the National Undercover Working Group.

Intelligence-only deployments

65  An intelligence-only operation is supposedly designed to gather information
without leading to any prosecution. We do not consider that any
deployment of an undercover police officer can be classified as intelligence
only. Whenever a police officer is deployed in an undercover capacity, he or
she may gather information or evidence of criminality in respect of which
action should be taken.

Recommendation 20

The College of Policing should issue guidance to all those who are able
to deploy undercover officers concerning any deployment for
intelligence-only purposes, to reinforce the fact that every officer
deployed in every circumstance may be required to give evidence in
court about their conduct or use, and about the evidence that they
obtained during their deployment.

Relations with the Crown Prosecution Service

66 A memorandum of understanding was developed between the Crown
Prosecution Service, the police and other law enforcement agencies
concerning cases involving the deployment of undercover officers.

67  We found broad compliance with the memorandum of understanding.
Those with whom we spoke agreed that the involvement of an experienced
Crown Prosecution Service lawyer is of great mutual benefit.

68  The best examples of consultation took place prior to any covert activity.
Recommendation 21

The National Undercover Working Group should work with
representatives of the Crown Prosecution Service to review the
memorandum of understanding between them and other law
enforcement agencies to require consultation prior to the grant of any
authority to deploy undercover police officers.
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Selection, recruitment and training

69

70

71

72

73

74

The use and extent of undercover policing is entirely dependent on
sufficient police officers of the right calibre wanting to undertake this type of
police work. However, some managers simply refused to release qualified
police officers for undercover operations because of the disruption their
absence might cause.

The perceived lack of support was a recurring theme among those whom
we interviewed: undercover police officers spoke of receiving adverse or
negative comments; of being alienated; and of experiencing prejudice in

their career choices.

In 2010, the Training and Development sub-group of the National
Undercover Working Group recommended that the following elements
should be adopted when selecting potential candidates for undercover
training:

o an open day to attract potential recruits and provide
information;

o a written application;

o a short-listing process;

o an interview and attendance at a selection centre;

o security vetting; and

o psychological testing and assessment.

We found most of these elements formed part of a force’s selection process
and, as a result, a consistent approach is being adopted to identify those
police officers who might have the requisite skills to become undercover
officers.

We understand that these selection criteria have been superseded by the
recommendations arising from the National Policing Improvement Agency’s
review which was concluded in 2012. We have been told by the College of
Policing that it has now started a comprehensive programme of work
around selection, recruitment and training to implement those
recommendations.

There was one area where there is an unacceptable degree of
inconsistency between forces in their adoption of this element of the
process: psychological testing and assessment.

19



Recommendation 22

75

76

The College of Policing should ensure that psychological assessment is
an element in the selection process for those who seek to become
undercover officers. It should be undertaken before attending the
Foundation Undercover Training and Assessment Course.

Because of the way in which undercover police officers are deployed
between forces and because of the extremely sensitive nature of the work
in which they are engaged, it is essential that the level and content of
training which they receive is consistent.

A number of foundation training courses have been delivered which have
not been licensed by the College of Policing. A practice appears to have
arisen whereby forces have considered the training programme of a
licensed training centre, adapted it to their perception of local needs, and
then provided it to their officers.

Recommendation 23

The College of Policing should conduct a further full audit of all forces to
establish the extent of any unlicensed training that has been given.

Recommendation 24

The College of Policing should ensure that all unlicensed foundation
courses are ended immediately.

Recommendation 25

77

78

Chief constables and the heads of law enforcement agencies should
ensure that any undercover officer who has received training on an
unlicensed training course is not deployed until his or her competency
has been assessed.

There are only three centres that provide the National Undercover Training
and Assessment Course, which is the gateway through which aspiring
advanced undercover police officers have to pass before they may be
deployed. They are the Metropolitan Police Service, Greater Manchester
Police and the National Crime Agency.

None of the three providers is licensed by the College of Policing to conduct
the National Undercover Training and Assessment Course. All three are
working with the National Undercover Working Group to address future
training requirements and to secure the appropriate accreditation.
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Recommendation 26

The College of Policing should devise a single National Undercover
Training and Assessment Course as a matter of urgency.

Recommendation 27

The College of Policing should suspend immediately the provision of any
advanced training course that is being provided by an unlicensed
provider.

79

80

81

We were told of a lack of coherence between the advanced and the
foundation courses. The two courses should dovetail so that any officer
who wishes to progress to the advanced level builds on the training which
he or she has received at the foundation level.

A review of this area was conducted in July 2012 by the National Policing
Improvement Agency, a forerunner of the College of Policing. The National
Policing Improvement Agency found undercover work to be “characterised
by a lack of consistency across different forces and units.” The review was
thorough and made 55 recommendations, designed to bring consistency
and improvement to the selection and training procedures and to the
regime required to support officers who engage in undercover work.

Although the National Policing Improvement Agency’s review was
concluded in July 2012, we were told that its recommendations were not
adopted by the National Undercover Working Group until June 2013.

Recommendation 28

The College of Policing and the National Crime Business Area should
ensure that the programme of work to implement recommendations set
out in the Review of the Selection, Training and Support of Undercover
Officers produced in 2012 is completed.

Tenure

82

83

There is a balance to be struck between training and developing
undercover officers to a point whereby they are highly proficient in the
policing tactic and can be used to best effect, and ensuring that they do not
remain in undercover policing so long that they are not able to return to
more traditional policing duties.

A maximum tenure period of between five and seven years for advanced
undercover officers is appropriate. A maximum tenure period of three years
for foundation undercover officers is appropriate.
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Recommendation 29

84

The College of Policing should establish and promulgate a
comprehensive policy regarding maximum lengths of tenure for
foundation and advanced undercover officers. We consider that a period
of three years tenure for a foundation undercover officer and a period
between five and seven years tenure for an advanced undercover officer
is appropriate.

Consequences flow from these conclusions: officers should be told at the
start of their tenure the date of their return to other duties; a reintegration
strategy, personally tailored to the needs of each officer, should be
fashioned and implemented; and appropriate support should be provided by
line managers to help each officer on his or her return to other duties.

Recommendation 30

85

86

Chief constables and the heads of law enforcement agencies should
enforce a consistent and fair reintegration strategy to enable undercover
officers to return to other policing or agency duties.

The setting of maximum tenures for foundation and advanced undercover
officers should not preclude, in any way, the ability of senior managers to
bring an officer’s period as an undercover officer to an end earlier if he or
she is found not to have performed appropriately in that role.

We found only four instances where undercover officers had been removed
from undercover operations because of misbehaviour; in one other
instance, we found that an officer had been removed because of poor
performance.

Index of undercover officers

87

88

89

We have grave concerns about the accuracy of the information contained
on the national undercover index. The Metropolitan Police Service is
entirely dependent on information provided by forces to ensure that the
index is kept up to date.

The national undercover index contains details of only 46.2 percent of the
total number of undercover officers which the forces and agencies consider
to be designated as such. In no way can the national undercover index be
termed ‘comprehensive’.

One of the reasons for the discrepancy in numbers between forces and the
national undercover index may be the extent to which experienced
undercover officers have been granted so-called ‘grandfather rights’ by their
forces.
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Recommendation 31

The College of Policing, in conjunction with the National Crime Business
Area, should devise and publish criteria which set out the circumstances
when ‘grandfather rights’ may appropriately be granted to operationally-
experienced undercover officers.

Recommendation 32

Chief constables and the heads of law enforcement agencies should
order an audit to be undertaken of the number of undercover officers
that they have in their force or agency as a matter of urgency, so that
they classify correctly those officers as active, reserve or dormant and
can provide that information to those in the Metropolitan Police Service
who maintain the national undercover index.

90 There are already plans in place to create a national undercover database.
This is intended to provide a secure, searchable and comprehensive
database of undercover officers.

Recommendation 33

The managers of the national undercover database should ensure that
online undercover officers are included in the database.

Recommendation 34

The managers of the national undercover database and the national
undercover index should ensure that previous records of deployment
kept on the national undercover index are transferred onto the national
undercover database.

Training for authorising officers

91  Since 1 January 2014, all foundation and advanced deployments have
needed to be authorised by an officer of at least assistant chief constable
rank or equivalent. Not all chief officers who now authorise undercover
officers have been trained in, or have experience of, undercover policing
themselves.

92  This situation is totally unacceptable given the general level of knowledge in
chief officers in this area of work and the risks associated with it.
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Recommendation 35

Chief constables and heads of law enforcement agencies should direct
that an assistant chief constable or equivalent should not be able to act
as an authorising officer until he or she has attended and passed the
authorising officers’ course. In future, attendance at such a course
should be regarded as a mandatory requirement prior to any assistant
chief constable being appointed.

Training for others involved in undercover policing

93  There is insufficient national training currently available for senior
investigating officers who are expected to operate in this difficult area of
police work. Even amongst senior investigators who were very experienced
in serious crime investigation, there was little knowledge or experience of
undercover policing.

Recommendation 36

The College of Policing should establish a bespoke undercover training
course for senior investigating officers. It should include a mentoring
programme for those inexperienced in deploying undercover officers in
their investigations.

94 A cover officers’ course has been introduced — but only as recently as July
2013. As a result, many of those working as cover officers have yet to
attend it.

Recommendation 37

Those who seek to become cover officers should attend and pass an
appropriate course licensed by the College of Policing.

95 There is a national training course for operational security advisors,
although several forces have cut out this role in order to make financial
savings.

Recommendation 38

Chief constables and heads of law enforcement agencies should ensure
that their force or agency has, or has access to, an operational security
advisor who has passed the relevant course.

96  All training courses should be licensed to so that those who rely on officers
to have passed such training courses can be assured that they have been
properly trained to an approved standard.
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97

All those who have passed the relevant training course should themselves
be accredited. They will have worked hard to pass the course and they are
entitled to be recognised as having done so.

Recommendation 39

98

The College of Policing should license all approved training courses and
accredit all those who pass such courses.

We did not find evidence of bespoke training about the legal framework for

undercover policing in the Regulation of Investigatory Powers Act 2000.

Recommendation 40

The College of Policing should establish a specific training module
which instructs upon, and tests knowledge of and competence in the
regime of undercover policing in the Regulation of Investigatory Powers
Act 2000.

Recording the decision-making process

99

100

The Authorised Professional Practice advises that an undercover officer
should make handwritten statements and that it is his or her responsibility
to check that those statements are accurate before signing them.

The process of making statements was mixed. We also found unjustifiable
variations in the ways in which contact between undercover officers and
their cover officers was recorded.

Recommendation 41

101

102

All undercover police officers and their managers should ensure that
appropriate and consistent records of all deployments are written and
retained. These should address both operational and welfare issues.

In forces where the authorising process works well, we would expect to find
evidence of a dialogue between the officer seeking authority to deploy an
undercover officer and the authorising officer. Any conscientious
authorising officer is likely to have questions that he or she wishes to have
answered before authorising the deployment.

However, questions arise about how this dialogue is recorded and stored
for future reference if a force does not retain any initial paperwork in respect
of applications for authority to deploy which are not immediately granted.
Greater clarity is required to distinguish between applications which are
refused and those which are returned for further explanation.
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Recommendation 42

The National Undercover Working Group should establish and circulate
detailed guidance on retaining records connected to a request for the
authorisation to deploy an undercover officer. The records should
include those applications which are refused and those which are
subsequently amended and resubmitted for approval.

Recommendation 43

Chief constables and the heads of law enforcement agencies should
ensure compliance with all guidance on the records connected to a
request for the authorisation to deploy an undercover officer.

103 The College of Policing has adopted the National Decision Model. There is
a section dedicated to the recording of decision-making, followed
immediately by a section on reviewing decision-making.

Recommendation 44

Chief constables and heads of law enforcement agencies should require
all those engaged in undercover policing to adopt and comply with the
requirements of the National Decision Model.

An internal review of decisions during operations

104 Our findings about poor record-keeping and our earlier reporting of the
unjustifiable variations in the quality of authorisations leads us to conclude
that there needs to be an internal review at crucial stages during the
deployment phase to ensure that the regime is being followed rigorously
and correctly. The objective of the internal review would be critically to
evaluate the conduct of an operation to ensure that, amongst other things,
any missed opportunity to progress the investigation is identified.

Recommendation 45

Chief constables and the heads of law enforcement agencies should
introduce an internal review process for undercover operations involving
an independent senior investigating officer to ensure integrity,
objectivity and compliance with the law.

The Office of Surveillance Commissioners

105 We found that the relationship between the Office of Surveillance
Commissioners and forces is good. The Office of Surveillance
Commissioners helpfully raises issues in its force reports for action at a
local level.
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106

During an inspection by the Office of Surveillance Commissioners, the
usual practice is for the relevant force to take any necessary documentation
to a designated room for its inspectors to examine. We know of instances
where the Office of Surveillance Commissioners’ inspectors have been
allocated rooms in a different building and sometimes even in a town or city
different from the location of the undercover unit.

Recommendation 46

The National Undercover Working Group should establish and
promulgate clear guidance setting out the circumstances in which
inspectors from the Office of Surveillance Commissioners should be
able to visit covert premises.

Undercover online policing

107

108

109

There is not a nationally agreed definition of an undercover online officer.

Some might suggest that, because of the absence of physical contact with
the target, the undercover online officer is somehow a lesser form of
undercover officer. Undercover online officers play an essential role in
helping to identify and gather evidence against those who use the internet
as their gateway to commit offences.

The Authorised Professional Practice does not make any reference to
undercover online policing. We were surprised to find that the College of
Policing and the Working Group failed to refer to undercover online policing
in its Authorised Professional Practice.

Recommendation 47

110

111

The College of Policing, in conjunction with the National Crime Business
Area, should establish and publish discrete guidance about all aspects
of the undercover online policing requirement, starting with a definition
of what an undercover online police officer is and should do.

Just like their counterparts who engage in undercover policing generally,
undercover online officers need to know the relevant law and the
boundaries of the authority under which they are deployed. They are also
often confronted by the need to make critical decisions and immediate
interventions.

The foundation training course should focus on the skills in which all
undercover officers should be proficient; thereafter, the course should
develop different modules which focus on practical examples that are better
tailored for those who are to be deployed online or in the field.
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Recommendation 48

The College of Policing should review the content of the Foundation
Undercover Training and Assessment Course with a view to identifying
the generic skills in which all undercover officers need to be trained, and
to devising appropriate modules thereafter to allow officers to develop
any specialist skills that are required for undercover online and field
deployment.

112 We were concerned to learn that some forces had not undertaken online
investigations for a number of years. Based on force returns, it would seem
that 25 forces have a dedicated undercover online capability; 13 further
forces have such a capability based on regional collaboration; and five
forces do not currently have dedicated or regional capability. We were told
that some of these five forces are currently considering how to create their
online capability.

113 However, there remain some forces which have taken the decision not to
develop a dedicated or regional undercover online capability. When asked
to explain their decisions, their senior managers stated that they would ‘buy
in’ the tactic if ever the need arose.

114 We do not accept this approach. We do not understand how any force, no
matter its size, can be unaware or insufficiently sensitive to the very severe
dangers associated with improper use of the internet. We observe in
passing that those forces seem not to appreciate the importance of the
Strategic Policing Requirement where the threat from cyber crime is made
explicit. Undercover online policing is a tactic that must be employed to help
to meet those challenges.

Recommendation 49

Chief constables and the heads of law enforcement agencies should
review their force or agency’s approach to the use of undercover online
policing and in every case ensure compliance with the Strategic Policing
Requirement.

Conclusions

115 Undercover officers were consistent in voicing their concerns about the
ways in which some forces required them to work differently from other
forces and from what they understood from their training to be the nationally
agreed operating procedures.
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116

117

118

Chief constables should work together immediately to adopt one set of
standard operating procedures and to apply them rigorously and
consistently in their forces. Their task would be made easier if they were to
commit to undercover policing becoming a regional capability for all forces
to use rather than one provided separately by each force.

The generally poor level of knowledge and lack of expertise of senior
leaders combine to form a powerful barrier against the continuous
improvement of the tactic and, most importantly, its openness to scrutiny
and challenge.

This is unacceptable, especially in light of today’s widely-held
understanding of just how important sound oversight of this essential yet
intrusive police tactic is. The extent of violent, serious and organised crime
and the damage which such crime does to the fabric of our society justify
the use of undercover policing as a tactic, provided it is correctly
authorised, properly overseen and ethically used.
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1. Introduction

Our commission

11

1.2

1.3

In a letter dated 27 June 2013, the Home Secretary commissioned Her
Majesty’s Inspectorate of Constabulary (HMIC) to inspect the
effectiveness of the arrangements in place in all police forces to carry
out, manage and scrutinise undercover operations. Our inspection was
to include all regional and national policing units, and the National Crime
Agency.' The terms of reference are set out in annex A.This was not an
inquiry into the past events that have caused widespread concern about
the way the police use undercover tactics; these past events fall to
others to examine. Our inspection has examined how well undercover
policing is carried out now.

HMIC is an independent inspectorate which has responsibility under
section 54(2), Police Act 1996 to inspect on the “efficiency and
effectiveness of every police force maintained for a police area” in
England and Wales. It also has statutory responsibility to inspect the
National Crime Agency.? We were invited to include Her Majesty’s
Revenue and Customs in our inspection.®

In order to provide a comprehensive picture, the British Transport
Police,* the Home Office Immigration Enforcement® and the Royall
Military Police® — all of which may also carry out undercover operations —
were included in our inspection.

! The National Crime Agency replaced the Serious Organised Crime Agency in October 2013.
2 section 11, Crime and Courts Act 2013.

8 Regulation 3(3), The Revenue and Customs (Inspections) Regulations 2005 made under the Commissioners
for Revenue and Customs Act 2005 specifically empowers HMIC to carry out inspections of Her Majesty’s
Revenue and Customs and enables the Chancellor of the Exchequer to commission an inspection by HMIC. On
this occasion, we were simply invited to do so.

* HMIC has a statutory duty to inspection the British Transport Police under section 63, Railways and Transport
Safety Act 2003.

> HMIC inspects Home Office Immigration Enforcement by invitation and its Director General indicated that he
was content for the unit to be included in our inspection in a letter dated 13 December 2013.

® HMIC inspects the Royal Military Police by invitation and HIMC received an e-mail dated 8 October 2013
confirming that the Royal Military Police was pleased to participate in our inspection.
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14

15

This is the first time that HMIC has inspected all law enforcement
agencies that have the capability and capacity to deploy undercover
officers. However, we wish to make it clear that this is a thematic
inspection, rather than an inspection of individual forces or law
enforcement agencies which use this tactic. Nonetheless, we provided
specific feedback on performance to senior managers in each force and
law enforcement agency that we visited.

Throughout this report, we refer to undercover officer or undercover
police officers, but we intend the terms to cover all those who are
deployed in undercover activities, irrespective of their police force or law
enforcement agency.

Background

1.6

1.7

1.8

There have been widespread concerns about undercover policing for a
number of years. We have set out in annex B a summary of those
concerns and the response to them to date.

Allegations that undercover officers have had sexual relationships with
those who are linked with the target of their investigations, that they have
given false evidence in court to maintain their undercover status and that
they have used the details of children who have died as their covert
identities have all contributed to a growing unease that the tactic is being
wrongly used, badly supervised, and ineffectively controlled.

In 2012, HMIC responded to these concerns by publicly reporting on the
deployment of undercover officers from the Special Demonstration
Squad and National Public Order Intelligence Unit for the purpose of
gathering intelligence.” Both were units in the Metropolitan Police
Service. In 2013, HMIC published a progress report in respect of its
2012 recommendations and concluded that: “further inspection work
[was] necessary to examine all police undercover work”.?

" A review of national police units which provide intelligence on criminality associated with protest, HMIC,
February 2012: www.justiceinspectorates.gov.uk/hmic/media/review-of-national-police-units-which-provide-
intelligence-on-criminality-associated-with-protest-20120202. pdf

8 A review of progress made against the recommendations in HMIC’s 2012 report on the national police units
which provide intelligence on criminality associated with protect, HMIC, June 2013, paragraph 5.2:
www.justiceinspectorates.gov.uk/hmic/media/national-police-units-which-provide-intelligence-on-criminality-

associated-with-protest-progress-review. pdf
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1.9 InJuly 2012, the Home Secretary commissioned Mark Ellison QC to
conduct a review® examining allegations of corruption surrounding the
investigation into the murder of Stephen Lawrence and whether the
Metropolitan Police Service had evidence of corruption that it did not
disclose to the public inquiry into Stephen’s death.™ In addition, the
Commissioner of the Metropolitan Police Service instigated an inquiry
into the allegations which had been made in the media regarding the
conduct of undercover officers. The inquiry is known as Operation
Herne.

1.10 In an immediate response to the conclusions in our 2013 review and as
a result of the publicity that we have set out above, on 27 June 2013 the
Home Secretary commissioned HMIC to conduct this inspection.

1.11 As aresult of Mr Ellison’s findings, the interim conclusions of Operation
Herne (reinforced by a further report as part of that operation which was
published in July 2014)'* and the need to allow ongoing enquiries to
continue, the Home Secretary announced, on 6 March 2014, in
Parliament that a public inquiry, led by a judge, would be set up to
investigate undercover policing and the operation of the Special
Demonstration Squad.*

Methodology

1.12 We conducted fieldwork in all 43 police forces in England and Wales and
in those law enforcement agencies which deploy their staff in undercover
operations. We gathered data from each of the forces and law
enforcement agencies and conducted interviews with their relevant
personnel between October 2013 and March 2014.

® Hansard, House of Commons, 11 July 2012, col 31 WS: www.gov.uk/government/speeches/theresa-may-
stephen-lawrence-qc-led-review. Mr Ellison set out his Terms of Reference in volume 1, chapter 2, page 3 of his
report: The Stephen Lawrence Independent Review, Possible corruption and the role of undercover policing in
the Stephen Lawrence case, Mark Ellison QC, 6 March 2014, HC 1038-1.

% The Stephen Lawrence Inquiry, by Sir William MacPherson of Cluny, February 1999, Cmnd 4262-I.
! See annex B, paragraph 14 et seq.

2 Hansard, House of Commons, 6 March 2014, col 1064.
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1.13

1.14

1.15

1.16

1.17

We also conducted in-depth interviews with representatives of those
groups in the police service and law enforcement agencies, such as the
National Undercover Working Group,** which are responsible for guiding
police forces in how, and in what circumstances, the undercover policing
tactic should be used.

In order to gain a broader perspective, we also spoke with
representatives of those agencies which have an interest in undercover
policing, such as the Crown Prosecution Service and the Office of
Surveillance Commissioners, and with those who have direct contact
with undercover police officers, including 12 psychologists who provide
support to police personnel engaged in undercover policing.

And we spoke with the chair of the International Working Group on
Police Undercover Activities.* The Working Group provides a forum for
its constituent members to discuss and develop safe and effective law
enforcement undercover techniques for use against serious and
organised crime, and to encourage international cooperation.

We are very grateful to those who gave of their time freely and willingly
to help us to understand the full range of issues that arise when
considering undercover policing.

We are especially grateful to the critical readers and the members of an
External Reference Group which we established to provide us with
comments, support and advice during our inspection.

The structure of this report

1.18

In the chapters that follow, we set out the value of undercover policing as
a tactic, some of the circumstances in which undercover policing is
undertaken, the context in which undercover policing is adopted as a
tactic in terms of the law, policy and external oversight, and the way in
which the police service and law enforcement agencies in practice carry
out undercover policing to support investigations.

'3 The National Undercover Working Group is a multi-agency group which works with the College of Policing to
set national standards in the area of undercover policing: see paragraph 7.12 et seq.

¥ The Group comprises 25 countries: Australia; Austria; Belgium; Canada; the Czech Republic; Denmark;
Finland; France; Germany; Hungary; Italy; Lithuania; The Netherlands; New Zealand; Norway; Poland; Portugal;
South Africa; Slovenia; Spain; Sweden; Switzerland; the United Kingdom; and the United States of America.
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1.19 Following that backdrop, we set out our findings, analysis, conclusions
and recommendations based on our terms of reference. There is a
separate chapter concerning undercover online policing. A summary of
our overarching conclusions and a separate list of our recommendations
are set out in chapters 13 and 14. We have also prepared a glossary
which explains the role of many of the groups associated with
undercover policing. This is in annex C.

1.20 Where appropriate, we have illustrated the issues under discussion by
way of case studies. They have been appropriately anonymised.

1.21 In such a wide-ranging inspection, we were told about matters
concerning undercover policing which did not fall strictly within our terms
of reference. These matters concerned: forming intimate relationships;
different authorisation levels; and the doctrine of neither confirm nor
deny. We have devoted a chapter to these additional matters so that
those reading may take an overview. We hope that all the issues that we
have set out in this report will be of benefit to members of the public
inquiry which the Home Secretary has indicated will be established in
due course.”

1.22 Inthis report, we have been given permission to quote from a number of
documents which are classified as ‘restricted’. This means that they are
not available to members of the public because they contain information
that might be of help to those who are intent on committing crime about
how the police and law enforcement agencies might try to identify them
and to secure evidence against them.

5 Hansard, House of Commons, 6 March 2014, col 1064. The Home Secretary pointed out that Operation Herne
is a criminal investigation and, as such, needed to run its course before the judge-led public inquiry may be
established. The Home Secretary stated that Operation Herne is likely to conclude by about March 2015: cols
1063 and 1064.
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1.23 We support fully the proposition that the police service and law
enforcement agencies should be as open as possible about their
activities. However, we also accept that, on occasion, there is a
legitimate need to keep certain aspects of policing confidential. In order
to inform the readers of this report as fully as possible, we have
indicated in the text and in the footnotes where certain facts and
commentary may be found, even though the document from which they
are sourced is not available to the public.*®

1.24 We accept that this may cause some frustration but we consider this to
be a fair balance between the demands of the public and the needs of
the police service and law enforcement agencies.

1.25 We have prepared the following annexes:

o annex A: terms of reference;

o annex B: background;

. annex C: glossary;

o annex D: the legal context;

o annex E: relevant Articles of the European Convention for

the Protection of Human Rights and Fundamental
Freedoms;and

o annex F: levels of undercover online investigations.

A critical point to remember

1.26 At this stage, an overarching observation is appropriate. It is always
likely to be the case that the reports of inspections focus on what was
found to have gone less well. Whilst we have highlighted instances of
good practice so that police officers in all forces might benefit from the
experience of their colleagues, we are mindful that we have also
identified specific areas where improvements are required.

18 We have been mindful of the statutory provision which enables the Home Secretary to exclude from publication
any part of a report where such publication would be against the interests of national security or which might
jeopardise the safety of any person: section 55(2), Police Act 1996.
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1.27

1.28

1.29

1.30

We do not want that to detract, however, from one simple conclusion
that we have reached: in general, undercover police officers carry out
their roles professionally and with great courage. We found them to be
dedicated to their task and keen to play their role in protecting our
communities.

We applaud their bravery, their professionalism and their skill. The work
of the vast majority of individual undercover police officers, whilst
unsung, should never go unnoticed.

Whilst there are improvements to be made, undercover policing as a
tactic is essential and the police service and the communities which they
serve are fortunate to have a body of such dedicated officers to carry out
this type of work.

The criticisms in this report should be read in that context.
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2. The value of undercover policing

2.1

2.2

2.3

2.4

2.5

The police service plays a vital role in the protection of every member of
our society. Police officers and staff are essential in ensuring that our
laws are upheld, and they are in the front line when we seek to find
those who break our laws in order to hold them to account. Trust
underpins the relationship between police officers and communities.
Every police officer is responsible for behaving with integrity, honesty
and in accordance with the law.

When the police service acts at its best, it is matchless.

We demand much of those who serve in our police forces. We should
have at the forefront of our minds that, generally, policing in today’s
society can be, and often is, dangerous. In the five years from 2009 to
2013, 38 police officers from forces in England and Wales died in the
line of duty.’

To enable them to discharge their obligations fully, we, as a society, give
the police often sweeping powers to act: the powers to arrest, detain,
search and interview are essential if the police service is to do its job
effectively; but these powers are also intrusions into the lives and liberty
of members of society. There is therefore a balance to be struck
between the rights of the individual and the powers that the police
service necessarily needs to ensure that the law is appropriately upheld
and defended.

Against this backdrop, we need to recognise that crime itself — both in
terms of how it is committed and by whom — has become more
sophisticated. Advances in society since the first ‘bobbies’ went on the
beat have meant that the police service itself has had to adapt.

17 www.policememorial.org.uk
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2.6

2.7

2.8

2.9

2.10

2.11

2.12

Modern technology means that groups of criminals may now conspire
together without ever meeting one another to commit a crime in a
country in which none of them resides against an individual or an
institution to which they do not have any obvious link. And within that
hierarchy of criminal consortia, those at the top are often the hardest for
the police to identify and secure evidence against in order to bring them
to justice for their crimes.

All this makes the police officer’s task much more difficult.

Society has expectations, even against this backdrop: it rightly demands
that the police are able to develop new and more sophisticated ways of
detecting crime and catching criminals, including those who may direct
criminal enterprises without physically committing the crime itself.

As criminals have become adept at exploiting the new environment, so
must the police. The police service as a whole has sometimes to adopt
tactics which fly in the face of the traditional image of the ‘bobby’ in order
to infiltrate and expose criminal behaviour, often of the most serious and
dangerous kind.

One of the tactics at the police service’s disposal is undercover policing.

Under the current legal arrangements, Parliament and the courts have
recognised the legitimacy of, the acceptability of, and the necessity for,
undercover policing. But we accept that, on face value, it contradicts
those values which society is entitled to expect of individual police
officers. Society demands police officers to be truthful; to act with
integrity; and to uphold the law rather than to break it. These are all the
characteristics that appear to be at risk when a police officer engages in
undercover policing.

The checks and balances that exist in the framework within which
undercover policing operates are designed to weigh those competing
interests and identify a proportionate and permissible way forward which
recognises that, on occasion, the police service has to enable its officers
to behave in a covert way in order to achieve a greater good.
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Examples of undercover deployment

2.13

2.14

2.15

2.16

2.17

2.18

2.19

At a local level, undercover officers have been successfully deployed to
engage with those who possess, supply or use commodities, for
example, drugs, obscene or indecent material or stolen goods, where to
do so is a criminal offence. These officers were formerly known as test
purchase officers.®

On occasion, an undercover officer may be used as a decoy officer,
where he or she seeks to become the intended victim of crime for the
purposes of securing the arrest of the offender.

Increasingly, because of the technological advances made regarding
access to and use of the internet, undercover officers are deployed in
the recovery of stolen property advertised in an online market place. The
deep web is another area where undercover officers can be deployed
effectively to identify those who wish to exchange indecent images of
children or target children for sexual abuse.*

Undercover officers may also be deployed to gather evidence about
individuals who are suspected of involvement in serious offences, for
example, murder.

At a regional and international level, a long-term undercover infiltration
deployment can be used to target serious and organised gangs which
are involved in importing large quantities of controlled drugs and firearms
into the United Kingdom, or those who are involved in money laundering
or human trafficking.

Undercover officers also play a crucial role in frustrating the plans of
those who seek to commit serious crimes, for example acts of terrorism.

Whilst the equation may be unpalatable for some, the harsh reality of
policing in today’s society is that many hardened criminals and gangs of
criminals would not be detected and apprehended without the police
adopting undercover policing tactics. And if those tactics were not
permitted, offenders would continue to break the law with relative
impunity, and more and more law-abiding members of our society would
become their victims.

18 A test purchase officer is one who buys an illegal commodity from another person to establish the latter’s role
in criminal activity.

19 We explain the deep web more fully in footnote 170 in chapter 11.
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2.20 Bluntly put, if society wants the police to identify and apprehend some of
its most dangerous criminals, it has to allow individual police officers to
‘get their hands dirty’.

2.21 ltis a balance; it is a trade-off: when properly managed, supervised and
overseen, undercover policing is a legitimate tactic in today’s society.
We note that the House of Commons Home Affairs Select Committee
stated, in its 2013 interim report, that undercover policing operations:
“are a vital element of the fight against terrorism and serious, organised
crime™® and that the government, in its responses, stated that it: “agreed
strongly with that position”.*

2.22 But when the balance is inappropriately assessed, when there is
inadequate management and supervision of those entrusted with this
dangerous and delicate work, and when poor judgments are reached
about the appropriateness of deploying undercover officers and for what
purpose, the results are damaging to the police service as a whole, and
to the strength of the bond between it and the society that it serves.

Ethical considerations

2.23 Given section 27, Regulation of Investigatory Powers Act 2000 is
capable of rendering conduct lawful that would otherwise be criminal, or
which might result in a civil action for damages, questions are raised
rightly about the extent to which such a power is and should be
constrained by ethical considerations. By this, we mean an overriding
duty to do what is right, as distinct from doing what is technically legal.

2.24 The answers to legal and ethical dilemmas are not always compatible;
what may be justified in law may seem to some people objectionable
from an ethical point of view. From a policing perspective, it can be all
too easy to concentrate on developing a sound legal case against a
potential criminal without paying appropriate regard to the damage to
others that might be caused along the way. As one senior Crown
Prosecution Service lawyer remarked:

“[p]roportionality is at risk if a force has such a strong belief
about someone’s guilt that most techniques are felt valid.”

%0 Undercover policing: interim report, Home Affairs Select Committee — thirteenth report, 1 March 2013,
paragraph 9: http://www.publications.parliament.uk/pa/cm201213/cmselect/cmhaff/837/83702.htm

L Government response to the Home Affairs Select Committee report “Undercover policing: interim report”, 18
June 2013, paragraph 2: http://www.publications.parliament.uk/pa/cm201314/cmselect/cmhaff/451/45104.htm
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2.25 The National Code of Conduct for Undercover Officers is contained in
the Manual of Standards devised by the Association of Chief Police
Officers.?* It sets out 17 statements covering the professional and
personal standards expected of an undercover officer. The code
emphasises that the position of an undercover officer is a voluntary one
and that, during his or her time in the role and beyond, an undercover
officer is bound by the Official Secrets Act. When deployed, the code
states that an undercover officer must operate within the law, and abide
by the rules and discipline regulations governing the conduct of law
enforcement agencies in general. This means that if the officer
intentionally acts outside the scope of the authorisation under which he
or she is deployed, he or she will face the consequences of his or her
actions.

2.26 In addition, in July 2014, the College of Policing published a Code of
Ethics. This is a code of practice for the principles and standards of
professional behaviour for the policing profession of England and
Wales.?® It sets out nine principles which every police officer, including
those who work undercover, should adopt. There is a specific reference
to the need for every police officer to work honestly and ethically.*

2.27 Prior to any deployment and throughout the course of any operation, the
undercover officer is personally responsible for ensuring that: he or she
fully understands the scope of the authorisation; he or she makes
regular contact with his or her line manager; he or she does not embark
on a course of action that unnecessarily risks his or her physical health
or well-being; and he or she informs the head of unit of any factors which
may affect his or her credibility as a witness.

2 Manual of Standards, Association of Chief Police Officers, 2003 [Restricted].

% The Code was presented to Parliament pursuant to section 39(A)(5), Police Act 1996. The Code may be read
and downloaded at: www.college.police.uk/en/docs/Code_of Ethics.pdf

4 See paragraph 2.1.1 of the Code.
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2.28

2.29

2.30

2.31

To ensure that undercover policing is conducted in an ethical as well as
a legal way, we consider that independent advisory groups, comprising
non-police but suitably vetted individuals, could provide an objective and
independent view of undercover deployments. This would help to
prevent an insular approach and to allay public concern about the use of
undercover policing. Their terms of reference should concentrate on
ethical issues rather than legal ones.

We appreciate that some in the undercover world might oppose such a
proposal. Indeed, we even encountered opposition to our own
inspection: for example, we were denied initial access to covert premises
housing an undercover unit and, in so doing, we were told that chief
officers were not allowed access to the same premises. We took the
matter up with a chief officer lead who immediately ensured that we were
able to visit the site.

Although not a matter of ethics, we see parallels: this is the very attitude
which condemns the police service as a whole. Those who have the
power to undertake some of the most sensitive and most intrusive forms
of policing in a democracy; those who have the power to engage in any
conduct providing they are properly authorised to do so (because the
conduct is necessary and proportionate); those who have the power to
intrude into the personal and private lives of individuals who are caught
in the midst of an investigation but who have themselves not committed
any offence; those are the individuals who also bear the responsibility to
show that they use their powers correctly - and we include in that,
ethically.

All those who are involved in undercover policing must act both within
the law and ethically if they are properly to earn and retain the
confidence of those whom they serve.
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3. The context of undercover policing

The legal position

3.1 If the police service is to earn and maintain the public’s confidence, it is
essential that its officers act within the law - at all times.

3.2 By its very nature, undercover policing requires police officers to be
involved in covert activities where they are likely to have to lie, employ
deception, behave in a surreptitious manner, and generally act in ways
that they have been trained to identify in others as signals of criminality.

3.3 ltis essential, therefore, that a legal framework is in place which sets out
the circumstances when police officers may act in this way, how they are
supervised while they do so, and who permits such policing activity in
the first place.

3.4  We have set out in annex D the detailed arrangements that Parliament
has put in place to regulate undercover policing. In essence, those
engaged in the tactic must adhere scrupulously to the Regulation of
Investigatory Powers Act 2000.%

3.5 The Act sets out the legal framework within which undercover policing
may take place. It and its associated Codes of Practice are designed to
ensure compliance with the European Convention on Human Rights, in
particular, Article 8 - the right to respect for private and family life.*® The
statutory scheme emphasises the importance of authorisation to ensure
that the requirements of necessity and proportionality are met, and to
provide a proper system of close scrutiny.

% The Act has been supplemented by a number of Codes of Practice and Orders which set out in more detail
how the regime under the Act should be maintained in practice. See, for example, the Covert Human Intelligence
Sources Code of Practice, issued pursuant to section 71, Regulation of Investigatory Powers Act 2000, TSO,
London 2010. The Codes are regularly updated. For example, at the time of the drafting of this report, the
Minister of State for the Home Department is considering the results of a public consultation exercise which was
undertaken in response to a proposal to update the Code of Practice and to make a number of amendments in
order to provide greater clarity for those authorising and using covert techniques: see
https://www.gov.uk/government/speeches/covert-surveillance-and-covert-human-intelligence-source-codes-of-
practice-consultation

% The Human Rights Act 1998 gave effect in the United Kingdom to the Convention for the Protection of Human
Rights and Fundamental Freedoms. This is more commonly referred to as the European Convention on Human
Rights which is how we refer to it in this report: www.echr.coe.int/Documents/Convention ENG.pdf
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3.6 Inthis report, we refer to undercover police officers. All undercover
officers are also covert human intelligence sources.

3.7  The concept of a covert human intelligence source was introduced by
Part Il of the Regulation of Investigatory Powers Act 2000. This Part
covers the use of three covert investigatory powers: intrusive
surveillance, directed surveillance and the conduct and use of covert
human intelligence sources.

3.8 A covert human intelligence source is a person who:
(a) establishes or maintains a personal or other relationship; and

(b) does so for a covert purpose, which means that the relationship is
conducted so that one of the parties to the relationship is unaware of the
purpose; and

(c) has the covert purpose of facilitating either:

o the covert use of the relationship to obtain information, or to
provide access to any information to another person; or

o the covert disclosure of information obtained by the use of
the relationship, or as a consequence of the existence of the
relationship.?’

3.9 The conduct and use of a covert human intelligence source must be
authorised.

" See section 26(8) and (9), Regulation of Investigatory Powers Act 2000 for the exact language used to define a
covert human intelligence source.
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3.10 Whether or not authorisation is obtained, a further question may arise
about the use at a criminal trial of evidence obtained by undercover
officers. Here, the critical issue — both at common law and under Article
6, European Convention on Human Rights which sets out a person’s
right to a fair trial — is the fairness of the criminal trial process.?® The
criminal court has power either to stay proceedings on the grounds of
entrapment to prevent an abuse of executive power or to exclude
evidence, for example, evidence given by an agent provocateur,? using
its discretion to safeguard the fairness of the trial.

The authorisation process

3.11 As far as the police service is concerned, up until 2013, authorisation for
the use of all covert human intelligence sources, including undercover
officers, was given by an officer of the rank of superintendent or above,*
or by an officer of inspector level in urgent cases.* However, the law has
been amended so that, from 1 January 2014, authorisation for
undercover officers has to be given by an assistant chief constable or by
a commander in the Metropolitan Police Service or the City of London
Police, or his or her equivalent in other law enforcement agencies.*

3.12 Where an undercover officer is intended to be or is deployed for more
than 12 months, authorisation can only be given by a chief constable,
the commissioner of the Metropolitan Police Service or the City of
London Police,* or his or her equivalent in law enforcement agencies.
The prior approval of one of the Ordinary Surveillance Commissioners,
who are all current or former senior judges, is also required.*

% R v Looseley [2002] 1 Cr.App.R. 29 (HL).

29 An agent provocateur is defined as: “a person who entices another to commit an express breach of the law
which he would not otherwise have committed and then proceeds to inform against him in respect of such an
offence”: Report of the Royal Commission on Police Powers and Procedure, Cmnd 3297, 1929, London, HMSO.
The courts have defined an agent provocateur as: “a person who promotes or instigates the commission of the
offence charged”: see R v Lawrence and Nash, unreported (1993).

¥ The Regulation of Investigatory Powers (Prescription of Offices, Ranks and Positions) Order 2000/2417, Article
2, Schedule, Part I.

%1 |bid.

%2 Regulation of Investigatory Powers (Covert Human Intelligence Sources: Relevant Sources) Order 2013/2788,
Part 3, Article 16.

33 \We have set out in the text the titles of those individuals who head police forces in England and Wales.
Hereafter, we use the term chief constables to encompass all heads of police forces in England and Wales.

3 Regulation of Investigatory Powers (Covert Human Intelligence Sources: Relevant Sources) Order 2013/2788,
Part 2. Special rules also apply where the information concerned is legally privileged: Regulation of Investigatory
Powers (Covert Human Intelligence Sources: Matters Subject to Legal Privilege) Order 2010/123.
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3.13 If an authorisation is granted, it covers the conduct of the undercover
officer and the use of the undercover officer,* as well as any incidental
actions taken for the purposes of the investigation or operation.® All
authorised conduct is lawful for all purposes.®” This means that an
authorisation is capable of rendering conduct lawful that would otherwise
be criminal, or which might result in a civil action for damages.

3.14 Parliament has given the police service a very powerful weapon in its
fight against crime — the ability of police officers to act covertly without
legal redress provided that their actions are authorised correctly.

3.15 The grounds for authorisation, therefore, are extremely important and
must be complied with scrupulously by the relevant officers. The detail is
again set out in chapter 5 and annex D but, in essence, the authorising
officer must be satisfied that the deployment of an undercover officer is
necessary to prevent or detect crime, or is in the interests of national
security, and that it is proportionate to the desired outcome. This
involves a balancing exercise looking at the level of anticipated intrusion
compared, for example, with the harm that it seeks to prevent.

The policy context

3.16 Even before the introduction of the Regulation of Investigatory Powers
Act 2000, and certainly reflecting it thereafter, the National Policing
Improvement Agency, in consultation with chief officers and the Home
Office, devised policy guidance for the police service on undercover
policing.*®

% The expression “the conduct or the use of” is found in section 29(2), Regulation of Investigatory Powers Act
2000. “Conduct’ refers to the behaviour of the undercover officer while being deployed and “the use of” refers to
the circumstances in which the undercover officer is authorised to be deployed. Through this report, we refer to
“conduct or use”.

% Section 29(4), Regulation of Investigatory Powers Act 2000.
37 Section 27(1), Regulation of Investigatory Powers Act 2000.

38 For example, Home Office circular 97/1969 Informants who take part in crime; Home Office circular 35/1986
Consolidated circular to the police on crime and kindred matters; [Association of Chief Police Officers] and [Her
Majesty’s Revenue and Customs] guidance on undercover operations, practice of covert law enforcement
techniques (1999) [Restricted], and: [Association of Chief Police Officers] Manual of standards for the
deployment of undercover officers (2003) [Restricted].

46



3.17 The National Policing Improvement Agency has since been replaced by
the College of Policing.*

3.18 In June 2012, the previous guidance was replaced by guidance entitled:
Authorised Professional Practice Covert Undercover Operations.* Its
aim is to provide those who need to know with a single point of reference
for all relevant guidance which may have a bearing on the practical
decisions which they have to take in the field of undercover operations.
However, because of the perceived confidential nature of the guidance,
the document was marked as ‘restricted’.** It is not available to members
of the public. We comment further on the Authorised Professional
Practice in chapter 5.

The external supervisory context

3.19 At all times an undercover officer is deployed, his or her conduct and
behaviour remain subject to the same internal discipline codes and
regulations that cover all police officers,** and the Code of Ethics to
which we refer in paragraph 2.26.

3.20 This means that any undercover officer who acts outside his or her
authorisation without justification or who falls below the expected
standards of behaviour risks being made the subject of discipline and
misconduct proceedings.

3.21 In addition, there are a number of independent organisations that have,
within their remit of responsibilities, a duty to ensure that undercover
policing is carried out fairly, efficiently and effectively, and within the
statutory framework laid down by the Regulation of Investigatory Powers
Act 2000. We set out below the principal agencies that have such a role
to play.

% The Home Secretary announced the creation of the College in December 2011. The College has a remit to set
standards for the police service on training, development, skills and qualifications across all ranks and police
staff.

“* The College of Policing has stated that Authorised Professional Practice is now the national source of
professional guidance on policing in England and Wales. The Authorised Professional Practice concerning
undercover policing was prepared by the National Undercover Working Group — see chapter 5.

*1 We have been advised that this security marking was approved by the Chief Constables’ Council, a body of
chief constables established to agree policy statements: see paragraph 7.9 et seq.

2 The Police (Conduct) Regulations 2012 made under sections 50, 51 and 84, Police Act 1996. The Regulations
came into force on 22 November 2012.
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The Office of Surveillance Commissioners

3.22 The Office of Surveillance Commissioners is responsible for overseeing
the use of covert surveillance by designated public authorities based in
the United Kingdom.* It is independent from the government of the day
and all other public authorities. Its primary function is to provide effective
and efficient oversight so that the conduct of covert activities, including
undercover policing involving a covert human intelligence source,* is in
accordance with the Regulation of Investigatory Powers Act 2000 and
Codes issued under that Act.

3.23 The Office of Surveillance Commissioners inspects the use of, and
compliance with, the 2000 Act by the police and law enforcement
agencies on an annual basis.*”

The Independent Police Complaints Commission

3.24 The Independent Police Complaints Commission investigates the most
serious matters, including allegations of misconduct, death and cases of
serious injury caused by the police or other agencies. It also deals with
appeals against the way in which police record, resolve or investigate
complaints against themselves.*® This includes any relevant allegation
made against an undercover officer.

The Investigatory Powers Tribunal

3.25 The Tribunal investigates certain complaints that have been made by an
individual concerning alleged interference with his or her property or
communications providing that the complaint relates to the use of the
Regulation of Investigatory Powers Act 2000.*” This can be relevant
when a covert human intelligence source is the subject of the complaint.

*3 The position of Chief Surveillance Commissioner was created by section 91, Police Act 1997 and the functions
and staffing of the Office of Surveillance Commissioners are set out in sections 62 and 63, Regulation of
Investigatory Powers Act 2000.

*4 Section 26(8), Regulation of Investigatory Powers Act 2000.

“> The way in which the Office of Surveillance Commissioners functions is set out in: Procedures and guidance —
oversight arrangements for covert surveillance and property interference conducted by public authorities, issued
by the Chief Surveillance Commissioner, December 2011 [Restricted].

8 The Commission was created by section 9, Police Reform Act 2002.

*" The Tribunal was created by section 65, Regulation of Investigatory Powers Act 2000.
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4. The practical context

Types of undercover officer

4.1

4.2

4.3

There are three types of undercover officer: a foundation undercover
officer; an advanced undercover officer; and an undercover online
officer.

A foundation undercover officer is one who has passed the College of
Policing’s Foundation Undercover Training and Assessment Course
(which is the entry point for all undercover officers) and is able to be
deployed in specific operations. These deployments may include buying
drugs on the street from a suspected drug dealer, or collecting drugs left
at a designated venue,”® or engaging in low-level contact with an
individual or a criminal gang.*® A foundation, as distinct from an
advanced, undercover officer does not need the ability to withstand
detailed interrogation over a sustained period of time by those who are
the targets of his or her deployment.

An advanced undercover officer is one who has passed both the
Foundation Undercover Training and Assessment Course and the
National Undercover Training and Assessment Course.* Such officers
are able to undertake more complex investigations and engage in
longer-term infiltration of higher-tier criminals in a leading role, with the
ability to withstand detailed interrogation. They will become involved in
legend-building.**

“8 A foundation undercover officer may also be deployed to assist in the recovery of stolen property in an online
market place on the internet.

*9 This includes local deployments in or around the undercover officer’'s own force, making casual and sometimes
one-off relationships; it does not normally include physically residing for extended periods within a community
without the written authority of an assistant chief constable.

*° This is the position for aspiring advanced undercover officers today. We are aware that there are some existing
advanced undercover officers who qualified before the advent of the Foundation Undercover Training and
Assessment Course who are still deployed.

51 Legend-building is the process whereby undercover officers visit locations and construct a personal history in
order to develop or maintain a covert identity where there is not an intention to engage with the subjects of an
investigation or operation.
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4.4

4.5

Officers intending to put themselves forward for the National Undercover
Training and Assessment Course must undergo psychometric tests to
ensure that their personality traits fall within nationally approved
parameters. They must also be regarded as suitable following an
interview with a national assessment panel.>

There is no nationally agreed definition of an undercover online officer,>
but such an officer should have successfully completed the Foundation
Undercover Training and Assessment Course which trains him or her to
undertake complex covert investigations and infiltration through the use
of the internet. Such officers require a different set of skills from that of a
conventional undercover officer as they are not often deployed to meet
the subject of the investigation. Building on the definition used by one
force, we consider the following to be an appropriate description:

“l[a]n undercover online officer is an appropriately trained law
enforcement officer, who establishes or maintains a
relationship through the internet, in order to obtain covertly
information, intelligence or evidence against an individual,
group of individuals or organisation.”

The number of undercover officers

4.6

4.7

An undercover officer is classified as active, reserve, or dormant. An
undercover officer is ‘active’ if he or she has attended a continuous
professional development event and been deployed as an undercover
officer in the preceding 12 months. If an undercover officer does not
meet the criteria for ‘active’ status, but has been deployed undercover in
the preceding 24 months, he or she is placed in the ‘reserve’ status
category. Any other undercover officer is classified as ‘dormant’.

We considered it essential to find out the number of undercover officers
in England and Wales. We therefore approached all forces and law
enforcement agencies and asked for the number of undercover officers
under their command. However, it has become clear in analysing the
data that we received that a number of forces and law enforcement

*2 The national assessment panel consists of two senior officers with responsibility for an accredited undercover
unit and an experienced undercover covert operations manager appointed by the chair of the National
Undercover Working Group.

%3 The force in question describes an undercover online police officer as: “an appropriately trained law
enforcement officer, covertly deployed on an authorised investigation who via the internet, seeks to obtain
information, intelligence or evidence against an individual, group of individuals or organisation”.
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agencies double-counted officers who were both online undercover
officers and either foundation or advanced undercover officers. It has not
proved possible to separate these categories of officers with any degree
of certainty from the figures provided. As such, our best estimate of the
number of individual officers, including those classified as active, reserve
and dormant, who may be deployed in any undercover capacity, is
1,229.%

4.8 The number of undercover officers in the 43 police forces alone is less
than 1 percent of the total number of full-time equivalent police officers.

The type and number of undercover units

4.9 Each chief constable and head of the law enforcement agencies which
we inspected has discretion to decide whether to establish an
undercover unit in his or her force or law enforcement agency and, if so,
the type of unit to create and the number of undercover officers to staff it.

4.10 A police force’s undercover unit is accountable to the chief constable
who in turn reports on the efficiency and effectiveness of his or her force
to his or her police and crime commissioner.*®

4.11 There are two types of undercover unit: a recognised undercover
capability unit and an accredited undercover unit. The former may only
undertake undercover work which is carried out by foundation
undercover officers.*® The latter has the capability to use the full range of
undercover techniques.®’

** This figure includes the active advanced, foundation, and undercover online officers, and those who are in the
reserve and dormant categories.

%5 Section 1(6), Police Reform and Social Responsibility Act 2011. The Mayor of London is responsible for the
Police and Crime Plan covering the Metropolitan Police Service. The City of London Police has published a
Policing Plan for the City of London which identifies its priorities as set in conjunction with its Police Committee:
section 3.

* See paragraph 4.1 et seq. for the distinctions between the types of undercover officer.

" Authorised Professional Practice Undercover Operations, Accredited Undercover Unit, June 2012 [Restricted].
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4.12

We were advised that there are 14 recognised undercover capability
units and 25 accredited undercover units in England and Wales.*® In
some forces, these units include an undercover online capability. In
others, that capability is provided by officers in a discrete unit.

The management structure of undercover units

4.13

4.14

4.15

An undercover unit has a management team that is led by an
undercover covert operations manager or head of unit who should be an
officer of at least the rank of inspector or equivalent. The manager and
his management team, including a cover officer,> support the head of
profession® in setting the strategic direction and development of the
undercover requirement. They manage the deployment of the
undercover officer and should provide advice to an operational head or
senior investigating officer regarding all aspects of undercover policing.

The cover officer has day-to-day responsibility for managing undercover
officers® and addresses their security and welfare needs. He or she also
acts as the link between the senior investigating officer and the
undercover covert operations manager. Covert finance®® and general
finance, as well as human resources, are supplied by an administration
team, invariably but not exclusively assigned to work in the unit.

Only police forces and law enforcement agencies with accredited
undercover unit status may manage an operation involving the
deployment of an advanced undercover officer.

%8 Figures obtained from analysis of the data collected by HMIC supplied by law enforcement agencies at the
start of the inspection.

* The cover officer’s role is explained in paragraph 6.28.

0 The head of profession is the head of crime for a police force or equivalent who has overall responsibility for
special operations, including undercover policing.

®1 Section 29(4A)(a) and 29(5)(a), Regulation of Investigatory Powers Act 2000.

%2 The finance that undercover officers may require during their deployment is one aspect of what is known as
‘backstopping’, which enables an infrastructure to be created and maintained around the undercover officer to
help to avoid detection.
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4.16

4.17

The most important feature of an undercover unit is that its staff do not
instigate their own operations. An undercover officer should only ever be
deployed to support an existing intelligence-gathering or evidence-
gathering operation, the procedures in relation to which are set out in the
National Intelligence Model.*

The separation of the undercover unit from the team that is responsible
for the investigation in which the unit's members may be deployed
enables an important series of checks and balances to be put in place
and is seen by the police and law enforcement agencies as good
practice. We agree. The undercover officers are kept away from the day-
to-day running of the investigation. The separation, in line management
terms, of the officer from the investigation tries to ensure that the senior
investigating officer does not overstep the mark in what he or she
demands of the undercover officer.

The deployment of undercover officers

4.18

4.19

Undercover units are an expensive part of policing. Some smaller police
forces have limited undercover capability; some have none at all; and
some do not possess the covert infrastructure to house an advanced
undercover unit.

Forces that have only a recognised undercover capability unit may use
another force’s accredited undercover unit and its resources.

% The National Intelligence Model is a business model to ensure that policing is provided in a targeted manner
through the development of information and intelligence. It facilitates the prioritisation of police activity. See:
Guidance on the National Intelligence Model, 2005, produced by the National Centre for Policing Excellence on
behalf of the Association of Chief Police Officers. The National Centre for Policing Excellence was a forerunner to
the College of Policing. A code of practice relating to the operation of the model was issued in January 2005 by
the Home Secretary under sections 39 and 39A, Police Act 1996, sections 28 and 73, Police Act 1997, and
sections 28A and 73A, Police Act 1997.
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4.20 A system of importing and exporting undercover officers exists.®* When
this occurs, the scrutiny around the undercover officer effectively
increases as he or she has two cover officers: one from the host force to
act as the link between the undercover officer and the senior
investigating officer, and to comply with the requirements of the
Regulation of Investigatory Powers Act 2000; and the other from the
donor force to ensure that the security and welfare needs of the
undercover officer are addressed. The two cover officers should be in
regular contact to ensure continuity and consistency of approach
towards the needs and requirements of the undercover officer.

The volume of undercover work

4.21 The following table sets out the number of undercover operations which
were authorised between 1 October 2009 and 30 September 2013.

Undercover online
operations

10ct2009 10ct2011 10ct2009 10ct2011 10ct2009 1 Oct2011
to 30 Sep to 30 Sep to 30 Sep to 30 Sep to 30 Sep to 30 Sep
2011 2013 2011 2013 2011 2013

Advanced operations Foundation operations

Total 438 407 1000 1039 228 354

4.22 We set out our findings in the chapters that follow.

% A force or law enforcement agency, known as the ‘host’ force, will make a request within the undercover
community for an undercover officer fitting the required profile who will be provided by another force or agency,
known as the ‘donor’ force.
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5. The way undercover officers operate in practice

5.1

5.2

5.3

5.4

5.5

Our first term of reference was to consider the way undercover officers
operate in practice in order to explore their understanding and
compliance with the Regulation of Investigatory Powers Act 2000 and
the Authorised Professional Practice.

We summarise in chapter 3 and set out in annex D the legal framework
and policy guidance within which undercover policing operations are
required to be conducted. It is, of course, axiomatic to state that all
undercover policing deployments must be lawful and that they should
comply with internal policies, codes of practice, and guidelines. Because
of the importance of the authorisation process, we have set the legal
requirements out again, this time in more detail in paragraphs 5.8 - 20,
so that they remain in the forefront of people’s minds when they come to
read our findings with regard to the extent and level of compliance which
we found during the course of our inspection.

During our fieldwork, we considered specifically the quality of decisions
taken by all those involved in the deployment of undercover officers: the
undercover officers themselves; their cover officers; and their
undercover covert operations managers.

We interviewed more than 200 undercover officers and examined in
detail in excess of 100 case files. We specifically sought the views of
Crown Prosecution Service lawyers.

We found that, in general, undercover officers carried out their roles
professionally, courageously and with integrity. We were impressed by
their keen awareness of the vital role which they play in protecting our
communities, and the legal, practical and ethical environment in which
they operate. This view was supported by the heads of complex case
units in the Crown Prosecution Service.
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5.6

5.7

We found good evidence that those involved in undercover policing had
a thorough understanding of the Regulation of Investigatory Powers Act
2000 and the human rights environment in which they are required to
work. This extended to the specific acts in which they engaged and the
relationships which they formed. With regard to those who directly
manage undercover officers, we found, generally, a high level of
understanding of their roles and responsibilities.®®

Whilst that is the position with regard to undercover officers themselves,
during our fieldwork, we identified some cause for concern regarding the
seeking of authorisations to deploy and the authorisation process itself.
We set out our findings in the paragraphs that follow.

The authorisation process

5.8

5.9

As we have stated in paragraph 5.2, we repeat here the legal
requirements in detail with regard to the authorisation process to help
the reader better to understand the context of our findings. The legal
framework hinges on those who carry out undercover policing being
authorised to do so in accordance with the Regulation of Investigatory
Powers Act 2000.%

Up until 2013, authorisation for the use of all covert human intelligence
sources, including undercover officers, was given by an officer of the
rank of superintendent or above,?” or by an inspector in urgent cases.®®
However, in 2013, the law was amended so that, from 1 January 2014,
authorisation for undercover officers has to be given by an assistant
chief constable or by a commander in the Metropolitan Police Service or
the City of London Police or his or her equivalent in other law
enforcement agencies.®

% There is one important caveat that we need to add: our inspection process cannot cater for any instance where
undercover policing was used as a tactic but in which the appropriate authority was not sought. In the absence of
a review of every investigation conducted by a force over a given period of time to see if such an instance
existed, there is no obvious way in which the case where the undercover tactic was deployed without
authorisation may be isolated. We accept the limitation in our methodology that our approach necessarily

involved.

% Sections 27-32, Regulation of Investigatory Powers Act 2000.

&7 Regulation of Investigatory Powers (Prescription of Offices, Ranks and Positions) Order 2000/2417, Article 2,
Schedule, Part I.

%8 |bid.

&9 Regulation of Investigatory Powers (Covert Human Intelligence Sources: Relevant Sources) Order 2013/2788,
Part 3, Article 16.
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5.10 Where a covert human intelligence source is intended to be deployed for
more than 12 months, authorisation can only be given by a chief
constable or by the commissioner of the Metropolitan Police Service or
the City of London Police or his or her equivalent in other law
enforcement agencies. In addition, the prior approval of one of the
Ordinary Surveillance Commissioners, who are all current or former
senior judges, is required.”

5.11 An authorisation is for the conduct and use of the covert human
intelligence source. An authorisation must specify or describe the
activities involved in that conduct or use. If an authorisation is granted, it
covers the conduct and use of the undercover officer, and any incidental
actions taken for the purposes of the investigation or operation.”* The
grant of an authorisation has important legal consequences: conduct in
accordance with an authorisation is lawful for all purposes.” This means
that an authorisation is capable of rendering conduct lawful that would
otherwise be criminal, or which might result in a civil action for damages.

5.12 ltis clear, therefore, that Parliament has given the police service a very
powerful weapon in its fight against crime: the ability of police officers to
act covertly without legal redress provided that their actions are
authorised correctly.

5.13 The grounds for authorisation, therefore, are extremely important and
must be scrupulously complied with by the relevant officers. There are a
number of considerations which the authorising officer must take into
account.

5.14 First, he or she must be satisfied that the authorisation is necessary for
one or more of the specified purposes which are listed in the Regulation
of Investigatory Powers Act 2000, such as the prevention or detection of
crime or the interests of national security.”

™ Op cit, Part 2. Special rules also apply where the information concerned is legally privileged: Regulation of
Investigatory Powers (Covert Human Intelligence Sources: Matters Subject to Legal Privilege) Order 2010/ 123.

™ Section 29(4), Regulation of Investigatory Powers Act 2000.
2 Section 27(1), Regulation of Investigatory Powers Act 2000.
3 Section 29(2)(a), Regulation of Investigatory Powers Act 2000.
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5.15 Secondly, he or she must be satisfied that the authorised conduct or use
is proportionate to the desired outcome.” This involves a balancing
exercise looking at the nature of the conduct compared, for example,
with the harm that it seeks to prevent. In general, it would not be
proportionate to deploy an undercover officer in order to prevent or
detect a minor crime.

5.16 In practice, this requires the authorising officer to consider:

the operational objectives and plan for the deployment;

the balance between the size and scope of the proposed
activity and the gravity and extent of the perceived criminal
offence;

an explanation for how and why the methods to be used will
cause the least possible intrusion on the subject and others;

whether the activity is an appropriate use of the legislation
and a reasonable way, having considered all reasonable
alternatives, of obtaining the necessary result; and

evidence, as far as reasonably practicable, of what other
methods have been considered and why they are not being
used.

5.17 Thirdly, he or she must be satisfied that there are certain logistical
arrangements in place. There must be:

a police officer with day-to-day responsibility for dealing with
the undercover officer, and for the undercover officer’s
security and welfare;”™

a separate police officer who has general oversight of the
use of the undercover officer;”® and

™ sections 29(2)(b), Regulation of Investigatory Powers Act 2000.

5 Section 29(4A)(a), Regulation of Investigatory Powers Act 2000. This person is in practice known as the cover

officer.

% Section 29(4A)(a), Regulation of Investigatory Powers Act 2000. This person is known as the undercover

covert operations manager.
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o a police officer with responsibility for maintaining a detailed
record of the use made of the undercover officer, with those
records only being disclosed where necessary.””

5.18 The records must contain important details, including: the tasking given
to the undercover officer; any communications between the undercover
officer and his or her force; and the information obtained.”

5.19 The authorising or renewing officer has an important additional function,
that is, to cancel the authorisation if he or she is satisfied that the
conditions for granting it are no longer met.” This requires the
authorising or renewing officer to keep the authorisation under constant
review.

5.20 According to the relevant Code of Practice, reviews should be carried
out as frequently as considered necessary and practicable, for the
purpose of determining whether the use of the covert human intelligence
source remains necessary and proportionate, and whether the
authorisation remains justified.®

When authorisation should be sought

5.21 We found some confusion about the stage at which an undercover
officer is actually deployed for the purposes of the Regulation of
Investigatory Powers Act 2000. This is a particular problem in legend-
building.*

5.22 The confusion around legend-building is understandable because there
appears to be conflicting advice issued by the National Undercover
Working Group and the College of Policing on the one hand, and the
Office of Surveillance Commissioners on the other.

" Section 29(2)(c), Regulation of Investigatory Powers Act 2000.
"8 Regulation of Investigatory Powers (Source Records) Regulations 2000/ 2725.
9 Section 45, Regulation of Investigatory Powers Act 2000.

8 Covert Human Intelligence Sources Code of Practice, issued pursuant to section 71, Regulation of
Investigatory Powers Act 2000, paragraphs 5.16-17.

8 See annex D, paragraph 41 et seq.
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5.23 The Authorised Professional Practice states that:

“all legend-building activity must be authorised under the
Regulation of Investigatory Powers Act 2000...Authorisation
for legend-building sits at the same level as full
authorisations...This is a requirement”.

5.24 That view is not supported by the Office of Surveillance Commissioners
which states that:

“[ilf the relationship is for a covert purpose, and the activity
relates to a current operation, an authorisation should be
obtained. Where the legend is being prepared for possible
later use an authorisation may not be necessary”.?*

5.25 We consulted a barrister well versed in this area of the law. He advised
us that relationships formed during the legend-building stage have as
much capacity to interfere with Article 8 rights (the right to respect for
private and family life) as those formed during operational deployment.
Consequently, it would be inconsistent with one of the fundamental
purposes of the Regulation of Investigatory Powers Act 2000 if it were
not a requirement to authorise such relationships where they are
necessary and proportionate in the interests of law enforcement.

5.26 Regardless of any legal obligation, we consider that any deployment for
legend-building should be subject to the same degree of scrutiny as any
other stage in the deployment of an undercover officer.

5.27 During the early phase of legend-building, an undercover officer lacks
the focus that comes with operational deployment, because there is not,
at that stage, a specific target with whom the legend-building officer has
a relationship. However, in order to maintain his or her legend, the
undercover officer has to keep his or her false persona up-to-date
throughout the lifetime of his or her deployment. This will include
occasions both before and after actual undercover deployments.

8 procedures and guidance, Office of Surveillance Commissioners. December 2011 [Restricted].
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5.28 During the legend-building process and while it is being maintained, it is
clear that the officer may form a relationship with others in order to
construct the false edifice of the officer’'s background story. These
relationships may constitute collateral intrusion® as there is a strong
likelihood that, in some instances, the officer obtains private information
from law-abiding members of the public.

5.29 In the light of the legal analysis that we have set out earlier in this
chapter, chapter 3 and annex D, we consider that greater clarity should
be brought to the need for authorisation under the Regulation of
Investigatory Powers Act 2000 in all instances where legend-building is
undertaken. There needs to be consultation between the National
Undercover Working Group, the Home Office and the Office of
Surveillance Commissioners.

Recommendation 1

The National Undercover Working Group should consult the Home Office
and the Office of Surveillance Commissioners with a view to establishing
arequirement that all legend-building should be subject to the statutory
regime set out in Part Il of the Regulation of Investigatory Powers Act
2000, and this should be reflected in amendments to the relevant Code of
Practice.

5.30 During our inspection, we found that some forces and agencies followed
the Authorised Professional Practice policy and authorised the conduct
or use of an undercover officer for legend-building just as they would for
a full operational deployment. Others did not consider such authorisation
to be necessary.

5.31 One force has introduced a policy which permits a detective inspector to
authorise deployment for legend-building. We set out below the
approach adopted by that force.

8 See paragraph 5.65 et seq.
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When legend-building is considered appropriate, an application form is
prepared and submitted to the detective inspector with responsibility for
advanced undercover officers, who may authorise relevant activity for a
period of 12 months, subject to monthly reviews.

The application form is comprehensive and consists of nine sections
which include: details of the legend plan; the geographical area; the
likelihood of collateral intrusion and ways in which it will be minimised,;
the likelihood of obtaining confidential information; and a risk
assessment, taking into account moral and ethical considerations.

The undercover officer does not start his or her work until he or she is
told that authority has been granted for legend-building activities and
that he or she is authorised to visit and frequent geographical areas and
venues for the purpose of establishing, maintaining, or developing a
false identity.

The undercover officer is reminded of Articles 6 and 8 of the European
Convention on Human Rights and is instructed that he or she does not
have any authority to participate in crime while engaged in legend-
building activities. The undercover officer is required to sign indicating
that he or she is aware of the limits of the authorisation.

The undercover officer is also issued with a legend-building notebook
for recording details of those individuals with whom he or she interacts
and where, and expenditure. The notebook is presented to the detective
inspector on a monthly basis.

5.32 We found this to be a well-managed and transparent policy. But it is only
one of several approaches that exist in the forces in England and Wales.
Given the sensitivity of this area of police work, there should be, in our
opinion, greater levels of uniformity across forces and law enforcement
agencies.
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Levels of authorisation

5.33

5.34

5.35

5.36

5.37

5.38

As we have previously stated in paragraph 5.9, from 1 January 2014,
any undercover authorisation must be granted by an officer of at least
the rank of assistant chief constable, commander or their equivalent.®
Before that date, an officer of the rank of superintendent was able to
authorise undercover deployments.®

In 2003, the Association of Chief Police Officers had issued a policy that,
notwithstanding the then statutory position, any deployment of an
advanced undercover officer should only be authorised by an assistant
chief constable.

We understand that the Office of Surveillance Commissioners informed
each force of the 2014 statutory change. In addition, the secretary of the
National Undercover Working Group wrote to all undercover units and
the chair of the Working Group wrote to all chief constables to advise
them of the new requirement.

Despite this, all the staff whom we interviewed in one force, which we
visited in late February 2014, were unaware that the law had changed.
Fortunately, a deployment had not been authorised since 1 January
2014.

Our inspection spanned the introduction of the new statutory
requirement. The cases which we considered tended to have been
authorised prior to 1 January 2014, and, as a result, the authorising
officers were a mix of superintendents and assistant chief constables.

We only found one force where the authorisation levels set by the
Association of Chief Police Officers had not been adhered to by the
force. Until as recently as three months before our inspection, all that
force’s deployments, at both foundation and advanced level, had been
authorised at superintendent level, contrary to the internal policy
requirement which the Association had introduced in 2003. By the time
of our visit in November 2013, the position had changed and operations
involving advanced undercover officers were being authorised by an
assistant chief constable.

84 Regulation of Investigatory Powers (Covert Human Intelligence Sources: Relevant Sources) Order 2013/2788,
Part 3, Article 16.

& Regulation of Investigatory Powers (Prescription of Offices, Ranks and Positions) Order 2000/2417, Article 2,
Schedule, Part I.
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5.39 In practice, we found that forces and law enforcement agencies
concentrate their undercover deployments as a response to serious
crime. The assistant chief constable or equivalent in law enforcement
agencies who authorises undercover operations tends to be responsible
generally for the conduct of all criminal investigations, including any
undercover operations.

5.40 One force has clearly given this matter some thought and has decided
that a different assistant chief constable, who is not responsible for the
conduct of criminal investigations, should authorise undercover
deployments in order to introduce greater independent scrutiny. We
applaud the care and consideration which went into that decision, but we
recognise that it may not be possible for smaller forces to adopt the
same approach.

The quality of authorisations

5.41 An undercover operation should only be mounted if there are sound
reasons for doing so, underpinned by a strong intelligence case. The
police are not entitled to use such an intrusive police tactic in the hope
that some useful intelligence or evidence might emerge as a result — the
so-called ‘fishing expedition’.

5.42 To seek to prevent such applications being put forward, the procedure to
obtain an authorisation is comprehensive and involves setting out in
detail what should be achieved by the undercover deployment and how.

5.43 The application must show why an undercover deployment is considered
necessary and why the tactic is proportionate.®® It must also demonstrate
that the risk of collateral intrusion has been considered and specify what
steps will be taken to minimise that risk.

5.44 Having considered the application, the authorising officer must record his
or her findings and decision. During our inspection, we examined
documents completed by both assistant chief constables and
superintendents acting as authorising officers.

8 See paragraph 3.15.
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5.45 The quality of authorities varied greatly, which heightened our concern
that so few assistant chief constables have taken advantage of a new
authorising officers’ course.?” Many authorities which we examined were
very detailed, but others were less so, and frequently we found that the
contents of one authority had been copied to another.

5.46 The best authorities listed the other policing methods that had either
been tried and had failed or had been considered but which were
thought to be unlikely to succeed, in compliance with the need for the
authorising officer to assess whether other methods of investigation
could achieve the same aim.®

5.47 Although all those with whom we spoke were aware that an undercover
operation had to be necessary and proportionate, we found that, in
practice, the depth of deliberation given to this consideration was not
always reflected in the paperwork which supported the request for
authorisation or, indeed, in the commentary supporting the authorisation.
That said, when we spoke to the authorising officers, they were able
orally to provide us with sufficient information to justify the authorities.
This suggests that the problem lies in authorising officers either not
having the skills and knowledge necessary to make a clear and
comprehensive record of the authority - or not having sufficient time to
complete the records.

5.48 In one force, officers sought to provide support for their application to
deploy undercover officers by stating:

“such criminality has a huge impact on the social and
economic fabric of [the force] and the wider... region. A
successful outcome to this operation would greatly enhance
the reputation and credibility of the [force].”

5.49 In our view, reputational issues which might affect the force concerned
are not relevant to the granting of an authority under the Regulation of
Investigatory Powers Act 2000, and on their own are insufficient to justify
the authorising of such a highly intrusive policing tactic. In this instance,
however, there were other grounds which justified the granting of the
authority.

87 See paragraph 8.105 et seq.
8 See paragraph 5.16.
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5.50

5.51

5.52

5.53

5.54

Nevertheless, in granting the authority, the assistant chief constable
should have provided written evidence, as far as reasonably practicable,
about other methods that had been considered and why they had not
been implemented. This was not recorded. Neither was there any
explanation about how the deployed officers would seek to minimise the
degree of collateral intrusion that the deployment would cause.

We note, in passing, that the phrases used in the application that we
have quoted above were repeated in another application for
authorisation to deploy undercover officers in an entirely separate
investigation in the same force. This suggests to us that insufficient care
is being taken to consider each investigation on its merits. It is highly
unlikely that two investigations will be so similar that the language of the
application can simply be transferred, one to the other. It demonstrates a
lack of specific thought and a reliance on general platitudes of good
intent that should not have any place in applications to deploy such a
sensitive police tactic.

This was not the only instance of such behaviour. In one force, generic
phrases had clearly been copied from a previous authority onto another
which was for an undercover online operation involving the sexual
exploitation of children. Unfortunately, too much material was carried
over from the previous authority, which related to a completely
unconnected operation looking at gun crime, and, as a result, the new
authority inadvertently granted permission for the online investigator to
purchase firearms.

This illustrates the quality of the consideration given by the authorising
officer as well as the officer making the application.

We were pleased to find, in contrast to this example, many others which
showed that there was a meticulous and well-documented procedure in
forces.
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In one case we examined, the senior investigating officer documented the
proposed objectives in the application to authorise the deployment of
undercover officers.

The application listed a number of other policing methods that had been tried
and demonstrated that necessity, proportionality and ways to minimise
collateral intrusion had been carefully considered, with due regard to the
European Convention on Human Rights.

It also set clear timescales for each stage of the proposed operation.

The assistant chief constable considered the application and authorised the
deployment of the undercover officers. He also authorised, in detail, their
participation in crime and showed that he had fully considered the potential
consequences of an undercover officer sharing drugs with another person.

We found that a media strategy was considered from the outset of this
operation with a service level agreement between the force’s press office
and its covert operations unit to ensure that the tactic was protected.

The authority was later noted and signed by both the undercover officers and
a Crown Prosecution Service lawyer.

5.55 Ininterview, the assistant chief constable responsible for granting this
and other authorities that we examined told us: “[t]here is not a word, a
punctuation mark or digit in those authorities that is not mine.”

5.56 The assistant chief constable concerned had taken the trouble to
improve his knowledge and awareness of undercover policing while
awaiting the College of Policing’s course for authorising officers.?®

8 See paragraph 8.110 et seq.
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The review and renewal of authorisations

5.57

5.58

5.59

5.60

5.61

Every undercover deployment has to be reviewed and renewed by the
authorising officer at regular intervals.? The considerations that apply to
the grant of an authority at the outset of an undercover deployment apply
equally at these stages. The same rigour should be applied to the review
and renewal stages as the initial application process. Indeed, it is
arguable that a more rigorous analysis should be undertaken at these
later stages for two reasons: first, because the intrusion by the review
stage will have been going on for some time and, in all likelihood, a
greater degree of intrusion will be occurring than at the outset; and,
secondly, the authorising officer will be able to take into account any
benefits that the undercover deployment will have already obtained in
the first period of authorisation. In other words, the authorising officer
who is considering the review or renewal will be able to consider whether
the deployment has started to meet its objectives.

We found that weaknesses during the initial authorisation process were
perpetuated during the review and renewal stages.

In the case referred to in paragraph 5.48,”* the authorising officer’s
comments were again weak at the time of review. The assistant chief
constable documented the decision that the operation should continue
but did not detail how that decision had been reached. The review did
not adequately cover proportionality, necessity and which alternative
methods of investigation had been considered.

In addition, in that instance, it is clear to us that the assistant chief
constable relied on information that he had been given orally about how
the criminality of the target had had an impact on a neighbouring force.
Whilst that fact was used to justify the deployment of undercover
officers, there was no documentary evidence of it in the application.

We consider the absence of such evidence would cause substantial
difficulty for the assistant chief constable if the decisions that were taken
were ever challenged, as there would not be a documentary audit trail of
the decision-making process — often a critical difficulty for those who
have to justify their decisions in the High Court.

% See paragraph 5.20.

%1 See paragraph 5.48.
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5.62 Whenever a force starts an undercover operation, it must ensure that it
is in a position to act on the intelligence which the undercover officer
obtains and sends back to the force, or at least to be able to justify why it
has not done so. If a force does not act on the information from the
undercover officer, there must be a question about the necessity of the
deployment. There may be good reason why a force does not act on a
piece of intelligence, for instance, to protect the deployment and its
greater operational objectives, but a repeated inability to respond
through a lack of resources (which was an explanation given to us by
one force) cannot be justified.

5.63 Whenever an authorising officer considers a deployment at review or
renewal stage, rather than simply listing achievements, any intelligence
opportunities that have not been acted upon should be documented, and
with the reasons. If inactivity cannot be justified, the validity of the whole
operation is called into question.

5.64 During our fieldwork, we found one example where a force did not act on
a significant proportion of the intelligence obtained by the undercover
officers: see paragraph 7.90.

Recommendation 2

At review and renewal stages, authorising officers should ensure that
any intelligence opportunities that have not been acted on are
documented and taken into consideration when deciding whether the
continued deployment of an undercover officer is justified.

Collateral intrusion

5.65 Collateral intrusion is the term given to “the risk of interference with the
private and family life of persons who are not the intended subjects of
the covert human intelligence source activity”.”

5.66 Undercover officers are very often likely to form such relationships and
obtain information during the course of their deployment, and these are
material considerations for those who authorise the use of undercover
officers.

92 Covert Human Intelligence Sources Code of Practice, issued pursuant to section 71, Regulation of
Investigatory Powers Act 2000, Home Office, 2010, paragraph 3.8.
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5.67 We found good evidence that collateral intrusion was considered both
from the outset and throughout operations. However, we consider that a
more consistent and systematic approach needs to be taken in its
regard.

5.68 Inits 2012 review, HMIC said the following:

‘tlhe authorising officer of an undercover deployment must
take into account the risk of intrusion into the privacy of
persons other than those directly implicated in the operation
or investigation. Such ‘collateral intrusion’ must be reasonable
and justified in the specific circumstances, and the mitigation
of all forms of collateral intrusion should be planned for and
considered.

“There are three main categories:

1 inevitable intrusion (such as into the privacy of intimate
associates of the subject);

2 foreseeable intrusion (such as into the privacy of known
associates); and

3 general intrusion (such as into the privacy of other
members of the public who come into contact with the
subject).”

5.69 This continues to provide a sound basis for addressing the issue of
collateral intrusion.

Recommendation 3

Authorising officers should record their findings regarding collateral
intrusion under the three categories of inevitable, foreseeable and
general intrusion when setting out their decisions to authorise or renew
an application for the deployment of an undercover officer, and at every
review stage.

% A review of national police units which provide intelligence on criminality associated with protest, HMIC,
January 2012, page 21.
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Authorised Professional Practice

5.70 We set out in chapter 7 the way in which the College of Policing and the
National Undercover Working Group® have sought to provide the police
service with policy guidance in the area of undercover policing through
the Authorised Professional Practice. The guidance is not
comprehensive, and, as a result, not of great use to those responsible
for managing undercover deployments or for those who are actually
deployed.

5.71 However, no matter its weaknesses and omissions, the fact remains that
the police service does have guidance of a sort to which to refer.

5.72 As aresult, the Authorised Professional Practice should be essential
reading for everyone involved in undercover policing. In reality, however,
we found there was little knowledge of it, even amongst those who
worked in units where their colleagues had been involved in drafting it.
The undercover covert operations manager in one regional unit, for
example, had played a significant part in producing the Authorised
Professional Practice, but we found that its content was not well known
by the chief officer, the detective superintendent, senior investigating
officers or the undercover officers themselves in that force.

5.73 This picture was broadly replicated throughout England and Wales.
Frequently, we found that relevant individuals had been denied access
to the Authorised Professional Practice and that, on occasion, entire
units had not seen it. Staff in one force, for example, claimed that their
aligned parent unit from another force only let them see it one week prior
to our visit.

5.74 We were particularly concerned that those Crown Prosecution Service
lawyers who deal with cases involving undercover policing with whom
we spoke had not seen the document and were not even aware of its
existence. Indeed, we understand that the Crown Prosecution Service is
drafting its own covert guidance manual in order to assist its prosecutors
without having read the relevant part of the Authorised Professional
Practice. Furthermore, we found that psychologists with responsibility for
an undercover officer's welfare had little, if any, knowledge of the
Authorised Professional Practice.

% See paragraph 7.20 et seq.

71



5.75 It seems absurd to us that the principal prosecuting authority which is
responsible for cases involving police undercover officers has not had
sight of the document that purports to guide those officers in their
activities, behaviours and conduct. Whilst we recognise and accept the
need for appropriate levels of confidentiality in an area of policing that is
S0 sensitive, those responsible for setting such levels of confidentiality
need to reflect upon the benefits which disclosing the relevant guidance
to partner agencies would bring. We consider that the Authorised
Professional Practice should be shared with relevant lawyers in the
Crown Prosecution Service.

5.76 During our inspection, those whom we interviewed frequently attributed
the lack of access to the document to its ‘restricted’ security marking,
but, in reality, we found that even those who had been granted access to
it often had not read it.

5.77 We are pleased to record that there were some notable exceptions:
undercover officers in one force who are new to the role are required to
read the Authorised Professional Practice and sign to confirm that they
have done so; and those in relevant roles in another force demonstrated
a clear understanding of the Authorised Professional Practice, and the
undercover covert operations manager there provided evidence of
briefing staff on it and inviting comment.

5.78 Regardless of how widely the document has been circulated and read,
however, its quality and usefulness are in some doubt, as it was
criticised frequently during our inspection. A recurring theme was that it
lacks detail, with frequent comments stating that it was: “too light” and
“too generic”. We support these observations.

Recommendation 4

The College of Policing and the National Crime Business Area should
review the Authorised Professional Practice to ensure that it is
comprehensive and appropriately specific.

Recommendation 5

The College of Policing and the National Crime Business Area should
agree with representatives of the Crown Prosecution Service the way in
which the Authorised Professional Practice can be made available to
those members of the Service who need to read it.
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Recommendation 6

The College of Policing and the National Crime Business Area should
review the security marking of the revised Authorised Professional
Practice with a view to making it available generally, or, where
circumstances properly require it, to making a redacted version of it
available generally. The College and the Business Area should bear in
mind that public confidence in the use of undercover policing is more
likely to be earned and maintained by adopting a more open and
transparent approach.
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6. Supervision and day-to-day management and
support

6.1

6.2

Our second term of reference was to consider the supervision, day-to-
day management, support and tasking of officers deployed undercover
by police forces and [the National Crime Agency].*®

We focused on the level and quality of direct managerial supervision and
oversight of undercover operations, and on the level and quality of
support provided to undercover officers in terms of their welfare needs.

The supervision and oversight of operations

6.3

6.4

6.5

During our fieldwork, we were pleased to find that there was a high level
of intrusive supervision by those officers who were responsible for
managing and supervising day-to-day undercover operations. Intrusive
supervision is the term generally used to describe the extent to which
those who are more experienced, or who are of a higher rank, oversee
and manage the activities of those under their command.

We found instances where chief officers personally took an active role in
ensuring that the undercover operations in their forces were being
undertaken appropriately. For example, in one force, chief officers
required updates over and above the authorisation process under the
Regulation of Investigatory Powers Act 2000.% This included a monthly
briefing for the chief constable. There was clearly a culture of intrusive
management and supervision at all organisational and operational
levels, and we found that those connected with undercover operations
were fully aware of their roles and responsibilities and committed to
providing the best possible service.

However, there was less engagement by chief officers and some senior
investigating officers in other forces — both in terms of their awareness of
the day-to-day issues surrounding undercover policing generally, and in
terms of their interest in it.*’

% our original terms of reference referred to the Serious Organised Crime Agency but this was replaced by the
National Crime Agency during the course of our inspection.

% See paragraph 5.8 et seq.

9 See paragraph 7.89 and paragraph 5.45.
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Selecting the most appropriate undercover officers

6.6 On a practical level, the starting point in any undercover operation is the
identification of appropriately trained officers to be deployed. We were
concerned to find an absence of consistency in how forces addressed
this.

6.7 As a national policing tactic which requires the deployment of advanced
undercover officers, usually from outside the force which is conducting
the investigation, we expected to find a coherent approach to the way in
which forces sought the assistance of officers from other forces. We also
expected to find detailed criteria by which senior officers assess such
requests and judge them against any local needs so that a balanced
decision might be taken about loaning officers. This would avoid any
suggestion of perceived local needs overriding the greater need of the
requesting force.

6.8 We found that, often, requests for undercover officers were made on an
ad hoc basis by staff in one undercover unit contacting colleagues whom
they knew in another to find out which officers were available to help.

6.9 Over time, such arrangements become the order of the day and we are
concerned that they are too narrow. They can result in the same officers
being loaned between forces without reference to the wider pool of
undercover officers. In turn, this may lessen the necessary degree of
detachment between those in charge of the investigation and the
undercover officers and those who manage them. It is easy then to
foresee a time when too familiar a relationship is allowed to develop.

6.10 A foundation undercover officer’s working day falls broadly into three
stages: briefing and preparation; operational deployment; and debriefing
and administration, such as making records and dealing with any
evidence.

6.11 The working day of an advanced undercover officer generally follows the
same pattern, although he or she may not necessarily take part in a daily
briefing and debriefing process.

Briefing the undercover officer

6.12 The Authorised Professional Practice states:

“[p]rior to deployment....the cover officer and operational head
must ensure that all designated undercover officers compile a
record of evidence, receive instructions and a briefing on the
deployment and the authorised conduct.”
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6.13

6.14

6.15

6.16

6.17

6.18

We found that undercover officers are shown the authority which permits
their deployment and are instructed on its operational objectives.
Crucially, they are also instructed on which actions and activities they
may and may not undertake, which is iterated and reiterated throughout
the operation. We found that they are also briefed about their obligations
under the European Convention on Human Rights.*®

However, we found that there was inconsistency about who should
conduct the briefing of undercover officers. The Authorised Professional
Practice refers to the senior investigating officer as the “operational
head” and defines that individual as:

“an officer of at least inspector rank (or equivalent) who has
day-to-day responsibility for the investigation using
undercover officers”.

That responsibility includes: “setting clear, unambiguous objectives for
the investigation”.

Whether that definition extends to briefing undercover officers is
debatable.

The Authorised Professional Practice states that it is the responsibility of
the operational head to brief undercover officers prior to deployments.
However, it also states that:

“[s]terile corridors (or firewalls) safeguard against
compromise, help provide effective protection for all
intelligence and/or evidence, and assist in preserving the
integrity of the investigation and prosecution.”

It goes on to state that a sterile corridor must be maintained between the
undercover officer and the operational team.

% See paragraph 3.10.
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6.19

6.20

6.21

6.22

6.23

6.24

The operational head is, by definition, the leader of the operational team
and the guidance can be taken, therefore, as meaning that the
operational head should not be involved in briefing undercover officers.
The situation is made worse by terminology. The Authorised
Professional Practice uses the term “operational head”. However, this
role is more commonly referred to as that of the ‘senior investigating
officer’.

As a result of the current guidance, some forces adopt the practice of
keeping senior investigating officers, or operational heads, away from
the undercover officers who are deployed. Yet, in others, the senior
investigating officer personally briefs and tasks the undercover officers.

The position is further exacerbated by the level of the experience of the
senior investigating officer.

We comment elsewhere that, on occasion, there is little knowledge and
experience of undercover policing among those who act as senior
investigating officers.®® One described his experience of managing an
undercover operation as “being led by the hand”. We set out in chapter 9
an example of what can go wrong when a senior investigating officer
does not have full managerial oversight of an undercover operation.

In addition, the advent of regional undercover units has further separated
senior investigating officers from undercover officers. Senior
investigating officers in one force, who deploy undercover officers from a
regional unit, told us that whilst, in the past, they considered that they
‘owned’ an operation, now they were merely told that one was to be
conducted. They felt as if they had become simply the overseer of an
operation knowing little about it and that, in effect, the operation was
managed by staff in the undercover unit.

We fully endorse the principle that the senior investigating officer should
not be a member of the undercover unit but must have overall
responsibility for the investigation in which the covert unit deploys the
undercover tactic on his or her behalf. But the absence of a consistent
national approach and clear definitions about who should do what, and
where the responsibilities of one officer starts and ends, has enabled
inconsistency to flourish at force level.

% See paragraph 8.114 et seq.
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6.25 The process is undermined further as we found that the role of the senior
investigating officer and the covert operations manager were combined,
on occasion, in one person. In one force, that individual also performed
the role of cover officer at times. This contravenes the guidance set out
in the Authorised Professional Practice.

6.26 Further, according to the Authorised Professional Practice, the
undercover covert operations manager should be an officer of at least
the rank of inspector or equivalent. On one occasion, we found that a
detective sergeant undertook the role and that, during an operation, he
and the cover officer were both managed by the senior investigating
officer. This clearly breaches the requirement for the head of the
investigation not to be involved in the management of the undercover
officers.

6.27 We found different practices in other forces and examples of senior
investigating officers who were independent of the covert function but
who nevertheless exercised a significant amount of control from the start
of an operation. This showed itself in a number of ways, including:
briefing the undercover officers at the outset and explaining the
operational aims; meeting the officers throughout the operation; and
setting daily tasks to meet tight operational objectives. This is only
appropriate where the cover officer is also present to safeguard the
interests of the undercover officer.

Recommendation 7

The National Undercover Working Group should clarify the precise role
of the operational head (more commonly referred to as the senior
investigating officer) with regard to the briefing of undercover officers
and set out clear guidance regarding which officer (however he or she
may be described) is responsible for what.

Cover officers during deployment

6.28 During a deployment, cover officers have a responsibility under the
Regulation of Investigatory Powers Act 2000 for managing undercover
officers and for their security and welfare.'® We found that undercover
officers were generally very complimentary about the support that they
receive from their cover officers.

199 section 29 (4A)(a), Regulation of Investigatory Powers Act 2000.
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6.29 Undercover officers spoke of being closely monitored, and foundation
undercover officers in particular told us of regular and frequent contact
by telephone and via text messages with their cover officers. We found,
however, that in a specialised unit in one force, cover officers do not
maintain daily contact with foundation undercover officers. This is a
cause for concern.

6.30 The Authorised Professional Practice does not specify a rank for cover
officers and many with whom we spoke did not feel it was necessary as
the role was more about expertise than rank. Indeed, undercover officers
felt that it was more important to work with a cover officer who was
experienced in the tactic. We found advanced undercover officers who
performed the role of cover officer in respect of foundation and advanced
operations in between their deployments, and they considered that they
benefited from the occasional change of perspective.™®

6.31 In some forces and units, all cover officers are sergeants to ensure that
there is a degree of authority. Provided that they have the necessary
expertise to be of practical use to the undercover officer, we consider
that ensuring cover officers are of a managerial rank is good practice.

6.32 Some forces have introduced on-call rotas for cover officers, supervising
out-of-hours situations. The chief officers in those forces considered this
to be good practice as it ensured that some aspects of the undercover
deployment were considered by an officer of equal experience but who
was not the usual cover officer. We agree.

6.33 Another force regularly changed cover officers without notice to prevent
any inappropriate relationships developing and any weakening of
appropriate management command chains. Again, we consider this to
be good practice.

101 \we recognise the benefits that may flow from such a cross-fertilisation of roles but care must be taken to

ensure that an undercover officer does not lose his or her cover officer because the latter is suddenly deployed
on undercover duties, thereby leading to a vacuum in appropriate support for the first deployed officer.
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Monitoring the activities of undercover officers on
deployment

6.34

6.35

6.36

6.37

6.38

6.39

To maintain his or her pretence, an undercover officer must behave in a
way that does not attract unwanted attention. This means that the officer
must conduct his or her daily life as any other person might: buying a
newspaper; going for a drink; or shopping. Many daily activities come at
a price which the undercover officer must pay. In fact, depending on the
deployment, the undercover officer may be required to pay for illegal
commodities, such as drugs.

We found that the expenditure of undercover officers is closely
monitored and appropriate and swift action is taken when any irregularity
iS uncovered.

We also found that many forces adopt an active approach at a corporate
level to the financial aspects of undercover policing. In one force, for
example, a management accountant checks the covert unit’s accounts
every three months and carries out a detailed audit twice a year. That
force is not alone in doing so.

In another force, all undercover operations are supported by bespoke
costing plans which allow the force to plan ahead. The director of
resources has personal responsibility for approving the budget for every
operation to ensure that public money is spent properly.

Undercover officers, by the very nature of their work, often come face-to-
face with challenges that they would not have to deal with in their usual
duties as police officers. One of the more frequent of these relates to the
taking of drugs. Some forces undertake random drug testing of
undercover officers in order to identify any undercover officer who may
have exceeded his or her authority and taken drugs in order to ingratiate
him or herself still further into a related criminal enterprise. We were
concerned, however, to be told by many undercover officers that they
had not once been subjected to a random drugs test, despite the fact
that the officers themselves saw such testing as an important protection
for them.

We consider random drug testing to be an important safeguard in any
deployment of undercover officers where the taking of drugs is likely to
be part of the investigation.
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Recommendation 8

Chief constables and the heads of law enforcement agencies should
implement random drug testing of undercover officers.

Debriefing undercover officers

6.40 Debriefing undercover officers about their experiences is essential. It
helps those who manage and supervise them both to understand any
difficulties which the officer may have faced and to identify any good
practice (or, as importantly, any situations that need a specific and
considered policing approach) so that it may be shared within the force,
the undercover community and beyond.

6.41 Foundation and advanced undercover officers should be debriefed
formally post-deployment. We were pleased to find that, generally,
debriefings were taking place and that they did address the relevant
iIssues.

6.42 However, we do have some concerns about the inconsistencies which
we found regarding the officer who conducts the debriefing exercise: in
some instances, it was undertaken by the senior investigating officer
alone; in some, by the cover officer alone; in yet others, by a
combination of the two.

6.43 A full debriefing should cover all aspects of the undercover officer’s
deployment. This will necessarily straddle both the investigation and
issues affecting the undercover officer as an individual. Accordingly, we
see merit in the senior investigating officer and the cover officer
conducting the debriefing together. This should prevent any
misunderstandings or any undue influence being placed on the
undercover officer. And it should lead to a comprehensive account of
what occurred, together with an indication of any issues that need to be
tackled, either in terms of the operation or in terms of the undercover
officer personally.'®?

102 \we accept that debriefing conducted solely by one or other of the senior investigating officer and the cover

officer may give rise to the potential either for undue pressure to be applied on the undercover officer (for
example, from the senior investigating officer to continue with an aspect of the deployment with which the
undercover officer may be uncomfortable, or from the cover officer, who may not fully appreciate the investigative
demands).
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6.44

Due to the nature of their work, advanced undercover officers are less
likely to be debriefed on a daily basis, although regular contact is
maintained between the officer and his or her cover officer during the
course of the former’s deployment. There is also appropriate debriefing
at the end of a specific targeted deployment.

Caring for the welfare of undercover officers

6.45

6.46

6.47

6.48

6.49

Those who are deployed undercover often undertake their role in the
most demanding of circumstances: they are usually alone; they often
inhabit the murky world of dangerous criminals committing serious crime;
and they are often subject to ever-changing circumstances, the wrong
reaction to which might endanger their deployment and, indeed, their
lives. The need constantly to be on their guard requires a mind-set
sometimes for 24 hours a day, 7 days a week, and for months at a time,
that not everyone is equipped to maintain.

As a result, there are obligations on those who manage forces when
they deploy undercover police officers: the welfare of such officers is
vital. Appropriate procedures must be in place to support such officers
throughout their period of deployment and thereafter, so that the danger
of any long-lasting deleterious effects may be kept to a minimum.

We were pleased to find during our fieldwork that an undercover officer's
welfare is usually a primary concern. For example, many forces maintain
regular contact with an officer who is deployed elsewhere and provide
cover officer support to supplement that of the host force. One senior
officer told us that he would visit the host force to examine the authority
and check that everything was in order before allowing an undercover
officer to be deployed there.

Generally, the awareness of the need for, and the appropriate level of,
welfare support across all forces and law enforcement agencies which
we visited was encouraging.

However, we have concerns about two welfare-related matters: the
number of continuous hours that undercover officers work in one force,
and the inconsistent nature of psychological support in undercover
policing across England and Wales.

A long-hours culture

6.50

By its very nature, undercover policing is very rarely capable of being
contained within traditional office hours: maintaining a pretence often
requires officers to be at the bidding of their criminal masters who
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6.51

6.52

6.53

6.54

6.55

6.56

themselves do not conform to the ordinary rhythms of a day job. But,
when all is said and done, those police officers who are deployed in such
circumstances are doing a job. They have their own lives to lead with
their families and friends away from the undercover policing world in
which they choose to operate for the benefit of society as a whole.

It is therefore incumbent on those who manage and supervise
undercover officers on deployment to pay close attention to the number
of hours which an undercover officer works to ensure that he or she is
not unduly fatigued or that the specific operation is not having an
adverse effect on the health and welfare of the individual.*®

We were pleased to note that, generally, managers in forces recognised
the long-hours issue and sought to organise undercover deployments
with the shift pattern of the particular officers in mind.

However, we have concerns regarding one force. There, foundation and
advanced undercover officers told us that, as a matter of policy, all their
deployments (apart from those managed by the dedicated undercover
unit) were carried out on overtime. They said that they each had a day
job and that, after completing a full eight-hour tour of duty, they had been
deployed onto an undercover operation. Their managers confirmed that
this was so.

During the course of discussions in groups, officers told us that they
often had to change their duty times to facilitate a pre-arranged
undercover deployment and, indeed, one officer said that, on occasion,
deployment was undertaken “on the way home”.

This practice was compounded by a complete absence of tasking, co-
ordination and prioritisation within the undercover unit which meant that
it accepted any request for an undercover operation and then serviced it
with officers working overtime.

This cannot be allowed to continue. Apart from the obvious risk to
individuals from working such long hours, there is a very real risk to
members of the public. Policing is, in itself, a stressful occupation and to
expect an officer to operate in the high-pressure environment of an
undercover deployment after completing a full tour of duty is absurd.

193 \we are aware that the Office of Surveillance Commissioners has expressed similar concerns in its 2014
annual inspection report of a force. This is a restricted document.
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6.57 Forces have a duty of care to their officers which must not be
disregarded.

Psychological support

6.58 It has been shown over the years that psychological assessments are
very important in identifying the emotional resilience, behaviour, attitude,
professionalism, honesty and integrity of police officers. This is
particularly the case in assessing and supporting undercover officers.

6.59 Police forces and law enforcement agencies have a duty of care to their
staff to ensure that they undertake roles for which they are best suited,
or where they can be most effective, while managing the risks to which
they are exposed.

6.60 Any deviation from the expected high standards, any breaches of
confidentiality, any adverse litigation can have serious and long-lasting
consequences for the police service in terms of maintaining and
enhancing the public’s confidence and trust, both at an individual and
organisational level.

6.61 The Authorised Professional Practice states that every undercover unit
“‘must have a formalised psychological support network in place” and
that foundation undercover officers “must attend an appropriate
assessment on an annual basis™. It does not define “an appropriate
assessment”.

6.62 With regard to advanced undercover officers, the Authorised
Professional Practice states that: “[e]ach advanced undercover officer
must attend a psychological support assessment following qualification,
at least every six months.”

6.63 We consider that this distinction devalues the foundation undercover
officer and the work that he or she does.

6.64 Undercover policing can be highly stressful whatever guise it takes and a
foundation undercover officer can be subjected to the same pressures
as his or her advanced counterpart.

6.65 We found a worrying inconsistency around the level of psychological
support provided in forces and law enforcement agencies in England
and Wales.
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6.66 In the case of foundation undercover officers, in some forces, the only
support readily available tended to take the form of counselling and
meetings with staff from the force’s occupational health unit. In others,
accredited psychologists were employed.

6.67 In the case of advanced undercover officers, forces employed
psychologists who specialised in different fields and, indeed, some did
not have any relevant psychological qualifications. For example, one
force used a trained and registered mental health nurse, while another,
used an occupational counsellor.

6.68 In its review of undercover policing which was produced in July 2012,%
the National Policing Improvement Agency examined the psychological
support available to undercover officers and concluded that:

“[tlhe appropriate qualification for a provider of psychological
assessment services is a Chartered Clinical or Chartered
Clinical Forensic Psychologist or a Psychiatrist with
experience of providing psychological assessments for
individuals operating in high risk and/or safety critical roles or
environments.

“Appropriate proof of qualifications and experience should be
sought, as well as assurances that the provider has an
appropriate level of professional indemnity insurance. The
provider should also be registered with an appropriate
professional body, such as the Health Professions Council
(for Psychologists) or the General Medical Council (for
Psychiatrists).” 1%

6.69 The National Policing Improvement Agency’s review also recommended
that:

“[a] psychological assessment provider should conduct an
assessment of each [advanced undercover officer] on a six
monthly basis and at the beginning and end of long term
deployments, if these do not coincide with regular six monthly
assessments.” 1%

104 Review of the Selection, Training and Support of Undercover Officers, National Policing Improvement Agency,

July 2012 [Restricted].

195 Op cit, recommendation 46.

19 Op cit, recommendation 43.
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6.70

6.71

6.72

6.73

6.74

6.75

6.76

107

We agree.

The National Undercover Working Group which commissioned the
review has yet to implement many of the recommendations.*”’

However, we do not agree with the National Policing Improvement
Agency’s further conclusion that a psychological assessment of
foundation undercover officers should not be conducted on a regular
basis in view of: “...the low frequency of problems in the [undercover

foundation] group and the closeness of their supervision”.**®

We consider that foundation undercover officers are just as vulnerable
as advanced undercover officers, although we recognise that they may
not be deployed as regularly, in which case it may not be necessary
routinely to require them to undergo six monthly assessments.

This matter needs further consideration by the College of Policing to
ensure that both foundation and advanced undercover officers receive
an appropriate level of support.

As undercover policing is a national tactic, we consider that
psychological assessment must be consistent. In order to facilitate this,
the College of Policing should issue a policy that requires the creation of
a standing group of suitably qualified and vetted psychologists to provide
all the appropriate support that is required to all undercover police
officers.

Chief constables and the heads of law enforcement agencies should
ensure that any material to which a psychologist has access and any
that is generated during an assessment of an individual is held securely.
We had some concerns in this regard during our inspection. In one
instance, we found that a psychologist carried with him in his vehicle a
bag with details of the undercover officer he was assisting, together with
papers which disclosed that officer’s true identity. That officer would
have been placed in great jeopardy if that material had been lost, stolen
or inadvertently left in a public place.

See paragraph 8.19.

198 Review of the Selection, Training and Support of Undercover Officers, National Policing Improvement Agency,
July 2012 [Restricted], recommendation 43.
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6.77 There should also be a formal agreement between all involved that,
whilst there will be a degree of confidentiality between an undercover
officer and a psychologist, the latter will report on the officer’s fitness to
be deployed and any relevant concerns that he or she may have
regarding the officer’s welfare. The psychologist should also report on
any disclosures that may amount to criminal conduct so that the force
may consider whether such conduct was authorised.

6.78 In order to avoid potential difficulties with regard to the level of disclosure
which we consider a psychologist should be required to make, each
undercover officer should give his or her consent to the process as a
condition of being granted his or her undercover officer’s licence.'®

Recommendation 9

The College of Policing should issue a policy that requires the creation
of a standing group of psychologists and psychiatrists with experience
of providing psychological assessments for individuals operating in
high-risk or safety-critical roles or environments.

Recommendation 10

109

Chief constables, the heads of law enforcement agencies, the National
Crime Business Area and the College of Policing should establish the
need for and implement consistent national psychological support for all
undercover officers.

See paragraph 8.133 et seq. and recommendation 39.
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7. Strategic leadership and direction

7.1  Our third term of reference was to consider the strategic leadership and
direction-setting of those at the highest levels of police forces and the
[National Crime Agency]**° for their officers conducting undercover
operations.

7.2  We cannot stress more strongly that, for the public to have confidence in
this important tactic and for officers to continue to want to volunteer to do
it, there must be effective, clear and recognised strategic leadership and
direction across all forces and law enforcement agencies. When the
police service and law enforcement agencies are able to use such an
intrusive tactic,'** the need for it to be properly overseen at a strategic as
well as an operational level is the first step in ensuring consistency of
approach, effective scrutiny of delivery and appropriate levels of
accountability.

7.3 Failure to give that strategic leadership and direction results in a
weakness of command in an area of policing where the public is rightly
entitled to expect the highest of standards.

7.4  We found the structure that is designed to underpin the provision of
strategic leadership and direction to be robust. The leaders of the police
service have recognised the need for a national approach and a
comprehensive training programme. That programme should provide, in
theory, the necessary overview and direction to ensure a cohesive, well-
organised and accountable policing tactic, capable of operating
appropriately within the framework of the law, accepted policy and
practice, and in an ethical fashion.

7.5 Ifthatis the theory and the potential for the structures that have been put
in place to achieve it, we found the effective provision and achievement
of what is required within those structures to be an entirely different
matter.

19 our original terms of reference referred to the Serious Organised Crime Agency but this was replaced by the

National Crime Agency during the course of our inspection.

11 section 27, Regulation of Investigatory Powers Act 2000.
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Current structural arrangements

7.6

1.7

7.8

7.9

7.10

112

Chief constables are responsible for the ‘direction and control’ of the 43
police forces in England and Wales and must carry out their duties: “in
such a way as is reasonable to assist the relevant police and crime
commissioner to exercise the commissioner’s functions”.**?

Police and crime commissioners must: “secure the maintenance of the
police force for their areas and ensure that their police forces are
efficient and effective”.** They must hold chief constables to account for
their functions and for the performance of the staff within their forces.

The College of Policing is the professional body for policing. Its core
areas of responsibility include: “supporting police forces and other
organisations to work together to protect the public and prevent
crime”.*** The College’s Professional Committee now oversees national
policy and practice for policing. Its terms of reference are to: ‘identify
gaps, threats or opportunities across policing where capability may need
to be built (including the need to review or develop national standards,
policy or practice)”.** Working with chief constables, the College of
Policing creates national standards for professional practice which are
produced as Authorised Professional Practice.

The Chief Constables’ Council comprises chief constables of police
forces in the United Kingdom and the heads of law enforcement
agencies. It is responsible for coordinating operational policing needs
and leading the implementation of national standards set by the College
of Policing or the government.

There are 12 national policing business areas that provide the direction
and development of policing policy and practice in specific areas. The
chief constables who lead these business areas are members of both
the College’s Professional Committee and the Chief Constables’
Council. Within each business area, there are a number of portfolios and
working groups led by chief police officers who act as national policing
leads for specific issues. The Crime Business Area has responsibility for
the development of undercover policing policy and practice, and this is

Section 2, Police Reform and Social Responsibility Act 2011.

13 section 1, Police Reform and Social Responsibility Act 2011.
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Our Strategic Intent, College of Policing, September 2013, paragraph 1.1.

15 professional Committee Terms of Reference, College of Policing, 11 July 2013, paragraph 1.2.
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7.12

7.13

7.14

7.15
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delegated to the Organised Crime Portfolio. The role of national policing
business areas is subject to change in the light of the independent
review of the Association of Chief Police Officers.**®

Supporting the work of the Organised Crime Portfolio are 14 themed-
based working groups, one of which is the National Undercover Working
Group.

The National Undercover Working Group is a multi-agency group which
works with the College of Policing to set national standards in the area of
undercover policing. It also helps chief constables to provide strategic
leadership and direction in this sensitive area of police work. The
Working Group is led by a chief officer and comprises trained and
experienced officers and related specialists, who provide advice and
their expertise to ensure that its guidance is relevant and accurate.

The members of the Working Group meet every six months. A police
officer or equivalent from every area or region of law enforcement in the
United Kingdom with an undercover capability sits on the Working
Group. Organisations that have a direct interest in its work, such as the
College of Policing, are also represented.

The group is further divided into and supported by seven sub-groups,**’

each led by a senior police officer or equivalent and helped by
practitioners with a specific knowledge of that area of undercover
policing. The sub-groups meet independently of the National Undercover
Working Group to provide a co-ordinated national forum on matters
regarding their specific area of expertise.

As can be seen from the hierarchical governance structure, there are
many levels through which draft policy may need to pass before it is
adopted at a national level. We do not intend to comment on the extent
to which such a process stultifies the adoption of a dynamic approach to
undercover policing, but we are clear that every level needs to add value
to the process if the overall approach is to be acceptable.

Independent review of the Association of Chief Police Officers, General Sir Nick Parker KCB, CBE, 14

November 2013.
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The seven sub-groups consider: training; legal issues and standards; the role of the cover officer and welfare

issues; the role of the undercover covert manager; legend-building for undercover officers; undercover online
policing; and the use of technical equipment.
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7.17

7.18

All those who serve at each level in the decision-making process are
busy individuals with other responsibilities. Therefore, it is essential that
when groups are established and meetings convened there is a sense of
purpose, urgency and willingness to get things done.

We consider that the responsibility to ensure that matters of concern are
attended to expeditiously falls both upon the chair of the relevant group
and those above that group.

Whilst our observations are made in terms of the National Undercover
Working Group, we consider those in the groupings above bear some
responsibility for the shortcomings that we have identified below, and for
failing to oversee the work of the Working Group effectively.

The National Undercover Working Group

7.19

7.20

7.21

7.22

The principal aim of the National Undercover Working Group is to raise
standards and to improve the way in which the police and law
enforcement agencies use the tactic of undercover policing. The group
should address issues concerning: the deployment of undercover
officers; the psychological support that officers receive; the accreditation
and registration of undercover units; the identification, development and
promotion of best practice; and the development and production of
policies and procedures.

Working in partnership with the College of Policing, the National
Undercover Working Group should be at the forefront of developments
concerning national training and accepted practice.

The National Undercover Working Group should also co-ordinate all
matters of an international nature in the world of undercover policing,
primarily by liaising with the International Working Group on Undercover
Police Activities.'®

At the beginning of this inspection, we asked the chair of the National
Undercover Working Group for documents setting out the way in which
the group works and what it is trying to achieve. We expect any such
group to have immediately to hand documents which set out its terms of
reference, its strategic assessment of the issues, its performance
priorities, and its statement of values.

118 e set out the role of the International Working Group in more detail in paragraph 1.15.
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7.23

7.24

7.25

7.26

7.27

7.28

7.29

We also expect such a group to have an annual work plan and clearly
identified arrangements to disseminate national policy decisions,
guidance, emerging issues, best practice and other matters through
group members and regional fora.

We were not provided with any evidence that such documents and
procedures existed.

An example of the difficulty which the absence of such documents and
procedures for circulating them causes involves the distribution of the
Authorised Professional Practice. It became clear to us during our
fieldwork that this guidance had not been seen by some undercover
officers or by some staff working in undercover units.***

We are pleased to note that the College of Policing, with the National
Undercover Working Group, has started a comprehensive programme of
work to address these issues which should help to underpin strategic
and operational undercover policing activities.

During our fieldwork, we asked for the views of those who conduct,
manage or oversee undercover policing operations on a day-to-day
basis regarding the National Undercover Working Group.

Overall, their general feeling was that the Working Group is not working
effectively, and that it has not done so for some time. Those to whom we
spoke had little confidence in the Working Group’s ability to provide
policy and guidance that should then be adopted across all forces. There
was also a perception that the Working Group did not have sufficient
support from chief officers to enable it to have the influence that it
needed in order to make sure that forces complied with the national
standards in a consistent way. Too often, it relied too heavily on the
views of its influential and experienced members to make decisions,
rather than taking a more objective approach based on sound evidence
and good analysis.

This served to reinforce our view that the Working Group lacked an
overarching strategy to create a universally-accepted framework of
national standards that is applicable and relevant to all forces.

See paragraph 5.70 et seq.
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7.31

7.32

7.33

7.34

7.35

There were also concerns expressed to us about the failure of the
Working Group to communicate effectively with the undercover
community — the community for which it was established to provide
leadership and direction.

In order to form our view of the effectiveness of the Working Group, we
sought to balance what we had been told during our visits to forces and
law enforcement agencies with the views of some of its members.

We found them to be a very committed, though frustrated, group of
individuals whose concerns tended to replicate those which we heard
elsewhere during our inspection. They told us that all was not right with
the way the National Undercover Working Group was functioning, but we
found that some of its members felt there was a certain reticence about
making changes until the findings of all the current reviews, inspections
and inquiries concerning undercover policing had been published.

Members of the Working Group with whom we spoke also expressed
their view that cultural barriers needed to be broken down if there were
to be any improvement. A view that “the undercover community has
been nailed shut for years” accorded with our own conclusion that there
is a reluctance in some quarters to embrace change or to accept
challenge or criticism.

One member said that the culture surrounding undercover policing was a
“massive problem” and felt that the Working Group should be a more
diverse panel of internal and external strategic thinkers and practitioners
— introducing fresh ideas and independent thought. That view was
supported by another who said that he worked with a sub-group which
comprised individuals all of whom had similar profiles and had worked
using the same long-established methods, thereby denying the
opportunity for fresh ideas to be introduced by those whose backgrounds
might be different, and who might have a different perspective to offer.

Whilst some expressed the view that the recent involvement of the
College of Policing had helped to address issues surrounding the
training of undercover officers, generally, the view was expressed to us
that there was a “lack of grip” with “little clarity about who was actually
responsible for anything”.
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The National Undercover Working Group has a number of sub-groups,
though it is evident that some have not convened for some time and
effectively have fallen into disuse. That said, we were told of a general
feeling that there are too many sub-groups and that the number needs to
be reduced. There was also an uncertainty about the purpose and
objectives of the sub-groups.

One member of the Working Group told us that the whole process was
fragmented and that he was unable to cite an example of anything being
signed off as completed. In one sub-group, we found that a list of
previous actions had been circulated to members but without any later
note explaining what had happened in respect of those actions. Our
examination of that sub-group’s minutes confirmed this. As a result, it
was unclear whether anything had been produced other than a list of
what was to be done.

Again, we were told of a general feeling that sub-groups reported issues
to the National Undercover Working Group which then requested other
sub-groups to consider the matters raised and take action. Those other
sub-groups issued progress reports but everything kept getting passed
around without any substantive outcome.

We were told, by way of example, of an issue that was highlighted during
a sub-group meeting that gave rise to a concern that forces may be
deploying foundation undercover officers in situations that should have
been dealt with by advanced undercover officers. The findings of the
sub-group were raised with the National Undercover Working Group,
which did not address the concerns.

We highlight elsewhere the failure of the National Undercover Working
Group to address adequately the comprehensive review undertaken by
the National Policing Improvement Agency of the selection, training and
support of undercover officers.*®

Before we settled on our opinion of the effectiveness of the National
Undercover Working Group, we were allowed to attend one of its
meetings. Over 30 individuals attended the meeting.

Review of the Selection, Training and Support of Undercover Officers, National Policing Improvement Agency,

July 2012 [Restricted]. See paragraph 8.12.
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1.47

7.48

We found that the meeting lacked structure and rigour. We noted that,
on occasion, vague assurances about progress were provided by
members of the Working Group which were left unchallenged. Updates
provided lacked sufficient detail to be useful. There was no clarity about
the purpose of the meeting.

Set against these concerns, we accept that those who seek to progress
the work of the National Undercover Working Group are often frustrated
by the response that they receive from the chief officers of forces. There
was a feeling reported back to us that the Working Group lacked teeth
and that, although it may set standards, forces were able to refuse to
comply, whether for a sound reason or not.

Throughout our inspection, we noted that the world of undercover
policing operated in stovepipes: we saw little evidence of the sharing of
good practice between forces and law enforcement agencies. In our
experience, the sharing of good practice is often encouraged at a
strategic level but rarely delivered locally. Forces and law enforcement
agencies waste valuable time and resources ploughing the same furrow
as their colleagues, making the same mistakes, and failing to take
advantage of techniques that others have learned. The sharing of good
practice is a hallmark of a mature organisation that recognises that its
constituent elements always have something to share and something to
learn. The police service and law enforcement agencies are no different.

This is clearly within the ambit of an effective and properly functioning
National Undercover Working Group. It should be encouraging forces
and law enforcement agencies to identify what works well, and what
works less well, and to submit their experiences to the Working Group. It
should quality assure the commentaries from forces and law
enforcement agencies and circulate those that are examples of good
practice to others.

We found little evidence that the National Undercover Working Group
operated in this way.

That said, we are firmly convinced that chief constables could do more to
recognise and accept that, as undercover policing is a national tactic, a
national rather than a local approach needs to be taken to ensure that a
level of consistency is achieved in the deployment of such officers - an
approach which we have found is lacking.

And so we come to our conclusions about the National Undercover
Working Group.
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We found that the leadership of undercover policing at a national level
lacks clarity of purpose. This materially inhibits the way that the National
Undercover Working Group goes about contributing to the setting of
national standards and being a conduit for sharing good practice. The
absence of scrutiny and challenge by either the Organised Crime
Portfolio or the National Crime Business Area increases the risk of new
ideas being missed and poor practice not being identified.

This state of affairs has run its course. Whilst a properly constituted
National Undercover Working Group, with appropriate focus, drive,
determination, leadership and courage would be a substantial benefit to
the undercover policing community, what is currently in place is not.

Recent work by the College of Policing in support of the National
Undercover Working Group is encouraging, but we believe that root and
branch reform of the way the Working Group operates is needed.

Recommendation 11

The chief constable with lead responsibility for the Organised Crime
Portfolio should take immediate steps: to reconstitute the National
Undercover Working Group with people who represent all the interests
relevant to effective undercover policing; to set clear and published
terms of reference and objectives; and to hold the Working Group to
account for the effective achievement of those objectives.

7.52

7.53

We accept that there are two halves to effective strategic leadership and
direction: a National Undercover Working Group that develops national
standards, provides guidance, and facilitates the exchange of good
practice; and chief constables and heads of law enforcement agencies
who are prepared to enforce the compliance by their staff with these
standards.

We expect to see the highest levels of compliance in relation to the
standards and guidance set by the College of Policing. We cannot
foresee any reason for exceptions to this. Undercover policing is an area
in which the public is entitled to demand that all forces and law
enforcement agencies use the same methods and adopt the same
standards, not least because the police officers who are protecting them
in their deployments are expected generally to be able to work in any
force in the country. In order for them to be able to do so, national
standards, fully and consistently adopted and applied at a local level, are
the way forward.
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The accreditation of undercover policing units

7.54

7.55

7.56

7.57

7.58

121

One of the principal aims of the newly-constituted National Undercover
Working Group should be to consider the way in which undercover
policing is provided at a force and agency level and by whom.

At present, the Authorised Professional Practice states that each
undercover unit must undergo an initial accreditation procedure to
ensure that it is fit for purpose. Currently, this involves an assessment
and inspection process carried out by a team appointed by the National
Undercover Working Group. Each unit must undergo formal re-
inspection every four years.

As far as we are aware, the National Undercover Working Group visited
all forces which sought accreditation, although there does not appear to
have been any formal record of accreditation, such as a certificate, being
provided, if the force was successful in its bid. As far as we have been
made aware, none of the recognised undercover capability units was
inspected or accredited by the National Undercover Working Group.

As we have reported,*** undercover policing is provided by accredited
and recognised units. Whilst the responsibility for an undercover unit
remains with the chief constable for that particular force or equivalent, in
the undercover community, a ‘parent and child’ relationship exists
between an accredited unit and a recognised unit. As the Authorised
Professional Practice states:

“[florces or agencies that have a recognised undercover
capability unit must be operationally aligned to an accredited
undercover unit in their region or through other approved
collaborative arrangements.”

We have concerns about the ‘parent and child’ relationship between
accredited and recognised units as we were told by some that the parent
units were not as supportive of the recognised units as we would expect
them to be. We also found confusion in some regions about who was
aligned with whom, and discrepancies between forces and the National
Undercover Working Group about the position.

See paragraph 4.11 et seq.
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7.59 In one instance, a force, that had limited online undercover capability
and no other undercover capability, was unsure whether its recognised
status was official or whether the National Undercover Working Group
was aware that it was aligned to an accredited parent force.

7.60 By the end of our inspection, we found confusion around the number of
forces that provided training;*?* the number of undercover officers in
England and Wales;*** and which forces deployed undercover officers
and who was aligned to whom.

7.61 This should not continue.

7.62 We consider that the answer lies in the creation of a formal system of
accreditation and licensing under a registrar appointed by the College of
Policing. Elsewhere in this report, we recommend that all training should
be licensed by the College of Policing.”* We make a similar
recommendation with regard to those units which may deploy
undercover police officers.

Recommendation 12

The College of Policing, with oversight from the National Crime Business
Area, should appoint a registrar to have responsibility, nationally, on its
behalf, for the accreditation of all undercover policing units and the
licensing of trained officers. The registrar should have the power to grant
and rescind any licence or accreditation. The registrar should be a
member of the College of Policing staff.

Recognised or accredited?

7.63 The terms ‘recognised’ and ‘accredited’ create unnecessary confusion,
both for those within the undercover policing community and for those
outside who try to understand how the police service structures itself to
deploy the tactic.

7.64 We consider that all units which are authorised to undertake undercover
policing should be referred to as ‘accredited’.

122

See paragraph 8.46.
123 See paragraph 8.86 et seq.

124 See paragraph 8.133, recommendation 39.
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There should be separate levels of accreditation, however, in order to
differentiate between the various aspects of undercover policing which
members of a unit would be allowed to perform. One unit could be
accredited to deploy officers at foundation and advanced levels and
online, while another may only be accredited to deploy undercover
officers to work at foundation level.

The accreditation process should be a rigorous one. We were told by
one experienced assistant chief constable that the current system is
“very bland” and that the process which his unit went through to receive
accreditation in 2012 was akin simply to an inspection of the building to
ensure that it was fit for purpose, rather than an assessment of the
personnel who were to undertake undercover policing and the processes
and procedures which they were to follow.

The accreditation process should involve a detailed examination of
systems, processes and infrastructure to ensure compliance with
national standards. It should also take into account the most recent
inspection by the Office of Surveillance Commissioners, as there would
not be any point in allowing a unit to deploy officers when the
Surveillance Commissioners had concerns about the legality of those
deployments.

Accreditation should be for a specified period of time, with continuing

accreditation being determined by inspection. Those units which have
failed to achieve or maintain the high standard required should not be
accredited.

Recommendation 13

The College of Policing and the National Crime Business Area should
stop using the terms ‘accredited undercover unit’ and ‘recognised
undercover capability unit’ and should, in future, establish a single
system of levels of accredited units, the level determining what types of
undercover policing the officers in that unit may undertake.

Recommendation 14

Chief constables and heads of law enforcement agencies should ensure
that undercover policing is only undertaken by officers in an accredited

unit.
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Recommendation 15

The College of Policing and the National Crime Business Area should
establish a robust accreditation process which pays due regard to
systems, processes, infrastructure issues and the findings of the Office
of Surveillance Commissioners to ensure compliance with national
standards.

Recommendation 16

The College of Policing and the National Crime Business Area should
ensure that the accreditation of units is subject to inspection, and that
there is arobust process for the rescinding of accreditation in cases
where standards are not maintained during the currency of the
accreditation period.

Consistent operating procedures

7.69 The Authorised Professional Practice requires forces and law
enforcement agencies to adopt standard operating procedures. As we
set out in chapter 5, the lack of awareness of the Authorised
Professional Practice has led to a disquieting number of inconsistent
practices being introduced at force level. This tended to show itself most
clearly around so-called ‘standard operating procedures’.

7.70 Some forces devised local standard operating procedures many years
ago; some devised them a matter of days before our inspection visit; and
some have not devised them at all.

7.71 Standard operating procedures should provide what their name
suggests: they should underpin the covert strategy*®® and should cover
such matters as operational security and operational guidance, including
advice to undercover officers on: drinking and driving; drug taking;**
intimate relationships;**’ being arrested while deployed; involvement in a
traffic accident; processing intelligence; and dealing with exhibits and
evidence.

125 \We found that very few forces and agencies had a covert strategy: they should do.
126 See paragraph 6.38.

127 See paragraph 12.3 et seq.
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7.72 Because we regard the deployment of undercover police officers as a
national tactic, and as most officers are deployed outside their home
force, the need for cross-force consistency is obvious. An undercover
officer from force A operating in force B will not be deployed most
effectively if he or she has to learn a different set of operating
procedures in order to comply with force B’s approach. Indeed,
investigations might be prejudiced by such an officer inadvertently acting
outside the standard operating procedures of the force where he or she
is deployed.

7.73 This is exactly the area of work in which the National Undercover
Working Group should have engaged when it was first established. Its
failure to do so then was bad; its continuing failure to do so now is
worse. It is essential that chief constables work together immediately to
adopt one set of standard operating procedures that they apply in their
forces rigorously and consistently.

Recommendation 17

Chief constables should establish and promulgate standard operating
procedures to be adopted by all forces and other law enforcement
agencies in accordance with the Authorised Professional Practice.

Force leads

7.74 We set out in chapter 5 our concerns about the lack of knowledge of
some chief officers who have a vital role to play in authorising
undercover deployments. Aside from the obvious dangers that this
poses to the quality of authorisations and the risk that it weakens the
integrity of the tactic overall, it undermines any strategic leadership and
direction at a local level.

7.75 We make our view clear later in this report about the need for mandatory
training.'”® As one assistant chief constable remarked, the knowledge of
chief officers on this subject needs to improve so that scrutiny can be
tighter. The officer considered that there was a lack of national direction
and that minimum standards of training should be introduced, just as
with other aspects of policing, such as firearms and public order. The
absence of training led to an over-reliance on briefings and interpretation
by others who may have a more partial interest in the matter.

128 See generally chapter 8.
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7.77

7.78

An experienced head of an undercover unit, who was also a member of
the National Undercover Working Group, was concerned that senior
managers did not appreciate how to balance opportunity with risk, while
another member of the Working Group commented that senior officers
who understood the minutiae were “few and far between” on the ground.

We found that knowledge of undercover policing in chief officers varied
from force to force and, in those forces where that knowledge was
absent, there was a lack of leadership and direction.

A second assistant chief constable simply stated: “if you are making
decisions, you need to know the tactic” — a short but effective summary
that we endorse.

A collaborative approach

7.79

7.80

7.81

7.82

129

130

We have already touched upon the need for chief constables
consistently to adhere to the national standards relating to undercover
policing at force level.**® We consider this to be all the more urgent when
issues of regionalisation are considered.

We were surprised and concerned that in some areas we were told that
there were not any current deployments. There may be various reasons
for this but, in reality, we found that some forces simply do not have the
appetite for deploying undercover police officers. Part of the reason for
this appears to be the relative expense of deployment for smaller forces.
We consider that this issue could be addressed through greater regional
collaboration.

We found considerable inconsistency around forces’ approach to
collaboration. Some have forged ahead; others are in advanced
discussions; and some do not appear to consider that it is relevant to
them.

We visited all ten regional units currently in existence, including the
Special Projects Teams.** We found that regionalisation provided a
resource for smaller police forces to deploy the tactic of undercover
policing in circumstances where, if they had been required to deploy

See paragraph 7.52 et seq.

A Special Project Team is based within a regional counter terrorism unit. It supports counter terrorism and

domestic extremism activity.
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alone, they may not have been able to do so — either practically or
financially. Combining resources enables a more consistent use of the
tactic across those forces that collaborate at a regional level. We
consider that regional units should encompass all areas of undercover
policing, that is: advanced; foundation; and online.

However, regionalisation does not come without some difficult areas to
resolve.

For example, there are different schools of thought about the
authorisation process in a collaborative arrangement. Some favour the
chief officer lead with responsibility for the regional unit being the
authorising officer; others prefer authorisation by a chief officer from the
force where the deployment is actually to take place.

We see strength in the authorising officer not being either: greater
independence might be achieved by requiring the authorising officer to
be a chief officer from another force within the regional framework which
does not have any policing interest in the deployment in question. This
degree of separation should allow the public to have greater confidence
in the authorisation process.

We are hopeful that, given a willingness to reach an agreement, chief
officers will respond positively to such an arrangement.

Safeguards would also need to be put in place to ensure that smaller
forces within a regional structure would still be able to lay claim to the
deployment of undercover officers; dangerous criminals and prevalent
drug dealers can as easily be located in smaller forces as in larger ones.

This leads us to the view that a robust tasking process needs to be
established and supported by all in the region. It should be based on
agreed criteria that in turn are based on an independent analysis of why
undercover policing is required in any particular instance. A panel of
officers, drawn from the forces in the region, should then determine
which investigations merit the use of undercover officers and adjudicate
when competing interests arise at any one time. In chapter 11, we
highlight what can occur when a regional unit is under-deployed: that
should never happen and it is an indictment of the forces in that region
that they were not able to reap the benefits of regionalisation in a
productive way.
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Recommendation 18

The National Undercover Working Group, with oversight from the chief
constable with responsibility for the National Crime Business Area,
should establish a blueprint for the regionalisation of undercover
policing resources for forces which wish to bring their resources
together in this way. Its overarching aim should be to ensure that those
investigations that would benefit most from deploying undercover police
officers are appropriately resourced, no matter which force in the region
hosts the investigation.

Local management of undercover policing

7.89

7.90

7.91

7.92

7.93

We are firmly of the view that it is better not to deploy an undercover
officer in an investigation, than to do so badly in an investigation which
lacks focus and direction. Whilst we found mismanagement to that
degree rare, when it occurs it is a matter of great concern.

One operation we examined was not focused upon any specific type of
criminality but was effectively a ‘fishing expedition’ for gathering
intelligence, without any named targets, and again, the reputation of the
force was cited as a reason for deployment. It is fortunate that it was
suspended following intervention by others and later cancelled by the
force concerned.

The Office of Surveillance Commissioners later considered the case and
thought the parameters were extremely wide and questioned the
proportionality of such an operation.

Whilst it was claimed that the operation resulted in a large quantity of
intelligence, the force was unable to act upon all of it. This weakens
whatever strength the application had in the first place. It cannot be right
to authorise such a deployment and then not act on what is uncovered.

This provides an example of the absence of robust leadership by a chief
officer whose failure to consider the matter sufficiently carefully and
deeply allowed those who were passionate about the benefits of their
inquiry to persuade the authorising officer to permit an inappropriate
deployment.

Analysing the results of deployment

7.94

The authorising officer did conduct some sort of results analysis in the
case we have cited above — an action that we often found lacking.
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A fully-costed assessment of the outcome of an operation is a valuable
analytical tool. Not only does it highlight best practice to inform future
decision-making, but it also identifies weaknesses and pitfalls which
should be avoided in subsequent operations.

We consider that a comprehensive results analysis should be conducted
at the conclusion of every undercover operation, and any relevant issues
should be brought to the attention of the National Undercover Working
Group. The analysis should include: any good or bad practice identified
from the operation; more generally, any good or bad practice identified
by the Office of Surveillance Commissioners; any development and
training needs; legal issues; budgetary issues; any new crime trends
identified; technical issues; and welfare matters.

Recommendation 19

The National Undercover Working Group should devise a standard
results analysis check-sheet and require the appropriate managers to
complete it after each undercover deployment is concluded. Issues that
may have national implications or relevance should be brought to the
attention of the National Undercover Working Group.

Intelligence-only deployments

7.97

7.98

7.99

7.100

The case also raises a wider issue: the deployment of undercover
officers for what are termed intelligence-only operations.

An intelligence-only operation is supposedly designed to gather
information without leading to any prosecution. In this case, the purpose
was to gather intelligence not only about ongoing criminal activity but
also about ‘unforeseeable events’ with the aim of providing ‘early
warning of critical events that may occur’.

An operation of this nature is fraught with danger as it lacks focus, and
the risk of collateral intrusion is substantial. It is not subjected to the
usual external checks and balances that would apply to an evidential
operation. We raise this issue because it is clear from our inspection that
the designation of an undercover deployment for intelligence-only
purposes has led some officers to regard the authorising, deployment
and supervisory regimes as somehow less worthy of rigorous
enforcement.

There cannot be any derogation from full compliance with the statutory
regime laid down in the Regulation of Investigatory Powers Act 2000
based on a mistaken belief that an intelligence-only deployment permits
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some relaxation of the rules. It is a misconception to consider that such
an operation would never be subject to the scrutiny that allied criminal
proceedings would bring to bear on the rationale for the deployment and
its subsequent management and supervision.**!

7.101 It seems to us that, whenever a police officer is deployed in an
undercover capacity, he or she may gather information or evidence of
criminality in respect of which action should be taken. That officer’s role
may then have evidential significance. He or she may be called to give
evidence or otherwise be deployed to gather more specific information
about that alleged criminality. Accordingly, we do not support the
contention that a deployment can be assessed at the outset to be for
intelligence-only purposes. It follows that every deployment must be
undertaken, supervised and assessed as though it might lead to that
officer giving evidence in criminal proceedings.

7.102 Undercover police officers are first and foremost police officers and they
and law enforcement officers should always bear in mind that their
deployment may lead to a prosecution and trial.

7.103 Every stage of the process should be underpinned by that assumption,
and any inclination towards laxity of approach which may be present in
an intelligence-only deployment should be dispelled as a result.

Recommendation 20

The College of Policing should issue guidance to all those who are able
to deploy undercover officers concerning any deployment for
intelligence-only purposes, to reinforce the fact that every officer
deployed in every circumstance may be required to give evidence in
court about their conduct or use, and about the evidence that they
obtained during their deployment.

131 We make this point, mindful of HMIC’s findings in its report: A review of national police units which provide

intelligence on criminality associated with protest, HMIC, January 2012. On page 7, we stated the following: “[t]he
Office of Surveillance Commissioners provides a measure of oversight of compliance by monitoring the use of
powers granted by Parliament. However, for most undercover deployments the most intense scrutiny occurs
when the evidence they have collected is presented at court. Accountability to the court therefore provides an
incentive for police to implement the system of control rigorously: but in HMIC’s view, this incentive did not exist
for the [National Public Order Intelligence Unit]. This is because [the unit’'s] undercover officers were deployed to
develop intelligence for the purpose of preventing crime and disorder or directing subsequent criminal
investigations, rather than gathering material for the purpose of criminal prosecutions.”
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Relations with the Crown Prosecution Service

7.104 Following a review of the activities of Mark Kennedy,'*? a memorandum

7.105

7.106

7.107

7.108

132

annex B.

of understanding was developed between the Crown Prosecution
Service, the police, the Serious Organised Crime Agency (now the
National Crime Agency) and Her Majesty’s Revenue and Customs
concerning cases involving the deployment of undercover officers.** The
memorandum, which is a restricted document and not available to the
public, seeks to ensure consistent and thorough handling of cases
involving undercover officers where there may be a criminal prosecution.

The memorandum encourages: early contact between the police, law
enforcement agencies and the Crown Prosecution Service; better
communication; and improved liaison in a framework of trust and
openness to ensure robust evidence collection.

The memorandum notes that those general principles particularly apply
in cases involving undercover officers: “where it is essential that there is
early, full, frank and regular liaison between officers who are leading and
playing significant roles in the investigation, and prosecutors who are
responsible for the conduct of prosecutions that flow from such
investigations”.

Throughout this inspection, we found broad compliance with the
memorandum of understanding amongst the police and law enforcement
agencies, with few exceptions. The early contact with the agency
responsible for prosecuting offences where undercover officers have
been deployed has led to a far stronger and more united approach to
this challenging work.

We consider that the timing of such consultation is a crucial element. In
seeking to provide guidance, the memorandum states:

Ratcliffe-on-Soar Power Station Protest. Inquiry into Disclosure, Sir Christopher Rose, December 2011: see

133 Closer working on prosecution cases involving undercover police officers as agreement is signed between
investigators and prosecutors, Crown Prosecution Service, July 2012 [Restricted].
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“Iw]hilst the appropriate time for the officer in charge of the
case to consult with the reviewing lawyer will vary according
to the circumstances of each case, as a general rule
consultation should take place as soon as authorisation is
given to deploy an undercover officer in any circumstances
where there is the potential for a prosecution.”

7.109 Those with whom we spoke agreed that the involvement of an
experienced Crown Prosecution Service lawyer is of great mutual
benefit.

7.110 In our view, the best examples of consultation took place prior to any
covert activity. We consider that the most effective time for liaison is
before authorisation is applied for, in order to introduce independent
oversight from the very start.

7.111 We are sufficiently firm in our view that we consider that it should be a
mandatory stage in the authorisation process and recommend that the
signatories to the memorandum discuss its proposed implementation as
soon as possible.

Recommendation 21

The National Undercover Working Group should work with
representatives of the Crown Prosecution Service to review the
memorandum of understanding between them and other law
enforcement agencies to require consultation prior to the grant of any
authority to deploy undercover police officers.
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8. Selection, recruitment and training

8.1  Our fourth term of reference was to consider the quality, availability and
take-up of training for officers undertaking undercover operations and for
those at all levels of the planning and authorisation of such operations.

8.2  The College of Policing, supported by the National Undercover Working
Group, is responsible for the training of undercover officers, cover
officers, covert operations managers, senior investigating officers and
chief officers who are responsible in many instances for authorising
undercover operations. The College issues specific licences for
undercover training to be delivered by experienced practitioners who
hold an appropriate training qualification. The training of an undercover
officer must be delivered to national standards as laid down by the
College of Policing.

8.3 Initial undercover officer selection, recruitment and training may be
carried out at a local or regional level, on condition that those who
provide the training have previously obtained a training licence from the
College of Policing. However, structured selection and recruitment
criteria and procedures should be employed throughout the whole
process.™*

8.4  In 2005-06, the National Undercover Working Group identified gaps in
the provision of training. It also concluded that the description which was
then in use of ‘test purchase officer’ was inappropriate as the role of
such officers was broader than just purchasing drugs from suppliers on
the street. For example, it extended to recovering stolen property and to
undercover working on the internet. As a result, two categories of covert
officer were established; foundation level and advanced level.

8.5 This was a significant change from the previous regime for identifying
the status of undercover officers. It marked the start of a move towards a
process whereby the single entry point to becoming an undercover
officer was to be through the Foundation Undercover Training and
Assessment Course.

134 See paragraph 8.33.
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8.6

8.7

8.8

8.9

8.10

8.11

8.12

8.13

135

This course is designed to equip all undercover officers with the basic
skills and behaviours that they need to perform their role as undercover
officers successfully.

The course is not only intended for undercover officers who are to be
deployed in purchasing drugs on the street or recovering stolen property.
It is also designed for officers who will seldom be deployed in meeting a
target, such as undercover online officers.

A chart showing the training and development path to become an
undercover officer is set out in annex F.

The report containing this chart showing the training and development
path explained how foundation training for undercover officers was going
to be taken forward.** Once an undercover officer had successfully
attended a generic undercover training course, he or she was expected
to complete a module which was specific to the line of undercover work
which the officer was likely to encounter. These modules were to provide
bespoke training to meet the individual needs of the undercover officer.

We have found that few of the modules have been developed as
planned.

This is unacceptable.

A review was conducted into this area by the National Policing
Improvement Agency in July 2012.**° This is a restricted document and
is not available to the public. However, we have approached the College
of Policing, which is now the owner of National Policing Improvement
Agency’s review, and we have been granted permission to cite it and
quote from it to the extent that we have in this report.

The 2012 review was thorough. It examined in depth the selection and
training procedures for foundation and advanced undercover officers and
it identified the competencies that were expected of those who sought to
become undercover officers.

A final report from the National Undercover Working Group Training and Development sub-group, O’Leary K.,

2010 [Restricted].

136 Review of the Selection, Training and Support of Undercover Officers, National Policing Improvement Agency,
July 2012 [Restricted].
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8.14 The National Policing Improvement Agency found undercover work to be
“characterised by a lack of consistency across different forces and
units”.*” It made 55 recommendations, designed to bring consistency
and improvement to the selection and training procedures and to the

regime required to support officers who engage in undercover work.

8.15 The review set a benchmark in the area of the selection, recruitment and
training of undercover officers. It has the benefit of both being sufficiently
current to remain relevant to today’s undercover policing requirements,
and being produced sufficiently long ago that it is reasonable to expect
the College of Policing, the National Undercover Working Group, forces
and law enforcement agencies to have acted on its recommendations.
Accordingly, we expected to find evidence during our fieldwork visits that
the recommendations had already been implemented.

8.16 We have borne in mind HMIC’s 2012 review*® of national units which
provide intelligence on criminality associated with protest, and its later
review of progress made in respect of the recommendations contained in
the 2012 report which was published in June 2013.** In those reports,
HMIC concluded that the selection process for undercover work
appeared to be robust. However, HMIC’s view was based upon its
examination of the training process and the extent to which officers did
not successfully complete it.

8.17 Care should be taken in respect of interpreting this finding. The terms of
reference of the 2012 review limited HMIC’s consideration to those
advanced undercover officers who were deployed by the National Public
Order Intelligence Unit to gather intelligence in order to reduce
criminality and disorder arising from domestic extremism, and to support
forces managing strategic public order issues. It therefore did not
consider the selection and training of foundation undercover officers
generally or advanced undercover officers who did not work in that unit.

8.18 The benefit of our 2013-2014 inspection is that its remit covered all
aspects of undercover policing and so its breadth of consideration is far
wider than that permissible in 2012.

137 Op cit, paragraph 3.1, page 10.

138 A review of national police units which provide intelligence on criminality associated with protest, HMIC,

January 2012.

139 A review of progress made against the recommendations in HMIC’s 2012 report on the national police units
which provide intelligence on criminality associated with protest, HMIC, June 2013.
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8.19

8.20

8.21

8.22

Although the National Policing Improvement Agency’s review was
concluded in July 2012, we were told that its recommendations were not
adopted by the National Undercover Working Group until June 2013 and
many have yet to be implemented.

We consider that the National Undercover Working Group has not
demonstrated the leadership and commitment that it should have done
in accepting ownership of the National Policing Improvement Agency’s
recommendations.

This is not acceptable.

We set out in the remainder of this chapter our findings regarding the
selection, recruitment and training processes and procedures with
regard to undercover policing. We have not set out here our views
concerning the selection, recruitment and training of online undercover
staff. We consider all aspects of that type of undercover police work in
chapter 11.

Attracting interest

140

8.23

8.24

8.25

8.26

8.27

The use and extent of undercover policing is entirely dependent on
sufficient officers of the right calibre wanting to undertake this type of
police work. Seeking to become an undercover police officer is a
voluntary process, and so it should be.

The first requirement, therefore, is for sufficient police officers of the right
calibre to apply to become undercover officers.

We were concerned by much that we learned during our fieldwork
regarding the number seeking to become undercover officers.

We were told that potential candidates are being deterred because they
have come to regard time operating as an undercover police officer as
‘career-threatening’. An undercover covert operations manager** in one
force told us that, in response to his four most recent advertisements for
candidates for the Foundation Undercover Training and Assessment
Course, he received 108, 72, 53, and then 1 applicant, respectively.

There may be several explanations for this decline. Undoubtedly, the
recent poor publicity and controversy have played a part.

See paragraph 4.13.
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8.28 We consider that part of the difficulty arises because undercover officers,
especially foundation undercover officers, are not assigned to an
undercover unit on a full-time basis; they tend to be called upon to act as
and when required. As a result, their line managers necessarily have to
accommodate their absence. This may involve the re-rostering of duties
of colleagues, causing short-term additional burdens to be shouldered by
those left behind. This can lead to a perceived lack of support from line
managers.

8.29 In the most extreme instances, we found that some managers simply
refused to release qualified police officers for undercover operations
because of the disruption their absence might cause.

8.30 The perceived lack of support was a recurring theme among those
whom we interviewed: undercover police officers spoke of receiving
adverse or negative comments; of being alienated; and of experiencing
prejudice because of their career choices. They considered that, if an
undercover officer applied for a posting, for example, as a traffic officer,
he or she was likely to be rejected because of his or her absence on
undercover duties. One undercover officer claimed to have been made
to undertake extra tours of night duty to compensate for those missed
while working on undercover deployments.

8.31 Although anecdotal, such reports concern us. If the police service
regards undercover policing to be an important tactic in its efforts to
tackle serious crime, it cannot be right that the operational demands of
one part of a force obstruct the force’s ability to engage in undercover
policing. This can be either through an outright refusal to allow a
qualified officer to undertake the role for which he or she has been
trained, or by making the professional life of that officer so uncomfortable
that the officer thinks twice about seeking to be deployed undercover in
the first place. The role of any manager must be to encourage, support
and accommodate those officers who wish to undertake such sensitive
work. It is the interests of the police service as a whole which should
weigh in the minds of managers, not local short-term difficulties caused
by officers performing their duty for someone else.

The selection process

8.32 Notwithstanding the number of applicants to become undercover police
officers, rigorous standards still need to be enforced thereafter in the
selection process to identify those who are considered, objectively, to be
appropriate candidates to take further forward into the training
programmes.
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8.33 Inits report in 2010, the Training and Development sub-group of the
National Undercover Working Group*** recommended that the following
elements should be adopted when selecting potential candidates for
undercover training:

(a) an open day to attract potential recruits and provide information;
(b) a written application;

(c) a short-listing process;

(d) an interview and attendance at a selection centre;

(e) security vetting; and

(f) psychological testing and assessment.

8.34 We found most of these elements formed part of a force’s selection
process and, as a result, a consistent approach is being adopted to
identify those police officers who might have the requisite skills to
become undercover officers.

8.35 We understand that these selection criteria have been superseded by
the recommendations arising from the National Policing Improvement
Agency’s review which was concluded in 2012. We have been told by
the College of Policing that it has now started a comprehensive
programme of work around selection, recruitment and training to
implement those recommendations.

8.36 There was one area where we were concerned to find an unacceptable
degree of inconsistency between forces in their adoption of this element
of the process: psychological testing and assessment.

11 Final report of the National Undercover Working Group Training and Development sub-group, K O’Leary,

2010 [Restricted].
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8.37

8.38

8.39

8.40

8.41

8.42

8.43

We regard this element as crucial in helping to identify those police
officers whose personal characteristics are suitable for this sensitive type
of police work. Advanced undercover officers are often placed in
extremely dangerous situations. They are almost always alone without
the possibility of immediate support from their colleagues. They rely
almost entirely on their own skills, speed of thought and wits to cope with
any situation that unfolds, and the consequences of not being able to
cope with such pressure can be extremely serious. It is therefore
essential that those who undertake such work have the personal
characteristics that enable them to cope with the pressures that are
inherent in being an undercover officer.

Psychological testing and assessment are essential in the selection
process.

In some forces, we found that candidates for the Foundation Undercover
Training and Assessment Course underwent psychometric testing and
assessment; in others, there was no such requirement.

We asked why this element of the selection procedure was not being
adopted. Often, we were told that it was for financial reasons, despite the
fact that we consider the adoption of psychometric evaluation to be cost-
effective in the longer term by identifying both those candidates who
demonstrate an aptitude for undercover work and, perhaps more
importantly, those who do not.

Conversely, we found that those police officers who sought to become
advanced undercover officers were, without exception, subject to
psychometric assessment.

We note that the National Policing Improvement Agency concluded in its
2012 review that the most appropriate time for the assessment of
personal characteristics was during the selection process for the
Foundation Undercover Training and Assessment Course. This was
because the requirements of those undertaking foundation and
advanced work are largely similar and because undercover officers
should progress to the advanced level through that course.

We agree.

Recommendation 22

The College of Policing should ensure that psychological assessment is
an element in the selection process for those who seek to become
undercover officers. It should be undertaken before attending the
Foundation Undercover Training and Assessment Course.
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Licensed training — foundation courses

8.44

8.45

8.46

8.47

8.48

142

Because of the way in which undercover police officers are deployed
between forces, and because of the extremely sensitive nature of the
work in which they are engaged, it is essential that the level and content
of training which they receive is consistent. To that end, the College of
Policing has made it clear that candidates must attend approved training
courses, provided by those who are licensed by the College to run them.

We agree the importance of these requirements. They are the means by
which chief officers and senior investigating officers of one force may
have confidence in the quality of an undercover police officer assigned to
them from another force.'*

We were extremely concerned, therefore, to learn that the College of
Policing had conducted an initial audit which had identified that a number
of foundation training courses had been provided which had not been
licensed. A practice appeared to have arisen whereby forces had
considered the training programme of a licensed training centre, had
adapted it to their perception of local needs and had then provided it to
their officers.

Whilst we recognise that local needs may fashion, to some extent, the
way in which undercover police officers might be deployed, we are
entirely unpersuaded by any argument which perpetuates the myth that
the basic skills and training requirements of undercover police officers
are somehow different on a force-by-force basis. We consider this to be
a confusion between skills and deployment. And it undermines the
strength of the national approach to undercover policing which relies on
officers being moved from their home force to a second force where their
skills are needed. Undercover officers who have been schooled locally to
meet local concerns and priorities may not possess the generic skills
that any requesting force is entitled to expect.

A national and licensed training model should bring a level of
consistency that appears to be lacking at the moment. Greater
consistency will ensure minimum standards of competency and allow
those who deploy undercover police officers to have confidence in the
quality of officer that they are given.

See paragraph 4.20.
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8.49

8.50

We can also foresee difficulties in respect of any challenge to evidence
that might be given by an undercover officer if his or her training is
guestioned and it is found that he or she has not attended a licensed
training course.

Since the end of our fieldwork, we have been in discussions with the
College of Policing to ascertain the most up-to-date position with regard
to licensed foundation training courses. We are now advised that the
College of Policing is in the process of assessing 15 centres which have
expressed an interest in being licensed to provide the Foundation
Undercover Training and Assessment Course in England and Wales.

Recommendation 23

The College of Policing should conduct a further full audit of all forces to
establish the extent of any unlicensed training that has been given.

Recommendation 24

The College of Policing should ensure that all unlicensed foundation
courses are ended immediately.

Recommendation 25

Chief constables and the heads of law enforcement agencies should
ensure that any undercover officer who has received training on an
unlicensed training course is not deployed until his or her competency
has been assessed.

Licensed training — advanced courses

8.51

8.52

8.53

Even though that was the position with regard to foundation training
courses, we expected to find stricter adherence to the requirement for all
National Undercover Training and Assessment Courses to be licensed,
given the greater depth of training that is required to prepare advanced
undercover officers to undertake such highly sensitive and often
dangerous policing. Our expectations were not met.

There are only three centres that provide the National Undercover
Training and Assessment Course, which is the gateway through which
aspiring advanced undercover police officers have to pass before they
may be deployed. They are the Metropolitan Police Service; Greater
Manchester Police; and the National Crime Agency.

Prior to the announcement of the creation of the College of Policing in
December 2011, the National Undercover Working Group approved the
courses delivered by these two police forces and the predecessor of the
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National Crime Agency, the Serious Organised Crime Agency. The
courses were individually designed by each provider and each provider
was responsible for its own quality assurance and evaluation
programme.

8.54 Over time, concerns were raised about the consistency between the
various courses. A number of reports were commissioned by the
National Policing Improvement Agency, culminating in its July 2012
review.'*® There, the Agency stated that it found the courses delivered by
the Metropolitan Police Service and Greater Manchester Police differed
in both content and delivery. It concluded that it was:

“difficult to demonstrate that attendees on the different
courses receive equivalent training that allows them to be fully
interoperable, because the courses are not underpinned by

the same agreed national training standards”.***

8.55 The Agency went on to quote those who assisted in its review. They
criticised the training provision for advanced undercover officers as: “not
providing trained [advanced undercover officers] that fit the needs of all

[accredited undercover units] across the country”.**

8.56 Those conclusions were reached in July 2012.

8.57 As part of our fieldwork, we attended the National Undercover Working
Group meeting in September 2013. At that meeting, the chair of the
National Undercover Working Group admitted, with some regret, that the
group had not progressed the recommendations in the Agency’s report.
As a result, we have concluded that the recommendations set out in the
2012 review have not been implemented by the police service as a
whole, and action has not been taken to address the findings that we
have set out in the preceding paragraphs.

8.58 To understand the position more clearly, we observed parts of the
advanced undercover courses run by Greater Manchester Police and the
Metropolitan Police Service. We are able to confirm that the training
varies from one centre to the other. We did not observe the National
Crime Agency training course.

143 Review of the Selection, Training and Support of Undercover Officers, National Policing Improvement Agency,

July 2012 [Restricted].
144 Op cit, paragraph 7.2, page 44.

145 pid.
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8.59 We have been told that action is now being taken to address the lack of
consistency between the three courses run by the Metropolitan Police
Service, Greater Manchester Police and the National Crime Agency.

8.60 It may be that such remedial action now will bring the three courses into
alignment, each with the other. What is beyond doubt is the failure of all
those involved — the National Policing Improvement Agency, the National
Undercover Working Group and, latterly, the College of Policing (which
now has responsibility) — to take the required action to remedy the
position in a timely fashion. As the position now stands, none of the
three providers is licensed by the College of Policing to conduct the
National Undercover Training and Assessment Course. We have been
told that all three are working with the National Undercover Working
Group to address future training requirements and to secure the
appropriate accreditation from the College of Policing.

Recommendation 26

The College of Policing should devise a single National Undercover
Training and Assessment Course as a matter of urgency.

Recommendation 27

The College of Policing should suspend immediately the provision of any
advanced training course that is being provided by an unlicensed
provider.

Recommendation 28

The College of Policing and the National Crime Business Area should
ensure that the programme of work to implement recommendations set
out in the Review of the Selection, Training and Support of Undercover
Officers produced in 2012 is completed.

8.61 Because the National Undercover Working Group approved the
advanced courses run by the Metropolitan Police Service, Greater
Manchester Police and the National Crime Agency before the creation of
the College of Policing and its licensing procedures, we are not minded
to make a recommendation at this stage about the continued
deployment of undercover officers who have successfully passed one of
those courses.

8.62 However, the College of Policing will need to ensure that it compares the
content of those courses with the National Undercover Training and
Assessment Course that we recommend it should devise. The College
must then take a reasoned view about whether those who have passed
the current providers’ courses should be required to pass its National
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8.63

Undercover Training and Assessment Course and secure fresh
accreditation because of any deficiencies that are identified in the
providers’ courses.

Given the conclusion reached in July 2012 that the two courses which
we observed were “not underpinned by the same agreed national
training standards”, we consider it highly likely that some form of
additional training for those already deployed will be necessary to ensure
that all advanced undercover officers are trained to the same standard.

The relationship between foundation and advanced level

training

8.64

8.65

8.66

8.67

There are other advantages in bringing the responsibility for the content
of the Foundation and National Undercover Training and Assessment
Courses together under the College of Policing.

During the course of our inspection, we were told of a lack of coherence
between the two courses. In our view, the two courses should dovetail
so that any officer who wishes to progress to the advanced level builds
on the training which he or she has received at the foundation level.

Concerns were expressed to us about the lack of clarity, for example,
whether training around commaodity purchasing (for example, drugs from
a street dealer) should be the hallmark of a foundation course. Others
complained to us that the advanced course did not consider issues of
ideology in sufficient depth, given that advanced undercover officers
might be deployed to infiltrate groups where their criminality is driven by
ideological convictions. Another concern was around the way in which
one of the advanced courses was conducted. The training sessions were
held deliberately at times such that those attending the course were
deprived of adequate hours of sleep. This was seen as a test in its own
right. Several who had been subjected to this experience found it to be
wholly incompatible with the necessary environment required for
learning.

Such concerns are worrying. But they also demonstrate that the
foundation and advanced level courses may need to be redrawn
generally to focus on acquiring skills that are capable of being used in
different scenarios that undercover officers at the two levels might
encounter.
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8.68

8.69

Tenure
8.70

8.71

8.72

8.73

146

The 2010 report of the sub-group of the National Undercover Working
Group® identified a similar concern and recommended that the two
courses should focus on a range of skills rather than on specific
deployment scenarios.

We agree with that approach. The College of Policing should consider its
two training courses together and regard the advanced course as a
continuation of the foundation course. Applying the skills to real-life
situations is, of course, essential so that officers at both levels may put
their newly-acquired skills into practice, but the emphasis should be on
developing a comprehensive skills base rather than on equipping officers
to deal with a specific scenario in which they may find themselves.

There is a balance to be struck between training and developing
undercover officers to a point whereby they are highly proficient in the
policing tactic and can be used to best effect, and ensuring that they do
not remain in undercover policing so long that they are not able to return
to more traditional policing duties.

The National Policing Improvement Agency also recognised that a
balance needs to be struck. Its research suggested that a tenure period
of between five and seven years might be appropriate'*’ but
recommended only that the length of tenure should be “discussed and
agreed by the [National Undercover Working Group]”.**®

At the time of the writing of this report, the National Undercover Working
Group has not agreed or published a recommended maximum length of
tenure.

In our fieldwork, we found evidence that some forces impose a
maximum length of tenure on their undercover officers. For example, in
some forces, a foundation undercover officer is seconded to a dedicated
unit for a period of three years before he or she is reintegrated into core
policing in a phased manner, unless the officer seeks to become an
advanced undercover officer. Where this is the case, there is a seamless

Final report of the National Undercover Working Group Training and Development sub-group, K O’Leary,

2010 [Restricted].

147

Review of the Selection, Training and Support of Undercover Officers, National Policing Improvement Agency,

July 2012 [Restricted] paragraph 8.2, page 55.

148

Op cit, recommendation 39.
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8.74

8.75

8.76

8.77

transfer from foundation undercover officer to advanced undercover
officer upon successfully completing the National Undercover Training
and Assessment Course.

However, more often we found that such a policy did not exist in forces.

We have studied carefully the research of the National Policing
Improvement Agency and concur with the view that a maximum tenure
period of between five and seven years for advanced undercover officers
is appropriate. We have also concluded that a maximum tenure period of
three years for foundation undercover officers is appropriate.

If our other recommendations are accepted regarding the progression of
foundation undercover officers to advanced undercover officers, an
officer would serve no longer that ten years overall in the role. We regard
this as quite sufficient for officers to be engaged in this type of police
work.

Consequences flow from these conclusions: officers should be told at
the start of their tenure the date of their return to other duties; a
reintegration strategy, personally tailored to the needs of each officer,
should be fashioned and implemented; appropriate support should be
provided by line managers to help each officer on his or her return to
other duties; and senior managers should be mindful to prevent any
singling out of a returning officer who is given a disproportionate amount
of more onerous duties which could be seen as some form of
punishment for having been removed from ordinary duties in the first
instance.™® The National Undercover Working Group should consider
how best to apply maximum tenure periods to those existing undercover
officers who have already exceeded the maximum term that we are
recommending.

Recommendation 29

149

The College of Policing should establish and promulgate a
comprehensive policy regarding maximum lengths of tenure for
foundation and advanced undercover officers. We consider that a period
of three years tenure for a foundation undercover officer and a period
between five and seven years tenure for an advanced undercover officer
iS appropriate.

See paragraph 8.30.
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Recommendation 30

Chief constables and the heads of law enforcement agencies should
enforce a consistent and fair reintegration strategy to enable undercover
officers to return to other policing or agency duties.

Terminating tenure early

8.78

8.79

8.80

8.81

The setting of maximum tenures for foundation and advanced
undercover officers should not, in any way, preclude the ability of senior
managers to bring an officer’s period as an undercover officer to an end
earlier if he or she is found not to have performed satisfactorily in that
role.

Of course, it is to be hoped that officers who are unlikely to make the
grade as undercover police officers are identified in the recruitment and
training processes and returned to other police duties at that stage. But
there are likely to be instances when officers are deployed as
undercover officers but are then found not to perform to the high
standards which are rightly demanded of them in that role.

During our fieldwork, we found only four instances where undercover
officers had been removed from undercover operations because of
misbehaviour; in one other instance, we found that an officer had been
removed because of poor performance. Each instance of misbehaviour
involved undercover officers who had been imported to the force
concerned from another force or agency.

One case related to the behaviour of two officers after drinking
excessively; another concerned expense claims; a third involved the
misuse of a police vehicle; and a fourth to alleged misconduct by an
officer whilst off duty, which was not connected to his undercover
deployment. The cases, nevertheless, demonstrate good levels of
supervision and management and a readiness in the forces concerned
to take appropriate action when necessary.

National undercover index

8.82

When officers pass the nationally recognised course, they are registered
as undercover officers and allocated a unique reference number that is
used to conceal their true identity. Their personal details are held on the
national undercover index which is maintained by the Metropolitan Police
Service.
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8.83

8.84

8.85

8.86

8.87

8.88

150

We spoke with staff who manage the national undercover index. They
confirmed that they had not received notification about all the officers in
the cases referred to above. We have grave concerns about the
accuracy of the information contained on the index. The Metropolitan
Police Service is entirely dependent on information provided by forces to
ensure that the index is kept up-to-date.

Our concerns are based on the following: in our data collection phase
from forces and agencies, we were told that the total number of
undercover officers classified as active, reserve and dormant was
1,229.*°

Once that data was collated, we approached the manager of the national
undercover index and asked how many undercover officers appear in it.
The figure supplied was 568.

The discrepancy between 1,229 and 568 is 661. The national
undercover index contains details of only 46.2 percent of the total
number of undercover officers whom the forces and agencies consider
to be designated as such. In no way, therefore, can the national
undercover index be termed ‘comprehensive’.

Since our fieldwork, we have made further enquiries of those who
manage the national undercover index and we have not been satisfied
with the accuracy of the replies that we have received. Despite a number
of requests, we have not been provided with any assurance that those
who manage the index know the precise number of officers whose
details are on the index; nor have we been provided with any assurance
that the records are up-to-date or accurate.

We consider that one of the reasons for the discrepancy in numbers
between forces and the national undercover database may be the extent
to which experienced undercover officers have been granted so-called
‘grandfather rights’ by their forces following guidance from the National
Undercover Working Group which specifically uses this term. Such rights
allowed officers who had been deployed as undercover online officers
for a certain period of time to continue in their work, providing that those
who managed them vouched for their operational competency,
regardless of whether they have passed any required training course.

See paragraph 4.7 et seq.
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8.89 The granting of such rights has been undertaken at force level, following
guidance from the National Undercover Working Group. However, that
advice was general in nature and did not set out any objective criteria in
order to ensure a consistent approach would be adopted across
forces.™ As a result of our fieldwork, we have established that forces in
England and Wales have adopted different approaches.

8.90 This is not acceptable.

8.91 Individual units were authorised to identify those individuals to whom
they wished to grant ‘grandfather rights'. These decisions do not appear
to have required consideration of the operational experience of the
individual concerned. At the time of our inspection, those managing the
national undercover index in the Metropolitan Police Service asked
forces to identify those individuals who had been granted ‘grandfather
rights’. The gathering of this information was still incomplete at the time
of the inspection.

Recommendation 31

The College of Policing, in conjunction with the National Crime Business
Area, should devise and publish criteria which set out the circumstances
when ‘grandfather rights’ may appropriately be granted to operationally-
experienced undercover officers.

8.92 Given the sensitive nature of undercover policing and the need for the
highest level of awareness and scrutiny, it is entirely unacceptable that
there is such a degree of discrepancy between the actual number and
the index’s number of undercover police officers. It renders the database
unsuitable to the task for which it was created.

8.93 The public has a right to expect that, in today’s technological age when
information can be passed between forces at the press of a button, the
police service is able to maintain an accurate and up-to-date index of the
number of undercover police officers in England and Wales. The fact
that it cannot do so is unacceptable.

'31 The advice focused on the undercover officer’s access to covert equipment and appropriate legends.

Managers of units were not asked to consider the operational experience or skill levels of the individuals. Nor
was there any requirement to consider any limitations that should be in place when deploying a particular officer.
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Recommendation 32

152

Chief constables and the heads of law enforcement agencies should
order an audit to be undertaken of the number of undercover officers
that they have in their force or agency as a matter of urgency, so that
they classify correctly those officers as active, reserve or dormant and
can provide that information to those in the Metropolitan Police Service
who maintain the national undercover index.

8.94 We understand that there are already plans in place to create a national
undercover database. This is intended to provide a secure, searchable
and comprehensive database of undercover officers.

8.95 We have been told that all foundation undercover and advanced
undercover officers will be on the database.

8.96 This appears to be a step forward in ensuring that a comprehensive
database of all undercover officers is maintained. Once established, we
hope that the database will relieve the understandable frustration that
currently propels officers to find their own way of identifying those who
may be able to assist in their enquiries.'®* We expect it to be used by all
those seeking to deploy undercover officers from another force and to
bring an end to the approach of ‘tapping on the shoulder’ of a known
colleague in a neighbouring force, or in the undercover community.

8.97 However, we have three concerns.

8.98 First, we understand that there are no current proposals to update the
national undercover index, ensure its accuracy, and then use it as the
basis for the new national undercover database.

8.99 As things currently stand, we consider that it would be highly dangerous
to import the contents of that index, as to do so would suggest that it is
accurate and reliable: it is not. However, if our recommendation 32 is
acted upon immediately, we can have some confidence that the
refreshed national undercover index will be accurate. Once that position
has been reached, it seems entirely sensible to adopt the national
undercover index as a robust and reliable starting point for the new
database.

See paragraph 6.6 et seq.
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8.100 Secondly, we understand that there are no current plans to include
details of online undercover officers, even though they now receive a
unique reference number in the same way that foundation and advanced
undercover officers do. We regard this as a serious flaw in the current
proposals and it perpetuates the myth that online undercover officers
operate in a less important area of undercover policing. We develop our
thinking about this general point at paragraph 11.19.

8.101 With regard to the proposed national undercover database, we cannot
envisage any reason why it should not be comprehensive from the start.

Recommendation 33

The managers of the national undercover database should ensure that
online undercover officers are included in the database.

8.102 Thirdly, we understand that there are no current plans or resources
available to transfer the details of previous deployments of undercover
officers which are maintained on the national undercover index to the
new national undercover database. We regard this as a weakness as it
will mean that the experience of many undercover officers will not be
available on the new database, and that additional searches will be
required of the national undercover index which, at that stage, will be
historic.

8.103 Such details should be transferred from one index to the other.

Recommendation 34

The managers of the national undercover database and the national
undercover index should ensure that previous records of deployment
kept on the national undercover index are transferred onto the national
undercover database.

Training for authorising officers

8.104 We have set out in chapter 3 and annex D the vital role which
authorising officers play in overseeing, scrutinising, and maintaining the
integrity of the deployment of undercover officers under the regime set
out in the Regulation of Investigatory Powers Act 2000.
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8.105 Since 1 January 2014, all foundation and advanced deployments have
needed to be authorised by an officer of at least assistant chief
constable rank or equivalent.'>* We regard it as essential that authorising
officers receive training about undercover policing and the critical role
that they play in upholding and enforcing the statutory regime.

8.106 However, in the course of our fieldwork, we found that not all chief
officers who now authorise undercover officers have been trained in, or
have experience of, undercover policing themselves.

8.107 One assistant chief constable commented that the only formal training
for undercover policing that she had received was a one-day seminar
during the strategic command course and that it had consisted of little
more than a recounting of “war stories”.**

8.108 HMIC raised concerns about the lack of chief officer knowledge of the
authorisation process in its 2012 report into undercover policing.™® As a
result, the College of Policing started to devise an authorising officers’
course for chief officers.

8.109 We reinforced our concerns in our June 2013 review of progress report:

“Whilst there is an [Association of Chief Police Officers’
Authorising Officer] training course due to be delivered in the
next 12 months, [assistant chief constable authorising officers]
are currently making critical decisions without appropriate
training, and often with only limited experience of covert
policing. The delay in ensuring [assistant chief constable
authorising officers] are properly trained and accredited is
unacceptable. The training course for [Association of Chief
Police Officers’ Authorising Officers] should be mandatory for
all [assistant chief constables] who are responsible for
authorising any type of undercover deployment.”*>®

133 See paragraphs 3.11 and 5.9.

%% The strategic command course is a prerequisite for officers and staff seeking to attain the rank of chief police

officer in the United Kingdom. It is open to international delegates and those from other law enforcement
agencies aspiring to the most senior positions in their home countries. It is also open to a small number of non-
police delegates working at an executive level in other public sector bodies.

155 A review of national police units which provide intelligence on criminality associated with protest, HMIC,

January 2012.

156 A review of progress made against the recommendations in HMIC’s 2012 report on the national police units
which provide intelligence on criminality associated with protest, HMIC, June 2013, paragraph 4,6, page 19.
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8.110

8.111

8.112

8.113

In November 2013, the College of Policing circulated details of nine
course dates to all forces. Those courses were to take place at the
Police College in January, February and March 2014.

The first two courses, scheduled for January 2014, had only one
assistant chief constable delegate for each. They both had to be
cancelled as it was not a viable option to proceed. The first of the
scheduled courses actually to take place was at the end of January and
was attended by ten delegates, although eight were already at the Police
College for a strategic command course. They were, in effect, a captive
audience of those aspiring to be assistant chief constables. The reality,
therefore, was that only two current assistant chief constables from the
United Kingdom had by then attended a course.

The next course was scheduled for February 2014, but from an initial
total of eight delegates, the number dwindled to three, which meant that
yet again the course had to be cancelled.

This situation is unacceptable given the general level of knowledge in
chief officers in this area of work and the risks associated with it.

Recommendation 35

Chief constables and heads of law enforcement agencies should direct
that an assistant chief constable or equivalent should not be able to act
as an authorising officer until he or she has attended and passed the
authorising officers’ course. In future, attendance at such a course
should be regarded as a mandatory requirement prior to any assistant
chief constable being appointed.

Training for senior investigating officers

8.114

8.115

8.116

There is insufficient national training currently available for senior
investigating officers who are expected to operate in this difficult area of
police work. We found that, even amongst senior investigators who were
very experienced in serious crime investigation, there was little
knowledge or experience of undercover policing.

Some senior investigating officers told us that they tried to address this
deficiency by observing courses for undercover officers. Senior
investigating officers from one force also spoke of attending a bespoke
undercover training course organised in their force for senior
investigating officers.

Such training is, however, a rarity and some senior investigators told us
that they had to rely on staff from their undercover unit to advise and
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8.117

8.118

guide them during their first operation in which they deployed undercover
officers.

Whilst we recognise that this is a practical solution, it is not right. The
very rationale for separating the management of the investigation from
the management of undercover officers is to avoid merging the two parts
of a police enquiry so that a measure of independence may be
maintained between the senior investigating officer and the undercover
officer.

A better option would be to introduce a mentoring scheme involving
senior investigating officers who are experienced in deploying
undercover police officers in their investigations who may guide their
less experienced colleagues.

Recommendation 36

The College of Policing should establish a bespoke undercover training
course for senior investigating officers. It should include a mentoring
programme for those inexperienced in deploying undercover officers in
their investigations.

Training for undercover covert operations managers and
cover officers

8.119

8.120

8.121

We were pleased to find that a number of undercover covert operations
managers had attended a covert law enforcement managers’ course, or
intended to do so.

The course is designed for those officers who perform the role of
undercover covert operations manager or senior investigating officer
engaged in the management of covert operations and the deployment of
covert officers and techniques. The course is provided by the College of
Policing and provides participants with the knowledge and skills to
ensure that covert resources are deployed effectively and managed in
accordance with current legislation and good practice.

We also note that a cover officers’ course has been introduced — but
only as recently as July 2013. As a result, many of those working as
cover officers have yet to attend it. In the past, there was a general
expectation that cover officers had themselves previously been trained
as undercover officers, or that they had attended a course for officers as
observers.
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8.122 We do not consider relying on that expectation to be satisfactory or
adequate. It is important that cover officer training is licensed and
consistent.

8.123 Some cover officers told us that they had recently attended a bespoke
course in another force but that the training had not been accredited.
The cover officer has a statutory obligation for the day-to-day
responsibility for managing undercover officers and their security and
welfare.™’ It is therefore essential that those performing the role receive
appropriate training from those approved to provide it.

Recommendation 37

Those who seek to become cover officers should attend and pass an
appropriate course licensed by the College of Policing.

8.124 In the case of existing cover officers who have built up experience in
their role, we consider that they should be subject to assessment to
ensure that they would meet the standards required of new cover
officers who will be subject to that licensed training programme.

Training for operational security advisors

8.125 An operational security advisor quality assures issues of legality,
integrity, ethical conduct and standards of covert operations, while
contributing to the overall effectiveness of such operations.

8.126 It is a vital role and we found that those forces and law enforcement
agencies which we regarded as undertaking their responsibilities well in
respect of undercover policing maintained active operational security
advisor involvement.

8.127 We are pleased to note that there is a national training course for
operational security advisors, though we are concerned to record that
several forces and law enforcement agencies have dispensed with the
role in order to make financial savings.

8.128 The National Crime Agency has 14 operational security advisors who
are based throughout England and Wales.

157 Section 29(4A)(a), Regulation of Investigatory Powers Act 2000.
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8.129 We consider the role to be so important that all forces and law
enforcement agencies ought to ensure that they have or have access to
a successfully trained operational security advisor. Having discussed the
issue with the chair of the National Counter Corruption Advisory Group,
we support his view that operational security advisors should sit outside
the undercover managerial and supervisory structure.

Recommendation 38

Chief constables and the heads of law enforcement agencies should
ensure that his or her force or agency has, or has access to, an
operational security advisor who has passed the relevant course.

8.130 We are conscious that we have made a significant number of
recommendations about the need for standardised training for those who
are engaged in any part of the undercover policing process. But we go
further.

8.131 We consider that all training courses should be licensed to enable those
who deploy undercover officers to be assured that they have been
properly trained to an approved standard.

8.132 In addition, we consider that all those who have passed the relevant
training course should themselves be accredited. They will have worked
hard to pass the course and they are entitled to be recognised as having
done so.

8.133 By licensing the courses and by accrediting those who pass them, we
consider that a recognisable network of those who are involved to any
extent in undercover policing will be created - a network in which those
who need to rely on the professionalism of those in undercover policing
may have the confidence to do so.

Recommendation 39

The College of Policing should license all approved training courses and
accredit all those who pass such courses.

8.134 In order to ensure the integrity of such a system, the College of Policing
should appoint its own registrar to oversee the process. The registrar
should have the power to revoke any licence or accreditation where the
course or the individual no longer maintains the required standard. We
have referred to this aspect in recommendation 12.
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Continuous professional development

8.135 Those who pass the appropriate training courses to become foundation
undercover officers, advanced undercover officers, authorising officers,
senior investigating officers, covert operations managers, cover officers
or operational security advisors have only started on their journeys as
important players in an essential policing tactic. The requirements on
undercover officers and those who manage or assist them concerning
the law, practice and procedure are continually evolving. The
development and use of undercover online staff demonstrate how
important it is for the police continually to consider how best to combat
crime and secure sufficient admissible evidence against those who
commit it to lead to successful criminal proceedings.

8.136 And so there is an ongoing responsibility on all those engaged in
undercover policing to maintain their skills through continuous
professional development.
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8.137

8.138

8.139

8.140

8.141

8.142

8.143

We were concerned to note the inconsistency of approach in this regard
across the forces and law enforcement agencies. In some forces and
law enforcement agencies, officers are left to their own devices, while
others have a structured process whereby those who are engaged in
undercover policing receive information about recent changes to the law,
policy or practice on an annual, bi-annual or sometimes even monthly
basis.

The National Crime Agency meets the continuous professional
development needs of its staff through workshops, additional training for
maintaining specific legends and a mentoring process.

We noted two instances of specific good practice in this area: first, some
forces took the opportunity during development meetings to remind
undercover officers that they remain, first and foremost, police officers;
secondly, a head of a regional unit produced a newsletter covering
broader aspects of undercover policing which was welcomed by staff.

However, we were particularly concerned about the absence of specific
training on the Regulation of Investigatory Powers Act 2000. The Act is
the keystone of undercover policing. It sets out the framework within
which this covert police tactic may lawfully be undertaken and provides a
further framework of protection for all those who are engaged in this
work.

Generally speaking, we found that most officers acquired knowledge of
the provisions of the Act in one of two ways: either through their
attendance on other training courses where mention of the Regulation of
Investigatory Powers Act 2000 was incidental to the specific aims of
those courses; or through practical experience while on undercover
operations — in other words, through learning on the job.

We found some instances where forces arranged joint training with
members of the Crown Prosecution Service but these were the
exception, rather than the rule. Such joint training was well received and
we encourage senior managers in forces to discuss with their Chief
Crown Prosecutors how such training can be funded and provided to the
mutual benefit of both.

We did not find evidence of bespoke training about the legal framework
for undercover policing in the Regulation of Investigatory Powers Act
2000.
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Recommendation 40

The College of Policing should establish a specific training module
which instructs upon, and tests knowledge of and competence in the
regime of undercover policing in the Regulation of Investigatory Powers
Act 2000.
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9. Recording the decision-making process

9.1

9.2

9.3

Ouir fifth term of reference was to consider the decision-making
processes, guidance and support framework for those at all levels of the
planning and authorisation of undercover operations, particularly in
making difficult and potentially high-impact decisions.

We set out in chapters 5 and 6 our view that the quality of decisions
concerning the deployment of undercover officers and the quality of the
decisions that those undercover officers take while on deployment are
generally good. In this chapter, we consider the way in which those
engaged in the process maintain records so that their actions can be
guality-assured and scrutinised later. In such a sensitive area of policing,
it is essential that proper records are made and retained so that others
may follow the decision-making process and understand what factors led
officers to make certain decisions. Only in this way may those who
oversee the process be able to fulfil their role effectively.

The records should cover matters relating to the officer’'s deployment
and to any issues concerning the undercover officer.

Keeping records on a practical level

9.4

9.5

9.6

The Authorised Professional Practice advises that an undercover officer
should make handwritten statements and that it is his or her
responsibility to check that those statements are accurate before signing
them.

We found the practice of making statements was mixed.

We also found unjustified variations in the ways in which contact
between undercover officers and their cover officers was recorded. In
one force, at the start of each foundation operation, the cover officer
opens an electronic log to record all contact between him or her and the
undercover officer. We examined this process and found both the
contact between the two and any record of that contact to be wholly
inadequate because there was too little information recorded and the
length of time between contacts was too great.
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9.7

9.8

9.9

In one operation, an undercover officer was deployed on nine separate
occasions, yet there was no record on the log to indicate that there had
been any contact between him and the cover officer, either before or
after the deployment. We asked the cover officer about the absence of
any record of any contact between the two, and the implication that the
cover officer had not considered the deployment either from an
operational or welfare point of view. It was suggested to us that, in fact,
contact had been made with the undercover officer, but that nothing was
recorded because there was nothing of any value worth noting.

We found this rationale simply unacceptable. In undercover policing — as
in many other areas of police work — the fact that something does not
happen may be as important as when something does. Recording that
fact is as essential.

We note that, in this case, the lack of recorded contact was of significant
concern to the Office of Surveillance Commissioners during its most
recent inspection.

Recommendation 41

All undercover police officers and all managers of undercover police
officers should ensure that appropriate and consistent records of their
deployments are written and retained. These should address both
operational and welfare issues.

Retaining evidence of the decision-making process

9.10

9.11

9.12

In forces where the authorising process works well, we would expect to
find evidence of a dialogue between the officer seeking authority to
deploy an undercover officer and the authorising officer. Any
conscientious authorising officer is likely to have questions that he or she
wishes to have answered before authorising the deployment.

We found evidence that, where this did occur, the authorising officer
would often annotate the application with questions that required
answers. We found examples where the initial application for
deployment had been declined by the assistant chief constable but the
original application bearing his or her comments had been retained.

We examined an application that had been returned in this way and,
whilst it was not marked ‘refused’, the assistant chief constable had not
signed it but had made notes and observations on it. A subsequent
application, which addressed the issues that had been raised, was
approved.
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9.13

9.14

This practice is good for the purposes of disclosure under the Criminal
Procedure and Investigations Act 1996, and it demonstrates how
carefully the application was considered.

However, questions arise about how this dialogue is preserved in forces
that do not retain any initial paperwork in respect of applications for
authority to deploy which are not immediately granted. Greater clarity is
required to distinguish between applications which are refused and those
which are returned for further explanation.

Recommendation 42

The National Undercover Working Group should establish and circulate
detailed guidance on retaining records connected to a request for the
authorisation to deploy an undercover officer. The records should
include those applications which are refused and those which are
subsequently amended and resubmitted for approval.

Recommendation 43

Chief constables and the heads of law enforcement agencies should
ensure compliance with all guidance on the records connected to a
request for the authorisation to deploy an undercover officer.

Keeping records at a strategic level

9.15

9.16

Current practice requires a senior investigating officer to maintain a
policy file, commonly referred to as a policy book or log, as a record of
the strategic operational decisions which are taken and the rationale that
lies behind them.

We were concerned to find that, in many instances, such a file was not
completed. All senior investigating officers engaged in undercover
operations, irrespective of their previous involvement, should be fully
aware of the need to maintain a policy file from the start of, and
throughout, an operation. We noted that this appeared to be a particular
problem when a senior investigating officer was inexperienced in the
tactic. Further, we found that, in one force that was used to deploying
undercover officers, a policy file had not been opened until two weeks
after the start of an operation.
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9.17

9.18

9.19

9.20

9.21

9.22

9.23

9.24

In one investigation, the senior investigating officer maintained a policy
file concerning the deployment of an undercover officer. When we
examined the policy file, we found that there was a gap of six months
between two consecutive entries in that file. During that time, the
undercover officer had been deployed on several occasions, each of
which should have been recorded properly in the policy file.

Had anything untoward occurred during those deployments, we find it
difficult to understand how the senior investigating officer would have
explained why the officer had been deployed on that occasion. He would
also have been unable to produce any documentary record that might
counter any argument later put forward that something inappropriate had
happened during those deployments.

A failure to follow requirements and maintain the policy file simply
provides those who wish to challenge the conduct or use of an
undercover police officer with a perfect opportunity to raise doubt in the
minds of those who oversee the process — or even a judge presiding at a
criminal trial — that the police have something to hide. Those who wish to
challenge deployments should not be provided with assistance in this
way by the police officers themselves.

A policy file must also relate to a specific operation rather than be an
amalgamation of several unconnected operations. However, we found
instances where senior investigating officers kept records of a number of
different undercover operations in generic rather than individual policy
files.

Even where a senior investigating officer maintained a policy file, we
found, on several occasions, that those files regularly did not amount to
anything more than a chronology of events; they were certainly not the
repository of a comprehensive record of critical decisions.

In addition, some senior investigating officers do not routinely keep
policy files in cases where a foundation undercover officer is deployed.
In lieu of the policy file in one force, the undercover covert operations
managers made entries in a ‘rough book’, and these entries again
amounted only to a chronology of events.

It is a matter of substantial concern when a senior investigating officer
fails to discharge his or her obligations.

Whilst it is important for us to highlight that we found instances where
individual managers fell far short in their duties, we want to emphasise
as well that we found some fine examples of what should be done.
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9.25 In one force, for example, senior investigating officers are issued with
policy and decision logs for when they are off-duty but on call. Those
logs are specific to particular operations and are used to record
decisions in out-of-hours situations. When a senior investigating officer
returns to duty, those decisions are entered onto an electronic log, while
the actual written version is later submitted to ensure compliance with
the Criminal Procedure and Investigations Act 1996.'*

9.26 We are mindful that the College of Policing has adopted the National
Decision Model and that it is readily available on its website.**® In
comprehensive guidance, the College sets out how decisions should be
taken to ensure consistency of approach. The Model starts with the clear
and unequivocal statement that it:

“is suitable for all decisions. It can be applied to spontaneous
incidents or planned operations by an individual or team of
people, and to both operational and non-operational
situations.

“Decision makers can use it to structure a rationale of what
they did during an incident and why.

“Managers and others can use it to review decisions and
actions taken.”®

9.27 There is a section dedicated to the recording of decision-making,
followed immediately by a section on reviewing decision-making. We
cannot do any better than adopt the opening sentence of that former
section:

“[d]ecision makers are accountable for their decisions and
must be prepared to provide a rationale for what they did and
why.” 1ot

138 This Act sets out the rules governing the disclosure of evidence and information by the prosecution to the

defence in criminal proceedings.

159 National Decision Model, Authorised Professional Practice, College of Policing, October 2013:

www.app.college.police.uk/app-content/national-decision-model/the-national-decision-model/#application
160

Op cit, Application.

181 Op cit, Recording decision making.
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Recommendation 44

Chief constables and heads of law enforcement agencies should require
all those engaged in undercover policing to adopt and comply with the
requirements of the National Decision Model.

An internal review of decisions during operations

9.28

9.29

9.30

9.31

9.32

9.33

162

The present regime governing the deployment of undercover police
officers attempts to strike a balance between a perceived operational
requirement and the need for an independent assessment of that
requirement.

Further, in day-to-day handling of an undercover police officer, the
separation between investigative command and personnel management
provides a measure of independence and detachment which helps to
ensure that the undercover officer is, and continues to be, deployed only
when circumstances demand.

The Office of Surveillance Commissioners provides an additional layer of
scrutiny.

Our findings about poor record-keeping and our earlier reporting of the
unjustifiable variations in the quality of authorisations causes us to
conclude that there needs to be an internal review at crucial stages
during the deployment phase to ensure that the regime is being followed
rigorously and correctly.

Such an approach would mirror the internal review process adopted in
homicide cases.* It would not need to be introduced necessarily at an
early stage, but at timely and appropriate intervals throughout the
operation.

The importance of an independent senior investigating officer carrying
out an internal review of any investigation is recognised across the
police service.

In a homicide investigation, reviews are carried out after 24 hours. If the offence remains undetected, a review

is conducted after seven days, and the case is reviewed again after 28 days by a senior investigating officer who
is not connected with the investigation. Thereafter, as a minimum, all undetected homicides are reviewed at least
every two years.
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9.34 The objective of the internal review would be to evaluate critically the
conduct of an operation to ensure: that it conforms with nationally-
approved standards; that it is thorough; that it is being conducted with
integrity and objectivity; that it is in accordance with the law; that any
missed opportunity to progress the investigation is identified; and that
any good practice has been highlighted.

9.35 We recognise that it is essential that such an internal review should be
carried out in a spirit of co-operation between the independent senior
investigating officer and the officer leading the undercover operation.
The review should always be regarded as of help by those leading the
investigation, rather than as a threat.

Recommendation 45

Chief constables and the heads of law enforcement agencies should
introduce an internal review process for undercover operations involving
an independent senior investigating officer to ensure integrity,
objectivity and compliance with the law.
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10. The Office of Surveillance Commissioners

10.1

10.2

10.3

10.4

163

Our sixth term of reference was to consider the adequacy of the police
and the [National Crime Agency’s]*® response to the scrutiny of
undercover operations put in place by the Office of Surveillance
Commissioners, including the effectiveness of arrangements for the
sharing of best practice and learning of lessons.

The Office of Surveillance Commissioners is responsible for overseeing
the use of covert surveillance by designated public authorities based in
the United Kingdom and inspects the police’s use of, and compliance
with, the Regulation of Investigatory Powers Act 2000 on an annual
basis.'®

We found that the relationship between the Office of Surveillance
Commissioners and forces and law enforcement agencies is good. The
Office of Surveillance Commissioners helpfully raises issues in its force
reports for action at a local level. For example, in one force, it expressed
concern about the day-to-day responsibilities provided by the cover
officer in relation to the management of undercover officers and
compliance with the Regulation of Investigatory Powers Act 2000.

In one force, the Office of Surveillance Commissioners raised an issue
around the risk of compromise of an undercover officer and how this was
documented on the relevant risk assessment form.165 The mitigation of
the risk was stated to be that, if the organised crime group discovered
the deployment of an undercover officer in their midst, its members
would, more than likely, leave the undercover officer alone because he
was a police officer. This was despite the fact that one of the gang that
the undercover officer was infiltrating had intelligence links to firearms.
Together with the Office of Surveillance Commissioners, we found this
assessment to be extremely worrying.

Our original terms of reference referred to the Serious Organised Crime Agency but this was replaced by the

National Crime Agency during the course of our inspection.

164

See paragraph 3.22 et seq.

185 A risk assessment and the formulation of a risk management plan are required in respect of each undercover
officer in each operation, and they are an integral part of the authorisation process.
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10.5

10.6

The majority of forces respond positively to the findings of their annual
inspections and implement any changes that are required through action
plans. However, the Office of Surveillance Commissioners has advised
us that, on occasion, it has had experience of forces being reluctant to
act on its recommendations. Indeed, the Office of Surveillance
Commissioners went on to say that, in its subsequent inspections, it
found that action had not been taken to address issues that it had raised
previously.

We consider this to be unacceptable. Forces should respond positively
to the Office of Surveillance Commissioners’ recommendations, and, if
our recommendations concerning the licensing of undercover units are
accepted, we expect the findings of the Office of Surveillance
Commissioners to be taken into account in the accreditation process.

Visits to forces by the Office of Surveillance
Commissioners

10.7

10.8

10.9

During an inspection by the Office of Surveillance Commissioners, the
usual practice is for the relevant force to take any necessary
documentation to a designated room for its inspectors to examine.

That is acceptable if the room where the inspectors consider the
documents is in the same building which houses the undercover unit.
However, we know of instances where the Office of Surveillance
Commissioners’ inspectors have been allocated rooms in a different
building and sometimes even in a town or city different from the location
of the undercover unit. This causes difficulties. On occasion, the original
set of documentation provided by the force was found to be incomplete;
the inspectors quite properly requested the further documents but
because of the distances involved between the covert premises and the
location where the inspectors were considering the documentation and
the timescales allocated for each inspection, the additional material was
not transported in time.

It is clear to us that if the Office of Surveillance Commissioners is to
conduct a thorough and comprehensive inspection, its inspectors must
be allowed unfettered access to the documentation which they require.
Logistical difficulties that thwart this must be removed.
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Recommendation 46

The National Undercover Working Group should establish and
promulgate clear guidance setting out the circumstances in which

inspectors from the Office of Surveillance Commissioners should be
able to visit covert premises.
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11. Undercover online policing

111

11.2

11.3

114

166

In this chapter, we deal specifically with the issue of deploying
undercover officers online. Our inspection found that this area of
undercover policing has been neglected. Issues relating to the
deployment of undercover online officers encompassed all our terms of
reference. We have set out our findings, therefore, in one chapter.

There can be few individuals whose lives have not been affected in
some way by the development of the internet. In 2013, the Office for
National Statistics stated that: “36 million adults (73%) in Great Britain
accessed the Internet every day, 20 million more than in 2006, when
directly comparable records began.”*®®

The world wide web is not restricted to adults. The independent regulator
and competition authority for the United Kingdom communications
industries publishes an annual report about media use and attitudes.
In October 2013, it reported that 91 percent of children live in a
household with access to the internet,'®® and that, in 2013, children aged
5-7 years are spending, on average, 6.7 hours each week online;
children aged 8-11 years, 9.2 hours; and children aged 12-15 years, 17
hours.*®

167

This immediacy of connection with virtually anywhere in the world lies at
the heart of the internet phenomenon. But at the centre of what makes
the internet such a powerful tool for good lies its potential to be used for
ill.

Internet Access — Households and Individuals 2013, Office for National Statistics, August 2013.

187 Children and Parents: Media Use and Attitudes Report, Ofcom, October 2013.

188 Op cit, page 22, figure 2.
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Op cit, page 55, figure 31.
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11.5 The potential misuse of the internet by organised crime groups and
individuals is clear and includes: the importation of controlled drugs,
firearms and ammunition; money laundering; online fraud; identity theft;
the disposal of stolen property; sexual grooming of children and
vulnerable adults; the making and distribution of indecent images; and
anti-social offences, such as harassment. The internet can also be used
to commit crimes driven by human trafficking; ideology, such as
terrorism; and racial or religious hatred.

11.6 The internet provides what many may think is an element of safety. Now,
the criminal may stay at home, protected by a false identity or using the
deep web'”® where it is more difficult to trace where he or she is, and
negotiate the sale of drugs, guns, ammunition, sexual images of children
or even children themselves, without the need even physically to be in
the same country. This makes the job of the police and other law
enforcement agencies even more difficult.

11.7 The need to combat internet-based crime was recognised by the Home
Office in 2010 when it published its Cyber Crime Strategy.'’* There, it
stated its intention to “create a hostile environment for cyber
criminals”.*’> Amongst its planned interventions was an undertaking to
“provide an effective law enforcement and criminal justice response,
through specialist units, and ensure that intelligence is shared where
appropriate”.*”

11.8 This commitment was reinforced in the Strategic Policing Requirement of
July 2012 where one of the five national threats was identified as:

“[a] large-scale cyber incident, which the National Security
Risk Assessment identified as a Tier One risk (together with
the risk of a hostile attack upon cyber space by other states).
The crime threat at the national level may be a major incident,
such as a criminal attack on a financial institution to gather

0 The deep web is a pre-existing section of the world wide web that is not part of the surface web and which
cannot be accessed through well-known search engines. Research earlier in the 21* century suggested that,
even then, there were over 900 billion pages of information on the deep web. The deep web may be accessed in
a way that means that neither the person surfing the deep web nor the websites that he or she might visit are
able to be traced back to identifiable users because the means of access provides anonymity for each party by
concealing their internet service provider addresses.

1 Cyber Crime Strategy, Cmnd 7842, Home Office, March 2010:
www.gov.uk/government/uploads/system/uploads/attachment data/file/228826/7842.pdf
172

Op cit, page 17.
73 pid.
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http://www.gov.uk/government/uploads/system/uploads/attachment_data/file/228826/7842.pdf

data or money, or it may be an aggregated threat, where
many people or businesses across the UK are targeted. It
includes the response to a failure of technology on which
communities depend and which may also be considered a
civil emergency.”™™

11.9 Although our inspection was solely concerned with the deployment of
undercover officers, it should be noted that the recent HMIC inspection
into the arrangements relating to the Strategic Policing Requirement*”
stated that:

“[w]e found in interviews with senior police leaders that their
decisions about the number of staff required to investigate
cybercrime were based on the volume and nature of crimes
reported to their forces rather than the associated threat, risk
and harm.™"®

11.10 The report further identified that:

‘police forces are not yet able to effectively identify or
understand the threat, risk and harm posed by cybercrime”.*"’

11.11 This statement strongly reflects the findings of our inspection in respect
of online operations. Certain sections of the police service and the
National Undercover Working Group have been slow to recognise the
need to develop skills and capabilities that will enable law enforcement
agencies to operate effectively in the 21 century. Whilst some forces
have recognised the level of threat and risk presented by the internet
and have responded appropriately by investing in both training and
equipment, others have not.

4 The Strategic Policing Requirement, Home Office, July 2012, page 8:

www.gov.uk/government/uploads/system/uploads/attachment_data/file/117445/strateqgic-policing-requirement.pdf
175

The Strategic Policing Requirement - An inspection of the arrangements that police forces have in place to
meet the Strategic Policing Requirement, HMIC, April 2014: http://www.justiceinspectorates.gov.uk/hmic/wp-
content/uploads/2014/04/an-inspection-of-the-arrangements-that-police-forces-have-in-place-to-meet-the-
strategic-policing-requirement.pdf

76 Op cit, paragraph 5.72, page 62.

Y7 Op cit, paragraph 6.64, page 80.
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The police response

11.12 Because the internet is available to all, the police service has a number
of ways of obtaining information from it. Open source research is the
most basic form of law enforcement activity. It simply involves an officer
or a member of police staff trawling the internet for information about a
particular topic or suspect. It does not require that person to adopt a
false persona and it does not require him or her to form a relationship
with a third party which would need to be authorised under the
Regulation of Investigatory Powers Act 2000.

Defining an undercover online officer

11.13 However, in addition to these information-gathering techniques, there
are occasions when it is appropriate for a police officer to use the
internet to obtain evidence or information about another person or a
potentially unlawful activity while pretending to be someone else.

11.14 As we have pointed out in paragraph 4.5, there is not a nationally agreed
definition of an undercover online officer. As we stated there, we have
adopted the following description:

“l[a]n undercover online officer is an appropriately trained law
enforcement officer, who establishes or maintains a
relationship through the internet, in order to obtain covertly
information, intelligence or evidence against an individual,
group of individuals or organisation.”

Defining the role

11.15 We found that forces were adopting different ways of using undercover
online officers and of bringing them together to function as a unit.

11.16 Current common practice is for undercover online officers to adopt a
false identity to interact or maintain a relationship with those suspected
of using the internet for criminal purposes.
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11.17

11.18

11.19

Authorisation is required for an undercover online officer to form a
relationship with an individual online, as the officer is classified as a
covert human intelligence source under the Regulation of Investigatory
Powers Act 2000.'™

Although many aspects of the practical day-to-day work of an
undercover online officer are identical to foundation and advanced
undercover officers, there is usually one significant difference:
undercover online officers rarely, if ever, meet the targets of their
operations in person. There are advantages from which undercover
online officers benefit as a result: unlike their counterparts who meet
their targets and who are constrained by their own physical appearance
to a large extent, undercover online officers are not so restricted. An
undercover online officer is able to present a persona entirely at odds
with his or her true identity: the officer can pretend to be female when he
is male, and vice versa; he or she can pretend to be a child; he or she
can adopt the physical characteristics which are known to attract the
target with whom he or she is building a relationship, without possessing
any single attribute which he or she claims as his or her own. This
provides substantial scope for any undercover officer to take on the role
of an undercover online officer.

Some might suggest that, because of the absence of physical contact
with the target, the undercover online officer is somehow a lesser form of
undercover officer. Undercover online officers play an essential role in
helping to identify and gather evidence against those who use the
internet as their gateway to commit offences. These offences are often
serious and sometimes require the undercover online officer to become
aware of extremely harrowing examples of criminal behaviour, such as
online child sexual exploitation. Officers who deal with such types of
behaviour play a vital role in detecting and preventing crime of the most
insidious nature and are to be valued as much as those who are placed
at risk of direct physical harm. We regard the two disciplines within
undercover policing to be of equal merit: so should all those who engage
in, or who are connected with, or who have an interest in, undercover
police work.

See annex D, paragraph 7.
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11.20

11.21

Undercover online officers can maintain simultaneous engagements with
criminals across a variety of crime categories. For example, one
undercover online officer can deal, at any one time, with individuals
engaged in a range of criminality from the sexual exploitation of children
to the commission of acts of terrorism. This flexibility is impossible to
replicate by the traditional deployment of undercover officers.

The better performing police forces and law enforcement agencies were
found to deploy undercover online officers with several online identities,
often on a worldwide basis, across the full spectrum of criminality.
Others restricted the use of undercover online officers to claiming back
stolen property from online market sites.

Guidance about undercover online policing

11.22

11.23

11.24

11.25

The Authorised Professional Practice does not make any reference to
undercover online policing. We were surprised to find that the College of
Policing and the Working Group failed to refer to undercover online
policing in its Authorised Professional Practice.

As a result, forces and law enforcement agencies have developed local
strategies and approaches. This leads to inconsistencies of approach.
When offending online is so clearly a national and international
phenomenon, we consider it to be absurd that the police service’'s
response is determined at an individual force level because of the lack of
a national approach.

This lack of national guidance has a further, more insidious effect: it
lends succour to those who regard undercover online policing as
somehow second best. We develop this theme in paragraph 11.19.

The current position is, quite simply, unacceptable.

Recommendation 47

The College of Policing, in conjunction with the National Crime Business
Area, should establish and publish discrete guidance about all aspects
of the undercover online policing requirement, starting with a definition
of what an undercover online police officer is and should do.
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The selection and training of undercover online police

officers
11.26

11.27

11.28

11.29

11.30

11.31

Just like their counterparts who engage in undercover policing generally,
undercover online officers need to know the relevant law and the
boundaries of the authorities under which they are deployed. They are
also often confronted by the need to make critical decisions and
immediate interventions.

However, the arenas in which the two types of undercover police officer
are deployed are different and, as a result, each requires a different set
of developed skills and competencies.

We have found that, within the traditional undercover community, there
has been a reluctance to embrace the opportunities presented by new
technologies. As a result, the current selection and training process
relies heavily on a skill set which may have been appropriate in the 20™
century, but which is increasingly outdated.

The undercover online tactic can be traced back to 1999 when the West
Midlands Police Paedophile and Pornography Unit was the first police
unit to use the internet to engage with and successfully prosecute an
offender.

The absence of any screen capture software, or indeed technical
knowledge at that time, resulted in the unit using a video camera to
record the details of the online conversation for future court proceedings.
This clearly illustrated the need for law enforcement agencies to develop
technical capabilities and to provide appropriate training in order to deal
with internet-enabled criminality.

Training was initially developed in the form of forensic and network
courses, but it was not until 2005 that the National Policing Improvement
Agency launched a National Covert Internet Investigators course.'”
Although this dealt with the technical aspects of evidence recovery, it did
not specifically address the legal knowledge and practical skills required
to be an effective undercover online officer.

9 1n 2013, the course was considered no longer fit for purpose and was withdrawn by the College of Policing. As
a consequence, the training provision for undercover online police officers was, as of March 2014, under review

by the College.
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11.32

11.33

11.34

11.35

11.36

11.37

11.38

The focus on the technical aspects of online investigation has had the
unforeseen consequence of dissuading the wider undercover police
community from recognising the potential benefits of having an online
presence. An experienced advanced undercover officer who also worked
as an undercover online officer told us that:

“[tlhe undercover world were just not interested; they did not
understand it and just thought it was something that techies
did.”

In 2010, West Midlands Police, which had continued to develop their
online capability, recognised the gap in the provision of training.The
force developed its own training, known as the Pilgrim course.

The Pilgrim course was designed specifically to improve the legal
knowledge and undercover policing skills of those staff who operated
online. Whilst attendees can and do fail the course, it is developmental in
nature. It comprises a three-month distance-learning package which
incorporates a two-week residential module. It is recognised by the
National Undercover Working Group as an approved workshop.
However, unlike other workshops, it has academic accreditation, through
Wolverhampton University, which quality assures the standards of the
course.

One stipulation of the Pilgrim course is that attendees must have passed
a Foundation Undercover Training Assessment Course. Until its recent
withdrawal, the requirement was replicated for those attending the covert
internet investigators course. It was reinforced in 2013 when the National
Undercover Working Group stated that undercover online officers should
be qualified as foundation undercover officers or advanced undercover
officers.

This requirement has had an adverse affect on the recruitment of
undercover online officers.

The Foundation Undercover Training and Assessment Course was
designed to test the attendees’ competence in undercover policing.
Some with whom we spoke stated that the course was based around the
skills required to buy commodities, such as firearms or drugs. As such, it
was not tailored towards those who wished to pursue a role as an
undercover online officer.

And so the requirement that aspiring officers needed to pass the
Foundation Undercover Training and Assessment Course has resulted
in potentially skilful undercover online officers not being able to take up
the role.
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11.39 One experienced undercover covert operations manager who supervises
a well-established undercover online unit stated: “[t]here is no doubt that,
because of the current system we have lost some really good people
who would have made excellent undercover online officers.” A second
senior officer commented that they selected people on the basis that:
“[tlhey would pass the foundation training course rather than the ability to
be an undercover online officer.”

11.40 This issue is further illustrated by the decision of some units to seek
‘grandfather rights™® for their undercover online officers who failed the
initial assessment element of the Foundation Undercover Training and
Assessment Course. Individuals who were experienced in and
performing undercover online policing were assessed with a view to
attending the course in order to comply with the National Undercover
Working Group’s requirement. In a number of cases, they were unable to
demonstrate the skill sets expected of traditional foundation undercover
officers and failed the assessments. However, units were reluctant to
lose experienced staff and adopted a pragmatic response by retaining
the staff in their existing role with a recommendation that they be granted
accreditation.

11.41 One unit head was able to provide a cogent rationale for this decision
based on: the officer’s proven track record; operational ability; and the
recognition that the individual would not be deployed physically. We
expected such objective criteria to have been included in the National
Undercover Working Group’s guidance, to ensure consistency of
approach across all forces. It was not.

11.42 Based on the figures provided by forces and law enforcement agencies,
we assess that 29 percent of undercover online officers in police forces
in England and Wales have been granted ‘grandfather rights’. This
number rises to 31 percent when the law enforcement agencies are
taken into account.

11.43 This would help to explain why a number of officers who appear to be
classified as covert internet investigators do not appear to have attended
and passed the Foundation Undercover Training and Assessment
Course.

11.44 The evidence that we have collected causes us concern.

180 See paragraph 8.88 et seq.
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11.45 We recognise that there are generic skills that all undercover officers
need to have and in which they need to be trained. Indeed, in chapter 8
of this report, we specifically consider this point and make a
recommendation that the training courses for foundation and advanced
undercover officers should be brought better into alignment, one with the
other, in order to provide a seamless development of an officer’s skills.

11.46 We stand by that approach, while recognising that undercover online
policing requires training in certain additional skills which those who
become foundation and advanced undercover officers with a view to
physical deployment may not need. Rather than separate out those
officers who wish to work only in an undercover online environment
(thereby reinforcing any inappropriate view that such officers are not true
undercover officers), the Foundation Undercover Training and
Assessment Course should be redesigned to ensure that specific
modules are made available for those who seek to be trained in them.

11.47 We envisage that the foundation training course should focus on the
skills in which all undercover officers should be proficient. Thereafter, the
course should develop different modules which focus on practical
examples that are better tailored for those who are to be deployed online
or in the field.

11.48 It follows that we only accept the National Undercover Working Group’s
requirement for undercover online officers to have passed the
Foundation Undercover Training and Assessment Course if the course is
reconfigured in the way that we have set out in the preceding
paragraphs.

Recommendation 48

The College of Policing should review the content of the Foundation
Undercover Training and Assessment Course with a view to identifying
the generic skills in which all undercover officers need to be trained, and
to devising appropriate modules thereafter to allow officers to develop
any specialist skills that are required for undercover online and field
deployment.

Compliance with the Regulation of Investigatory Powers
Act 2000

11.49 As with other forms of undercover police activity, whether an
authorisation is required under the Regulation of Investigatory Powers
Act 2000 is a question of degree, based on whether there is a
relationship between the undercover online officer and the suspect.
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11.50

1151

With regard to undercover online policing, there are generally considered
to be five levels of investigation or research. We have already mentioned
open source research.'® For the sake of completeness, we set out in
annex G the other levels of investigation, any of which may trigger the
need for authorisation, depending on the exact nature of the enquiries
and the investigation techniques being employed.

During the course of our inspection, we found that the conduct or use of
undercover online officers was authorised in accordance with both the
Regulation of Investigatory Powers Act 2000 and the latest guidance
provided by the Office of Surveillance Commissioners in all appropriate
cases.

The policing landscape and capability

11.52

11.53

11.54

11.55

181

182

We were concerned to learn that some forces had not undertaken online
investigations for a number of years.'®

Based on force returns, it would seem that 25 forces have a dedicated
undercover online capability; 13 further forces have such a capability
based on regional collaboration; and 5 forces do not currently have
dedicated or regional capability. We were told that some of these 5
forces are currently considering how to create their online capability.

In those organisations that performed well, there was evidence of strong
strategic leadership which embraced the tactic and the operational
opportunities that it provides. This resulted in an integrated approach
with mainstream crime investigation. In poorer performing forces, we
found two issues: first, an absence of capability, either by accident or
design; and, secondly, organisations failed to use the tactic effectively,
restricting its use to occasional, and in some cases historical,
deployment for the recovery of stolen property.

Whilst regionalising undercover capability, particularly in respect of
online policing, has its advantages, we have also found cause for
concern. For example, by agreement, the constituent forces of a regional
covert unit*®* moved most undercover capability, including undercover

See paragraph 11.12.
See paragraph 11.63.

18 The legal requirements for police collaboration are set out in sections 22A to 23I, Police Act 1996, as
amended by the Policing and Crime Act 2009 and the Police Reform and Social Responsibility Act 2011.
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11.56

11.57

11.58

11.59

11.60

11.61

online resources, to a regional level. The unit was a pioneer in this area
and had very strong and effective structures for deploying advanced and
foundation undercover officers in the region.

This was also initially the case with regard to undercover online policing
where trained officers deployed the tactic and maintained online
legends. However, at the time of our inspection, all the relevant trained
officers had been moved into other roles, equipment was unused, and
legends had become outdated.

Following interviews with management and staff, we have concluded
that the removal of a covert online capability occurred for a combination
of reasons. First, there was a lack of understanding within individual
forces that the undercover online resources could still be tasked locally
as they thought that undercover online officers could only be deployed at
a regional level. Secondly, on those occasions when requests from
forces were made to deploy undercover online officers, they were
rejected as not meeting a regional threshold for deployment. As a
consequence, a valuable resource was left underused. The undercover
officers were subsequently redeployed, leaving a large swathe of the
country without any immediate access to effective online undercover
policing.

We highlighted this vulnerability to senior management in the unit
concerned who have already taken positive steps to rectify the situation.

We noted that there remain some forces which have taken the decision
not to develop a dedicated or regional undercover online capability.
When asked to explain their decisions, their senior management stated
that they would ‘buy in’ the tactic if the need ever arose to do so.

We do not accept this approach. We do not understand how any force,
no matter its size, can be unaware or insufficiently sensitive to the very
severe dangers associated with improper use of the internet. We
observe in passing that those forces seem not to appreciate the
importance of the Strategic Policing Requirement where the threat from
cyber crime is made explicit.*®*

The approach in those forces must change.

See paragraph 11.8.
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Recommendation 49

Chief constables and the heads of law enforcement agencies should
review their force or agency’s approach to the use of undercover online
policing and in every case ensure compliance with the Strategic Policing
Requirement.

11.62 We asked forces and law enforcement agencies to provide us with
information about the number of authorities that were granted for
undercover online operations that they have conducted since 1 October
20009.

11.63 We find it deeply concerning that 11 forces do not appear to have
authorised any undercover online activity since 2011 and, in 8 forces,
since 2009.

11.64 A number of police forces are missing or avoiding the opportunity to
deploy an effective and efficient tactic in order to protect their
communities from a modern threat.

11.65 Emerging technologies will undoubtedly provide a fertile environment for
criminality at all levels, especially terrorist groups. They will also provide
challenges for policing in the 21% century. However, these challenges
are not insurmountable, if the police and law enforcement agencies are
forward-thinking, technologically audacious and innovative.

11.66 We are firmly of the view that undercover online policing is a tactic that
must be employed to help to meet those challenges.
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12. Matters arising outside our terms of reference

12.1

12.2

In such a thorough and wide-ranging inspection, we have learned of
concerns in respect of aspects of undercover policing that are not
formally within our terms of reference. We set them out in this chapter.

There are three particular issues: the extent to which undercover officers
may form intimate relationships; the differentiation that is now drawn
between the granting of authorities in respect of police and non-police
covert human intelligence sources; and the difficulties which arise as a
result of the police service’s policy to neither confirm nor deny the
presence of an undercover officer.

Forming intimate relationships

12.3

12.4

It is clear that the public has been concerned about the reports that
undercover officers have had sexual relations with those who are either
the target of their investigations or who are closely linked to them, and
indeed that undercover officers have fathered children with those
connected to their investigations during their time undercover. These
cases are subject to separate investigations and are outside the scope
of this inspection.

Throughout our inspection, we found that there was a universal
understanding by the undercover officers and those managing them with
whom we spoke about this matter that it is not acceptable for undercover
officers to enter into intimate relationships in the course of their
deployment. Although not directly within the scope of this inspection, the
fact that undercover officers were keenly aware of the legal, practical
and ethical environment in which they operate and that there was
intrusive supervision and management of day-to-day undercover
operations points to there being safeguards in place which go a long way
to prevent intimate relationships being established. Although our
inspection cannot provide absolute assurance that all relationships in an
undercover deployment are appropriate, the fact that we found good
safeguards in place is reassuring.
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Different authorisation levels

12.5 Since 1 January 2014, a distinction has been drawn between the level of
officer who is required to authorise a covert human intelligence source
who is a police officer on the one hand and one who is a civilian
informant on the other. Deployment of the former now requires the
authorisation of an assistant chief constable; the latter only requires the
authorisation of a superintendent.

12.6 Some of those who have assisted us by sitting on our External
Reference Group have expressed concerns about the distinction.

12.7 Onthe one hand, it can be argued that there is an important distinction
between the two types of covert human intelligence source. A police
officer adopts a wholly false persona to break into the ring of criminality
that the investigation is pursuing, whereas a civilian informant continues
to be him or herself and informs the police about what is happening.
Further, it can be argued that, generally speaking, a police officer is
trained to work undercover, understands the legal position in which he or
she works, and is closely supervised as the operation proceeds. A
civilian informant may have none of these protections.

12.8 Arguments in each direction often lead to contradictory positions. Does
one fact mean that a higher degree of authorisation is required (perhaps
because the police officer is at greater risk because his or her entire
persona is false), or should equal weight be placed on the inexperience
and lack of training of a civilian informant who may be more likely to be
at risk because of an inadvertent mistake?

12.9 With the requirement so recently changed, we do not propose to do
anything more than raise the issue. The law relating to undercover
deployments of all kinds is kept under frequent review and it may be that
in raising the issue here, further thought may be given to the
differentiation in levels of authorisation to ensure that all the arguments
have been considered.

The doctrine of neither confirm nor deny

12.10 We have set out in chapter 3 the role of the Independent Police
Complaints Commission with regard to undercover policing. However, it
has been drawn to our attention that the Commission can face difficulties
in undertaking thorough and comprehensive investigations because of
the policy of the police service and law enforcement agencies which is
summarised in the expression: neither confirm nor deny. As the phrase
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suggests, it is used when asked a direct question whether an undercover
officer has been involved in any particular investigation. It is based on
the fact that any other approach (assuming truthful answers are given)
would potentially lead to the disclosure of the use and identity of an
undercover officer which, in turn, might not only compromise the
investigation but also place the officer concerned at risk.'®

12.11 The neither confirm nor deny approach is not grounded in legislation, as
far as we are aware. However, it has been recognised in case law*®® and
is the default position of the police service and law enforcement
agencies when responding to the possible use of undercover officers,
unless non-disclosure of the fact would risk a miscarriage of justice.*®” 18

12.12 In order to access the police complaints system, a member of the public
must first be aware that the person about whom he or she wishes to
complain is a police officer. This is an obvious difficulty where an officer
is operating undercover and his or her true identity is not discovered.

12.13 If a member of the public makes a complaint against someone whom he
or she believes to be an undercover officer, the next difficulty is that,
because of the policy of neither confirm nor deny, it may not be possible
to communicate to the complainant whether his or her complaint or
appeal has been upheld.

% The argument runs that whilst an honest denial shows that an undercover officer was not used, anything less

than a denial (either an affirmation or a refusal to answer) would indicate that such an officer was used. By
refusing to answer either way, the obligation to tell the truth is preserved at the same time as any undercover
officer remains protected from possible harm.

1% |n the matter of an application by Freddie Scappaticci for Judicial Review (2003) NIQB 56; Secretary of State
for the Home Department v CE [2011] EWHC 3159 (Admin); R (Litvinenko) v Secretary of State for the Home
Department [2013] EWHC 3135 (Admin).

87 The principal is also recognised in other areas of the law (such as in responding to freedom of information

requests) under the Freedom of Information Act 2000: www.justice.gov.uk/information-access-rights/foi-
guidance-for-practitioners/exemptions-guidance
188

We are aware of the ruling of Mr Justice Bean in the case of DIL, TEB, Helen Steel and Belinda Harvey v
Commissioner of Police of the Metropolis handed down on 2 July 2014 (after the conclusion of our inspection) in
which the Commissioner was ordered at paragraph 48 of His Lordship’s judgment, in effect, to confirm or deny
the identities of two possible undercover officers who had previously self-disclosed their roles. The facts of the
case specifically concerned the claim that the two individuals engaged in sexual relations with those who were
connected with their undercover enquiry. The Commissioner complied with that Order. We note that Mr Justice
Bean did not make a similar order in respect of other alleged undercover officers who had not self-disclosed. We
did not consider the case concerned as we conducted a thematic, rather than a case-specific inspection.
However, as a result of the ruling in this case, we consider it appropriate simply to note here that the doctrine of
neither confirm nor deny, in specific instances, appears to be under active consideration in the courts and may be
subject to change. The case concerned is continuing at the time of the publication of our report.
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12.14 There is a balance to be struck between the right of any member of the
public to have his or her complaint fully investigated and the right of the
individual officer acting undercover to have the details of his or her
deployment kept secret.

12.15 The damage to the public’s confidence in the police service is obvious if
such complaints are seen regularly to be frustrated in this way.

12.16 In addition to making a complaint to the Independent Police Complaints
Commission, anyone who believes that they have been targeted by a
public authority using covert techniques regulated by the Regulation of
Investigatory Powers Act 2000 may make an application to the
Investigatory Powers Tribunal. This includes the use or conduct of a
covert human intelligence source.

12.17 If the application is neither frivolous nor vexatious and it falls within its
remit, the Tribunal can investigate and obtain sensitive material which
would not otherwise be available to an ordinary court.

12.18 Although it is not permitted by law to disclose this information to others
without the consent of the agency which provided it, it both enables an
aggrieved member of the public to have access to justice and the
agency to defend itself against the complaint.
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13. Conclusions

13.1

13.2

13.3

13.4

13.5

13.6

Throughout our inspection, we found that, in general, undercover police
officers carry out their roles professionally and with great courage. We
found them to be dedicated to their tasks and keen to play their roles in
protecting communities.

Evidence for this came from our interviews with more than 200
undercover officers as well as from our interviews with cover officers and
heads of units. Our finding was confirmed during our interviews with the
Crown Prosecution Service heads of complex case units who have
substantial experience prosecuting cases involving undercover officers.

We examined over 100 cases and case studies which reflected the
importance of the undercover tactic and the bravery and commitment of
those who deliver it. They are often deployed in extremely hostile
environments. The evidence revealed that they have a good
understanding of, and that they comply with, not only the relevant parts
of the Regulation of Investigatory Powers Act 2000, but also the
common law. It also showed that they are fully aware of their obligations
under the Human Rights Act 1998. It was also clear that undercover
officers understand the instructions which they are given relating to their
roles in the field and the importance of adhering to them. They are
mindful of the scope of the authority which is given for them lawfully to
carry out their undercover roles.

We also found that they value and co-operate fully with the supervision
provided by their cover officers who, we found, provide professional and
intrusive day-to-day supervision across the forces and law enforcement
agencies which we inspected.

Whilst there are improvements to be made, we found that undercover
policing as a tactic remains essential, and the police service and the
communities which they serve are fortunate to have a body of such
dedicated officers to carry out this type of work.

However, for the public to have confidence in this important tactic, there
must be effective strategic leadership and direction across all forces.
The same must also be true for undercover officers. They volunteer for
this extraordinarily difficult work and need to trust that their leaders have
equipped them properly and have correctly authorised them to carry out
the role so that the public may have confidence in them as undercover
officers.
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13.7 One force reported a worrying reduction in the numbers of officers
putting themselves forward to be selected as undercover officers which
may be an indication that officers are concerned about the way the role
is perceived by the public.

13.8 Less than 1 percent of the England and Wales establishment of police
officers is made up of undercover officers. These officers are usually
deployed across the country and are expected to work undercover in
force areas other than their own. This makes it important that all forces
adopt the same operating procedures.

13.9 It was therefore disappointing to find material weaknesses in the
leadership and governance of undercover policing across England and
Wales which have resulted in unacceptable inconsistencies in areas of
critical importance, such as the provision of training and operating
procedures that should assist officers to carry out their role, confident
that they are acting lawfully, effectively and to the same high standards.

13.10 Throughout our inspection, undercover officers were consistent in
voicing their concerns about the ways in which forces required them to
work differently from other forces and from what they understood from
their training to be the nationally agreed operating procedures.

13.11 This is clearly unacceptable.

13.12 Chief constables should work together immediately to adopt one set of
standard operating procedures and to apply them rigorously and
consistently in their forces. Their task would be made easier if they were
to commit to undercover policing becoming a regional capability for all
forces to use rather than one provided separately by each force.

13.13 In July 2012, the National Policing Improvement Agency conducted a
thorough review of the selection, recruitment and training of undercover
officers. It found undercover work to be “characterised by a lack of
consistency across different forces and units” and made 55
recommendations designed to bring consistency and improvement to the
selection and training procedures.

13.14 Although the National Policing Improvement Agency’s review was
concluded in July 2012, we were told that its recommendations were not
adopted by the National Undercover Working Group until June 2013 and
many are yet to be implemented. As a result, we found that there was
still a lack of consistency and that some training was still not properly
accredited by the College of Policing.
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13.15

13.16

13.17

13.18

13.19

13.20

13.21

We were also concerned to be told that the College of Policing had to
cancel three of the four courses which it had organised for authorising
officers because of very low numbers of chief officers signing up to
attend.

It did not come as any surprise to us, therefore, to find that the quality of
written authorities by assistant chief constables varied greatly, with too
many not providing sufficient details to explain the necessity and
proportionality of the decision to authorise the deployment of undercover
officers. That said, when we spoke to the authorising officers, we were
able to obtain sufficient information to justify the authorities.

The way in which the police service seeks to ensure a common level of
understanding regarding undercover policing is through its Authorised
Professional Practice Covert Undercover Operations guidance. We have
concluded that this guidance is inadequate. It needs to be revised
urgently. Notwithstanding this failure, the guidance should be readily
available to and well known by those engaged in undercover policing. It
was of serious concern to us, therefore, that there was little knowledge
of it amongst the many officers whom we interviewed.

Our concern grew when we found that Crown Prosecution Service
lawyers who deal with cases involving undercover policing had not seen
the document. They were not even aware of its existence. We expected
to find that such an important document had been shared, at the very
least, with the service which has responsibility for deciding whether to
prosecute the vast majority of cases in which an undercover officer has
been deployed. It had not.

In addition, psychologists with responsibility for undercover officers’
welfare had little, if any, knowledge of it.

It appeared to us that the failure to share this important document was
linked to what seemed to be a culture of secrecy amongst the
undercover community.

We fully understand the need to have appropriate controls on the
sharing of sensitive information, but we found that, too often, this was
used to justify the closed nature of undercover policing.

13.22 Although difficult to substantiate directly, the generally poor level of

knowledge and lack of expertise of senior leaders combine to form a
powerful barrier against the continuous improvement of the tactic and,
most importantly, its openness to scrutiny and challenge.
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13.23

13.24

13.25

13.26

The failure of the police swiftly to adapt the undercover policing tactic to
respond to the online threat is, we believe, a good example of this closed
culture at work. It shows an unwillingness to recognise the evolving
landscape of undercover policing.

Our findings lead us to conclude that, although some chief constables
and senior investigating officers play a full role in the leadership and
oversight of undercover policing, many are less engaged, both in terms
of their awareness of the day-to-day issues surrounding undercover
policing, and in terms of their interest in it.

We were particularly surprised that, after so much scrutiny by bodies
such as ourselves of the use of undercover policing, there was a
material absence of effective co-ordination in the way undercover
policing is carried out across England and Wales. The evident lack of
effective and co-ordinated direction by the National Undercover Working
Group, which has delegated authority to develop the strategy and policy
for undercover policing, is very likely to have been exacerbated by the
fact that it could not provide us with essential documents, such as its
terms of reference, control strategy and strategic assessments. As well
as being unclear about its role, its chair and members were also unclear
about how it was being held to account for the work which it was
undertaking.

This is unacceptable, especially in the light of today’s widely-held
understanding of just how important sound oversight of this essential yet
intrusive police tactic is. The extent of violent, serious and organised
crime and the damage which such crime does to the fabric of our society
justify the use of undercover policing as a tactic, provided it is correctly
authorised, properly overseen and ethically used.
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14. Summary of recommendations

14.1 We have made 49 recommendations in this report. For ease of
reference, we have drawn them together in a single chapter here and
organised them by reference to those to whom they are addressed.

To chief constables, the heads of law enforcement
agencies, the National Crime Business Area and the
College of Policing

Recommendation 10

Chief constables, the heads of law enforcement agencies, the National Crime
Business Area and the College of Policing should establish and implement
consistent national psychological support for all undercover officers.

[paragraph 6.78]

To chief constables and the heads of law enforcement
agencies

Recommendation 8

Chief constables and the heads of law enforcement agencies should implement
random drug testing of undercover officers.

[paragraph 6.39]
Recommendation 14

Chief constables and heads of law enforcement agencies should ensure that
undercover policing is only undertaken by officers in an accredited unit.

[paragraph 7.68]
Recommendation 17

Chief constables and heads of law enforcement agencies should establish and
promulgate standard operating procedures to be adopted by all forces and other law
enforcement agencies in accordance with the Authorised Professional Practice.

[paragraph 7.73]
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Recommendation 25

Chief constables and the heads of law enforcement agencies should ensure that any
undercover officer who has received training on an unlicensed training course is not
deployed until his or her competency has been assessed.

[paragraph 8.50]
Recommendation 30

Chief constables and the heads of law enforcement agencies should enforce a
consistent and fair reintegration strategy to enable undercover officers to return to
other policing or agency duties.

[paragraph 8.77]
Recommendation 32

Chief constables and the heads of law enforcement agencies should order an audit
to be undertaken of the number of undercover officers that they have in their force or
agency as a matter of urgency, so that they classify correctly those officers as active,
reserve or dormant and can provide that information to those in the Metropolitan
Police Service who maintain the national undercover index.

[paragraph 8.93]
Recommendation 35

Chief constables and heads of law enforcement agencies should direct that an
assistant chief constable or equivalent should not be able to act as an authorising
officer until he or she has attended and passed the authorising officers’ course. In
future, attendance at such a course should be regarded as a mandatory requirement
prior to any assistant chief constable being appointed.

[paragraph 8.113]
Recommendation 38

Chief constables and the heads of law enforcement agencies should ensure that his
or her force or agency has, or has access to, an operational security advisor who
has passed the relevant course.

[paragraph 8.129]

Recommendation 43

Chief constables and the heads of law enforcement agencies should ensure
compliance with all guidance on the records connected to a request for the
authorisation to deploy an undercover officer.
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[paragraph 9.14]
Recommendation 44

Chief constables and heads of law enforcement agencies should require all those
engaged in undercover policing to adopt and comply with the requirements of the
National Decision Model.

[paragraph 9.27]
Recommendation 45

Chief constables and the heads of law enforcement agencies should introduce an
internal review process for undercover operations involving an independent senior
investigating officer to ensure integrity, objectivity and compliance with the law.

[paragraph 9.35]
Recommendation 49

Chief constables and the heads of law enforcement agencies should review their
force or agency’s approach to the use of undercover online policing and in every
case ensure compliance with the Strategic Policing Requirement.

[paragraph 11.61]

To the chief constable with lead responsibility for
Organised Crime Portfolio

Recommendation 11

The chief constable with lead responsibility for Organised Crime Portfolio should take
immediate steps: to reconstitute the National Undercover Working Group with people
who represent all the interests relevant to effective undercover policing; to set clear
and published terms of reference and objectives; and to hold the Working Group to
account for the effective achievement of those objectives.

[paragraph 7.51]

To the College of Policing and the National Crime Business
Area

Recommendation 4

The College of Policing and the National Crime Business Area should review the
Authorised Professional Practice to ensure that it is comprehensive and
appropriately specific.

[paragraph 5.78]
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Recommendation 5

The College of Policing and the National Crime Business Area should agree with
representatives of the Crown Prosecution Service the way in which the Authorised
Professional Practice can be made available to those members of the Service who
need to read it.

[paragraph 5.78]

Recommendation 6

The College of Policing and the National Crime Business Area should review the
security marking of the revised Authorised Professional Practice with a view to
making it available generally, or, where circumstances properly require it, to making
a redacted version of it available generally. The College and the Business Area
should bear in mind that public confidence in the use of undercover policing is more
likely to be earned and maintained by adopting a more open and transparent
approach.

[paragraph 5.78]

Recommendation 13

The College of Policing and the National Crime Business Area should stop using the
terms ‘accredited undercover unit’ and ‘recognised undercover capability unit’ and
should, in future, establish a single system of levels of accredited units, the level
determining what types of undercover policing the officers in that unit may undertake.

[paragraph 7.68]
Recommendation 15

The College of Policing and the National Crime Business Area should establish a
robust accreditation process which pays due regard to systems, processes,
infrastructure issues and the findings of the Office of Surveillance Commissioners to
ensure compliance with national standards.

[paragraph 7.68]

Recommendation 16

The College of Policing and the National Crime Business Area should ensure that
the accreditation of units is subject to inspection, and that there is a robust process
for the rescinding of accreditation in cases where standards are not maintained
during the currency of the accreditation period.

[paragraph 7.68]
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Recommendation 28

The College of Policing and the National Crime Business Area should ensure that the
programme of work to implement recommendations set out in the Review of the
Selection, Training and Support of Undercover Officers produced in 2012 is
completed.

[paragraph 8.60]

To the College of Policing
Recommendation 9

The College of Policing should issue a policy that requires the creation of a standing
group of psychologists and psychiatrists with experience of providing psychological
assessments for individuals operating in high-risk or safety-critical roles or
environments.

[paragraph 6.78]
Recommendation 12

The College of Policing, with oversight from the National Crime Business Area,
should appoint a registrar to have responsibility, nationally, on its behalf, for the
accreditation of all undercover policing units and the licensing of trained operatives.
The registrar should have the power to grant and rescind any licence or
accreditation. The registrar should be a member of the College of Policing staff.

[paragraph 7.62]
Recommendation 20

The College of Policing should issue guidance to all those who are able to deploy
undercover officers concerning any deployment for intelligence-only purposes, to
reinforce the fact that every officer deployed in every circumstance may be required
to give evidence in court about their conduct or use, and about the evidence that they
obtained during their deployment.

[paragraph 7.103]
Recommendation 22

The College of Policing should ensure that some form of psychological assessment
is an element in the selection process for those who seek to become undercover
officers. It should be undertaken before attending the Foundation Undercover
Training and Assessment Course.

[paragraph 8.43]
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Recommendation 23

The College of Policing should conduct a further full audit of all forces to establish the
extent of any unlicensed training that has been given.

[paragraph 8.50]
Recommendation 24

The College of Policing should ensure that all unlicensed foundation courses are
ended immediately.

[paragraph 8.50]
Recommendation 26

The College of Policing should devise a single National Undercover Training and
Assessment Course as a matter of urgency.

[paragraph 8.60]

Recommendation 27

The College of Policing should suspend immediately the provision of any advanced
training course that is being provided by an unlicensed provider.

[paragraph 8.60]
Recommendation 29

The College of Policing should establish and promulgate a comprehensive policy
regarding maximum lengths of tenure for foundation and advanced undercover
officers. We consider that a period of three years tenure for a foundation undercover
officer and a period between five and seven years tenure for an advanced
undercover officer is appropriate.

[paragraph 8.77]
Recommendation 31

The College of Policing, in conjunction with the National Crime Business Area,
should devise and publish criteria which set out the circumstances when ‘grandfather
rights’ may appropriately be granted to operationally-experienced undercover
officers.

[paragraph 8.91]
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Recommendation 36

The College of Policing should establish a bespoke undercover training course for
senior investigating officers. It should include a mentoring programme for those
inexperienced in deploying undercover officers in their investigations.

[paragraph 8.118]
Recommendation 39

The College of Policing should license all approved training courses and accredit all
those who pass such courses.

[paragraph 8.133]
Recommendation 40

The College of Policing should establish a specific training module which instructs
upon, and tests knowledge of and competence in the regime of undercover policing
in the Regulation of Investigatory Powers Act 2000.

[paragraph 8.143]
Recommendation 47

The College of Policing, in conjunction with the National Crime Business Area,
should establish and publish discrete guidance about all aspects of the undercover
online policing requirement, starting with a definition of what an undercover online
police officer is and should do.

[paragraph 11.25]

Recommendation 48

The College of Policing should review the content of the Foundation Undercover
Training and Assessment Course with a view to identifying the generic skills in which
all undercover officers need to be trained, and to devising appropriate modules
thereafter to allow officers to develop any specialist skills that are required for
undercover online and field deployment.

[paragraph 11.48]
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To the National Undercover Working Group
Recommendation 1

The National Undercover Working Group should consult the Home Office and the
Office of Surveillance Commissioners with a view to establishing a requirement that
all legend-building should be subject to the statutory regime set out in Part Il of the
Regulation of Investigatory Powers Act 2000, and this should be reflected in
amendments to the relevant Code of Practice.

[paragraph 5.29]
Recommendation 7

The National Undercover Working Group should clarify the precise role of the
operational head (more commonly referred to as the senior investigating officer) with
regard to the briefing of undercover officers and set out clear guidance regarding
which officer (however he or she may be described) is responsible for what.

[paragraph 6.27]
Recommendation 18

The National Undercover Working Group, with oversight from the chief constable with
responsibility for the National Crime Business Area, should establish a blueprint for
the regionalisation of undercover policing resources for forces which wish to bring
their resources together in this way. Its overarching aim should be to ensure that
those investigations that would benefit most from deploying undercover police
officers are appropriately resourced, no matter which force in the region hosts the
investigation.

[paragraph 7.88]
Recommendation 19

The National Undercover Working Group should devise a standard results analysis
check-sheet and require the appropriate managers to complete it after each
undercover deployment is concluded. Issues that may have national implications or
relevance should be brought to the attention of the National Undercover Working
Group.

[paragraph 7.96]
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Recommendation 21

The National Undercover Working Group should work with representatives of the
Crown Prosecution Service to review the memorandum of understanding between
them and other law enforcement agencies to require consultation prior to the grant of
any authority to deploy undercover police officers.

[paragraph 7.111]
Recommendation 42

The National Undercover Working Group should establish and circulate detailed
guidance on retaining records connected to a request for the authorisation to deploy
an undercover officer. The records should include those applications which are
refused and those which are subsequently amended and resubmitted for approval.

[paragraph 9.14]
Recommendation 46

The National Undercover Working Group should establish and promulgate clear
guidance setting out the circumstances in which inspectors from the Office of
Surveillance Commissioners should be able to visit covert premises.

[paragraph 10.9]

To authorising officers
Recommendation 2

At review and renewal stages, authorising officers should ensure that any
intelligence opportunities that have not been acted on are documented and taken
into consideration when deciding whether the continued deployment of an
undercover officer is justified.

[paragraph 5.64]

Recommendation 3

Authorising officers should record their findings regarding collateral intrusion under
the three categories of inevitable, foreseeable and general intrusion when setting out
their decisions to authorise or renew an application for the deployment of an
undercover officer, and at every review stage.

[paragraph 5.69]
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To cover officers
Recommendation 37

All those who seek to become cover officers should attend and pass an appropriate
course licensed by the College of Policing.

[paragraph 8.123]

To undercover officers and their managers
Recommendation 41

All undercover police officers and their managers should ensure that appropriate and
consistent records of all deployments are written and retained. These should address
both operational and welfare issues.

[paragraph 9.9]

To the managers of the national undercover index and the
national undercover database

Recommendation 34

The managers of the national undercover database and the national undercover
index should ensure that previous records of deployment kept on the national
undercover index are transferred onto the national undercover database.

[paragraph 8.103]

To the managers of the national undercover database
Recommendation 33

The managers of the national undercover database should ensure that online
undercover officers are included in the database.

[paragraph 8.101]
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Annex A — Terms of reference

To review the effectiveness of the arrangements in place in all police forces,
including all regional and national policing units and the Serious Organised Crime
Agency [now the National Crime Agency] to carry out, manage and scrutinise
undercover operations by considering:

1

the way undercover officers operate in practice in order to explore their
understanding and compliance with the Regulation of Investigatory Powers
Act 2000 and the Authorised Professional Practice;

the supervision, day-to-day management, support and tasking of officers
deployed undercover by police forces and [the National Crime Agency];

the strategic leadership and direction-setting of those at the highest levels
of police forces and [the National Crime Agency] for their officers
conducting undercover operations;

the quality, availability and take-up of training for officers undertaking
undercover operations and for those at all levels of the planning and
authorisation of such operations;

the decision-making processes, guidance and support framework for those
at all levels of the planning and authorisation of undercover operations,
particularly in making difficult and potentially high-impact decisions;

the adequacy of the police and [the National Crime Agency’s] response to
the scrutiny of undercover operations put in place by the Office of the
Surveillance Commissioners, including the effectiveness of arrangements
for the sharing of best practice and learning of lessons; and

to make any necessary recommendations in relation to these findings when
considered alongside current best practice.
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Annex B — Background

1 In 2010, the trial of six people who had been accused of planning to shut
down a large power station in Ratcliffe-on-Soar in Nottinghamshire
collapsed after the involvement of Mark Kennedy, an undercover police
officer working for the National Public Order Intelligence Unit,** was
revealed.'®

2 In March 2010, The Guardian newspaper published the assertions of an
individual who claimed that, while he was acting as an undercover officer,
he had had sexual relations with two members of his target group.*®* He
went on to allege that such behaviour was tacitly accepted within the
Special Demonstration Squad as being vital in maintaining the integrity of
an undercover role.

3 Then, in October 2011, allegations were made in The Guardian
newspaper'®? about alleged misconduct and criminality by members of the
Special Demonstration Squad who had given false evidence in court in
order to protect their undercover status.

4 In February 2013, the Metropolitan Police Service received a complaint
from the family of a young boy who had died in the 1970s. It was alleged
that an undercover officer working for the National Public Order Intelligence
Unit had used the child’s details as his covert identity. This followed
allegations of a similar nature reported in The Guardian newspaper in
March 2010.'%3

189 The National Public Order Intelligence Unit, established in 1999, had a national remit but was housed in the
Metropolitan Police Service. It conducted undercover police deployments into domestic extremist groups as part
of the police service’s response to campaigns and public protest that generate violence and disruption. The Unit
was subsumed into the National Domestic Extremism Unit in 2011.

19 Mark Kennedy was a police officer in the National Public Order Intelligence Unit who was deployed as an
undercover officer between 2003 and 2010. Material in the possession of the police, which should have been
disclosed to the Crown Prosecution Service and, thereafter, the defence, was kept from them. The material

showed that Mark Kennedy had gone beyond the limits of his authority while acting as an undercover officer.

91 Inside the lonely and violent world of the Yard’s elite undercover unit. The Guardian, Thompson, 14 March
2010, www.thequardian.com
192

Police accused of allowing undercover officer to lie in court, The Guardian, Lewis and Evans, 20 October
2011, www.thequardian.com

198 Inside the lonely and violent world of the Yard’s elite undercover unit. The Guardian, Thompson, 14 March
2010, www.theguardian.com
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5 On 1 March 2013, the House of Commons Home Affairs Select Committee
published a report on aspects of undercover policing™** to which the
government issued its response on 18 June 2013.*® The Committee
focused on the activities of Mark Kennedy, the use of the identities of dead
babies by undercover officers, and the police investigations into these
matters.

6 In June 2013, a television documentary*®® alleged that undercover officers
had been tasked to find information that could be used publicly to discredit
the family and friends of Stephen Lawrence and the Stephen Lawrence
justice campaign.

7 Later that month, a book'®” was published in which an allegation was made
that members of the Special Demonstration Squad had been involved in
intimate relationships with political activists while deployed as undercover
officers.*®

The response to date

8 The revelations concerning Mark Kennedy and the exposure of additional
concerns about the deployment of undercover officers from the Special
Demonstration Squad and the National Public Order Intelligence Unit led to
widespread and damaging publicity.

9 The initial response was a HMIC review of national police units which
provide intelligence on criminality associated with protest. Its report was
published in 2012.**° The review’s terms of reference were limited to the
deployment of undercover officers from the Special Demonstration Squad
and National Public Order Intelligence Unit for the purpose of gathering
intelligence.

194 Undercover policing: interim report, Home Affairs Select Committee — thirteenth report, 1 March 2013: see:

http://www.publications.parliament.uk/pa/cm201213/cmselect/cmhaff/837/83702.htm.

195 Government response to the Home Affairs Select Committee report “Undercover policing: interim report”, 18
June 2013. See: http://www.publications.parliament.uk/pa/cm201314/cmselect/cmhaff/451/45104.htm

19 The police’s dirty secret, Oliver, Channel 4 Dispatches, June 2013.
97 Undercover — The True Story of Britain’s Secret Police, Lewis and Evans; Faber and Faber Ltd., June 2013.
198 Eor a more detailed examination of the media’s reporting of recent allegations involving undercover police
officers, see: Operation Trinity, Report 2 — Allegations of Peter Francis, Mick Creedon, chief constable,
Derbyshire Constabulary, 6 March 2013, chapter 10, page 32 et seq.

199 A review of national police units which provide intelligence on criminality associated with protest, HMIC,
January 2012: http://www.justiceinspectorates.gov.uk/hmic/media/review-of-national-police-units-which-provide-
intelligence-on-criminality-associated-with-protest-20120202.pdf
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10  Thereafter, in July 2012, the Home Secretary commissioned Mark Ellison
QC to conduct a review?® examining allegations of corruption surrounding
the investigation into the murder of Stephen Lawrence and whether the
Metropolitan Police Service had evidence of corruption that it did not
disclose to the public inquiry into Stephen’s death.?**

11 In June 2013, HMIC published its review of progress made in respect of the
recommendations contained in its 2012 report.?®> Our conclusion then was
that, whilst “some significant work had been done to improve the way in
which the police deal with undercover operations”,** there were several
recommendations that had not been implemented.?**

12  In addition, we recognised that the 2012 review focused on the relatively
narrow area of undercover policing in the context of domestic extremism
and that this was only a small part of police undercover activity. We
remarked that most undercover work was aimed at serious organised
crime, major crime or counter terrorism.?®> As such, we concluded that:
“further inspection work [was] necessary to examine all police undercover
work”.?%

13 In an immediate response to the conclusions in our 2013 review and as a
result of the publicity that we have set out above, the Home Secretary
commissioned HMIC to conduct this inspection.

20 Hansard, House of Commons, 11 July 2012, col 31 WS: https://www.gov.uk/government/speeches/theresa-

may-stephen-lawrence-gc-led-review. Mr Ellison set out his Terms of Reference in chapter 2, page 3, of Volume
1 of his report: The Stephen Lawrence Independent Review, Possible corruption and the role of undercover
policing in the Stephen Lawrence case, Mark Ellison QC, 6 March 2014, HC 1094.

201

The Stephen Lawrence Inquiry, by Sir William MacPherson of Cluny, February 1999, Cmnd 4262-I.

292 A review of progress made against the recommendations in HMIC’s 2012 report on the national police units
which provide intelligence on criminality associated with protest, HMIC, June 2013:
http://www.justiceinspectorates.gov.uk/hmic/media/national-police-units-which-provide-intelligence-on-criminality-
associated-with-protest-progress-review. pdf
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Op cit, paragraph 4.2.
2% |bid.
2% Op cit, paragraph 5.1.

2% Op cit, paragraph 5.2.
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14  Mr Ellison’s report was published on 6 March 2014.°” Two of his
conclusions are of direct relevance to our inspection:

“The reality was that [an undercover officer] was, at the time,
[a Metropolitan Police Service] spy in the Lawrence family
camp during the course of judicial proceedings in which the
family was the primary party in opposition to the MPS.?%

and:

“The mere presence of an undercover [Metropolitan Police
Service] officer in the wider Lawrence family camp in such
circumstances is highly questionable in terms of the
appearance it creates of the [Metropolitan Police Service]
having a spy in the family’s camp.”™®

15  On the same day, the report commissioned by the Commissioner of the
Metropolitan Police Service into allegations made in the media to which we
have referred was published.?® It concluded that allegations that members
of the Special Demonstration Squad used the identity of deceased children
as part of their undercover personae and that undercover officers engaged
in inappropriate sexual relationships were “credible and can be
corroborated”.?*!

16  As aresult of Mr Ellison’s report and findings, and recognising the
conclusions of Operation Herne and the need to allow ongoing enquiries to
continue, the Home Secretary announced in Parliament that a public
inquiry, led by a judge, would be set up to investigate undercover policing
and the operation of the Special Demonstration Squad.

27 The Stephen Lawrence Independent Review, Possible corruption and the role of undercover policing in the

Stephen Lawrence case, Mark Ellison QC, 6 March 2014, HC 1094.

208 Op cit, page 23.

299 Op cit, page 24.

210 Operation Herne, Operation Trinity: Report 2 — allegations of Peter Francis, Mick Creedon, chief constable,

Derbyshire Constabulary, 6 March 2014, chapter 27, page 78.

211 Op cit, paragraph 27.2.
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Annex C — Glossary

accredited undercover unit

advanced undercover
officer

agent provocateur

Article 6 of the European
Convention for the
Protection of Human Rights
and Fundamental
Freedoms

Article 8 of the European
Convention for the
Protection of Human Rights
and Fundamental
Freedoms

an undercover unit which has the capability to
deploy a full range of undercover techniques

an officer who has passed both the Foundation
Undercover Training and Assessment Course and
the National Undercover Training and Assessment
Course; such an officer is able to undertake more
complex investigations and engage in longer-term
infiltration of higher-tier criminals in a leading role,
with the ability to withstand detailed interrogation

a person who entices another to commit an express
breach of the law which he would not otherwise
have committed and then proceeds to inform against
him in respect of such an offence, as defined by the
Royal Commission on Police Powers 1929

the right to a fair trial: see annex E

the right to respect for private and family life: see
annex E
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Association of Chief Police a professional association of police officers of

Officers

authorising officer

Authorised Professional
Practice

Chief Constables’ Council

Codes of Practice

collateral intrusion

College of Policing

assistant chief constable rank and above, and their
police staff equivalents, in England, Wales and
Northern Ireland; leads and coordinates operational
policing nationally; a company limited by guarantee
and a statutory consultee; the presidency is a full-
time post under the Police Reform Act 2002

a police officer or equivalent with responsibility for
personally authorising the use and conduct of an
undercover officer

the national source of professional guidance on
policing in England and Wales; in relation to
undercover policing it is prepared by the National
Undercover Working Group

comprises chief constables of police forces in the
United Kingdom and the heads of law enforcement
agencies. It is responsible for coordinating operational
policing needs and leading the implementation of
national standards set by the College of Policing or
the government.

Codes of Practice and Orders which set out in more
detail how the regime under the Regulation of
Investigatory Powers Act 2000 should be operated in
practice

interference with the private or family life of a person
who is not the intended subject of a covert human
intelligence source’s activity

a professional body for policing in England and
Wales, established to set standards of professional
practice, accredit training providers, promote good
practice based on evidence, provide support to police
forces and others in connection with the protection of
the public and the prevention of crime, and promote
ethics, values and standards of integrity in policing. Its
power to set standards has been conferred by the
Police Act 1996 as amended by the Anti-social
Behaviour, Crime and Policing Act 2014
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cover officer a police officer who acts as the conduit between
the operational team and the undercover operative
unit. The cover officer is responsible for ensuring
arrangements exist for the proper oversight and
management of the undercover operative and
tactics. Under sections 29(4A)(a) and 29(5)(a),
Regulation of Investigatory Powers Act 2000, the
cover officer has day-to-day responsibility for
managing an undercover officer and for his or her
security and welfare

covert human intelligence is a person who establishes or maintains a

source personal or other relationship and does so for a
covert purpose. This means that the relationship is
conducted so that one of the parties to the
relationship is unaware of its purpose. The purpose
Is to facilitate either: the obtaining of information;
the provision of access to any information to
another person; or the disclosure of information
obtained by the use of the relationship, or as a
consequence of the existence of the relationship:
see Part Il Regulation of Investigatory Powers Act
2000

covert operations manager an officer of at least inspector rank or equivalent
who has responsibility for an undercover unit.
Sometimes referred to as the UC-Com, he or she
supports the head of profession in the strategic
direction and development of the undercover
discipline; manages the deployment of undercover
officers and should ensure the provision of advice
to an operational head regarding all aspects of
undercover investigations and operations

decoy officer an undercover officer who attempts to become the
intended victim of crime for the purpose of securing
the arrest of the offender

deep web a part of the internet which cannot be accessed by
means of common search engines. Research
earlier in the 21 century suggested that, even
then, it contained more than 900 billion pages of
information. The deep web can be accessed in a
way that means that neither the visitor nor the
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websites that he or she might access can be
traced back to identifiable users

foundation undercover an undercover officer who is trained to act in a

officer limited supporting role without necessarily having
specific commodity or criminal knowledge. Those
trained to foundation level will be deployed in
commodity-specific operations according to the
specialist training modules which they have
completed; these deployments can include low-
level infiltration, but foundation undercover officers
do not require the ability to withstand intense
scrutiny

grandfather rights the basis on which undercover online investigators
may continue to be deployed without having
completed a foundation undercover training and
assessment course

Human Rights Act 1998 statute which gives effect in the United Kingdom to
the European Convention for the Protection of
Human Rights and Fundamental Freedoms. This is
more commonly referred to as the European
Convention on Human Rights, which is how we
refer to it in this report

intelligence-only an operation designed to gather information
operations without leading to any prosecution

International Working an international group of policing and law
Group on Undercover enforcement bodies which provides a forum for its
Policing Activities members to discuss and develop safe and

effective law enforcement undercover techniques
for use against serious and organised crime, and
to encourage international cooperation

legend-building a process whereby undercover officers visit
locations to develop or maintain covert identities
where there is no intention to engage with the
subjects of an investigation or operation

National Intelligence Model a business model to ensure that policing is
provided in a targeted manner through the
development of information and intelligence. It
facilitates the prioritisation of police activity
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National Undercover a multi-agency group which works with the College

Working Group of Policing to set national standards in the area of
undercover policing. It helps chief constables and
heads of law enforcement agencies to provide
strategic leadership and direction in this sensitive
area of police work

neither confirm nor deny long-established policy adopted and used by the
police and law enforcement agencies under which
they refuse to confirm or deny the use or identity of
an undercover officer. It is essential to the security
of operations and to ensure that undercover
officers can be confident that their identities will
never be disclosed

Office of Surveillance a body established by the Police Act 1997 and the

Commissioners Regulation of Investigatory Powers Act 2000 to
oversee the conduct of covert surveillance and
covert human intelligence sources by public
authorities

online undercover officer an appropriately trained law enforcement officer
who establishes or maintains a relationship
through the internet in order to obtain covertly
information, intelligence or evidence against an
individual, group of individuals or organisation

operational head an officer of at least inspector rank or equivalent
who has day-to-day responsibility for the
investigation or operation using undercover
operatives. He or she is responsible for setting
clear objectives for the investigation. He or she
consults the covert operations manager or cover
officer for tactical advice on undercover operative
deployments. He or she is sometimes referred to
as the senior investigating officer

operational security an officer who manages issues of legality, integrity,

advisor ethical conduct and standards of covert operations,
while contributing to the overall effectiveness of
such operations

Professional Committee of a committee of the College of Policing chaired by
its chief executive, which approves and sets
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the College of Policing strategic direction on a range of national policing
issues, including the College's work to develop
national standards, policy and practice. It identifies
gaps, threats and opportunities across policing
where capability may need to be built, and
approves new areas of work to address these
needs

recognised undercover unit an undercover unit that may only undertake
undercover work which is carried out by foundation
undercover officers

Regulation of Investigatory statute the principal purpose of which is to ensure
Powers Act 2000 that covert investigatory powers are used in
compliance with Article 8, European Convention on
Human Rights (the right to respect for private and
family life). It requires that authorisations are both
necessary and proportionate to one of the
legitimate aims set out in Article 8(2), European
Convention on Human Rights, which permits
interference by a public authority with privacy rights

senior investigating officer  see operational head

special projects team a team based within regional counter-terrorism
units which deal with covert policing tactics
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Annex D — The legal context

1 Police officers derive their powers from the common law and from statute.
As the role of the police has developed, additional powers have been
provided by Parliament. These include more intrusive powers, such as
powers to search individuals and property and to detain people for
questioning.

2 Covert surveillance was originally unregulated by statute. A series of
decisions of the European Court of Human Rights®? then led to the placing
of certain types of intrusion, including telephone tapping and the official
‘bugging’ of private conversations®*® on a statutory basis.*** But until 2000,
other types of covert surveillance remained unregulated by statute.

3 In 1998, Parliament passed the Human Rights Act, turning the rights
protected under the European Convention on Human Rights into rights
protected in the domestic law of the United Kingdom. The Regulation of
Investigatory Powers Act 2000 was introduced®* principally to ensure that
covert investigatory powers were used in compliance with Article 8,
European Convention on Human Rights, the right to respect for private and
family life. The purpose of the Act was to ensure that authorisations would
be both necessary and proportionate to one of the legitimate aims permitted
by Article 8(2), European Convention on Human Rights which permits the
justification of interference by a public authority with privacy rights.?*°

4 The Act has been supplemented by a number of Codes of Practice and
Orders which set out in more detail how the regime under the Act should be
maintained in practice.?!’

12 5ee eg Malone v United Kingdom (1984) 7 EHRR 14; Khan v United Kingdom (2000) 31 EHRR 1016.
3 see, respectively, the Interception of Communications Act 1984 and Part |1l of the Police Act 1997.

4 The statutory history of the 2000 Act is summarised by the House of Lords in McE v Prison Service of
Northern Ireland [2009] 1 AC 908: see in particular the opinion of Baroness Hale of Richmond at paragraphs 68-
70.

15 As the Court of Appeal noted in the recent case of AKJ v Commissioner of Police of the Metropolis [2014] 1
WLR 285 at paragraph 7.

216 Byt compliance with the 2000 Act and the Code will not necessarily mean that there is not a violation either of
Article 8 or of Article 6, European Convention on Human Rights: see generally the decision of the House of Lords
in McE v Prison Service of Northern Ireland [2009] 1 AC 908.

27 For example, the Covert Human Intelligence Sources Code of Practice, pursuant to section 71, Regulation of
Investigatory Powers Act 2000, TSO, London, 2010, and the Regulation of Investigatory Powers (Directed
Surveillance and Covert Human Intelligence Sources) Order 2010/ 521. Maintaining the Code of Practice and

188



5 In this report, we refer to undercover police officers. All undercover officers
are also covert human intelligence sources.

6 The concept of a covert human intelligence source was introduced by Part
Il of the Regulation of Investigatory Powers Act 2000 which covers the use
of three covert investigatory powers: intrusive surveillance, directed
surveillance and the conduct and use of covert human intelligence sources.

7 A covert human intelligence source is a person who:
(a) establishes or maintains a personal or other relationship; and

(b) does so for a covert purpose, which means that the relationship is
conducted so that one of the parties to the relationship is unaware of the
purpose; and

(c) has the covert purpose of facilitating either:

o the covert use of the relationship to obtain information, or to
provide access to any information to another person; or

o the covert disclosure of information obtained by the use of
the relationship, or as a consequence of the existence of the
relationship.#®

8 The conduct and use of a covert undercover human source must be
authorised.
9 We recognise that this is a complicated area of the law and policing and so

we have created an example of how a covert human intelligence source
might be used.

10  An undercover officer is deployed to establish a relationship with a suspect
in order to obtain information about a contract killing. As part of that
relationship, he conducts a meeting during which the suspect discloses that
he plans to have another person killed. The undercover officer is wearing a
covert recording device, and he is also debriefed after the meeting.

related Orders is ongoing. For example, at the time of the drafting of this report, the Minister of State for the
Home Department is considering the results of a public consultation exercise which was undertaken in response
to a proposal to update the Code of Practice and to make a number of amendments in order to provide greater
clarity for those authorising and using covert techniques: see https://www.gov.uk/government/speeches/covert-
surveillance-and-covert-human-intelligence-source-sodes-of-practice-consultation

218

Section 26(8) and (9), Regulation of Investigatory Powers Act 2000.
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11  The undercover officer is a covert human intelligence source because he
established a relationship with the suspect for a covert purpose, namely,
the obtaining of information about the contract killing, and the disclosing of
that information to the undercover officer’s supervisors.

12  The undercover officer’s conduct as a covert human intelligence source
would include both the meeting with the suspect and the use of a covert
recording device. To be lawful, the undercover officer's conduct would need
to be authorised under Part Il of the Regulation of Investigatory Powers Act
2000.

13  Only certain individuals may grant authorisations for the conduct or use of
covert human intelligence sources. Those individuals are senior officers or
employees of specified public bodies such as police forces, the intelligence
and security agencies, the military, government departments, local
authorities and regulatory bodies such as the Office of Fair Trading.?**

Relationships

14  Atthe heart of the regime governing the need for authorisation of a covert
human intelligence source is the establishment or maintenance of a
relationship for a covert purpose.

15 Relationships for the purpose of the Regulation of Investigatory Powers Act
2000 encompass both sexual and non-sexual relationships.?° However, a
relationship does not have to be a personal relationship.

16  Whether a relationship is established or maintained is a matter of degree.

219 gee Regulation of Investigatory Powers (Directed Surveillance and Covert Human Intelligence Sources) Order
2010/ 521, as amended.

220 AJA v Commissioner of Police of the Metropolis [2014] 1 WLR 285.
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17  The Code of Practice issued under the Regulation of Investigatory Powers
Act 2000 recognises, for example, that a one-off test purchase** would not
necessarily be considered to result in a relationship.?> Whether or not a
relationship exists depends on all the circumstances, including the length of
time of the contact between seller and buyer and the nature of any covert
activity.”*

18  However, in practice, conducting undercover activity of this nature is far
less straightforward and cannot easily be categorised as simply a ‘one-off’
encounter. The suspicious nature of drug dealers means that they often
arrange a number of contacts or meetings to minimise their prospects of
being caught. Such an extended period of contact would normally require
an authorisation to allow the establishing and maintaining of that
relationship prior to the purchase of the drugs.

The authorisation process

19  The legal framework hinges on those who carry out undercover policing
being authorised to do so in accordance with the Regulation of
Investigatory Powers Act 2000.%*

20  Up until 2013, authorisation for the use of all covert human intelligence
sources, including undercover officers, was given by an officer of the rank
of superintendent or above,?*® or by an inspector level in urgent cases.?®
However, in 2013, the law was amended so that, from 1 January 2014,
authorisation for undercover officers has to be given by an assistant chief
constable or by a commander in the Metropolitan Police Service or the City
of London Police or his or her equivalent in other law enforcement
agencies.?’

221 Where an undercover officer poses as an ordinary member of the public in order to buy goods from a

suspected criminal.

222 For example, in instances where test purchasing is used to establish whether a shopkeeper is selling alcohol

or cigarettes to underage children.

22 Covert Human Intelligence Sources Code of Practice, issued pursuant to section 71, Regulation of

Investigatory Powers Act 2000, TSO, London, 2010, paragraph 2.12.

224 sections 27-32, Regulation of Investigatory Powers Act 2000.

225 Regulation of Investigatory Powers (Prescription of Offices, Ranks and Positions) Order 2000/2417, Article 2,

Schedule, Part I.

228 |pid.

21 Regulation of Investigatory Powers (Covert Human Intelligence Sources: Relevant Sources) Order 2013/2788,

Part 3, Article 16.
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21

22

23

24

25

26

228

Where a covert human intelligence source is intended to be deployed for
more than 12 months, authorisation can only be given by a chief constable
or by the commissioner of the Metropolitan Police Service or the City of
London Police or his or her equivalent in other law enforcement agencies.
In addition, the prior approval of one of the ordinary Surveillance
Commissioners, who are all current or former senior judges, is required.?®

An authorisation is for the conduct and use of the covert human intelligence
source. An authorisation must specify or describe the activities involved in
that conduct or use. If an authorisation is granted, it covers the conduct of
the undercover officer and the use of the undercover officer, and any
incidental actions taken for the purposes of the investigation or operation.??
The grant of an authorisation has important legal consequences: conduct in
accordance with an authorisation shall be lawful for all purposes.?® This
means that an authorisation is capable of rendering conduct lawful that
would otherwise be criminal, or result in a civil action for damages.

It is clear, therefore, that Parliament has given the police service a very
powerful weapon in its fight against crime: the ability of police officers to act
covertly without legal redress provided that their actions are authorised
correctly (i.e. that they are necessary and proportionate).

The grounds for authorisation, therefore, are extremely important and must
be scrupulously complied with by the relevant officers. There are a number
of considerations which the authorising officer must take into account.

First, he or she must be satisfied that the authorisation is necessary for one
or more of the specified purposes which are listed in the Regulation of
Investigatory Powers Act 2000, such as the prevention or detection of crime
or the interests of national security.**

Secondly, he or she must be satisfied that the authorised conduct or use is
proportionate to the desired outcome.** This involves a balancing exercise
looking at the nature of the conduct compared, for example, with the harm
that it is sought to prevent. In general, it would not be proportionate to
deploy an undercover officer in order to prevent or detect a minor crime.

Op cit, Part 2. Special rules also apply where the information concerned is legally privileged: Regulation of

Investigatory Powers (Covert Human Intelligence Sources: Matters Subject to Legal Privilege) Order 2010/ 123.

229

230

231

232

Section 29(4), Regulation of Investigatory Powers Act 2000.
Section 27(1), Regulation of Investigatory Powers Act 2000.
Section 29(2)(a), Regulation of Investigatory Powers Act 2000.
Sections 29(2)(b), Regulation of Investigatory Powers Act 2000.
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27 In practice, this requires the authorising officer to consider:
o the operational objectives and plan for the deployment;

o the balance between the size and scope of the proposed
activity against the gravity and extent of the perceived
criminal offence;

o an explanation for how and why the methods to be adopted
will cause the least possible intrusion on the subject and
others;

o whether the activity is an appropriate use of the legislation

and a reasonable way, having considered all reasonable
alternatives, of obtaining the necessary result; and

o evidence, as far as reasonably practicable, of what other
methods have been considered and why they are not being
implemented.

28  Thirdly, he must be satisfied that there are certain logistical arrangements
in place. There must be:

o a police officer with day-to-day responsibility for dealing with
the undercover officer, and for the undercover officer’s
security and welfare;?*

o a separate police officer who has general oversight for the
use of the undercover officer;*** and
o a police officer with responsibility for maintaining a detailed

record of the use made of the undercover officer and that
those records will only be disclosed where necessary.”®

29  The records must contain important details, including: the tasking given to
the undercover officer; any communications between the undercover officer
and his force; and the information obtained.**

233 gection 29(4A)(a), Regulation of Investigatory Powers Act 2000. This person is in practice known as the cover

officer.

234 section 29(4A)(a), Regulation of Investigatory Powers Act 2000. This person is known as the undercover

covert operations manager.

235 gection 29(2)(c), Regulation of Investigatory Powers Act 2000.
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30  The authorising or renewing officer has an important additional function,
that is, to cancel the authorisation if he or she is satisfied that the conditions
for granting it are no longer met.?®*” This requires the authorising or
renewing officer to keep the authorisation under constant review.

31  According to the relevant Code of Practice, reviews should be carried out
as frequently as considered necessary and practicable, for the purpose of
determining whether the use of the covert human intelligence source
remains necessary and proportionate, and whether the authorisation
remains justified.?®

Human Rights

32  As we have indicated, the Regulation of Investigatory Powers Act 2000 was
introduced principally to ensure that the use of covert investigatory powers,
including the deployment of undercover police officers, complied with Article
8, European Convention on Human Rights.

33  Atrticle 8(1) sets out the right to respect for private and family life. The
phrase “private and family life” has been said to be “very broad indeed”,**

and can extend, at least in some circumstances,?® to the so-called “zone of
interaction” between two individuals.?*

34  The Code of Practice which deals with issues concerning covert human
intelligence sources states:

“Unlike directed surveillance, which relates specifically to
private information, authorisations for the use or conduct of a
[covert human intelligence sources] do not relate specifically

238 Regulation of Investigatory Powers (Source Records) Regulations 2000/ 2725.

%7 section 45, Regulation of Investigatory Powers Act 2000.

28 Covert Human Intelligence Sources Code of Practice, issued pursuant to section 71, Regulation of

Investigatory Powers Act 2000, paragraphs 5.16-17.

239 R(Wood) v Commissioner of Police of Metropolis [2010] 1 WLR 123, per Laws LJ at paragraph 19.

240 )¢ depends on the specific facts of the case, although it may be relevant to ask, first, whether the interference

with privacy reaches a minimum level of seriousness, and secondly, whether the complainant had a reasonable
expectation of privacy in all the circumstances: see the discussion by Laws LJ in R(Wood) v Commissioner of
Police of Metropolis (as above) at paragraphs 43-44; and R (Catt) v ACPO [2013] 1 WLR 3121 (CA) at
paragraphs 13-20; [28-31]. In the latter case, it was held that the fact that the public may expect the police to
gather and process intelligence relating to violent protest movements did not lead to the conclusion that Article 8,
European Convention on Human Rights were not engaged, although it might suggest that an interference was
justified.

241 R(Wood) v Commissioner of Police of Metropolis (as above), per Laws LJ (dissenting in the result but

concurring on this issue) at paragraphs 19-21, cited with approval in the recent case of SXH v Crown Prosecution
Service [2014] EWCA Civ 90 at [49].

194



to private information, but to the covert manipulation of a
relationship to gain any information. [European Convention on
Human Rights] case law makes it clear that Article 8 includes
the right to establish and develop relationships. Accordingly,
any manipulation of a relationship by a public authority (for
example, one party having a covert purpose on behalf of a
public authority) is likely to engage Article 8, regardless of
whether or not the public authority intends to acquire private
information.”***

35  Article 8 is a qualified right which means that interference with the rights
protected by Article 8(1) are permitted in the circumstances set out in
Article 8(2). Article 8(2) lays down justification requirements, including legal
certainty,?*® necessity and proportionality. It is principally through the
authorisation provisions of section 29, Regulation of Investigatory Powers
Act 2000 that compliance with Article 8 is intended to be achieved.
Consequently, it is essential that those seeking or granting authorisation
under section 29 should give detailed consideration to the issues of
necessity and proportionality,®** including issues of collateral intrusion.

36 It does not follow that an act of undercover policing or covert surveillance
which is authorised in accordance with the 2000 Act, can never resultin a
contravention of the rights set out in the European Convention on Human
Rights Convention.?* In particular, the fact that an act was lawful under the
Regulation of Investigatory Powers Act 2000 does not mean that there
could not be a breach of Article 6 as a result.?*® Equally, there may be a fair
trial for Article 6 purposes even though there has been a breach of the
requirements of the Regulation of Investigatory Powers Act 2000 or of
Article 8.%*" The critical issue under Article 6 will be the fairness of the trial
process.**®

42 Covert Human Intelligence Sources Code of Practice, issued pursuant to section 71, Regulation of

Investigative Powers Act 2000, Home Office, 2010, paragraph 2.10.

243 41 accordance with the law”.

244 particular, proper consideration must be given to the question of whether less intrusive means could be

used to achieve the desired result.

%5 McE v Prison Service, above, per Baroness Hale of Richmond at paragraph 71.

4% |bid., per Baroness Hale at paragraph 74.

247 R v Khan (Imran) [2013] EWCA Crim 2230.

28 |pid. The leading European case is Teixeira de Castro v Portugal (1998) 28 EHRR 101.
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37  Undercover policing may also give rise to other human rights issues,
including under Article 2, European Convention on Human Rights,
concerning the right to life of undercover officers and of other persons
exposed to risk.

Undercover online policing

38  Until recently, undercover online policing was seen as a discrete area of
work. There are no special rules for undercover online interaction: it is
governed by the same statutory regime and the same considerations under
the Regulation of Investigatory Powers Act 2000.

39  Whether a covert human intelligence source authorisation is required, or
some different form of authorisation, such as a Directed Surveillance
authorisation, will depend on the particular facts.

40  The law requires consideration of what the interaction in substance
amounts to, while being careful not to draw superficial conclusions from the
use of online jargon such as ‘friends’.** In deciding whether a ‘relationship’
was likely to be formed for the purposes of the Regulation of Investigatory
Powers Act 2000, it is appropriate to consider: whether the interaction really
falls within the individual’s private zone or whether is it more like his or her
dealings with individuals in public; his or her expectations of privacy; how
seriously his or her expectations would be damaged if the true facts were
revealed; and the length of time of the interaction.

Legend-building

41 In many instances, and especially where an undercover officer is deployed
to infiltrate a gang of suspected criminals, it is essential that that officer is
able to present a credible story about his or her background: for example,
where he or she comes from; his or her family and social ties; his or her
place of residence; and any other details which may be relevant to his
infiltration. Some of this will be a carefully constructed series of artificial
facts; some will be as a consequence of practical steps that an officer may
take to ground himself or herself in a local community. The creation of the
officer’'s background prior to any deployment is termed legend-building.

29 gych aterm is commonly used on social networking sites to identify a group of individuals who may or may
not actually be known to the owner of the site but who have access to aspects of the owner’s site that might be
denied to others who are not classified as such.
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It is crucial that the legend-building is comprehensive and robust so that it
may stand up to detailed scrutiny by anyone in the gang, for example, who
may be suspicious of the undercover officer’'s account of his background.

Often, legend-building will involve the undercover officer in interacting with
others (who may not be thought to be part of the criminal gang) on a social,
personal and business level. The creation of these relationships is referred
to as ‘collateral intrusion’. For example, an undercover officer may form a
close friendship with an individual over a period of time with the intention
that his or her newly acquired friend might vouch for the officer’s integrity
when he is deployed against a suspect.

Such individuals, arguably, have an even greater right to have their private
and family life protected in accordance with Article 8 as they may be
entirely innocent of any criminal wrongdoing and therefore have every
reasonable expectation that they will not come into contact with undercover
police officers.

There is nothing in the definition of a covert human intelligence source that
limits authorisations to relationships with the target of the deployment.?°
Relationships formed during the legend-building stage have as much
capacity to interfere with Article 8 rights as those formed during operational
deployment, and it would be inconsistent with one of the fundamental
purposes of the Regulation of Investigatory Powers Act 2000 if it were not
possible to authorise such relationships where they were necessary and
proportionate in the interests of law enforcement.

If a relationship is formed in these circumstances, a covert human
intelligence source authorisation is required. This is particularly important
where the relationship between the undercover officer and the individual
amounts to an interference with that individual’s private life; if an
authorisation is not in place, that interference will not have been done “in
accordance with the law” and will amount to a violation of Article 8.

Section 26, Regulation of Investigatory Powers Act 2000.
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Annex E — Relevant Articles of the European
Convention for the Protection of Human Rights and
Fundamental Freedoms

Article 2

Right to life

1 Everyone’s right to life shall be protected by law. No one shall be deprived
of his life intentionally save in the execution of a sentence of a court
following his conviction of a crime for which this penalty is provided by law.

2 Deprivation of life shall not be regarded as inflicted in contravention of this
Article when it results from the use of force which is no more than
absolutely necessary:

(a) in defence of any person from unlawful violence;

(b) in order to effect a lawful arrest or to prevent the escape of a person
lawfully detained;

(c) in action lawfully taken for the purpose of quelling a riot or insurrection.

Article 6

Right to a fair trial

1 In the determination of his civil rights and obligations or of any criminal
charge against him, everyone is entitled to a fair and public hearing within a
reasonable time by an independent and impartial tribunal established by
law. Judgment shall be pronounced publicly but the press and public may
be excluded from all or part of the trial in the interests of morals, public
order or national security in a democratic society, where the interests of
juveniles or the protection of the private life of the parties so require, or to
the extent strictly necessary in the opinion of the court in special
circumstances where publicity would prejudice the interests of justice.

2 Everyone charged with a criminal offence shall be presumed innocent until
proved guilty according to law.

3 Everyone charged with a criminal offence has the following minimum rights:

(a) to be informed promptly, in a language which he understands and in
detail, of the nature and cause of the accusation against him;
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(b) to have adequate time and facilities for the preparation of his defence;

(c) to defend himself in person or through legal assistance of his own
choosing or, if he has not sufficient means to pay for legal assistance, to
be given it free when the interests of justice so require;

(d) to examine or have examined witnesses against him and to obtain the
attendance and examination of withesses on his behalf under the same
conditions as witnesses against him;

(e) to have the free assistance of an interpreter if he cannot understand or
speak the language used in court.

Article 8

Right to respect for private and family life

1 Everyone has the right to respect for his private and family life, his home
and his correspondence.

2 There shall be no interference by a public authority with the exercise of this
right except such as is in accordance with the law and is necessary in a
democratic society in the interests of national security, public safety or the
economic wellbeing of the country, for the prevention of disorder or crime,
for the protection of health or morals, or for the protection of the rights and
freedoms of others.
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Authorising Officers Aid Memoir

For Intemiet Investigations

Intarmat |nvestigations oower 8 wide range of deploymant types
thast are becoming maone Srequent within main stream Folidng
methodalogy. The ctics empkoysd mnge from ressseo that
wiould be: conducted on 8 daily basis by mainstream officers
conducting whik is essentialty on-ine uniform polidng, o
tactics conducted by under oover officers and those Staff that
woalld be part of a Techmical Support Unit in the: comeonal
survesiiisnos arena. To mesist in danity sround this work five
levels hewe been deveioped by the National Open Source
Int=ligenoe Working Group.

.__“..

-.Leugl 4
Lewvel 3 b
Level 2 .

Level 1

Developed by West Midlands Police

Level Fire:
On-ine Underoover Opemations

Lewed Four
and footprint

Lewe] Threse
Arhvanced on-fine nesesrch and suneillanoe

Lewe] T
Cowert basic inkernet researds

Lewel Ome

Covert Operations tangeting subjscs internet besed sooounks

e of the inbermet o an et toal

‘When considering all inbermet scthity the following should be
monsidered by Authorsing Officers and listed in any
domumEntation compilsd;

=  Does the ackivity afford aoosss to privete information

= |5 there any asped of estabiishing or maintzinng o
relstionship:

®  |sthere s mgent inteligenoe mo=

*  Whatarmngements are in plaoe to mimimise
coliateral intrusion

Annex F — Levels of undercover online investigations

These 5 levals have been approved nationsily to dafine
the levels of actvity for Open Source Inil

{01} and ofrer tactics empioyed during intermet
Investigations.

The aitterla detalled In the following standards should be
26N a5 minimum o camy oul operational acihity on the
Intemet. Depariments should assess thelr operational
requirements Individually and set operafional oriterda
accordingly 3s long as it does nod Tail below the minimum
standar.

Lewel1 Owert Opan Source Investigation/Ressanch

Ressanch across publcly accesslible search areas of the
Intemet such a5 map viewing, street views, local awthorty
sites, aucton stes or any publcly avallable webslie which
has no requirement o register detalls io gain access. AS
the Investigationresearch activity s considened overt there
I o requirement for any RIPA or Police Act Authoty.

Mo level of authority but must adhene to foroe policy
regasding use of

Staft conducting this actvity will have received level 1
training

May be conducied LEIng Police regisiared compluters
Lewel2 Core Open Source Investigation/Reseanch

Ineligence, Invesigalionvesearch aooss  publicly
accessibie search aneas of e inemet where the fact of
the messarch |5 Intended o remain unknown ivby the

subject.

Level of Auhodly - none a5 standamd bat actve
corslderation should be given o @ Directed Survelllance
Autharity under RIPA on 3 case-by-Ca5e Dasls.
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There must be MO activity which would require

Interaction with another party.

Siaf conducting mose in-depth open souce Investigation

or research to assist their Investigations.

Searches across whole of Imemet — using tons sueh a5

seamch engines, people search sites, soclal network sites

and valce over Intemet prodocol (VCIP).

Passive profles ¢an be usad 1o log onio Soclal Networking

sitag out there must be no Interaction — no befrisnding

subjects, poking. writing on walls or joining groups.

Cnly ron-atiibutabie computess 1 be used.

Must be abie in avidentially capture.

Product recovered must be evaluated and submitied Into
Intelligence management sysiem In most

C3565 USING 3 SX5XS5.

Amy false personas craated, accouns that are created to

aliow officers o access cestain shes such as s00ial media

sites, should be recorded on the FomcelAgency false

persona recoml.  Any uEe of such accounts shouid be

reconded Including reason for thelr use. Remnds shoukd

e ancountabie.

Lewel3 Covert Advanced Open Sourcs
Inwestigation/Ressarch

+  Amvanced Open Source Inbeligancs
Investigation/research and Intemet based survelllance:

»  Levelof authorty - on a case-by-case basls with a
nigher lelhood of 3 reguirement for an authodsation
undar RIPA

+  Training required — recogrised advanced open
source Falning to Inciude relevant legisiation and
C3EE W

= Pasgve can be used to ono Social
L e 0 i
befriending of a subject In onder to gain access to
a closed profila.

s HameEtonship has o be formed by befiending a
subject then a Dinected Survelllance Authonty shouid
e consigerad. The foliowing are addiional points
that showld be considered;

=  Recom of the Etionale for adding of friends

= Assessment of collateral Intrusion (adding Trends as
alink ip subject)

=  Consant review of necessity for Tiend

= Justfication of the level of Intrusion planned by the
activity compared against the cime baing
Invesssgatad.

= Must be able to evidentially capture

= Ofily non-atiribatable compubers to be used.

= Pnduct recoversd must be evalusied and submitted
Into FoscedAgency Inelligence management sysiem In
mast C3586 UEING 3 5X5X5.

Leveld4  Covert Intermet and Metwork investigations

= Levelof authorty - ona case by case basls with a
Higher Ikelihood of a requirement for an authonsation
under RIPA and Polce Act

= Lise of passive proflies with Imited Interaction — seek
specialst advice, Sta may be reguired o egend
bulid an account or identfy to suppart Tuture
operatiors:

= Oy non atiibutable compuiers bo be used greater
consideration io ISP and IP matching

= [Dwring Operational depioyments stafl conducting
level four activity may male contact with 3 subject In
order in achieve the deployment goal This would not
constfiute the development of a reiafonship and o
shouldm't necessitate a CHIS authodty. This need
shouid be reviewed 0N 3 Case by c3se DIsls.

= Support from a disciosure officer should be
considered to asslst In the protection of taclics
o ugh parliel sourting of material oitained and PII

tHons

«  MuSt be abie to evidentally capture.

Lewel 5 Umndarcover officer on line, Covert Intermeat

= Covert Human Intelligence Souce or-ne

Irvestigations [undescover oficer on Bne).

» Mo Bkely to have a CHIS auhorsation under RIPA
managed by accredted CHIS Authonsing OfMcers
= Training required. — Nallonally accredited Foundalion

Undercover Officar or above with addiioral
Undefcover ofMicer on line course. There will be
oficers within Forces who Wil have only attended an
or-ing Under Cover course but are sl deemed
proficient o conduct such These officers
will hawe limited capabiies In Ive Interactions using
fectnologles such as telephones, VOIP calls o
Where there |5 a requirement Tor such activity

Iy advice and guidance should be sought
fmom the local accredited undercover unit who will
advise on ihe Individusl oMcers operational
capabilitiss.

= Oniy non attributable compubers to be used.

+  Support from 3 disCiosUrE Officer should be
corsiiered io asskst In the profection of tactics
thmugh parakel sourcing of matenal obtalined and Pl
applcations

=  Pmoduct recovered must be evakated and submitied
Inba ForcaiAgency Intzilgence management system in
MOs CAEEE LEING 3 SXSKE.

= What ievel of UC tralring has officer recelvad? If they
ane a former Cli with Grandfather ights there are
mits o what they can do;

Mo Ive Interaction —VOIP corversations
No meeting of subjects
Guldance from Force Covert Operafions s advisabie

An addiional Rem for consideration In all aspecis of
Intesmet Investigation ks the continued storage of the
product obtained. | can be a breach of an Indhviduals
Articie & nghts under ECHR ip process data that has been
stored by a public authodty. With this In mind producs
obiained by way of Intmet Investigation ks advised o be
Ingged inio the ForcaWagency inteligence managemeant
system. This will both prevent continued reaches of
privacy by an authorty and offer best value by preventing
duplication of work.
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