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OF THE COUNCIL

REGULATION OF THE
EUROPEAN PARLIAMENT AND
OF THE COUNCIL

REGULATION OF THE
EUROPEAN PARLIAMENT AND
OF THE COUNCIL

Having regard to the Treaty on the
Functioning of the European
Union, and in particular Article
16(2) and Article 114(1) thereof,

Having regard to the Treaty on the
Functioning of the European
Union, and in particular
Article16(2) and Article 114(1)
thereof,

Having regard to the Treaty on the
Functioning of the European
Union, and in particular Article
16(2) (...) thereof,

Having regard to the proposal from
the European Commission,

Having regard to the proposal from
the European Commission,

Having regard to the proposal from
the European Commission,

After transmission of the draft
legidlative act to the nationa
Parliaments,

After transmission of the draft
legislative act to the nationa
parliaments,

After transmission of the draft
legislative act to the national
Parliaments,

Having regard to the opinion of the
European Economic and Socia
Committee’,

Having regard to the opinion of the
European Economic and Socia
Committee’,

! oJc,,p..

! 0J C 229, 31.7.2012, p. 90.

Having regard to the opinion of the
European Economic and Social
Committee’,

1

QJC,p...
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After consulting the Committee of
the Regions,

After consulting the European Data
Protection Supervisor?,

2 0ic,,p.

After-eonsulting-Having regard to
the opinion of the European Data
Protection Supervisor®

2 0J C 192, 30.6.2012, p. 7.

After consulting the European Data
Protection Supervisor?,

Acting in accordance with the
ordinary legislative procedure

Acting in accordance with the
ordinary legislative procedure®

3 Position of the European

Parliament of 12 March 2014.

Acting in accordance with the
ordinary legislative procedure,

Whereas:

Whereas;

Whereas;

(1) The protection of natural
persons in relation to the processing
of personal data is a fundamenta
right. Article 8(1) of the Charter of
Fundamental  Rights of the
European Union and Article 16(1)
of the Treaty lay down that
everyone has the right to the
protection of personal data
concerning him or her.

(1) The protection of naturd
persons in relation to the processing
of persona data is a fundamenta
right. Article 8(1) of the Charter of
Fundamental  Rights of the
European Union ('Charter') and
Article 16(1) of the Treaty lay
down that everyone has the right to
the protection of personal data
concerning him or her.

(1) The protection of natural
persons in relation to the
processing of personal data is a
fundamental right. Article 8(1) of
the Charter of Fundamental Rights
of the European Union and Article
16(1) of the Treaty lay down that
everyone has the right to the
protection of personal data
concerning him or her.

OJCp..
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(2) The processing of persond
data is designed to serve man; the
principles and rules on the
protection of individuals with
regard to the processing of their
personal data should, whatever the
nationality or residence of natural
persons, respect their fundamental
rights and freedoms, notably their
right to the protection of personal
data. It should contribute to the
accomplishment of an area of
freedom, security and justice and
of an economic union, to economic
and social progress, the
strengthening and the convergence
of the economies within the
internal market, and the well-being
of individuals.

(2) The processing of personal d

is designed to serve man; the
principles and rules on / the
protection of individuals/ with
regard to the processing of their
persona data should, whatever the
nationality or residengé of natura
persons, respect thely fundamental
rights and freedoms, notably their
right to the protgction of persond
data. It shoulg’ contribute to the
accomplishmgnt of an area of
freedom, security and justice and of
an econgrhic union, to economic
and cial progress, the
strengthening and the convergence
of the economies within the internal
market, and the well-being of
idividuals.

(2) The processing of personal data
principles and rules on the
protection of individuals with
regard to the processing of their
persona data should, whatever the
nationality or residence of natural
persons, respect their fundamental
rights and freedoms, notably their
right to the protection of persond
data. It should contribute to the
accomplishment of an area of
freedom, security and justice and of
an economic union, to economic
and socia progress, the
strengthening and the convergence
of the economies within the internal
market, and the well-being of
individuals.

(3) Directive 95/46/EC of the
European Parliament and of the
Council of 24 October 1995 on the
protection of individuals with
regard to the processing of personal
data and on the free movement of
such data® seeks to harmonise the

(3) Directive 95/46/EC of the
European Parliament and of the
Council* of-24-October-1995-on-the

e
regard to the processing of personal
data—and-on-the-free-movement—of
such-data’-seeks to harmonise the

(3) Directive 95/46/EC of the
European Parliament and of the
Council of 24 October 1995 on the
protection of individuals with
regard to the processing of personal
data and on the free movement of
such data® seeks to harmonise the

3

OJL 281, 23.11.1995, p. 31.

| 031 281,2311.1995 p- 3L

5

OJL 281, 23.11.1995, p. 31.
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protection of fundamental rights
and freedoms of natural personsin
respect of processing activities and
to guarantee the free flow of
persona data between Member
States.

protection of fundamental rights
and freedoms of natural persons in
respect of processing activities and
to guarantee the free flow of
personal data between Member
States.

! Directive 95/46/EC  of the

European Parliament and of the Council
of 24 October 1995 on the protection of
individuals with regard to the processing
of personal data and on the free
movement of such data (OJ L 281,
23.11.1995, p. 31).

protection of fundamental rights
and freedoms of natural persons in
respect of processing activities and
to guarantee the free flow of
personal data between Member
States.

(3a) The right to the protection of
personal data is not an absolute
right; it must be considered in
relation to its function in society
and be balanced with other
fundamental rights, in accordance
with the principle of
proportionality. This Regulation
respects all fundamental rights
and observes the principles
recognised in the Charter of
Fundamental Rights of the
European Union as enshrined in
the Treaties, notably the right to
respect for private and family life,
home and communications, the
right to the protection of personal
data, the freedom of thought,
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conscience and religion, the
freedom of expresson and
information, the freedom to
conduct a business, the right to an
effective remedy and to a fair trial
as well as cultural, religious and
linguistic diversity

4 The economic and socid
integration resulting from the
functioning of the interna market
has led to a substantial increase in
cross-border flows. The exchange
of data between economic and
socia, public and private actors
across the Union increased.
National authorities in the Member
States are being caled upon by
Union law to co-operate and
exchange personal data so as to be
able to perform their duties or carry
out tasks on behalf of an authority
in another Member State.

(4) The economic and soci
integration resulting from /the
functioning of the internal rrarket
has led to a substantial ingrease in
cross-border flows. The/exchange
of data between ecghomic and
social, public and frivate actors
across the Upion increased.
National authorities in the Member
States are begihg caled upon by
Union | to co-operate and
exchange/personal data so as to be
able to perform their duties or carry
out s on behalf of an authority
in @Zhother Member State.

(4) The economic and socia
integration resulting from the
functioning of the interna market
has led to a substantial increase in
cross-border flows. The exchange
of data between economic—and
seetal—public and private actors,
including individuals and
undertakings across the Union has
increased. National authorities in
the Member States are being called
upon by Union law to co-operate
and exchange personal data so asto
be able to perform their duties or
carry out tasks on behalf of an
authority in another Member State.

5 Rapid technological
developments and globalisation
have brought new challenges for
the protection of personal data. The
scale of data sharing and collecting
has increased spectacularly.

5 Rapid technological
developments and alisation
have brought newchallenges for
the protectionof personal data. The
scale ata sharing and collecting

increased spectacularly.

5) Rapid technological
developments and globalisation
have brought new challenges for
the protection of personal data. The
scale of data sharing and collecting
has increased spectacularly.
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Technology alows both private
companies and public authorities to
make use of personal data on an
unprecedented scale in order to
pursue their activities. Individuals
increasingly make personal
information available publicly and
globally. Technology has
transformed both the economy and
socia life, and requires to further
facilitate the free flow of data
within the Union and the transfer to
third countries and international
organisations, while ensuring an
high level of the protection of
personal data.

Technology alows both privat
companies and public authorities’'to
make use of personal data an
unprecedented scale in order to
pursue their activities. Ipdividuals
increasingly make persond
information availablg publicly and
globally. Techhology has
transformed botly'the economy and
socia life, requires to further
facilitate thé free flow of data
within the’lUnion and the transfer to
third countries and international
organisations, while ensuring an
hi level of the protection of
érsonal data.

Technology alows both private
companies and public authorities to
make use of personal data on an
unprecedented scale in order to
pursue their activities. Individuals
increasingly make persond
information available publicly and
globally. Technology has
transformed both the economy and
socia life, and should further
facilitate the free flow of data
within the Union and the transfer to
third countries and international
organisations, while ensuring a
high level of the protection of
personal data.

(6) These developments require
building a strong and more
coherent data protection framework
in the Union, backed by strong
enforcement, given the importance
to create the trust that will allow the
digital economy to develop across
the internal market. Individuals
should have control of their own
personal data and legad and
practical certainty for individuals,
economic operators and public
authorities should be reinforced.

(6) These developments require
building a strong and ore
coherent data protection frasmework
in the Union, backed strong
enforcement, given the/importance
to create the trust thar'will allow the
digital economy tg” develop across
the interna rmarket. Individuals
should have Control of their own
personal data and legd and
practical/certainty for individuals,
econgric operators and public
authorities should be reinforced.

(6) These developments require
buding—a strong and more
coherent data protection framework
in the Union, backed by strong
enforcement, given the importance
te-of ereate-creating the trust that
will alow the digital economy to
develop across the internal market.
Individuals should have control of
their own personal data and legal
and practical  certainty  for
individuals, economic operators
and public authorities should be
reinforced.
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(7) The objectives and
principles of Directive 95/46/EC
remain sound, but it has not
prevented fragmentation in the way
data protection is implemented
across the Union, legal uncertainty
and a widespread public perception
that there are significant risks for
the protection of individuals
associated notably with online
activity. Differences in the level of
protection of the rights and
freedoms of individuals, notably to
the right to the protection of
personal data, with regard to the
processing of personal data
afforded in the Member States may
prevent the free flow of persond
data throughout the Union. These
differences may therefore constitute
an obstacle to the pursuit of
economic activities at the level of
the Union, distort competition and
impede authorities in the discharge
of their responsibilities under
Union law. This differencein levels
of protection is due to the existence
of differences in the
implementation and application of
Directive 95/46/EC.

(7) The objectives and principles of
Directive 95/46/EC remain sound,
but it has not prevented
fragmentation in the way data
protection is implemented across
the Union, legal uncertainty and a
widespread public perception that
there are significant risks for the
protection of individuals associated
notably with online activity.
Differences in the level of
protection of the rights and
freedoms of individuals, notably to
the right to the protection of
personal data, with regard to the
processing of personal data
afforded in the Member States may
prevent the free flow of persond
data throughout the Union. These
differences may therefore constitute
an obstacle to the pursuit of
economic activities at the level of
the Union, distort competition and
impede authorities in the discharge
of their responsibilities under
Union law. This differencein levels
of protection is due to the existence
of differences in the
implementation and application of
Directive 95/46/EC.

(7) The objectives and principles of
Directive 95/46/EC remain sound,
but it has not prevented
fragmentation in the way data
protection is implemented across
the Union, legal uncertainty and a
widespread public perception that
there are significant risks for the
protection of individuals associated
notably with online activity.
Differences in the level of
protection of the rights and
freedoms of individuals, notably to
the right to the protection of
personal data, with regard to the
processing of persona data
afforded in the Member States may
prevent the free flow of personal
data throughout the Union. These
differences may therefore constitute
an obstacle to the pursuit of
economic activities at the level of
the Union, distort competition and
impede authorities in the discharge
of their responsibilities under
Union law. This differencein levels
of protection is due to the existence
of differences in the
implementation and application of
Directive 95/46/EC.
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(8) In order to ensure consistent
and high level of protection of
individuals and to remove the
obstacles to flows of persona data,
the level of protection of the rights
and freedoms of individuals with
regard to the processing of such
data should be equivalent in al
Member States. Consistent and
homogenous application of the
rules for the protection of the
fundamental rights and freedoms of
natural persons with regard to the
processing of persona data should
be ensured throughout the Union.

(8) In order to ensure consistent an
high level of protection of
individuals and to remove jthe
obstacles to flows of persona data,
the level of protection of the/tights
and freedoms of individuals with
regard to the processing/of such
data should be equivalgnt in al
Member States. Congistent and
homogenous application of the
rules for the protection of the
fundamental rights and freedoms of
natural persons with regard to the
processing of persona data should
be ensured throyghout the Union.

(8) In order to ensure consistent and
high level of protection of
individuals and to remove the
obstacles to flows of persona data,
the level of protection of the rights
and freedoms of individuals with
regard to the processing of such
data should be equivaent in all
Member States. Consistent and
homogenous application of the
rules for the protection of the
fundamental rights and freedoms of
natural persons with regard to the
processing of persona data should
be ensured throughout the Union.
Regarding the processing of
personal data for compliance with
a legal obligation,” for the
performance of a task carried out
in the public interest or in the
exercise of official authority vested
in the controller, Member States
should be allowed to maintain or
introduce national provisions to
further specify the application of
the rules of this Regulation. In
conjunction with the general and

6

AT, supported by SI, made a proposal for a separate Article 82b which would allow Member States to adopt specific private sector provisions for specific situations (15768/14
DATAPROTECT 176 JAI 908 MI 916 DRS 156 DAPI X 179 FREMP 215 COMI X 623 CODEC 2300). The Presidency thinks that the revised recital 8 read together with Article 1(2a)
sufficiently catersfor thisconcern.
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horizontal law on data protection
implementing Directive 95/46/EC
Member States have several sector
specific laws in areas that need
more specific provisions. This
Regulation also provides a margin
of manoeuvre for Member States
to specify its rules. Within this
margin of manoeuvre sector-
specific laws that Member States
have issued implementing
Directive 95/46/EC should be able
to be upheld.

9 Effective  protection  of
persona data throughout the Union
requires strengthening and detailing
the rights of data subjects and the
obligations of those who process
and determine the processing of
personal data, but also equivalent
powers for monitoring and ensuring
compliance with the rules for the
protection of personal data and
equivalent sanctions for offenders
in the Member States.

(9) Effective protection of perso
data throughout the Union reguires
strengthening and detailing the
rights of data subjects” and the
obligations of thoseWho process
and determine the” processing of
personal data, but also equivalent
powers for monitoring and ensuring
compliangé with the rules for the
protecfion of personal data and
equivalent sanctions for offenders
i'the Member States.

(9) Effective protection of persond
data throughout the Union requires
strengthening and detailing the
rights of data subjects and the
obligations of those who process
and determine the processing of
personal data, but also equivaent
powers for monitoring and ensuring
compliance with the rules for the
protection of personal data and
equivalent sanctions for offenders
in the Member States.

(10) Article 16(2) of the Treaty
mandates the European Parliament
and the Council to lay down the
rules relating to the protection of

(10) Article 16(2) of t reaty
mandates the Eu Parliament
and the ncil to lay down the

relating to the protection of

(10) Article 16(2) of the Treaty
mandates the European Parliament
and the Council to lay down the
rules relating to the protection of
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individuals with regard to the
processing of persona data and the
rules relating to the free movement
of persona data.

individuals with regard t e
processing of person a and the
rules relatin e free movement
of al data

individuals with regard to the
processing of persona data and the
rules relating to the free movement
of personal data

(11) In order to ensure a
consistent level of protection for
individuals throughout the Union
and to prevent divergences
hampering the free movement of
data within the internal market, a
Regulation is necessary to provide
legal certainty and transparency for
economic  operators, including
micro, small and medium-sized
enterprises, and to provide
individuals in al Member States
with the same level of legdly
enforceable rights and obligations
and responsibilities for controllers
and processors, to ensure consistent
monitoring of the processing of
personal data, and equivalent
sanctions in al Member States as
well as effective co-operation by
the supervisory authorities of
different Member States. To take
account of the specific situation of
micro, small and medium-sized
enterprises, this Regulation
includes a number of derogations.

(11) In order to ensure a consistent
level of protection for individuals
throughout the Union and to
prevent divergences hampering the
free movement of data within the
internal market, a Regulation is
necessary to provide legal certainty
and transparency for economic
operators, including micro, small
and medium-sized enterprises, and
to provide individuads in al
Member States with the same level
of legally enforceable rights and
obligations and responsibilities for
controllers and processors, to
ensure consistent monitoring of the
processing of personal data, and
equivalent sanctions in all Member
States as well as effective co-
operation by the supervisory
authorities of different Member
States. To take account of the
specific situation of micro, small
and medium-sized enterprises, this
Regulation includes a number of
derogations. In addition, the Union

(11) In order to ensure a consistent
level of protection for individuals
throughout the Union and to
prevent divergences hampering the
free movement of data within the
internal market, a Regulation is
necessary to provide legal certainty
and transparency for economic
operators, including micro, small
and medium-sized enterprises, and
to provide individuas in all
Member States with the same level
of legally enforceable rights and
obligations and responsibilities for
controllers and processors, to
ensure consistent monitoring of the
processing of personal data, and
equivaent sanctions in all Member
States as well as effective co-
operation by the supervisory
authorities of different Member
States. The proper functioning of
the internal market requires that
the free movement of personal
data within the Union should not
be restricted or prohibited for
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In addition, the Union institutions
and bodies, Member States and
their supervisory authorities are
encouraged to take account of the
specific needs of micro, small and
medium-sized enterprises in the
application of this Regulation. The
notion of micro, small and medium-
sized enterprises should draw upon
Commission Recommendation
2003/36/EC of 6 May 2003
concerning the definition of micro,
small and medium-sized
enterprises.

institutions and bodies, Member
States and their  supervisory
authorities are encouraged to take
account of the specific needs of
micro, small and medium-sized
enterprises in the application of this
Regulation. The notion of micro,
small and medium-sized enterprises
should draw upon Commission
Recommendation 2003/361/EC* of
6 May 2003 concerning  the
it . micro, i I
i el oo

1 A .
Commission Recommendation

2003/361/EC of 6 May 2003 concerning
the definition of micro, small and medium-
sized enterprises (OJ L 124, 20.5.2003, p.

36).

reasons connected with the
protection of individuals with
regard to the processing of
personal data.

To take account of the specific
gituation of micro, smal and
medium-sized  enterprises, this
Regulation includes a number of
derogations. In addition, the Union
institutions and bodies, Member
States and their  supervisory
authorities are encouraged to take
account of the specific needs of
micro, smal and medium-sized
enterprises in the application of this
Regulation. The notion of micro,
small and medium-sized enterprises
should draw upon Commission
Recommendation 2003/361/EC of
6 May 2003 concerning the
definition of micro, small and
medium-sized enterprises.

(12) The protection afforded by
this Regulation concerns natural
persons, whatever their nationality
or place of residence, in relation to
the processing of personal data.
With regard to the processing of
data which concern legal persons
and in particular undertakings

(12) The protection afforded by this
Regulation concerns _-natural
persons, whatever their”nationality
or place of residence, in relation to
the processing” of personal data.
With regard to the processing of
datg which concern legal persons

d in particular undertakings

(12) The protection afforded by this
Regulation concerns  natural
persons, whatever their nationality
or place of residence, in relation to
the processing of persona data
With regard to the processing of
data which concern legal persons
and in particular undertakings
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established as lega persons,
including the name and the form of
the lega person and the contact
details of the legal person, the
protection of this Regulation should
not be claimed by any person. This
should also apply where the name
of the legal person contains the
names of one or more natura
persons.

established as lega persons;
including the name and the foern of
the lega person and the-contact
details of the legal ferson, the
protection of this Regulation should
not be claimed by any person. This
should also &pply where the name
of the Jegal person contains the
names” of one or more naturd
persons.

established as lega persons,
including the name and the form of
the lega person and the contact
details of the legal person, the
protection of this Regulation should
not be claimed by any person. Fhis
should also apply where the name
e
names of one or more natural
Soeee

(13) The protection of
individuals should be
technologically neutral and not
depend on the techniques used;
otherwise this would create a
serious risk of circumvention. The
protection of individuals should
apply to processing of persona data
by automated means as well as to
manual processing, if the data are
contained or are intended to be
contained in a filing system. Files
or sets of files aswell astheir cover
pages, which are not structured
according to specific criteria,
should not fall within the scope of
this Regulation.

(13) The protection of individuals
should be technologically neutral
and not depend on the techniques
used; otherwise this would create a
serious risk of circumvention. The
protection of individuals should
apply to processing of personal data
by automated means as well as to
manual processing, if the data are
contained or are intended to be
contained in a filing system. Files
or sets of files as well astheir cover
pages, which are not structured
according to specific criteria,
should not fall within the scope of
this Regulation.

(13) The protection of individuas
should be technologically neutra
and not depend on the techniques
used; otherwise this would create a
serious risk of circumvention. The
protection of individuals should
apply to processing of personal data
by automated means as well as to
manual processing, if the data are
contained or are intended to be
contained in a filing system. Files
or sets of files as well astheir cover
pages, which are not structured
according to specific criteria,
should not fall within the scope of
this Regulation.
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Amendment 1

(14) This Regulation does not
address issues of protection of
fundamental rights and freedoms or
the free flow of datarelated to
activitieswhich fall outside the
scope of Union law, nor does it
cover the processing of personal
data by the Union institutions,
bodies, offices and agencies, which
are subject to Regulation (EC) No
45/2001’, or the processing of
persona data by the Member States
when carrying out activitiesin
relation to the common foreign and
security policy of the Union.

(14) This Regulation does not This
Regulation does not address issues
of protection of fundamental rights
and freedoms or the free flow of
data related to activities which fall
outside the scope of Union law;-+er

does it cover the processing of
.
_pas_ene_nl ’elertla l_by, Elﬁ'ﬁe. Q'"e”l
o5 whic b .
Regulation (EC) No 45/2001;-erthe
;
processing-of-—persona elensa_ by-the
|°|e.“.'b.e' S. tatels .”l'e“ eleulymg out
orc I . i 1
Unien of the European Parliament
and of the Council** should be
brought in line with this
Regulation and applied in
accordance with this Regulation.

*“LRegulation (EC) No 45/2001 of
the European Parliament and of
the Council of 18 December 2000
on the protection of individuals

(14) This Regulation does not
address issues of protection of
fundamental rights and freedoms or
the free flow of data related to
activities which fall outside the
scope of Union law, such as
activities concerning  national
security, taking into account
Articles 3 to 6 of the Treaty on the
Functioning of the European
Union nor does it cover the
processing of persona data by the
I s whi .
the processing of personal data by
the-Member States when carrying
out activities in relation to the
common foreign and security
policy of the Union.

7

0J L 8,12.1.2001, p. 1.

| 03181212001 p- 1
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with regard to the processing of
personal data by the Community
institutions and bodies and on the
free movement of such data (OJL
8,12.1.2001, p. 1).

(14a) Regulation (EC) No
45/2001° applies to the processing
of personal data by the Union
institutions, bodies, offices and
agencies. Regulation (EC) No
45/2001 and other Union legal
instruments applicable to such
processing of personal data should
be adapted to the principles and
rules of this Regulation.

Amendment 2

(15) This Regulation should not
apply to processing of personal
data by a natural person, which are
exclusively personal or domestic,
such as correspondence and the
holding of addresses, and without
any gainful interest and thus
without any connection with a
professional or commercial
activity. The exemption should aso
not apply to controllers or

(15) This Regulation should not
apply to processing of persona data
by a natural person, which are
exclusively  persona, family-
related, or domestic, such as
correspondence and the holding of
addresses or a private sale; and

” nful I
thus without any connection with a
professional or commercial

activity. Fhe-exemption-should-also

(15) This Regulation should not
apply to processing of personal data
by a natura person in the contects
of a-whiech-are-exelusively persona
or—demestichousehold  activity,
B e
any—gatnful—interest—and  thus
without any connection with a
professional or commercia activity.
Personal and household activities

9

0J L 8,12.1.2001, p. 1.
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processors which provide the
means for processing personal data
for such personal or domestic
activities.

not —apply —to controllers —or

hict i I
means for processing personal data
for—sueh—personal—or—domestic
activittes———However, this
Regulation should apply to
controllers and processors which
provide the means for processing
personal data for such personal or
domestic activities..

include social networking and on-
line activity undertaken within the
context of such personal and
househlod activities. However, this
Regulation Fhe-exemption-should
also—net—apply to controllers or
processors which provide the
means for processing persona data
for such personal or domestic
activities.

(16) The protection of
individuals with regard to the
processing of personal data by
competent authorities for the
purposes of prevention,
investigation, detection or
prosecution of criminal offences or
the execution of criminal penalties,
and the free movement of such
data, is subject of a specific legal
instrument a  Union level.
Therefore, this Regulation should
not apply to the processing
activities for those purposes.
However, data processed by public
authorities under this Regulation
when used for the purposes of
prevention, investigation, detection
or prosecution of criminal offences
or the execution of crimina

(16) The protection of individuals
with regard to the processing of
personal data by competent
authorities for the purposes of
prevention, investigation, detection
or prosecution of criminal offences
or the execution of criminal
pendlties, and the free movement of
such data, is subject of a specific
legal instrument at Union level.
Therefore, this Regulation should
not apply to the processing
activities for those purposes.
However, data processed by public
authorities under this Regulation
when used for the purposes of
prevention, investigation, detection
or prosecution of criminal offences
or the execution of crimina
penalties should be governed by the

(16) The protection of individuas
with regard to the processing of
personal data by competent
authorities for the purposes of
prevention, investigation, detection
or prosecution of crimina offences
and, for these purposes, the
maintenance of public order, or
the execution of criminal penalties,
and the free movement of such
data, is subject of a specific legal
instrument a  Union level.
Therefore, this Regulation should
not apply to the processing
activities for those purposes.
However, data processed by public
authorities under this Regulation
when used for the purposes of
prevention, investigation, detection
or prosecution of criminal offences
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penalties should be governed by
the more specific legal instrument
a  Union leve (Directive
XXIYYY).

more specific legal instrument at
Union level (Directive
XXX (Directive 2014/.../EU of
the European Parliament and of the
Council on the protection of
individuals with regard to the
processing of persona data by
competent authorities  for  the
purposes of prevention,
investigation, detection or
prosecution of crimina offences or
the execution of crimina penalties,
and the free movement of such
data).

or the execution of crimina
penalties should be governed by the
more specific legal instrument at
Union level (Directive XX/YYY).

When processing of personal data
by (...) private bodies falls within
the scope of this Regulation, this
Regulation should provide for the
possibility for Member States
under specific conditions to
restrict by law certain obligations
and rights when such a restriction
congtitutes a necessary and
proportionate measure in a
democratic society to safeguard
specific important interests
including public security and the
prevention, investigation, detection
and prosecution of criminal
offences. This is relevant for
instance in the framework of anti-
money laundering or_the activities
of forensic laboratories.

(16a) While this Regulation
applies also to the activities of
courts and other  judicial
authorities, Union or Member
State law could specify the
processing operations and
processing procedures in relation
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to the processing of personal data
by courts and other judicial
authorities. The competence of the
supervisory authorities should not
cover the processing of personal
data when courts are acting in
their judicial capacity, in order to
safeguard the independence of the
judiciary in the performance of its
judicial tasks, including its
decision-making. Supervision of
such data processing operations
may be entrusted to specific bodies
within the judicial system of the
Member State, which should in
particular control compliance with
the rules of this Regulation,
promote the awareness of the
judiciary of their obligations under
this Regulation and deal with
complaints in relation to such
processing.

(17) This Regulation should be
without prejudice to the application
of Directive 2000/3VEC, in
particular of the liability rules of
intermediary service providers in
Articles 12 to 15 of that Directive.

(17) This Regulation should be
without prejudice to the application
of Directive 2000/3V/EC_of the
European Parliament and of the
Council*, in particular of the
liability rules of intermediary
service providers in Articles 12 to
15 of that Directive.

(17) Directive 2000/31/EC does not
apply to questions relating to
information  society  services
covered by this Regulation. That
Directive seeks to contribute to the
proper functioning of the internal
market by ensuring the free
movement of information society
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! Directive 2000/31/EC _of the

European Parliament and of the Council of
8 June 2000 on certain legal aspects of
information society services, in particular
electronic _commerce, in the Internal
Market (Directive on electronic
commerce) (OJL 178, 17.7.2000, p. 1).

services between Member States.
Its application should not be
affected by this Regulation.This
Regulation should therefore be
without prejudice to the application
of Directive 2000/3VEC, in
particular of the liability rules of
intermediary service providers in
Articles 12 to 15 of that Directive.

Amendment 3

(18) This Regulation allows the
principle of public access to
official documents to be taken into
account when applying the
provisons set out in this
Regulation.

(18) This Regulation allows the
principle of public access to officia
documents to be taken into account
when applying the provisions set
out in this Regulation. Personal
data in documents held by a public
authority or public body may be
disclosed by that authority or body
in accordance with Union or
Member State law regarding
public access to  official
documents, which reconciles the
right to data protection with the
right of public access to official
documents and constitutes a fair
balance of the various interests
involved.

(18) This Regulation alows the
principle of public accessto official
documents to be taken into account
when applying the provisions set
out in this Regulation. Public
access to official documents may
be considered as a public interest.
Personal data in documents held
by a public authority or a public
body may be publicly disclosed by
this authority or body if the
disclosureis provided for by Union
law or Member State law to which
the public authority or public body
is subject. Such laws should
reconcile the interest of public
access to official documents with
the right to the protection of
personal data.
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(19) Any processing of personal
data in the context of the activities
of an establishment of a controller
or a processor in the Union should
be carried out in accordance with
this Regulation, regardiess of
whether the processing itself takes
place within the Union or not.
Establishment implies the effective
and rea execise of activity
through stable arrangements. The
legal form of such arrangements,
whether through a branch or a
subsidiary with a lega personality,
is not the determining factor in this
respect.

(19) Any processing of personal
data in the context of the activities
of an establishment of a controller
or a processor in the Union should
be carried out in accordance with
this Regulation, regardiess of
whether the processing itself takes
place within the Union or not.
Establishment implies the effective
and rea exercise of activity
through stable arrangements. The
legal form of such arrangements,
whether through a branch or a
subsidiary with a legal personality,
is not the determining factor in this
respect.

(19) Any processing of personal
data in the context of the activities
of an establishment of a controller
or a processor in the Union should
be carried out in accordance with
this Regulation, regardless of
whether the processing itself takes
place within the Union or not.
Establishment implies the effective
and real exercise of activity through
stable arrangements. The legal form
of such arrangements, whether
through a branch or a subsidiary
with a legal personality, is not the
determining factor in this respect.

Amendment 4

(20) In order to ensure that
individuals are not deprived of the
protection to which they are
entitled under this Regulation, the
processing of persona data of data
subjects residing in the Union by a
controller not established in the
Union should be subject to this
Regulation where the processing
activities are related to the offering
of goods or services to such data
subjects, or to the monitoring of the

(20) In order to ensure that
individuals are not deprived of the
protection to which they are
entitled under this Regulation, the
processing of personal data of data
subjects residing in the Union by a
controller not established in the
Union should be subject to this
Regulation where the processing
activities are related to the offering
of goods or services, irrespective of
whether connected to a payment or

(20) In order to ensure that
individuals are not deprived of the
protection to which they are
entitled under this Regulation, the
processing of personal data of data
subjects residing in the Union by a
controller not established in the
Union should be subject to this
Regulation where the processing
activities are related to the offering
of goods or services to such data

subjects, or to the monitoring of the
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behaviour of such data subjects.

not, to such data subjects, or to the
monitoring ef-the-behaviour of such
data subjects. In order to
determine  whether such a
controller is offering goods or
services to such data subjects in
the Union, it should be ascertained
whether it is apparent that the
controller is envisaging the
offering of services to data
subjects in one or more Member
Statesin the Union.

behaviour of such data subjects
irrespective of whether connected
to a payment or not, which takes
place in the Union. In order to
determine whether such a
controller is offering goods or
services to such data subjects in
the Union, it should be ascertained
whether it is apparent that the
controller is envisaging doing
business with data subjects
residing in one or more Member
States in the Union. Whereas the
mere  accessibility  of the
controller’s or an intermediary’s
website in the Union or of an
email address and of other contact
details or the use of a language
generally used in the third country
where the controller is established,
is insufficient to ascertain such
intention, factors such as the use
of a language or a currency
generally used in one or more
Member States with the possibility
of ordering goods and services in
that other language, and/or the
mentioning of customers or users
residing in the Union, may make it
apparent that the controller
envisages offering goods or
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services to such data subjects in
the Union.

Amendment 5

(21) In order to determine
whether a processing activity can
be considered to ‘monitor the
behaviour’ of data subjects, it
should be ascertained whether
individuals are tracked on the
internet  with data processing
technigues which consist  of
applying a ‘profile’ to an
individual, particularly in order to
take decisions concerning her or
him or for analysing or predicting
her or his persona preferences,
behaviours and attitudes.

(21) In order to determine whether
a processing activity can be
considered to  ‘monitor the
behaviour’ of data subjects, it
should be ascertained whether
individuals are tracked en—the
internet—with, regardless of the
origins of the data, or if other data
about them are collected,
including from public registers
and announcements in the Union
that are accessible from outside of
the Union, including with the
intention to use, or potential of
subsequent use of data processing
technigues which consist of
applying a ‘profile’ te—an
individual, particularly in order to
take decisions concerning her or
him or for analysing or predicting
her or his persona preferences,
behaviours and attitudes.

(21) The processing of personal
data of data subjects residing in
the Union by a controller not
established in the Union should
also be subject to this Regulation
when it is related to the
monitoring of their behaviour
taking place within the European
Union. In order to determine
whether a processing activity can
be considered to ‘monitor the
behaviour’ of data subjects, it
should be ascertained whether
individuals are tracked on the
internet with data processing
techniqgues which consist of
apphyinga—profile’to-profiling an
individual, particularly in order to
take decisions concerning her or
him or for analysing or predicting
her or his personal preferences,
behaviours and attitudes.

(22) Where the national law of a
Member State applies by virtue of

(22) Where the national law of a
Member State applies by virtue of

(22) Where the national law of a
Member State applies by virtue of
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public international law, this
Regulation should aso apply to a
controller not established in the
Union, such asin a Member State's
diplomatic mission or consular
post.

public international law, this
Regulation should also apply to a
controller not established in the
Union, such as in a Member State's
diplomatic mission or consular
post.

public international law, this
Regulation should aso apply to a
controller not established in the
Union, such asin a Member State's
diplomatic mission or consular
post.

Amendment 6

(23) The principles of protection
should apply to any information
concerning an identified or
identifiable person. To determine
whether a person is identifiable,
account should be taken of all the
means likely reasonably to be used
either by the controller or by any
other person to identify the
individual. The principles of data
protection should not apply to data
rendered anonymous in such a way
that the data subject is no longer
identifiable.

(23) The principles of data
protection should apply to any
information concerning an
identified or identifiable natural
person. To determine whether a
person is identifiable, account
should be taken of al the means
Hkely-reasonably likely to be used
either by the controller or by any
other person to identify or single
out the individual directly or
indirectly. To ascertain whether
means ar e reasonably likely to be
used to identify the individual,
account should be taken of all
objective factors, such as the
costs of and the amount of time
required for identification, taking
into consideration both available
technology at the time of the
processing and technological
development. The principles of

(23) The principles of data
protection should apply to any
information concerning an
identified or identifiable natural
person. Data including
pseudonymised data, which could
be attributed to a natural person
by the wuse of additional
information, should be considered
as information on an identifiable
natural person. To determine
whether a person is identifiable,
account should be taken of all the
means likely reasonably to be used
either by the controller or by any
other person to identify the
individual directly or indirectly. To
ascertain  whether means are
reasonable likely to be used to
identify the individual, account
should be taken of all objective
factors, such as the costs of and
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data protection should therefore
not apply to anonymous data

I ho d hiect | |
tdentifiable, which is information
that does not relate to an
identified or identifiable natural
person. This Regulation does
therefore not concern the
processing of such anonymous
data, including for statistical and
resear ch purposes.

the amount of time required for
identification, taking into
consideration  both  available
technology at the time of the
processing and technological
development. The principles of data
protection should therefore not
apply to anonymous information,
that is information which does not
relate to an identified or
identifiable natural person or to
data rendered anonymous in such a
way that the data subject is not or
no longer identifiable. This
Regulation does therefore not
concern the processing of such
anonymous information, including
for satistical and research
purposes.

(23a) The  application  of
pseudonymisation to personal data
can reduce the risks for the data

10
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subjects concerned and help
controllers and processors meet
their data protection obligations.
The explicit introduction of
‘pseudonymisation’ through the
articles of this Regulation is thus
not intended to preclude any other
measures of data protection.

23b)  (...)

(23c) In order to create incentives
for applying pseudonymisation
when processing personal data,
measures of pseudonymisation
whilst allowing general analysis
should be possible within the same
controller when the controller has
taken technical and organisational
measures necessary to ensure that
the provisions of this Regulation
are implemented, taking into
account the respective data
processing and ensuring that
additional information for
attributing the personal data to a
specific data subject is kept
separetly. The controller who
processes the data shall also refer
to authorised persons within the
same controller. In such case
however the controller shall make
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sure that the individual(s)
performing the pseudonymisation
are not referenced in the meta-
data™.

Amendment 7
(24) When using online services, | (24) When—using—entne—serviees; | (24) When using online services,
individuals may be associated with | irdividualsrray-be-assoeiated-with | individuals may be associated with

online identifiers provided by their
devices, applications, tools and
protocols, such as Internet Protocol
addresses or cookie identifiers.
This may leave traces which,
combined with unique identifiers
and other information received by
the servers, may be used to create
profiles of the individuals and
identify them. It follows that
identification numbers, location
data, online identifiers or other
specific factors as such need not
necessarily be considered as
personal datain all circumstances.

entine This Regulation should be
applicable to processing involving
identifiers  provided by ther
devices, applications, tools and
protocols, such as Internet Protocol
addresses or cookie identifiers and
Radio Freguency Identification
tags, unlessthose identifiers do not
relate to an identified or
identifiable natural person. Fhis

may-teave-traces-which,—combined

online identifiers provided by their
devices, applications, tools and
protocols, such as Internet Protocol
addresses or cookie identifiers. This
may leave traces which, when
combined with unique identifiers
and other information received by
the servers, may be used to create
profiles of the individuals and
identify them. H—fellows—that
Hdentification numbers, location
data, online identifiers or other
specific factors as such reed-should
not necessarity—be considered as
personal dataitn-aH-cireumstances if
they do not identify an individual
or make an individual
identifiable™.

11

COM, IE, IT, AT, SE, UK reservation and FR scrutiny reservation on two last sentences.

12 DE reservation. ES, EE and I T also queried as regard the status of so-called identifiers. AT and Sl thought the last sentence of the recital should be deleted. UK questioned whether
so-called identifiers which were never used to trace back to a data subject should also be considered as personal data and hence subjected to the Regulation. It suggested stating that
these can constitute personal data, but this will depend on the context. UK suggests deleting the words 'provided by their devices, applications, tools and protocols, such as I nternet
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v dered

Amendment 8

(25) Consent should be given
explicitty by any appropriate
method enabling a freely given
specific and informed indication of
the data subject's wishes, either by
a statement or by a clear
affirmative action by the data
subject, ensuring that individuals
are aware that they give their
consent to the processing of
persona data, including by ticking
a box when visiting an Internet
website or by any other statement
or conduct which clearly indicates
in this context the data subject's
acceptance of the proposed
processing of their persona data
Silence or inactivity should
therefore not constitute consent.
Consent should cover Al
processing activities carried out for
the same purpose or purposes. If

(25) Consent should be given
explicitty by any appropriate
method enabling a freely given
specific and informed indication of
the data subject's wishes, either by
a statement or by a clear affirmative
action that is the result of choice
by the data subject, ensuring that
individuals are aware that they give
their consent to the processing of
persona data—including-by. Clear
affirmative action could include
ticking a box when visiting an
Internet website or by any other
statement or conduct which clearly
indicates in this context the data
subject's  acceptance of the
proposed processing of his or her
personal data. Silence, mere use of
a service or inactivity should
therefore not constitute consent.
Consent should cover all processing

(25) Consent should be given
expheithy—unambiguoudy by any
appropriate method enabling a
freely given specific and informed
indication of the data subject's
wishes, either by a writtent,
including® electronic, oral er
other—statement or, if required by
specific circumstances, by aany
other clear affirmative action by
the data subject, signifying his or
her agreement to ensuring—that
|||el_|u|eluedseneaweluetlnat tlne_y grve
personal datarelating to him or her
being processed; This could
includirgee by-ticking a box when
visiting an Internet website or by
any other statement or conduct
which clearly indicates in this
context the data  subject's
acceptance  of the proposed

Protocol addresses or cookie identifiers and 'received by the servers'. It also suggests deleting 'need not necessarily be considered as personal data in all circumstances ' and
replacing it by 'can constitute personal data, but this will depend on the context'. COM referred to the ECJ case law (Scarlett C-70/10) according to which | P addresses should be
considered as persona data if they actually could lead to the identification of data subjects. DE queried who would in practice be responsible for such metadata.

13 HU and DE would prefer to distinguish electronic from written statements.
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the data subject's consent is to be
given following an electronic
request, the request must be clear,
concise and not unnecessarily
disruptive to the use of the service
for which it is provided.

activities carried out for the same
purpose or purposes. If the data
subject's consent is to be given
following an electronic request, the
request must be clear, concise and
not unnecessarily disruptive to the
use of the service for which it is
provided.

processing of their personal data.
Silence or inactivity should
therefore not constitute consent.
Whereit istechnically feasible and
effective, the data subject's
consent to processing may be
given by using the appropriate
settings of a browser or other
application'®. In such cases it is
sufficient that the data subject
receives the information needed to
give freely specific and informed
consent when starting to use the
service. Consent should cover all
processing activities carried out for
the same purpose Or purposes.
When the processing has multiple
purposes, unambiguous consent
should be granted for all of the
processing purposes. It is often not
possible to fully identify the
purpose of data processing for
scientific purposes at the time of
data collection. Therefore data
subjects can give their consent to
certain areas of scientific research
when in keeping with recognised
ethical standards for scientific
research™. Data subjects should

14

PL and AT reservation.
FR and COM scrutiny reservation.
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have the opportunity to give their
consent only to certain areas of
research or parts of research
projects to the extent allowed by
the intended purpose and provided
that this does not involve
disproportionate efforts in view of
the protective purpose™. If the data
subject's consent is to be given
following an electronic request, the
request must be clear, concise and
not unnecessarily disruptive to the
use of the service for which it is
provided”.

(25a) Genetic data should be
defined as personal data relating
to the genetic characteristics of an
individual which have been
inherited or acquired asthey result
from an analysis of a biological
sample from the individual in
guestion, in  particular by
chromosomal,  deoxyribonucleic
acid (DNA) or ribonucleic acid
(RNA) analysis or analysis of any
other element enabling equivalent

16
17

AT, CZ, |E and FR scrutiny reservation; COM reservation.

UK, supported by CZ and | E, proposed adding: '‘Where the intention is to store data for an as yet unknown research purpose or as part of a research resource [such as a biobank or
cohort], then this should be explained to data subjects, setting out the types of research that may be involved and any wider implications. This interpretation of consent does not affect
the need for derogations from the prohibition on processing sensitive categories of data for scientific purposes .
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information to be obtained.

(26) Persona data relating to
health should include in particular
all data pertaining to the hedth
status of a data subject; information
about the registration of the
individual for the provision of
health services; information about
payments or digibility for
healthcare with respect to the
individual; a number, symbol or
particular assigned to an individual
to uniquely identify the individua
for health purposes, any
information about the individual
collected in the course of the
provision of health services to the
individual; information derived
from the testing or examination of
a body part or bodily substance,
including biological  samples,
identification of a person as
provider of heathcare to the
individual; or any information on
e.g. a disease, disahility, disease
risk, medica history, clinica
treatment, or the actual
physiological or biomedical state
of the data subject independent of

(26) Personal data relating to healt
should include in particular al data
pertaining to the health status of a
data subject; information about the
registration of the individual for the
provison of hedth Vices,
information about payments or
eigibility for healthcare with
respect to the individual / a number,
symbol or particular assigned to an
individual to uniquely identify the
individual for healthy purposes; any
information about/ the individual
collected in the’ course of the
provision of headlth services to the
individual; information derived
from the testinig or examination of a
body part or bodily substance,
including / biological  samples;
identification of a person as
provider/ of hedthcare to the
individyal; or any information on
e.g. & disease, disability, disease
risk,/, medical history, clinica
trestment, or the actual
phiysiological or biomedical state of
e data subject independent of its
source, such as eg. from a

(26) Persona data relating—to
concerning heath should include
H—particular—al-data pertaining to
the health status of a data subject
which reveal information relating
to the past, current or future
physical or mental health of the
data subject™; including
information about the registration
of the individual for the provision
of health services, fermation

about  payments or - eigibitity for
T
Hdividual—a number, symbol or
particular assigned to an individua
to uniquely identify the individual
for health purposes; any
R e
Hdhvidualk—information  derived
from the testing or examination of a
body part or bodily substance,
including genetic data and
biological samples; identification-of
a person as provider of healthcare
to—the—tdividual——or  any
information on e-g—for a example a

18

BE proposal.
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its source, such as eg. from a
physician or  other  heath
professional, a hospital, a medical
device, or an in vitro diagnostic
test.

physician or other h
professional, a hospital, a ical
device, or an in vitro diagnostic
test.

disease, disability, disease risk,
medical history, clinical treatment,
or the actual physiologica or
biomedical state of the data subject
independent of its source, such as
eg—for example from a physician
or other health professiona, a
hospital, a medical device, or anin
vitro diagnostic test.

(27) The main establishment of a
controller in the Union should be
determined according to objective
criteria and should imply the
effective and real exercise of
management activities determining
the main decisions as to the
purposes, conditions and means of
processing through stable
arrangements. This criterion should
not depend whether the processing
of personal data is actually carried
out at that location; the presence
and use of technical means and
technologies  for processing
persona data or processing
activities do not, in themselves,
constitute such main establishment
and are therefore no determining
criteria for a main establishment.
The main establishment of the

(27) The main establishment of
controller in the Union should fe
determined according to objegtive
criteria and should imply the
effective and read exegise of
management activities determining
the main decisions to the
purposes, eenditions ahd means of
processing throygh stable
arrangements. Thig criterion should
not depend whether the processing
of personal daa is actually carried
out at that location; the presence
and use of/ technical means and
technol og for processing
person data or processing
activittes do not, in themselves,
congtitute such main establishment
and’ are therefore no determining
iteria for a main establishment.
he main establishment of the

(27) The main establishment of a
controller in the Union should be
the place of its central
administration in the Union,
unless determined according to
objective _eutena and-sneuld .“"pb
the-eftective em_el_n_eal SI cereise of
the main—decisions as-te—on the
purposes.—conditions and means of
processing of personal data are
taken in another establishment of
the controller in the Union. In this
case the latter should be
considered as the main

establishment.  threugh——stable

arfangements——  The  main
establishment of a controller in the

Union should be determined
according to objective criteria and
should imply the effective and real
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processor should be the place of its
central administration in the Union.

processor should be the place of it

central administration in the Uniory

exercise of management activities
determining the main decisions as
to the purposes and means of
processing through stable
arrangements.  This  criterion
should not depend on whether the
processing of persona data is
actually carried out at that location;
the presence and use of technical
means and technologies for
processing personal data or
processing activities do not, in
themselves, constitute such main
establishment and are therefore not
determining criteria for a main
establishment. The main
establishment of the processor
should be the place of its centrd
administration in the Union and, if
it has no central administration in
the Union, the place where the
main processing activities take
place in the Union. In cases
involving both the controller and
the processor, the competent lead
supervisory  authority  should
remain the supervisory authority
of the Member State where the
controller has its main
establishment but the supervisory
authority of the processor should
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be considered as a concerned
supervisory authority and
participate to the cooperation
procedure provided for by this
Regulation. In any case, the
supervisory authorities of the
Member State or Member States
where the processor has one or
more establishments should not be
considered as concerned
supervisory authorities when the
draft decision concerns only the
controller.

Where the processing is carried
out by a group of undertakings,
the main establishment of the
controlling undertaking should be
considered as the main
establishment of the group of
undertakings, except where the
purposes and means of processing
are determined by another
undertaking.

(28) A group of undertakings
should cover a controlling
undertaking and its controlled
undertakings, whereby the
controlling undertaking should be
the undertaking which can exercise
a dominant influence over the other

(28) A group of undertakings
should cover a trolling
undertaking and controlled
undertakings, whereby the
controlling-Undertaking should be
the undertaking which can exercise

ominant influence over the other

(28) A group of undertakings
should cover a controlling
undertaking and its controlled
undertakings, whereby the
controlling undertaking should be
the undertaking which can exercise
a dominant influence over the other
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undertakings by  virtue, for
example, of ownership, financia
participation or the rules which
govern it or the power to have
personal data protection rules
implemented.

undertakings by  virtue, r
example, of ownership, fihancid
participation or the-fules which
govern it or_the power to have
persona—data protection rules
[ ented.

undertakings by  virtue, for
example, of ownership, financid
participation or the rules which
govern it or the power to have
personal data protection rules
implemented.

Amendment 9

(29) Children deserve specific
protection of their personal data, as
they may be less aware of risks,
consequences, safeguards and their
rights in relation to the processing
of personal data. To determine
when an individua is a child, this
Regulation should take over the
definition lad down by the UN
Convention on the Rights of the
Child.

(29) Children deserve gpecific
protection of their persona data, as
they may be less aware of risks,
consequences, safeguards and their
rights in relation to the processing
of personal data. Fe—determine
when-an-rdividuals—a-chitdthis
Regulation should take over the
Convention on the Rights of the
Chitd—Where data processing is
based on the data subject’s
consent in relation to the offering
of goods or services directly to a
child, consent should be given or
authorised by the child’s parent or
legal guardian in cases where the
child is below the age of 13. Age-
appropriate language should be

(29) Children deserve gpecific
protection of their personal data, as
they may be less aware of risks,
consequences, safeguards and their
rights in relation to the processing
of personal data To determine
Regulation should take over the
Child. ?° This concerns especially
the use of personal data of
children for the purposes of
marketing or creating personality
or user profiles and the collection
of child data when using services
offered directly to a child™.

19
20
21

COM reservation on deletion of the UN Convention on the Rights of the Child reference.

COM reservation on deletion of the reference to the UN Convention on the Rights of the Child.

CZ and AT reservation.
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used where the intended audience
is children. Other grounds of
lawful processing such as grounds
of public interest should remain
applicable, such as for processing
in the context of preventive or
counselling  services  offered
directly to a child.

(30) Any processing of personal
data should be lawful, fair and
transparent in relation to the
individuals concerned. In
particular, the specific purposes for
which the data are processed
should be explicit and legitimate
and determined at the time of the
collection of the data The data
should be adequate, relevant and
limited to the minimum necessary
for the purposes for which the data
are processed; this requires in
particular ensuring that the data
collected are not excessive and that
the period for which the data are
stored is limited to a strict
minimum. Personal data should
only be processed if the purpose of
the processing could not be
fulfilled by other means. Every
reasonable step should be taken to

(30) Any processing of person
data should be lawful, fair and
transparent in relation to /the
individuals concerned. In
particular, the specific purpdses for
which the data are proc should
be explicit and legitymate and
determined at the e of the
collection of the ddta. The data
should be adequatg, relevant and
limited to the minimum necessary
for the purposes/for which the data
are proc , this requires in
particular epsuring that the data
collected not excessive and that
the period for which the data are
stored /is limited to a strict
minimum. Personal data should
only/be processed if the purpose of
the/processing could not be fulfilled
other means. Every reasonable
step should be taken to ensure that

(30) Any processing of personal

data should be lawful and; fair. and

It should be transparent -relation

te-for the individuals-eencerned—tn
Leutar o

I i L not be fulfilled
by-ether-means-that personal data

concerning them are collected,
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ensure that personal data which are
inaccurate are rectified or deleted.
In order to ensure that the data are
not kept longer than necessary,
time limits should be established
by the controller for erasure or for
aperiodic review.

personal data which are inaccurat
are rectified or deleted. In order
ensure that the data are not kept
longer than necessary, time linits
should be established by / the
controller for erasure or for a
periodic review.

used, consulted or otherwise
processed and to which extent the
data are processed or will be
processed. The principle of
transparency requires that any
information and communication
relating to the processing of those
data should be easily accessible
and easy to understand, and that
clear and plain language is used.
This concerns in particular the
information of the data subjects on
the identity of the controller and
the purposes of the processing and
further information to ensure fair
and transparent processing in
respect of the individuals
concerned and their right to get
confirmation and communication
of personal data being processed
concerning them.

Individuals should be made aware
on risks, rules, safeguards and
rights in relation to the processing
of personal data and how to
exercise his or her rights in
relation to the processing. In
particular, the specific purposes
for which the data are processed
should be explicit and legitimate
and determined at the time of the
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collection of the data®?. The data
should be adequate and relevant
(...) for the purposes for which the
data are processed; thisrequiresin
particular ensuring that the data
collected are not excessive and
that the period for which the data
are stored is limited to a strict
minimum. (...). Personal data
should only be processed if the
purpose of the processing could
not reasonably be fulfilled by other
means>. In order to ensure that
the data are not kept longer than
necessary, time limits should be
established by the controller for
erasureor for a periodic review.

Every reasonable step should be
taken to ensure that persona data
which are inaccurate are rectified or
deleted. In-order-to-ensure-that-the

data are not kept longer than
Ly i mould |
established by the controller for
: ol o

Personal data should be processed
in a manner that ensures

z DE suggested inserting the following sentence: 'Data processing for archiving and statistical purposes in the public interest and for scientific or historical purposes is considered

compatible and can be conducted on the basis of the original legal basis (e.g. consent), if the data have been initially collected for these purposes'.
UK reservation: thiswas too burdensome.
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appropriate security and
confidentiality of the personal
data, including for preventing
unauthorised access to or the use
of personal data and the
equipment used for the processing.

Amendment 10

(31) Inorder for processing to be
lawful, personal data should be
processed on the basis of the
consent of the person concerned or
some other legitimate basis, laid
down by law, ether in this
Regulation or in other Union or
Member State law as referred to in
this Regulation.

(31) In order for processing to be
lawful, personal data should be
processed on the basis of the
consent of the person concerned or
some other legitimate basis, lad
down by law, ether in this
Regulation or in other Union or
Member State law as referred to in
this Regulation. In case of a child
or a person lacking legal capacity,
relevant Union or Member State
law  should determine the
conditions under which consent is
given or authorised by that person.

(31) In order for processing to be
lawful, persona data should be
processed on the basis of the
consent of the person concerned or
some other legitimate basis, laid
down by law, ether in this
Regulation or in other Union or
Member State law as referred to in
this Regulation, including the
necessity for compliance with the
legal obligation to which the
controller is subject or the
necessity for the performance of a
contract to which the data subject
iS party or in order to take steps at
the request of the data subject
prior to entering into a contract.

(31a) Wherever this Regulation
refers to a legal basis or a
legidlative measure, this does not
necessarily require a legislative act
adopted by a parliament, without
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prejudice to requirements
pursuant the constitutional order
of the Member State concerned,
however such legal basis or
legidlative measure should be clear
and precise and its application
foreseeable for those subject to it
as required by the case law of the
Court of Justice of the European
Union and the European Court on
Human Rights.

Amendment 11

(32) Where processing is based
on the data subject's consent, the
controller should have the burden
of proving that the data subject has
given the consent to the processing
operation. In particular in the
context of a written declaration on
another matter, safeguards should
ensure that the data subject is
aware that and to what extent
consent is given.

(32) Where processing is based on
the data subject’s consent, the
controller should have the burden
of proving that the data subject has
given the consent to the processing
operation. In particular in the
context of a written declaration on
another matter, safeguards should
ensure that the data subject is aware
that and to what extent consent is
given. To comply with the
principle of data minimisation, the
burden of proof should not be
understood as requiring the
positive identification of data
subjects unless necessary. Similar
to civil law terms (e.g. Council

(32) Where processing is based on
the data subject's consent, the
controller should have-the-burden
ofpreving-be able to demonstrate
that the data subject has given the
consent to the processing operation.
In particular in the context of a
written declaration on another
matter, safeguards should ensure
that the data subject is aware that
and te—what-the extent to which
consent is given. A declaration of
consent pre-formulated by the
controller should be provided in
an intelligible and easily accessible
form, using clear and plain
language and its content should
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Directive 93/13/EEC*), data
protection policies should be as
clear and transparent as possible.
They should not contain hidden or
disadvantageous clauses. Consent
ean—netcannot be given for the
processing of personal data of
third persons.

#4LCouncil Directive 93/13/EEC
of 5 April 1993 on unfair termsin
consumer contracts (OJ L 95,
21.4.1993, p. 29).

not be unusual within the overall
context. For consent to be
informed, the data subject should
be aware at least of the identity of
the controller and the purposes of
the processing for which the
personal data are intended;
consent should not be regarded as
freely-given if the data subject has
no genuine and free choice and is
unable to refuse or withdraw
consent without detriment.

Amendment 12

(33) In order to ensure free
consent, it should be clarified that
consent does not provide a valid
legal ground where the individual
has no genuine and free choice and
IS subsequently not able to refuse
or withdraw consent without
detriment.

(33) In order to ensure free consent,
it should be clarified that consent
does not provide a vaid legd
ground where the individua has no
genuine and free choice and is
subsequently not able to refuse or
withdraw consent without
detriment. This is especially the
case if the controller is a public
authority that can impose an
obligation by virtue of its relevant
public powers and the consent
cannot be deemed as freely given.
The use of default options which
the data subject is required to
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modify to object to the processing,
such as pre-ticked boxes, does not
express free consent. Consent for
the processing of additional
personal data that are not
necessary for the provision of a
service should not be required for
using the service. When consent is
withdrawn, this may allow the
termination or non-execution of a
service which is dependent on the
data. Where the conclusion of the
intended purpose is unclear, the
controller should in regular
intervals provide the data subject
with  information about the
processing and request a re
affirmation of ther—his or her
consent.

Amendment 13

(34) Consent should not provide
a valid lega ground for the
processing of persona data, where
there is a clear imbalance between
the data subject and the controller.
This is especially the case where
the data subject is in a situation of
dependence from the controller,
among others, where personal data

del eted

(34) In order to safeguard that
Censent—consent_has been freely-
given, consent should not provide a
valid legal ground for the
processing of persona data in a
specific case; where there is a clear
imbalance between the data subject
and the controller and This-this is

especialy the case where the data
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are processed by the employer of
employees personal data in the
employment context. Where the
controller is a public authority,
there would be an imbalance only
in the specific data processing
operations where the public
authority can impose an obligation
by virtue of its relevant public
powers and the consent cannot be
deemed as freely given, taking into
account the interest of the data
subject.

there-weuld-be-an-imbalance enby
4 e specitic—data PrOcesSg
epellatl_el S “.“l'e'e the I l_pul@_lle
pewers-and-makes it unlikely that
the-consent eannet-be-deemed-was
given as-fredy-—given,—taking-nto
R o e
subjeetin all circumstance of that
gpecific situation.  Consent  is
presumed not to be freely given, if
it does not allow separate consent
to be given to different data
processing operations despite it is
appropriate in the individual case,
or if the performance of a contract
is made dependent on the consent
despite this is not necessary for
such performance and the data
subject cannot reasonably obtain
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equivalent services from another
source without consent®”.

(35) Processing should be lawful
where it is necessary in the context
of a contract or the intended
entering into a contract.

(35) Processing should be lawful
where it is necessary in the context
of a contract or the intended
entering into a contract.

(35) Processing should be lawful
where it is necessary in the context
of a contract or the intended
entering into a contract.

(35a) This Regulation provides for
general rules on data protection
and that in specific cases Member
States are also empowered to lay
down national rules on data
protection. The Regulation does
therefore not exclude Member
State law that defines the
circumstances of specific
processing sSituations, including
determining more precisely the
conditions under which processing
of personal data is lawful.
National law may also provide for
special processing conditions for
gpecific sectors and for the
processing of special categories of
data.

24

COM, DK, IE and FR, SE reservation. CZ thought the wording should be more generic.
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Amendment 14

(36) Where processing is carried
out in compliance with a legal
obligation to which the controller is
subject or where processing is
necessary for the performance of a
task carried out in the public
interest or in the exercise of an
official authority, the processing
should have a legal basis in Union
law, or in a Member State law
which meets the requirements of
the Charter of Fundamental Rights
of the European Union for any
limitation of the rights and
freedoms. It is adso for Union or
national law to determine whether
the controller performing a task
carried out in the public interest or
in the exercise of official authority
should be a public administration
or another natural or legal person
governed by public law, or by
private law such as a professional
associ ation.

(36) Where processing is carried
out in compliance with a legd
obligation to which the controller is
subject or where processing is
necessary for the performance of a
task carried out in the public
interest or in the exercise of an
official authority, the processing
should have a legal basis in Union
law, or in a Member State law
which meets the requirements of
the Charter of Fundamental Rights
of the European Union for any
limitation of the rights and
freedoms. This should include also
collective agreements that could be
recognised under national law as
having general validity. It is also
for Union or nationa law to
determine whether the controller
performing a task carried out in the
public interest or in the exercise of
official authority should be a public
administration or another natural or
legal person governed by public
law, or by private law such as a
professional association.

(36) Where processing is carried
out in compliance with a legd
obligation to which the controller is
subject or where processing is
necessary for the performance of a
task carried out in the public
interest or in the exercise of an
officia authority, the processing
should have a tegal-basis in Union
law, or in the national law of a
Member State-tawwhich-meetsthe

requirements of the Charter of
Fundamental  Rights of  the

' .t is
should be aso for Union or
national law to determine the
purpose of processing. whether-the
D e e

asseetation.  Furthermore, this
basis could specify the general
conditions of the Regulation
governing the lawfulness of data
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processing, determine
specifications for determining the
controller, the type of data which
are subject to the processing, the
data subjects concerned, the
entities to which the data may be
disclosed, the purpose limitations,
the storage period and other
measures to ensure lawful and fair
processing.

It should also be for Union or
national law to determine whether
the controller performing a task
carried out in the public interest or
in the exercise of official authority
should be a public authority or
another natural or legal person
governed by public law, or by
private law such as a professional
association, where grounds of
public interest so justify including
for health purposes, such as public
health and social protection and
the management of health care
Services.

(37) The processing of personal
data should equally be regarded as
lawful where it is necessary to
protect an interest which is
essential for the data subject's life.

(37) The processing of nal
data should equally b arded as
lawful where it-is necessary to
protect interest which is
ia for the data subject's life.

(37) The processing of personal
data should equally be regarded as
lawful where it is necessary to
protect an interest which is
essential for the data subject's life
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or that of another person. Some
types of data processing may serve
both important grounds of public
interest and the vital interests of
the data subject as, for instance
when processing is necessary for
humanitarian purposes, including
for monitoring epidemic and its
spread or in  Stuations  of
humanitarian emergencies, in
particular in situations of natural
disasters™.

Amendment 15

(38) The legitimate interests of a
controller may provide alegal basis
for processing, provided that the
interests or the fundamental rights
and freedoms of the data subject
are not overriding. This would
need careful assessment in
particular where the data subject is
a child, given that children deserve
specific  protection. The data
subject should have the right to
object the processing, on grounds
relating to their particular situation
and free of charge. To ensure
transparency, the controller should

(38) The legitimate interests of a
the controller, or in case of
disclosure, of the third party to
whom the data is-are disclosed,
may provide a legal basis for
processing, provided that they meet
the reasonable expectations of the
data subject based on his or her
relationship with the controller
and that the interests or the
fundamental rights and freedoms of
the data subject are not overriding.
This would need careful assessment
in particular where the data subject
iIs a child, given that children

(38) The legitimate interests of a
controller including of a controller
to which the data may be disclosed
or of a third party may provide a
legal basis for processing, provided
that the interests or the
fundamental rights and freedoms of
the data subject are not overriding.
. = S
. .
assessment Hcluding wlnetlnei_ a
elatal .Subll ect-can e;ap;eelt & t: Ile tme
 the datat e for thi
purpose  may  take  place

Legitimate interest could exist for

25

CZ, FR, SE and PL thought the entire recital was superfluous.
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be obliged to explicitly inform the
data subject on the legitimate
interests pursued and on the right
to object, and aso be obliged to
document these legitimate
interests. Given that it is for the
legislator to provide by law the
legal basis for public authorities to
process data, this legal ground
should not apply for the processing
by public authorities in the
performance of their tasks.

deserve specific protection.
Provided that the interests or the
fundamental rights and freedoms
of the data subject are not
overriding, processing limited to
pseudonymous data should be
presumed to meet the reasonable
expectations of the data subject
based on his or her relationship
with the controller. The data
subject should have the right to

object the processing—en—greunds

and free of charge. To ensure
transparency, the controller should
be obliged to explicitly inform the
data subject on the legitimate
interests pursued and on the right to
object, and aso be obliged to
document these legitimate interests.
The interests and fundamental
rights of the data subject could in
particular override the interest of
the data controller where personal
data are processed in
circumstances where data subjects
do not reasonably expect further
processing. Given that it is for the
legislator to provide by law the

example when there is a relevant
and  appropriate  connection
between the data subject and the
controller in situations such asthe
data subject being a client or in
the service of the controller®. (...)
At any rate the existence of a
legitimate interest would need
careful  assessment including
whether a data subject can expect
at the time and in the context of
the collection of the data that
processing for this purpose may
take place. —In particular where
such assessment must take into
account whether the data subject is
a child, given that children deserve
specific  protection. The data
subject should have the right to
object to  the processing, on
grounds relating to their particular
situation and free of charge. To
ensure transparency, the controller
should be obliged to explicitly
inform the data subject on the
legitimate interests pursued and on
the right to object, and aso be
obliged to document these
legitimate interests. Given-thati-is

26

HU scrutiny reservation.
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legal basis for public authorities to
process data, this legal ground
should not apply for the processing
by public authorities in the
performance of their tasks.

(38a) Controllersthat are part of a
group of undertakings or
institution affiliated to a central
bodymay have a |legitimate interest
to transmit personal data within
the group of undertakings for
internal administrative purposes,
including the processing of
clients or employees personal
data. The general principles for
the transfer of personal data,
within a group of undertakings, to
an undertaking located in a third
country (...) remain unaffected.?’

Amendment 16

(39) The processing of data to
the extent strictly necessary for the
purposes of ensuring network and

(39) The processing of data to the
extent strictly necessary and
proportionate for the purposes of

(39) The processing of data to the
extent strictly necessary for the
purposes of ensuring network and

27

FR reservation.
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information security, i.e. the ability
of a network or an information
system to resist, at a given level of
confidence, accidental events or
unlawful or malicious actions that
compromise the avallability,
authenticity, integrity and
confidentiality of stored or
transmitted data, and the security
of the related services offered by,
or accessible via, these networks
and systems, by public authorities,
Computer Emergency Response
Teams - CERTs, Computer
Security Incident Response Teams
— CSIRTSs, providers of electronic
communications networks and
services and by providers of
security technologies and services,
constitutes a legitimate interest of
the concerned data controller. This
could, for example, include
preventing unauthorised access to
electronic communications
networks and malicious code
distribution and stopping “denial of
service’ attacks and damage to
computer and electronic
communication systems.

ensuring network and information
security, i.e. the ability of a
network or an information system
to resist;—at—a—given—tevel—of
confidence, accidental events or
wrlawful-or malicious actions that
compromise  the  availability,
authenticity, integrity and
confidentiality —of stored or
transmitted data, and the security of
the related services offered by,—er
aceessible-via; these networks and
systems, by public authorities,
Computer Emergency Response
Teams - CERTs, Computer
Security Incident Response Teams
— CSIRTSs, providers of electronic
communications networks  and
services and by providers of
security technologies and services
constitutes a legitimate interest of
the concerned data controller. This
could, for example, include
preventing unauthorised access to
electronic communications
networks and malicious code
distribution and stopping ‘denial of
service’ attacks and damage to
computer and electronic
communication  systems.  This
principle also applies to processing

information security, i.e. the ability
of a network or an information
system to resist, at a given level of
confidence, accidental events or
unlawful or malicious actions that
compromise  the  availability,
authenticity, integrity and
confidentiality of stored or
transmitted data, and the security of
the related services offered by, or
accessible via, these networks and
systems, by public authorities,
Computer Emergency Response
Teams - CERTs, Computer
Security Incident Response Teams -
— CSIRTSs, providers of electronic
communications networks  and
services and by providers of
security technologies and services,
constitutes a legitimate interest of
the eoneerned—data controller
concerned. This could, for example,
include preventing unauthorised
access to electronic
communications networks  and
malicious code distribution and
stopping ‘denial of service’ attacks
and damage to computer and
electronic communication systems.
The processing of personal data
strictly necessary for the purposes
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of personal data to restrict abusive
access to and use of publicly
available network or information
systems, such as the blacklisting of
electronic identifiers.

of preventing fraud also
constitutes a legitimate interest of
the data controller concerned. (...)
The processing of personal data
for direct marketing purposes ean
may be regarded as carried out for
a legitimate interest.

Amendment 17

(39a) Provided that the interests or
the fundamental rights and
freedoms of the data subject are
not overriding, the prevention or
limitation of damages on the side
of the data controller should be
presumed as carried out for the
legitimate interest of the data
controller or, in case of disclosure,
of the third party to whom the data
ts—are disclosed, and as meeting
the reasonable expectations of the
data subject based on his or her
relationship with the controller.
The same principle also applies to
the enforcement of legal claims
against a data subject, such as
debt collection or civil damages
and remedies.
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Amendment 18

(39b) Provided that the interests or
the fundamental rights and
freedoms of the data subject are
not overriding, the processing of
personal data for the purpose of
direct marketing for own or
similar products and services or
for the purpose of postal direct
marketing should be presumed as
carried out for the legitimate
interest of the controller, or in
case of disclosure, of the third
party to whom the data is—are
disclosed, and as meeting the
reasonable expectations of the
data subject based on his or her
relationship with the controller if
highly visible information on the
right to object and on the source of
the personal data is given. The
processing of business contact
details should be generally
regarded as carried out for the
legitimate  interest of  the
controller, or in case of disclosure,
of the third party to whom the data
ts—are disclosed, and as meeting
the reasonable expectations of the
data subject based on his or her
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relationship with the controller.
The same should apply to the
processing of personal data made
manifestly public by the data
subject.

Amendment 19

(40) The processing of persond
data for other purposes should be
only allowed where the processing
is compatible with those purposes
for which the data have been
initially collected, in particular
where the processing is necessary
for historical, statistical or
scientific research purposes. Where
the other purpose is not compatible
with the initia one for which the
data are collected, the controller
should obtain the consent of the
data subject for this other purpose
or should base the processing on
another legitimate ground for
lawful processing, in particular
where provided by Union law or
the law of the Member State to
which the controller is subject. In
any case, the application of the
principles set out by this
Regulation and in particular the

del eted

(40) The processing of personal
data for other purposes than the
purposes for which the dat have
been initially collected should be
only alowed where the processing
is compatible with those purposes
for which the data have been
initially collected-. ##-1n such case
no separate legal basis is required
other than the one which allowed
the collection of the data. (...) If
particular—where-the processing is
necessary for the performacne of a
task carried out in the public
interest or in the exercise of
official authority vested in the
controller, Union law or Member
State law may determine and
specify the tasks and purposes for
which the further processing shall
be regarded as lawful. The further
processing (...) for archiving
purposes in the public interest, or
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information of the data subject on
those other purposes should be
ensured.

for—historical, dstatistical, or
scientific researeh  or historical
purposes or in view of future
dispute resolution®® should be
considered as compatible lawful
processing operations. The legal
basis provided by Union or
Member State law for the
collection and processing of
personal data may also provide a
legal basis for further processing
for other purposes if these
purposes are in line with the
assigned task and the controller is
entitled legally to collect the data
for these other purposes™.

In order to ascertain whether a
purpose of further processing is
compatible with the purpose for
which the data are initially
collected, the controller, after
having met all the requirements
for the lawfulness of the original
processing, should take into
account any link between those
purposes and the purposes of the
intended further processing, the
context in which the data have

2 ES pointed out the text of Article 6 had not been modified regarding dispute resolution.

FR, IT and UK scrutiny reservation.
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been collected, including the
reasonable expectations of the
data subject asto their further use,
the nature of the personal data,
the consequences of the intended
further processing for data
subjects, and the existence of
appropriate safeguards in both the
original and intended processing
operations. Where the intended
other purpose is not compatible
with the initial one for which the
data are collected, the controller
should obtain the consent of the
data subject for this other purpose
or should base the processing on
another legitimate ground for
lawful processing, in particular
where provided by Union law or
the law of the Member State to
which the controller is subject.

In any case, the application of the
principles set out by this Regulation
and in particular the information of
the data subject on those other
purposes and on his or her rights
including the right to object,
should be ensured. Indicating
possible criminal acts or threats to
public security by the controller
and transmitting these data to a
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competent authority should be
regarded as being in the legitimate
interest pursued by the
controller®®.  However  such
transmisson in the legitimate
interest of the controller or further
processing of personal data should
be prohibited if the processing is
not compatible with a legal,
professonal or other binding
obligation of secrecy™.

Amendment 20

(41) Personal data which are, by
their nature, particularly sensitive
and vulnerable in relation to
fundamental rights or privacy,
deserve specific protection. Such
data should not be processed,
unless the data subject gives his
explicit consent. However,
derogations from this prohibition
should be explicitly provided for in
respect of specific needs, in
particular where the processing is
caried out in the course of
legitimate activities by certain

del eted

(41) Persona data which are, by
their nature, particularly sensitive
and—vulnerable—in  relation to
fundamental rights and freedomser
priveey, deserve specific protection
as the context of their processing
may create important risks for the
fundamental rights and freedoms.
These data should also include
personal data revealing racial or
ethnic origin, whereby the use of
the term ‘racial origin’ in this
Regulation does not imply an
acceptance by the European

30
31

AT, PL and COM reservation.

|E, SE and UK queried the last sentence of recital 40, which was not reflected in the body of the text. DE, supported by CZ, |E, GR and PL, wanted it to be made clear that Article 6
did not hamper direct marketing or credit information services or businesses in general according to GR.
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associations or foundations the
purpose of which is to permit the
exercise of fundamental freedoms.

Union of theories which attempt to
determine the existence of separate
human races. Such data should not
be processed, unless processing is
allowed in specific cases set out in
this Regulation, taking into
account that Member States law
may lay down specific provisons
on data protection in order to
adapt the application of the rules
of this Regulation*for compliance
with a legal obligation or for the
performance of a task carried out
in the public interest or in the
exercise of official authority vested
in the controller. In addition to the
specific requirements for such
processing, the general principles
and other rules of this Regulation
should apply, in particular as
regards the conditions for lawful
processing. Derogations from the
general prohibition for processing
such special categories of personal
data should be explicitly be
provided inter alia where the data
subject gives his or her explicit
consent —Heowever—derogations

32
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explieithy-provided-for-or in respect
of specific needs, in particular
where the processing is carried out
in the course of legitimate activities
by certan  associations  or
foundations the purpose of which is
to permit the exercise of
fundamental freedoms.

Special categories of personal data
may also be processed where the
data have manifestly been made
public or voluntarily and at the
request of the data subject
transferred to the controller for a
specific purpose specified by the
data subject, where the processing
is done in the interest of the data
subject.

Member State and Union Law may
provide that the  general
prohibition for processing such
special categories of personal data
in certain cases may not be lifted
by the data subject’s explicit
consent.

Amendment 21

(42) Derogating from the
prohibition on processing sensitive
categories of data should also be

(42) Derogating from  the
prohibition on processing sensitive
categories of data should also be

(42) Derogating from the
prohibition on processing sensitive
categories of data should also be
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allowed if done by a law, and
subject to suitable safeguards, so as
to protect personal data and other
fundamental rights, where grounds
of public interest so justify and in
particular for hedth purposes,
including public health and social
protection and the management of
health-care services, especialy in
order to ensure the quality and
cost-effectiveness of the
procedures used for settling claims
for benefits and services in the
health insurance system, or for
historical, statistical and scientific
research purposes.

allowed if done by a law, and
subject to suitable safeguards, so as
to protect persona data and other
fundamental rights, where grounds
of public interest so justify and in
particular for hedth purposes,
including public health and socia
protection and the management of
health-care services, especialy in
order to ensure the quality and cost-
effectiveness of the procedures
used for settling claims for benefits
and services in the health insurance
system, for historical, statistical and
scientific research purposes, or for
archive services.

adlowed H—donre—by—a—when

provided for in Union or Member
State law, and subject to suitable
safeguards, so as to protect
personal data  and other
fundamental rights, where grounds
of public interest so justify, in
particular processing data in the
field of employment law, social
security and social protection law,
including pensions and for health
security, monitoring and alert
purposes, the prevention or
control of communicable diseases
and other serious threats to health
or ensuring high standards of
guality and safety of health care
and services and of medicinal
products or medical devices or
assessing public policies adopted
in the field of health, also by
producing quality and activity
indicators. and—a—partiedtar—This
may be done for health purposes,
including public health and-seeial
protection-and the management of
health-care services, especidly in
order to ensure the quality and
cost-effectiveness of the
procedures used for settling claims
for benefits and services in the
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health insurance system, or for
archiving in the public interest or
historical, statistical and scientific
researeh—purposes. A derogation
should also allow processing of
such data where necessary for the
establishment, exercise or defence
of legal claims, regardless of
whether in a judicial procedure or
whether in an administrative or
any out-of-court procedure.

(42a) Special categories of
personal data which deserve
higher protection, may only be
processed for  health-related
purposes where necessary to
achieve those purposes for the
benefit of individuals and society
as a whole, in particular in the
context of the management of
health or social care services and
systems including the processing
by the management and central
national health authorities of such
data for the purpose of quality
control, management information
and the general national and local
supervision of the health or social
care system, and ensuring
continuity of health or social care

Version 21/04/15 - Council’s consolidated version of March 2015

Page 58 of 630



and cross-border healthcare or
health security, monitoring and
alert purposes or for archiving,
historical, statistical or scientific
purposes as well as for studies
conducted in the public interest in
the area of public health.
Therefore this Regulation should
provide for harmonised conditions
for the processing of special
categories of personal data
concerning health, in respect of
specific needs, in particular where
the processing of these data is
carried out for certain health-
related purposes by persons
subject to a legal obligation of
professional secrecy (...). Union
or Member State law should
provide for specific and suitable
measures so as to protect the
fundamental rights and the
personal data of individuals.

.)%

(42b) The processing of special
categories personal data (...) may
be necessary for reasons of public
interest in the areas of public
health, without consent of the data

s Moved from recital 122.
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subject. This processing is subject
to for suitable and specific
measures so asto protect therights
and freedoms of individuals. In
that context, ‘public health’
should be interpreted as defined in
Regulation (EC) No 1338/2008 of
the European Parliament and of
the Council of 16 December 2008
on Community statistics on public
health and health and safety at
work, meaning all elements related
to health, namely health status,
including morbidity and disability,
the determinants having an effect
on that health status, health care
needs, resources allocated to
health care, the provison of, and
universal access to, health care as
well as health care expenditure
and financing, and the causes of
mortality. Such processing of
personal data concerning health
for reasons of public interest
should not result in personal data
being processed for other purposes
by third parties such as employers,
insurance and banking
companies™.

3 Moved from recital 123.
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(43) Moreover, the processing of
personal data by officia authorities
for achieving aims, laid down in
constitutional law or international
public law, of officialy recognised
religious associations is carried out
on grounds of public interest.

(43) Moreover, the processing of
personal data by official authorities
for achieving aims, laid down in
constitutional law or international
public law, of officially recognised
religious associations is carried out
on grounds of public interest.

(43) Moreover, the processing of
personal data by official authorities
for achieving aims, laid down in
constitutional law or international
public law, of officially recognised
religious associations is carried out
on grounds of public interest.

(44) Where in the course of
electoral activities, the operation of
the democratic system requiresin a
Member State that political parties
compile data on people's political
opinions, the processing of such
data may be permitted for reasons
of public interest, provided that
appropriate safeguards are
established.

(44) Where in the course of
electoral activities, the operation of
the democratic system requiresin a
Member State that political parties
compile data on people's politica
opinions, the processing of such
data may be permitted for reasons
of public interest, provided that
appropriate safeguards are
established.

(44) Where in the course of
electora activities, the operation of
the democratic system requiresin a
Member State that political parties
compile data on people's political
opinions, the processing of such
data may be permitted for reasons
of public interest, provided that
appropriate safeguards are
established.

Amendment 22

(45) If the data processed by a
controller do not permit the
controller to identify a naturd
person, the data controller should
not be obliged to acquire additional
information in order to identify the
data subject for the sole purpose of
complying with any provision of
this Regulation. In case of arequest
for access, the controller should be

(45) If the data processed by a
controller do not permit the
controller to identify a natura
person, the data controller should
not be obliged to acquire additional
information in order to identify the
data subject for the sole purpose of
complying with any provision of
this Regulation. In case of arequest
for access, the controller should be

(45) If the data processed by a
controller do not permit the
controller to identify a natura
person, the data controller should
not be obliged to acquire additional
information in order to identify the
data subject for the sole purpose of
complying with any provision of
this Regul ation-—+r-case-ef-a+equest
e
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entitled to ask the data subject for
further information to enable the
data controller to locate the
personal data which that person
seeks.

entitled to ask the data subject for
further information to enable the
data controller to locate the
personal data which that person
seeks. If it is possible for the data
subject to provide such data,
controllers should not be able to
invoke a lack of information to
refuse an access request.

. .
eﬁ“t'ltl ed _teﬁ 2K “.'e deta Subjl elet Ile'
data controller to  locate the
R e e
seeksHowever, the controller
should not refuse to take
additional information provided
by the data subject in order to
support the exercise of his or her
rights.

(46) The principle of transparency
requires that any information
addressed to the public or to the
data subject should be easily
accessible and easy to understand,
and that clear and plain language is
used. This is in particular relevant
where in situations, such as online
advertising, the proliferation of
actors and the technological
complexity of practice makes it
difficult for the data subject to
know and understand if personal
data relating to them are being
collected, by whom and for what
purpose. Given that children
deserve specific protection, any
information and communication,
where processing is addressed
specifically to a child, should be in

(46) The principle of transparency
requires that any information
addressed to the public or to the
data subject should be easily
accessible and easy to understand,
and that clear and plain language is
used. This is in particular relevant
where in situations, such as online
advertising, the proliferation of
actors and the technologica
complexity of practice makes it
difficult for the data subject to
know and understand if persona
data relating to them-him or her are
being collected, by whom and for
what purpose. Given that children
deserve specific protection, any
information and communication,
where processing is addressed
specifically to a child, should be in

(46) The principle of transparency
requires that any information
addressed to the public or to the
data subject should be easly
accessible and easy to understand,
and that clear and plain language is
used. This information could be
provided in electronic form, for
example, when addressed to the
public, through a website. This is
in particular relevant where in
gituations, such as  online
advertising, the proliferation of
actors and the technological
complexity of practice makes it
difficult for the data subject to
know and understand if personal
data relating to them are being
collected, by whom and for what
purpose. Given that children
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such a clear and plain language that
the child can easily understand.

such a clear and plain language that
the child can easily understand.

deserve specific protection, any
information and communication,
where processing is addressed
specifiealty--to a child, should bein
such a clear and plain language that
the child can easily understand.

Amendment 23

(47) Modalities  should be
provided for facilitating the data
subject’s exercise of their rights
provided by this Regulation,
including mechanisms to request,
free of charge, in particular access
to data, rectification, erasure and to
exercise the right to object. The
controller should be obliged to
respond to requests of the data
subject within a fixed deadline and
give reasons, in case he does not
comply with the data subject's
request.

(47) Modalities should be provided
for facilitating the data subject’s
exercise of their—his or her rights
provided by this Regulation,
including mechanisms to request
obtain, free of charge, in particular
access to data, rectification, erasure
and to exercise the right to object.
The controller should be obliged to
respond to requests of the data
subject within a fixed-reasonable
deadline and give reasons, in case
he does not comply with the data
subject’s request.

(47) Modalities should be provided
for facilitating the data subject’s
exercise of their rights provided by
this Regulation, including
mechanisms to request, free—of
eharge;- in particular access to data,
rectification, erasure and to
exercise the right to object. Thus
the controller should also provide
means for requests to be made
electronically, especially where
personal data are processed by
electronic means. The controller
should be obliged to respond to
requests of the data subject within a
fixed deadline and give reasons
where the controller —nr—easehe
does not intend to comply with the
data subject's request.
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Amendment 24

(48) The principles of fair and
transparent processing require that
the data subject should be informed
in particular of the existence of the
processing operation and its
purposes, how long the data will be
stored, on the existence of the right
of access, rectification or erasure
and on the right to lodge a
complaint. Where the data are
collected from the data subject, the
data subject should also be
informed whether they are obliged
to provide the data and of the
consequences, in cases they do not
provide such data.

(48) The principles of fair and
transparent processing require that
the data subject should be informed
in particular of the existence of the
processing operation and its
purposes, how long the data will be
likely stored for each purpose, if
the data are to be transferred to
third parties or third countries, on
the existence of measures to object
and of the right of access,
rectification or erasure and on the
right to lodge a complaint. Where
the data are collected from the data
subject, the data subject should also
be informed whether they are
obliged to provide the data and of
the consequences, in cases they do
not provide such data. This
information should be provided,
which can also mean made readily
available, to the data subject after
the provison of smplified
information in the form of
standardised icons. This should
also mean that personal data are
processed in a way that effectively
allows the data subject to exercise
hisor her rights.

(48) The principles of far and
transparent processing require that
the data subject should be informed
H-partiedtar-of the existence of the
processing operation and its
purposes, how tong the data will-be
st;eleel e“’ the e;_s;|_ste|_|ee of-the right

T
complaint—The controller should
provide the data subject with any

further information necessary to
guarantee fair and transparent
processing. Furthermore the data
subject should be informed about
the existence of profiling, and the
consequences of such profiling.
Where the data are collected from
the data subject, the data subject
should also be informed whether
they are obliged to provide the data
and of the consegquences, in cases
they do not provide such data.
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(49) The information in relation to
the processing of persona data
relating to the data subject should
be given to them at the time of
collection, or, where the data are
not collected from the data subject,
within a reasonable period,
depending on the circumstances of
the case. Where data can be
legitimately disclosed to another
recipient, the data subject should be
informed when the data are first
disclosed to the recipient.

(49) The information in relation
the processing of personal a
relating to the data subject grould
be given to them at the fime of
collection, or, where the/data are
not collected from the data subject,
within a reasongdle period,
depending on the cifcumstances of
the case. Wherg data can be
legitimately disClosed to another
recipient, the data subject should be
informed when the data are first
disclosed 10 the recipient.

(49) The information in relation to
the processing of persona data
relating to the data subject should
be given to them at the time of
collection, or, where the data are
not collected from the data subject,
within a reasonable period,
depending on the circumstances of
the case. Where data can be
legitimately disclosed to another
recipient, the data subject should be
informed when the data are first
disclosed to the recipient. Where
the origin of the data could not be
provided to the data subject
because various sources have been
used, the information should be
provided in a general manner.

Amendment 25

(50) Howeuver, it is not necessary
to impose this obligation where the
data subject already disposes of this
information, or where the recording
or disclosure of the data is
expressly laid down by law, or
where the provision of information
to the data subject proves
impossible or would involve
disproportionate efforts. The latter

(50) However, it is not necessary to
impose this obligation where the
data subject aready dispeses—of
knows this information, or where
the recording or disclosure of the
data is expressly laid down by law,
or where the provision of
information to the data subject
proves impossible or would involve
disproportionate efforts. Fhelatter

(50) However, it is not necessary to
impose this obligation where the
data subject aready dispeses
possesses of—-this information, or
where the recording or disclosure
of the data is expressly laid down
by law, or where the provision of
information to the data subject
proves impossible or would involve
disproportionate efforts. The latter
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could be particularly the case where
processing is for historical,
statistical  or scientific research
purposes; in this regard, the number
of data subjects, the age of the data,
and any compensatory measures
adopted may be taken into
consideration.

could be particularly the case where
processing is for historica,
statistical or scientific researeh
purposes; in this regard, the number
of data subjects, the age of the data,
and any eompensatory—measures
appropriate safeguards adopted
may be taken into consideration.

Amendment 26

(51) Any person should have the
right of access to data which has
been collected concerning them,
and to exercise this right easily, in
order to be aware and verify the
lawfulness of the processing. Every
data subject should therefore have
the right to know and obtain
communication in particular for
what purposes the data are
processed, for what period, which
recipients receive the data, what is
the logic of the data that are
undergoing the processing and what
might be, at least when based on
profiling, the consequences of such
processing. This right should not
adversely affect the rights and
freedoms of others, including trade
secrets or intellectual property and

(51) Any person should have the
right of access to data which have
been collected concerning them,
and to exercise this right easily, in
order to be aware and verify the
lawfulness of the processing. Every
data subject should therefore have
the right to know and obtain
communication in particular for
what purposes the data are
processed, for what estimated
period, which recipients receive the
data, what is the general logic of
the data that are undergoing the
processing and what might be—at
teast when based on profiling, the
consequences of such processing.
This right should not adversely
affect the rights and freedoms of
others, including trade secrets or

(51) Any-A natural person should
have the right of access to data
which  has been  collected
concerning themhim or her, and to
exercise this right easily and at
reasonable intervals, in order to be
aware of and verify the lawfulness
of the processing. Thisincludesthe
right for individuals to have access
to their personal data concerning
their health, for example the data
in  ther medical records
containing such information as
diagnosis, examination results,
assessments by treating physicians
and any treatment or interventions
provided. Every data subject should
therefore have the right to know
and obtan communication in
particular for what purposes the

Version 21/04/15 - Council’s consolidated version of March 2015

Page 66 of 630



in  particular the  copyright
protecting the software. However,
the result of these considerations
should not be that all information is
refused to the data subject.

intellectual  property and—in
partiedlar, such as in relation to
the copyright protecting the
software. However, the result of
these considerations should not be
that all information is refused to the
data subject.

data are processed, where possible
for what period, which recipients
receive the data, what is the logic
involved in any automatic ef-the
data that are undergoing the
processing and what might be, at
least when based on profiling, the
consequences of such processing.
This right should not adversely
affect the rights and freedoms of
others, including trade secrets or
intellectual  property and in
particular the copyright protecting
the software. However, the result of
these considerations should not be
that all information is refused to the
data subject. Where the controller
processes a large quantity of
information concerning the data
subject, the controller may request
that before the information is
delivered the data subject specify
to which information or to which
processing activities the request
relates.

(52) The controller should use al
reasonable measures to verify the
identity of a data subject that
reguests access, in particular in the
context of online services and

(52) The controller should al
reasonable measures to~ verify the
identity of ata subject that
requests-access, in particular in the

ext of online services and

(52) The controller should use all
reasonable measures to verify the
identity of a data subject thatwho
requests access, in particular in the
context of online services and
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online identifiers. A controller
should not retain personal data for
the unique purpose of being able to
react to potential requests.

online identifiers. A contr
should not retain perso ata for
the unique purpo: eing able to
react to potentia requests.

online identifiers. A controller
should not retain personal data for
the unigue-sole purpose of being
ableto react to potential requests.

Amendment 27

(53) Any person should have the
right to have persona data
concerning them rectified and a
'right to be forgotten' where the
retention of such data is not in
compliance with this Regulation. In
particular, data subjects should
have the right that their persona
data are erased and no longer
processed, where the data are no
longer necessary in relation to the
purposes for which the data are
collected or otherwise processed,
where data  subjects have
withdrawn their consent for
processing or where they object to
the processing of persona data
concerning them or where the
processing of their persona data
otherwise does not comply with
this Regulation. This right is
particularly relevant, when the data
subject has given their consent as a

(53) Any person should have the
right to have persona data
concerning them rectified and a
'right to beforgetten-erasure’ where
the retention of such data is not in
compliance with this Regulation. In
particular, data subjects should
have the right that their persond
data are erased and no longer
processed, where the data are no
longer necessary in relation to the
purposes for which the data are
collected or otherwise processed,
where data  subjects have
withdrawn their consent for
processing or where they object to
the processing of persona data
concerning them or where the
processing of their persona data
otherwise does not comply with
this Regulation. Fhis—right—is
particularly relevant, when the data
bicct | . hei

(53) Any-A natural person should
have the right to have personal data
concerning them rectified and a
'right to be forgotten' where the
retention of such data is not in
compliance with this Regulation. In
particular, data subjects should
have the right that their persond
data are erased and no longer
processed, where the data are no
longer necessary in relation to the
purposes for which the data are
collected or otherwise processed,
where data  subjects have
withdrawn  their consent for
processing or where they object to
the processing of persona data
concerning them or where the
processing of their personal data
otherwise does not comply with
this Regulation. This right is
particutarly—in particular relevant,
when the data subject has given
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child, when not being fully aware
of the risks involved by the
processing, and later wants to
remove such persona data
especially on  the Internet.
However, the further retention of
the data should be allowed where it
IS necessary for  historical,
statistical and scientific research
purposes, for reasons of public
interest in the area of public health,
for exercising the right of freedom
of expression, when required by
law or where there is a reason to
restrict the processing of the data
instead of erasing them.

processing, and - later - wants to
remeve—sdeh—personal—data
especially — on— the  Internet.
However, the further retention of
the data should be allowed where it
IS necessary for  historical,
statistical and scientific research
purposes, for reasons of public
interest in the area of public health,
for exercising the right of freedom
of expression, when required by
law or where there is a reason to
restrict the processing of the data
instead of erasing them. Also, the
right to erasure should not apply
when the retention of personal
data is necessary for the
performance of a contract with the
data subject, or when there is a
legal obligation to retain this data.

their consent as a child, when not
being fully aware of the risks
involved by the processing, and
later wants to remove such personal
data especially on the Internet.
However, the further retention of
the data should be allowed where it
is necessary for archiving purposes
in the public interest, for historical,
statistical and scientific researeh
purposes, for reasons of public
interest in the area of public hedlth,
for exercising the right of freedom
of expression, when required by
law or where there is a reason to
restrict the processing of the data
instead of erasing them.

Amendment 28

(54) To strengthen the 'right to
be forgotten' in the online
environment, the right to erasure
should also be extended in such a
way that a controller who has made
the personal data public should be

(54) To strengthen the 'right to be
forgetten—erasure’ in the online
environment, the right to erasure
should also be extended in such a
way that a controller who has made
the personal data public without

(54) To strengthen the 'right to be
forgotten' in the online
environment, the right to erasure
should also be extended in such a
way that a controller who has made
the personal data public should be
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obliged to inform third parties
which are processing such data that
a data subject requests them to
erase any links to, or copies or
replications of that personal data.
To ensure this information, the
controller  should take Al
reasonable steps, including
technical measures, in relation to
data for the publication of which
the controller is responsible. In
relation to a third party publication
of personal data, the controller
should be considered responsible
for the publication, where the
controller has authorised the
publication by the third party.

legal justification should be
obliged to tnferm—third—parties
hict . h datat

publication-by-the-third-party-take

all necessary steps to have the data
erased, including by third parties,
without prejudice to the right of
the data subject to claim
compensation.

obliged to inform third-parties-the

controllers which are processing
such data that a data subject
requests them to erase any links to,
or copies or replications of that
personal data. To ensure this
information, the controller should
take al—reasonable steps, taking
into account available technology
and the means available to the
controller, including technical
measures, in relation to data for the
publication of which the controller
is responsible. Hr-relation-to-a-third
S

plaity publllleatl el“ elllpl e|senal_ dl atal
'$p| enslble tor ”tl'el publlleat_lenl
I blication by the third .

Amendment 29

(54a) Data which are contested by
the data subject and whose
accuracy or inaccuracy cannot be
determined should be blocked until
theissueiscleared.

54a) Methods to restrict processing
of personal data could include,
inter alia, temporarily moving the
selected data to another processing
system or making the selected data

Version 21/04/15 - Council’s consolidated version of March 2015

Page 70 of 630



unavailable to users or temporarily
removing published data from a
website. In  automated filing
systems the restriction  of
processing of personal data should
in principle be ensured by
technical means; the fact that the
processing of personal data is
restricted should be indicated in
the system in such a way that it is
clear that the processing of the
personal data isrestricted.

Amendment 30

(55) To further strengthen the
control over their own data and
their right of access, data subjects
should have the right, where
personal data are processed by
electronic means and in a structured
and commonly used format, to
obtain a copy of the data
concerning them also in commonly
used electronic format. The data
subject should also be alowed to
transmit those data, which they
have provided, from one automated
application, such as a socid
network, into another one. This
should apply where the data subject

(55) To further strengthen the
control over their own data and
their right of access, data subjects
should have the right, where
personal data are processed by
electronic means and in a structured
and commonly used format, to
obtain a copy of the daa
concerning them aso in commonly
used electronic format. The data
subject should also be alowed to
transmit those data, which they
have provided, from one automated
application, such as a socid
network, into another one. Data
controllers should be encouraged

(55) To further strengthen the
control over their own data and
heir_richt of d i
tght.—where the
processing of personal data are
proeessed—is carried out by
electronie-automated means ang-n
a structured and commonly used
, )
ormat 0 ebltam al copy o-the d&la
used-electronic-format—The the data
subject should also be alowed to
transmit these-the personal data
concerning him or her, which they
have-he or she has provided from

one automated application, such as
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provided the data to the automated
processing system, based on their
consent or in the performance of a
contract.

to develop interoperable formats
that enable data portability. This
should apply where the data subject
provided the data to the automated
processing system, based on their
his or her consent or in the
performance of a contract.
Providers of information society
services should not make the
transfer of those data mandatory
for the provision of their services.

a social network, into to  a
controller, in a commonly used
and machine-readable format to
another enecontroller. This right
should apply where the data subject
provided the personal data te-the

adtormated—proeessing—system;
based on their-his or her consent or
in the performance of a contract. It
should not apply where processing
is based on another legal ground
other than consent or contract. By
its very nature this right should
not be exercised against
controllers processing data in the
exercise of their public duties. It
should therefore in particular not
apply where processing of the
personal data is necessary for
compliance with a legal obligation
to which the controller is subject
or for the performance of a task
carried out in the public interest or
in the exercise of a official duty
vested in the controller.

Where, in a certain set of personal
data, more than one data subject is
concerned, the right to transmit
the data should be without
prejudice to the requirements on
the lawfulness of the processing of
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personal data related to another
data subject in accordance with
this Regulation. This right should
also not prgudice the right of the
data subject to obtain the erasure
of personal data and the
limitations of that right as set out
in this Regulation and should in
particular not imply the erasure of
personal data concerning the data
subject which have been provided
by him or her for the performance
of a contract, to the extent and as
long as the data are necessary for
the performance of that contract.

Amendment 31

(56) In cases where persona data
might lawfully be processed to
protect the vital interests of the data
subject, or on grounds of public
interest, official authority or the
legitimate interests of a controller,
any data  subject should
nevertheless be entitled to object to
the processing of any data relating
to them. The burden of proof
should be on the controller to
demonstrate that their legitimate
interests may override the interests

(56) In cases where persona data
might lawfully be processed to
protect the vital interests of the data
subject, or on grounds of public
interest, official authority or the
legitimate interests of a controller,
any data  subject should
nevertheless be entitled to object to
the processing of any data relating
to themhim or her, free of charge
and in a manner that can be easily
and effectively invoked. The
burden of proof should be on the

(56) In cases where persona data
might lawfully be processed te

protect the vita interests of the data
subject,—or—on grounds of pubhie
interest, official authority or the
legitimate interests of a controller,
any data  subject should
nevertheless be entitled to object to
the processing of any data relating
to them. Fhe burden—ofproof—It
should be en-for the controller to
demonstrate that their legitimate
interests may override the interests
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or the fundamental rights and
freedoms of the data subject.

controller to demonstrate that their
legitimate interests may override
the interests or the fundamental
rights and freedoms of the data
subject.

or the fundamental rights and
freedoms of the data subject.

Amendment 32

(57) Where persona data are
processed for the purposes of direct
marketing, the data subject should
have the right to object to such
processing free of charge and in a
manner that can be easlly and
effectively invoked.

(57) Where personal—data—are
processed for the purposes of direct
marketing, the data subject sheutd
have has the right to object to sueh
the processing free-ef-charge-and-n
a—manner—that—can—be—easiy—and
effectively—invoked, the controller
should explicitly offer it to the data
subject in an intelligible manner
and form, using clear and plain
language and should clearly
distinguish it from other
information.

(57) Where personal data are
processed for the purposes of direct
marketing, the data subject should
have the right to object to such
processing free of charge and in a
manner that can be easlly and
effectively invoked.

Amendment 33

(58) Every natural person should
have the right not to be subject to a
measure which is based on
profiling by means of automated
processing. However, such measure
should be allowed when expressly
authorised by law, carried out in the
course of entering or performance

(58) Without preudice to the
lawfulness of the data processing,
every natural person should have
the right net-te-be-subject to object
to a -measure which-is bhased on
profiling by—means—of—automated
processing. —— However, — such

measure. Profiling whicr’l leads to

(58) Every-natural-person-The data
subject should have the right not to

be subject to a measure-a decision
evaluation personal aspects
relating to him or her and taken
which is based soleley on prefiting

by-means-ef-automated processing,
which produces legal effects
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of a contract, or when the data
subject has given his consent. In
any case, such processing should be
subject to suitable safeguards,
including specific information of
the data subject and the right to
obtain human intervention and that
such measure should not concern a
child.

measures producing legal effects
concerning the data subject or
does similarly significantly affect
the interests, rights or freedoms of
the concerned data subject should
only be alowed when expressy
authorised by law, carried out in the
course of entering or performance
of a contract, or when the data
subject has given his consent. Fhe
In any case, such processing should
be subject to suitable safeguards,
including specific information of
the data subject and the right to
obtain human intervention
assessment and that such measure
should not concern a child. Such
measures should not lead to
discrimination against individuals
on the basis of race or ethnic
origin, political opinions, religion
or beliefs, trade union
membership, sexual orientation or
gender identity.

concerning him or her or
significantly affects hisor her, like
automatic refusal of an on-line
credit application or e-recruiting
practices without any human
intervention. Such  processing
includes also 'profiling’ intended
to create or use a profile, that is a
set of data characterising a
category of individuals to evaluate
personal aspects relating to a
natural person, in particular to
analyse or predict aspects
concerning performance at work,
economic situation, health,
personal preferences, or interests,
reliability or behaviour, location
or movements. However, sueh
measdre-decision making based on
such processing, including
profiling, should be allowed when
expresshy-authorised® by Union or
Member State law;—earried—outin
the—eourse—of—to which the
controller is subject, including for
fraud and tax  evasion®
monitoring and prevention
purposes and to ensure the
security and reliability of a service

35
36

BE suggested adding ' or recommended', with regard to e.g. ECB recommendations.

Further to MT suggestion.
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provided by the controller, or
necessary for the entering or
performance of a contract between
the data subject and a controller,
or when the data subject has given
his or her explicit consent. In any
case, such processing should be
subject to suitable safeguards,
including specific information of
the data subject and the right to
obtain human intervention-and-that
e
ehitd, to express his or her point of
view, to get an explanation of the
decison reached after such
assessment’’ and the right to
contest the decision.

Automated decision making and
profiling based on  special
categories of personal data should
only be allowed under specific
conditions.

Amendment 34

(58a) Profiling based solely on the
processing of pseudonymous data
should be presumed not to
significantly affect the interests,

37

Further to PL suggestion.
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rights or freedoms of the data
subject. Where profiling, whether
based on a sngle source of
pseudonymous data or on the
aggregation of pseudonymous data
from different sources, permits the
controller to attribute
pseudonymous data to a specific
data subject, the processed data
should no longer be considered to
be pseudonymous.

(58a) The creation and the use of
a profile, i.e. a set of data
characterising a category of
individuals that is e applied or
intended to be applied to a natural
person as such is subject to the
(general) rules of this Regulation
governing processing of personal
data (legal grounds of processing,
data protection principles etc)
with  specific safeguards (for
instance the obligation to conduct
an impact assessment in some
cases Or provisons concerning
specific information to be provided
to the concerned individual). The
European Data Protection Board
should have the possibility to issue
guidancein this context.

Version 21/04/15 — Council’s consolidated version of March 2015 Page 77 of 630



Amendment 35

(59) Redtrictions on  specific
principles and on the rights of
information, access, rectification
and erasure or on the right to data
portability, the right to object,
measures based on profiling, as
well as on the communication of a
personal data breach to a data
subject and on certain related
obligations of the controllers may
be imposed by Union or Member
State law, as far as necessary and
proportionate in a democratic
society to safeguard public security,
including the protection of human
life especially in response to natural
or man made disasters, the
prevention, investigation and
prosecution of criminal offences or
of breaches of ethics for regulated
professions, other public interests
of the Union or of a Member State,
in particular an important economic
or financia interest of the Union or
of a Member State, or the
protection of the data subject or the
rights and freedoms of others.
Those restrictions should be in
compliance with requirements set

(59) Restrictions on  specific
principles and on the rights of
information, aeeess; rectification
and erasure or on the right of
access and to obtain data
pertabiity, the right to object,
measures—based—on profiling, as
well as on the communication of a
personal data breach to a data
subject and on certain related
obligations of the controllers may
be imposed by Union or Member
State law, as far as necessary and
proportionate in a democratic
society to safeguard public security,
including the protection of human
life especially in response to natural
or man made disasters, the
prevention, investigation  and
prosecution of criminal offences or
of breaches of ethics for regulated
professions, other specific and
well-defined public interests of the
Union or of a Member State, in
particular an important economic or
financia interest of the Union or of
a Member State, or the protection
of the data subject or the rights and
freedoms of others. Those

(59) Restrictions on  specific
principles and on the rights of
information, access, rectification
and erasure or on the right to data
portability, the right to object,
measures based on profiling, as
well as on the communication of a
personal data breach to a data
subject and on certain related
obligations of the controllers may
be imposed by Union or Member
State law, as far as necessary and
proportionate in a democratic
society to safeguard public security,
including the protection of human
life especialy in response to natural
or man made disasters, the
prevention, investigation and
prosecution of criminal offences or
of breaches of ethics for regulated
professions, other public interests
of the Union or of a Member State,
in particular an important economic
or financial interest of the Union or
of a Member State, the keeping of
public registers kept for reasons of
general public interest, further
processing of archived personal
data to provide  specific
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out by the Charter of Fundamental
Rights of the European Union and
by the European Convention for the
Protection of Human Rights and
Fundamental Freedoms.

restrictions should be in compliance
with requirements set out by the

Charter of Fundamental Rights of
the—Eurepean—Ynion—and—by the
European Convention for the
Protection of Human Rights and
Fundamental Freedoms.

information related to the political
behaviour under former
totalitarian state regimes or the
protection of the data subject or the
rights and freedoms of others,
including social protection and
public health. Those restrictions
should be in compliance with
requirements set out by the Charter
of Fundamental Rights of the
European Union and by the
European Convention for the
Protection of Human Rights and
Fundamental Freedoms.

Amendment 36

(60) Comprehensive
responsibility and liability of the
controller for any processing of
personal data carried out by the
controller or on the controller's
behalf should be established. In
particular, the controller should
ensure and be obliged to
demonstrate the compliance of each
processing operation with this
Regulation.

(60) Comprehensive responsibility
and liability of the controller for
any processing of persona data
carried out by the controller or on
the controller's behaf should be
established, in particular with
regard to documentation, data
security, impact assessments, the
data protection officer and
oversight by data protection
authorities. In particular, the
controller should ensure and be
obliged able to demonstrate the
compliance of each processing

(60) Comprehensive———The
responsibility and liability of the
controller for any processing of
personal data carried out by the
controller or on the controller's
behalf should be established. In
particular, the controller should
ensure-and-be obliged to implement
appropriate measures and be able
to demonstrate the compliance of
each processing eperation-activities
with  this Regulation. These
measures should take into account
the nature, scope, context and
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operation with this Regulation.
This should be verified by
independent internal or external
auditors.

purposes of the processing and the
risk for the rights and freedoms of
individuals.

(60a) Such risks, of varying
likelihood and severity, may result
from data processing which could
lead to physical, material or moral
damage, in particular where the
processing may give rise to
discrimination, identity theft or
fraud, financial loss, damage to
the reputation, loss of
confidentiality of data protected by
professional secrecy, [breach of
(...) pseudonymity]*, or any other
significant economic or social
disadvantage; or where data
subjects might be deprived of their
rights and freedoms or from
exercising control over ther
personal data; where personal
data are processed which reveal
racial or ethnic origin, political
opinions, religion or philosophical
beliefs, trade-union membership,
and the processing of genetic data
or data concerning health or sex
life or criminal convictions and

38
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offences or related security
measures, where personal aspects
are evaluated, in particular
analysing and prediction of
aspects concerning performance at
work, economic situation, health,
personal preferences or interests,
reliability or behaviour, location
or movements, in order to create
or use personal profiles; where
personal data of wulnerable
individuals, in particular of
children, are processed; where
processing involves a large
amount of personal data and
affects a large number of data
subjects.

(60b) The likelihood and severity
of therisk should be determined in
function of the nature, scope,
context and purposes of the data
processing. Risk should be
evaluated on an  objective
assessment, by which it is
established whether data
processing operations involve a
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high risk. A high risk is a
particular® risk of prejudice to the
rights and freedoms of individuals.

(60c) Guidance for the
implementation of appropriate
measures, and for demonstrating
the compliance by the controller
[or processor], especially as
regards the identification of the
risk related to the processing, their
assessment in terms of their origin,
nature, likelihood and severity,
and the identification of best
practices to mitigate the risk, could
be provided in particular by
approved codes of conduct,
approved certifications, guidelines
of the European Data Protection
Board or through the indications
provided by a data protection
officer. The European Data
Protection Board may also issue
guidelines on processing
operations that are considered to
be unlikely to result in a high risk
for the rights and freedoms of
individuals and indicate what
measures may be sufficient in

39
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such cases to address such risk.

Amendment 37

(61) The protection of the rights
and freedoms of data subjects with
regard to the processing of personal
data require that appropriate
technical and  organisational
measures are taken, both at the
time of the design of the processing
and at the time of the processing
itself, to ensure that the
requirements of this Regulation are
met. In order to ensure and
demonstrate compliance with this
Regulation, the controller should
adopt internal  policies and
implement appropriate measures,
which meet in particular the
principles of data protection by
design and data protection by
default.

(61) The protection of the rights
and freedoms of data subjects with
regard to the processing of personal
data require that appropriate
technical and organisational
measures are taken, both at the time
of the design of the processing and
at the time of the processing itself,
to ensure that the requirements of
this Regulation are met. In order to
ensure and demonstrate compliance
with this Regulation, the controller
should adopt internal policies and
implement appropriate measures,
which meet in particular the
principles of data protection by
design and data protection by
default. The principle of data
protection by design requires data
protection to be embedded within
the entire life cycle of the
technology, from the very early
design stage, right through to its
ultimate deployment, use and final
disposal. This should also include
the responsibility for the products
and services used by the controller

(61) The protection of the rights
and freedoms of data—subjects
individuals with regard to the
processing of persona data require
that appropriate technica and
organisational measures are taken,

both at the time of the design of the

. I he i il

ing i —to ensure that the
requirements of this Regulation are
met. In order to ensure and
demonstrate compliance with this
Regulation, the controller should
adopt internal  policies and
implement appropriate  measures,
which meet in particular the
principles of data protection by
design and data protection by
default. Such measures could
consist inter alia of minimising the
processing of personal data, (...)
pseudonymising personal data as
soon as possible, transparency
with regard to the functions and
processing of personal data,
enabling the data subject to
monitor the data processing,
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or processor. The principle of data
protection by default requires
privacy settings on services and
products which should by default
comply with the general principles
of data protection, such as data
minimisation and purpose
limitation.

enabling the controller to create
and improve security features.
When  developing, designing,
selecting and using applications,
services and products that are
either based on the processing of
personal data or process personal
data to fulfil their task, producers
of the products, services and
applications should be encouraged
to take into account the right to
data protection when developing
and designing such products,
services and applications and, with
due regard to the state of the art,
to make sure that controllers and
processors are able to fulfil their
data protection obligations.

Amendment 38

(62) The protection of the rights
and freedoms of data subjects as
well as the responsibility and
liability of controllers and
processor, also in relation to the
monitoring by and measures of
supervisory authorities, requires a
clear attribution of the
responsibilities under this
Regulation, including where a

(62) The protection of the rights
and freedoms of data subjects as
well as the responshility and
liability of controllers and
processor, aso in relation to the
monitoring by and measures of
supervisory authorities, requires a
clear attribution of the
responsibilities under this
Regulation, including where a

(62) The protection of the rights
and freedoms of data subjects as
well as the responsibility and
liability of  controllers and
processor, aso in relation to the
monitoring by and measures of
supervisory authorities, requires a
clear attribution of the
responsibilities under this
Regulation, including where a
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controller determines the purposes,
conditions and means of the
processing jointly with other
controllers or where a processing
operation is carried out on behalf
of acontroller.

controller determines the purposes;
condittons and means of the
processing jointly with other
controllers or where a processing
operation is carried out on behalf of
a controller. The arrangement
between the joint controllers
should reflect the joint controllers
effective roles and relationships.
The processing of personal data
under this Regulation should
include the permisson for a
controller to transmit the data to a
joint controller or to a processor
for the processing of the data on
thel-his or_her behalf.

controller determines the purposes,
eondittens—and means of the
processing jointly with other
controllers or where a processing
operation is carried out on behalf of
acontroller.

Amendment 39

(63) Where a controller not
established in the Union is
processing personal data of data
subjects residing in the Union
whose processing activities are
related to the offering of goods or
services to such data subjects, or to
the monitoring their behaviour, the
controller should designate a
representative, unless the controller
Is established in a third country
ensuring an adequate level of

(63) Where a controller not
established in the Union is
processing persona data of data
subjects residing in the Union
related to the offering of goods or
the monitoring their behaviour, the
controller should designate a
representative, unless the controller
IS established in a third country
ensuring an adequate level of

(63) Where a controller not
established in the Union is
processing persona data of data
subjects residing in the Union
whose processing activities are
related to the offering of goods or
services to such data subjects, or to
the monitoring of their behaviour in
the Union, the controller should
designate a representative, unless
the processing it carries outis
occasional and unlikely to result
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protection, or the controller is a
small or medium sized enterprise
or a public authority or body or
where the controller is only
occasionally offering goods or
services to such data subjects. The
representative should act on behalf
of the controller and may be
addressed by any supervisory
authority.

protection, or the eentreHer—is—a
processing relates to fewer than
5000 data subjects during any
consecutive 12-month period and
is not carried out on special
categories of personal data, or isa
public authority or body or where
the controller is only occasionally
offering goods or services to such
data subjects. The representative
should act on behaf of the
controller and may be addressed by
any supervisory authority.

in a risk for the rights and
freedoms of data subjects, taking
into account the nature, scope,
context and purposes of the
processing or the controller is
&stabl_mhed tn—a—third—country
ERSURAG ,an adequiate Ieuel_ o
plete”etlen el'l El'e. eelntlelle|_|s a
a public authority or body-erwhere
) .
tlf'eﬁ e_entlelleil ts-only oceasof |ally|
data—subjects. The representative
should act on behaf of the
controller and may be addressed by
any supervisory authority.__The
representative should be explicitly
designated by a written mandate of
the controller to act on its behalf
with regard to the latter's
obligations under this Regulation.
The designation of  such
representative does not affect the
responsibility and liability of the
controller under this Regulation.
Such representative  should
perform its tasks according to the
received mandate from the
controller, including to cooperate
with the competent supervisory
authorities on any action taken in
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ensuring compliance with this
Regulation. The  designated
representative should be subjected
to enforcement actions in case of
non-compliance by the controller.

(63a) To ensure compliance with
the requirements of  this
Regulation in respect of the
processing to be carried out by the
processor on behalf of the
controller, when entrusting a
pprocessor with processing
activities, the controller should use
only processors providing
sufficient guarantees, in particular
in terms of expert knowledge,
reliability and resources, to
implement technical and
organisational measures which
will meet the requirements of this
Regulation, including for the
security of processing. Adherence
of the processor to an approved
code of conduct or an approved
certification mechanism may be
used as an element to demonstrate
compliance with the obligations of
the controller. The carrying out of
processing by a processor should
be governed by a contract or other
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legal act under Union or Member
State law, binding the processor to
the controller, setting out the
subject-matter and duration of the
processing, the nature and
purposes of the processing, the
type of personal data and
categories of data subjects, taking
into account the specific tasks and
responsibilities of the processor in
the context of the processing to be
carried out and the risk for the
rights and freedoms of the data
subject.

The controller and processor may
choose to use an individual
contract or standard contractual
clauses which are adopted either
directly by the Commission or by a
supervisory authority in
accordance with the consistency
mechanism and then adopted by
the Commission, or which are part
of a certification granted in the
certification mechanism. After the
completion of the processing on
behalf of the controller, the
processor should return or delete
the personal data, unlessthereisa
requirement to store the data
under Union or Member State law
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to which the processor is subject.

Amendment 39

(64) In order to determine
whether a controller is only
occasionally offering goods and
services to data subjects residing in
the Union, it should be ascertained
whether it is apparent from the
controller's overal activities that
the offering of goods and services
to such data subjects is ancillary to
those main activities.

(64) In order to determine whether
a controller is only occasionaly
offering goods and services to data
subjects residing in the Union, it
should be ascertained whether it is
apparent from the controller's
overal activities that the offering of
goods and services to such data
subjects is ancillary to those main
activities.

deleted

Amendment 41

(65) In order to demonstrate
compliance with this Regulation,
the controller or processor should
document each processing
operation. Each controller and
processor should be obliged to co-
operate with the supervisory
authority and make  this
documentation, on request,
available to it, so that it might
serve for  monitoring  those
processing operations.

(65) In order to be able to
demonstrate compliance with this
Regulation, the controller or
processor should deecument—each
proeessing-operatien-maintain the
documentation necessary in order
to fulfill the requirements laid
down in this Regulation. Each
controller and processor should be
obliged to co-operate with the
supervisory authority and make this
documentation, on request,
available to it, so that it might serve
for monitoring those processing
oeperations——evaluating the

(65) In order to demonstrate
compliance with this Regulation,
the controller or processor should
deeument—each—maintain records
regarding all categories of
processing operationactivities
under its responsibility. Each
controller and processor should be
obliged to co-operate with the
supervisory authority and make this
deeumentationthese  records, on
request, available to it, so that it
might serve for monitoring those
processing operations.

Version 21/04/15 - Council’s consolidated version of March 2015

Page 89 of 630



compliance with this Regulation.
However, equal emphasis and
significance should be placed on
good practice and compliance and
not just the completion of
documentation.

Amendment 42

(66) In order to maintain security
and to prevent processing in breach
of this Regulation, the controller or
processor should evaluate the risks
inherent to the processing and
implement measures to mitigate
those risks. These measures should
ensure an appropriate level of
security, taking into account the
state of the art and the costs of their
implementation in relation to the
risks and the nature of the personal
data to be protected. When
establishing technical standards
and organisational measures to
ensure security of processing, the
Commission  should  promote
technological neutrality,
interoperability and innovation,
and, where appropriate, cooperate
with third countries.

(66) In order to maintain security
and to prevent processing in breach
of this Regulation, the controller or
processor should evaluate the risks
inherent to the processing and
implement measures to mitigate
those risks. These measures should
ensure an appropriate level of
security, taking into account the
state of the art and the costs of their
implementation in relation to the
risks and the nature of the personal
data to be protected. When
establishing technica standards and
organisational measures to ensure

security of  processing, the
’ . hould
technological neutrality,

interoperability and innovation
should be promoted and, where

appropriate, cooperate cooperation
with third countries should be

(66) In order to maintain security
and to prevent processing in breach
of this Regulation, the controller or
processor should evaluate the risks
inherent to the processing and
implement measures to mitigate
those risks. These measures should
ensure an appropriate level of
security including confidentiality,
taking into account available
technology the-state-of-the-art-and
the costs of their-implementation in
relation to the risks and the nature
of the personal datato be protected.

R .
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encouraged.

data security risk, consideration
should be given to the risks that
are presented by data processing,
such as accidental or unlawful
destruction, loss, alteration,
unauthorised disclosure of, or
access to personal data
transmitted, stored or otherwise
processed, which may in particular
lead to physical, material or moral
damage.

(66a) In order to enhance
compliance with this Regulation in
cases where the processing
operations are likely to result in a
high risk for the rights and
freedoms of individuals, the
controller [or the processor]
should be responsible for the
carrying out of a data protection
impact assessment to evaluate, in
particular, the origin, nature,
particularity and severity of this
risk. The outcome of the
assessment should be taken into
account when determining the
appropriate measures to be taken
in order to demonstrate that the
processing of personal data is in
compliance with this Regulation.
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Where a data protection impact
assessment indicates that
processing operations involve a
high risk which the controller
cannot mitigate by appropriate
measures in terms of available
technology  and costs  of
implementation, a consultation of
the supervisory authority should
take place prior to the processing.

Amendment 43

(67) A persona data breach may,
if not addressed in an adequate and
timely manner, result in substantial
economic loss and socia harm,
including identity fraud, to the
individual concerned. Therefore, as
soon as the controller becomes
aware that such a breach has
occurred, the controller should
notify the breach to the supervisory
authority without undue delay and,
where feasible, within 24 hours.
Where this cannot achieved within
24 hours, an explanation of the
reasons for the delay should
accompany the notification. The
individuals whose personal data
could be adversely affected by the

(67) A personal data breach may, if
not addressed in an adequate and
timely manner, result in substantial
economic loss and socia harm,
including identity fraud, to the
individual concerned. Therefore, as
seen—as—the—eontroller—becomes
aware that such a breach has
eeeurred; the controller should
notify the breach to the supervisory
authority without undue delay and;
where—feasible—within—24,which
should be presumed to be not later
than 72 hours. Where-this-cannot
achteved—within—24—hours—I f
applicable, an explanation of the
reasons for the delay should
accompany the notification. The

(67) A persona data breach may, if
not addressed in an adequate and
timely manner, result in physical,
material or moral damage to
individuals such as —sdbstantial
econemie-loss of control over their
personal data or limitation of their
rights, discrimination, identity
theft or fraud, financial loss,
[brreach of pseudonymity],
damage to the reputation, loss of
confidentiality of data protected by
professional secrecy or any other
economic or and—socia harm;
ol denti raud
disadvantage to the individual
concerned. Therefore, as soon as
the controller becomes aware that
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breach should be notified without
undue delay in order to alow them
to take the necessary precautions.
A breach should be considered as
adversely affecting the persona
data or privacy of a data subject
where it could result in, for
example, identity theft or fraud,
physical harm, significant
humiliation or damage to
reputation. The notification should
describe the nature of the personal
data breach as wdl as
recommendations as well as
recommendations for the individual
concerned to mitigate potential
adverse effects. Notifications to
data subjects should be made as
soon as reasonably feasible, and in
close cooperation with the
supervisory authority and
respecting guidance provided by it
or other relevant authorities (e.g.
law enforcement authorities). For
example, the chance for data
subjects to mitigate an immediate
risk of harm would cal for a
prompt notification of data subjects
whereas the need to implement
appropriate measures  against
continuing or similar data breaches

individuals whose persona data
could be adversely affected by the
breach should be notified without
undue delay in order to allow them
to take the necessary precautions. A
breach should be considered as
adversely affecting the personal
data or privacy of a data subject
where it could result in, for
example, identity theft or fraud,
physical harm, significant
humiliation or damage to
reputation. The notification should
describe the nature of the persond
data breach and formulate as-wel
as—recommendations as—weH—as
recommendations-for the individual
concerned to mitigate potentia
adverse effects. Notifications to
data subjects should be made as
soon as reasonably feasible, and in
close cooperation with the
supervisory authority and
respecting guidance provided by it
or other relevant authorities (e.g.
law enforcement authorities). For
example, the chance for data
subjects to mitigate an immediate
risk of harm would cal for a
prompt notification of data subjects
whereas the need to implement

sueh-a personal data breach which
may result in physical, material or
moral damage has occurred, the
controller should notify the breach
to the supervisory authority without
undue delay and, where feasible,
within 24—-72 hours. Where this
cannot be achieved within 24-72
hours, an explanation of the reasons
for the delay should accompany the
notification. The individuals whose

rights and freedoms —persenal-data

could be adversely—severely
affected by the breach should be

notified without undue delay in
order to allow them to take the
necessary precautions. A—breach

D
.
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damage  to reputation. — The
notification should describe the
nature of the personal data breach
as well as recommendations asweH
as— recommendations—for  the
individual concerned to mitigate
potential adverse effects.
Notifications to data subjects
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may justify alonger delay.

appropriate measures  against
continuing or similar data breaches
may justify alonger delay.

should be made as soon as
reasonably feasible, and in close
cooperation with the supervisory
authority and respecting guidance
provided by it or other relevant
authorities (e.g. law enforcement
authorities). For example, the
chaneefor—data—subjects—need to
mitigate an immediate risk of harm
damage would call for a prompt
notification of data subjects
whereas the need to implement
appropriate measures  against
continuing or similar data breaches
may justify alonger delay.

(68) In order to determine
whether a persona data breach is
notified to the supervisory
authority and to the data subject
without undue delay, it should be
ascertained whether the controller
has implemented and applied
appropriate technol ogical
protection and  organisational
measures to establish immediately
whether a personal data breach has
taken place and to inform promptly
the supervisory authority and the
data subject, before a damage to
personal and economic interests

(68) In order to determine whet
apersonal data breach is notified to
the supervisory authority ang'to the
data subject without undug’delay, it
should be ascertained whether the
controller has implemented and
applied appropri technological
protection organisational
measures to establish immediately
whether a pérsonal data breach has
taken place and to inform promptly
the ervisory authority and the
data/subject, before a damage to
pefsonal and economic interests
ccurs, taking into account in

(68) thr-orderto-determine-It must
.
'”‘l'e. tf.l'e'l a pl ersona d. aa-bi eellell_ls
and to the data subject without
e L]
ascertained whether the—controHer
T e e e |
appropriate technol ogical
protection and  organisational
measures have been implemented
to establish immediately whether a
personal data breach has taken
place and to inform promptly the
supervisory authority and the data

subject., before a damage to

Version 21/04/15 - Council’s consolidated version of March 2015

Page 94 of 630



occurs, taking into account in
particular the nature and gravity of
the personal data breach and its
consequences and adverse effects
for the data subject.

particular the nature and gravity
the personal data breach and its
consequences and adverse effects
for the data subject.

oeeurs—The fact that the
notification was made without
undue delay should be established
taking into account in particular the
nature and gravity of the personal
data breach and its consequences
and adverse effects for the data
subject. Such notification may
result in an intervention of the
supervisory authority in
accordance with its tasks and
powers laid down in this
Regulation.

(68a) The communication of a
personal data breach to the data
subject should not be required if
the controller has implemented
appropriate technological
protection measures, and that
those measures were applied to the
data affected by the personal data
breach. Such technological
protection measures  should
include those that render the data
unintelligible to any person who is
not authorised to access it, in
particular by encrypting the
personal data.
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(69) In setting detailed rules
concerning the format and
procedures applicable to the
notification of personal data
breaches, due consideration should
be given to the circumstances of
the breach, including whether or
not personal data had been
protected by appropriate technical
protection measures, effectively
limiting the likelihood of identity
fraud or other forms of misuse.
Moreover, such rules and
procedures should take into
account the legitimate interests of
law enforcement authorities in
cases where early disclosure could
unnecessarily hamper the
investigation of the circumstances
of abreach.

(69) In setting detailed rules
concerning the format  and
procedures applicable to the
notification of personal data
breaches, due consideration should
be given to the circumstances of the
breach, including whether or not
personal data had been protected by
appropriate technical protection
measures, effectively limiting the
likelihood of identity fraud or other
forms of misuse. Moreover, such
rules and procedures should take
into account the legitimate interests
of law enforcement authorities in
cases where early disclosure could
unnecessarily hamper the
investigation of the circumstances
of abreach.

(69) In setting detailed rules
concerning the format and
procedures applicable to the
notification of personal data
breaches, due consideration should
be given to the circumstances of the
breach, including whether or not
personal data had been protected by
appropriate technical  protection
measures, effectively limiting the
likelihood of identity fraud or other
forms of misuse. Moreover, such
rules and procedures should take
into account the legitimate interests
of law enforcement authorities in
cases where early disclosure could
unnecessarily hamper the
investigation of the circumstances
of abreach.

(70) Directive 95/46/EC
provided for a general obligation to
notify processing of personal data
to the supervisory authorities.
While this obligation produces
administrative  and  financia
burdens, it did not in all cases
contribute to improving the
protection of persona data
Therefore  such  indiscriminate

(70) Directive 95/46/EC provi

for a general obligation tg notify
processing of persona deata to the
supervisory authorities. While this
obligation produces administrative
and financial padrdens, it did not in
all cases edntribute to improving
the protection of persona data.
Theréfore  such  indiscriminate
eneral  notification  obligation

(70) Directive 95/46/EC provided
for a genera obligation to notify
processing of persona data to the
supervisory authorities. While this
obligation produces administrative
and financial burdens, it did not in
all cases contribute to improving
the protection of personal data
Therefore  such  indiscriminate
general notification obligations
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general  notification  obligation
should be abolished, and replaced
by effective procedures and
mechanism which focus instead on
those processing operations which
are likely to present specific risks
to the rights and freedoms of data
subjects by virtue of their nature,
their scope or their purposes. In
such cases, a data protection
impact assessment should be
carried out by the controller or
processor prior to the processing,
which should include in particular
the envisaged measures, safeguards
and mechanisms for ensuring the
protection of personal data and for
demonstrating the compliance with
this Regulation.

should be abolished, and replac
by effective procedures
mechanism which focus instead 6n
those processing operations which
are likely to present specific rigks to
the rights and freedoms of data
subjects by virtue of their/nature,
their scope or their purposes. In
such cases, a data protectyon impact
assessment should be carried out by
the controller or processor prior to
the processing, ich  should
include in particulay the envisaged
measures, saféguards and
mechanisms foy ensuring the
protection of peysonal data and for
demonstrating the compliance with
this Regulation.

should be abolished, and replaced
by effective procedures and
mechanism which focus instead on
those types of processing operations
which are likely to present
speetfieresult in a high risks to the
rights and freedoms of data
subjeetsindividuals by virtue of
their nature, thelr—scope, context
and er-ther-purposes. H-sdeh-Such
e e
theLeentFeIJrepeleFeeeﬁePprieHe
the-types of processing, operations
may be those which-sheuld-inetude
in particular, involve using new
technologies, or are of a new kind
and where no data protection
impact assessment has been
carried out before by the
controller, or wehere they become
necessary in the light of the time
that has elap%d since the initial

processing®—the—envisaged
R

hap ; . :
e
! et ¥ i

40

BE was opposed to the temporal referencein the last part of this sentence.
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(70a) In such cases, a data
protection impact assessment
should be carried out by the
controller prior to the processing
in order to assess the particular
likelihood and severity of the high
risk, taking into account the
nature, scope, context and
purposes of the processing and the
sources of the risk, which should
include in particular the envisaged
measures, safeguards and
mechanisms for mitigating that
risk and for ensuring the
protection of personal data and for
demonstrating the compliance
with this Regulation.

(71) This should in particular
apply to newly established large
scale filing systems, which am at
processing a considerable amount
of personal data a regiond,
national or supranational level and
which could affect a large number
of data subjects.

(71) This should in particular ap

to newly established large scale
filing systems, which am at
processing a considerable amount
of persona data regional,
national or suprangtional level and
which could affect a large number
of data subj

(71) This should in particular apply
to newly—established—large scale
fhg——systemsprocessing
operations, which am a
processing a considerable amount
of personal data a regional,
national or supranational level and
which could affect a large number
of data subjects and which are
likely to result in a high risk, for
example, on account of ther
sensitivity, where in accordance
with the achieved state of
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technological knowledge a new
technology is used on a large scale
as well as to other processing
operations which result in a high
risk for the rights and freedoms of
data subjects, in particular where
those operations render it more
difficult for data subjects to
exercise ther rights. A data
protection impact assessment
should also be made in cases
where data are processed for
taking decisions regarding specific
individuals following any
systematic and extensive
evaluation of personal aspects
relating to natural persons based
on profiling those data or
following the processing of special
categories of personal data,
biometric data, or data on criminal
convictions and offences or related
security measures. A data
protection impact assessment is
equally required for monitoring
publicly accessible areas on a
large scale, especially when using
optic-electronic devices or for any
other operations where the
competent supervisory authority
considers that the processing is
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likely to result in a high risk for
the rights and freedoms of data
subjects, in particular because
they prevent data subjects from
exercising a right or using a
service or a contract, or because
they are carried out systematically
on a large scale. The processing of
personal data irrespective of the
volume or the nature of the data,
should not be considered as being
on a large scale, if the processing
of these data is protected by
professional secrecy, such as the
processing of personal data from
patients or clients by an individual
doctor, health care professional,
hospital or attorney. In these cases
a data protection  impact
assessment should not be
mandatory.

Amendment 44

(71a) Impact assessments are the
essential core of any sustainable
data protection framework,
making sure that businesses are
aware from the outset of all
possible consequences of their
data processing operations. |If
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impact assessments are thorough,
the likelihood of any data breach
or privacy-intrusive operation can
be fundamentally limited. Data
protection impact assessments
should consequently have regard
to the entire lifecycle management
of personal data from collection to
processing to deletion, describing
in detail the envisaged processing
operations, the risks to the rights
and freedoms of data subjects, the
measures envisaged to address the
risks, safeguards, security
measures and mechanisms to
ensure compliance with the-this
Rregulation.

Amendment 45

(71b) Controllers should focus on
the protection of personal data
throughout the entire data
lifecycle from collection to
processing to deletion by investing
from the outset in a sustainable
data management framework and
by following it up with a
comprehensive compliance
mechanism.
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(72) There are circumstances
under which it may be sensible and
economic that the subject of a data
protection impact  assessment
should be broader than a single
project, for example where public
authorities or bodies intend to
establish a common application or
processing platform or where
several  controllers  plan  to
introduce a common application or
processing environment across an
industry sector or segment or for a
widely used horizontal activity.

(72) There are circumstances under
which it may be sensible and
economic that the subject of a data
protection  impact  assessment
should be broader than a single
project, for example where public
authorities or bodies intend to
establish a common application or
processing platform or where
severa controllers plan to introduce
a common  application  or
processing environment across an
industry sector or segment or for a
widely used horizontal activity.

(72) There are circumstances under
which it may be sensible and
economic that the subject of a data
protection  impact  assessment
should be broader than a single
project, for example where public
authorities or bodies intend to
establish a common application or
processing platform or where
severa controllers plan to introduce
a common  application  or
processing environment across an
industry sector or segment or for a
widely used horizontal activity.

Amendment 46

(73) Data protection impact
assessments should be carried out
by a public authority or public
body if such an assessment has not
already been made in the context of
the adoption of the national law on
which the performance of the tasks
of the public authority or public
body is based and which regulates
the specific processing operation or
set of operations in question.

deleted

(73) Data protection impact
assessments sheuld-may be carried
out by a public authority or public
body if such an assessment has not
aready been made in the context of
the adoption of the national law on
which the performance of the tasks
of the public authority or public
body is based and which regulates
the specific processing operation or
set of operations in question.
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Amendment 47

(74) Where a data protection
impact assessment indicates that
processing operations involve a
high degree of specific risks to the
rights and freedoms of data
subjects, such as excluding
individuals from their right, or by
the use of specific new
technologies, the  supervisory
authority should be consulted, prior
to the start of operations, on arisky
processing which might not be in
compliance with this Regulation,
and to make proposals to remedy
such situation. Such consultation
should equally take place in the
course of the preparation either of a
measure by the national parliament
or of a measure based on such
legislative measure which defines

(74) Where a data protection impact
assessment indicates that
processing operations involve a
high degree of specific risks to the
rights and freedoms of data
subjects, such as excluding
individuals from their right, or by
the use of gpecific new
technologies, the data protection
officer or the supervisory authority
should be consulted, prior to the
start of operations, on a risky
processing which might not be in
compliance with this Regulation,
and to make proposals to remedy
such situation. Sueh A consultation
of the supervisory authority should
equally take place in the course of
the preparation either of a measure
by the national parliament or of a

(74) Where a data protection
impact assessment indicates that
the processing would, despite the
envisaged safeguards, security
measures and mechanisms to
mitigate the eoperations—invelve-a

e el S G
result in a high riks to the rights

and freedoms of el
subjeetsindividuals and the
controller is of the opinion that the
risk cannot be mitigated by
reasonable means in terms of
available technologies and costs of
implementation, sueh-as-exeluding
individuals from their right, or by
I : ¥

technologies——the  supervisory
authority should be consulted, prior
to the start of eperationsprocessing

the nature of the processing and | measure based on such legidative | activities—en—a—+isky—proecessing
lays down appropriate safeguards. | measure which defines the nature of | which-might-net-be-tr-compliance
the processing and lays down | with-this-Regulation—and-to-make

appropriate safeguards. proposals to remedy such situation.

R e e

take place in the course of the

: )
preparation aHther _el a-fReasure by
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e
appropriate-safeguards. Such high
risk is likely to result from certain
types of data processing and
certain extent and frequency of
processing, which may result also
in a realisation of damage or
interference with the rights and
freedoms of the data subject. The
supervisory  authority  should
respond to the request for
consultation in a defined period.
However, the absence of a reaction
of the supervisory authority within
this period should be without
pregjudice to any intervention of
the supervisory authority in
accordance with its tasks and
powers laid down in this
Regulation, including the power to
prohibit processing operations. As
part of this consultation process,
the outcome of a data protection
impact assessment carried out with
regard to the processing at issue
pursuant to Article 33 may be
submitted to the supervisory
authority, in particular the
measures envisaged to mitigate the
risk for the rights and freedoms of
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individuals.

Amendment 48

(74a) Impact assessments can only
be of help if controllers make sure
that they comply with the promises
originally laid down in them. Data
controllers  should  therefore
conduct periodic data protection
compliance reviews demonstrating
that the data  processing
mechanisms in place comply with
assurances made in the data
protection impact assessment. It
should further demonstrate the
ability of the data controller to
comply with the autonomous
choices of data subjects. In
addition, in case the review finds
compliance inconsistencies, it
should highlight these and present
recommendations on how to
achieve full compliance.

(74a) The processor should assist
the controller, where necessary
and upon request, in ensuring
compliance with the obligations
deriving from the carrying out of
data protection impact assessments
and from prior consultation of the
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supervisory authority.

(74b) A consultation with the
supervisory authority should also
take place in the course of the
preparation of a legislative or
regulatory measure which
provides for the processing of
personal data, in order to ensure
the compliance of the intended
processing with this Regulation
and in particular to mitigate the
risk involved for the data subject.

Amendment 49

(75) Where the processing is
carried out in the public sector or
where, in the private sector,
processing is carried out by a large
enterprise, or where its core
activities, regardless of the size of
the enterprise, involve processing
operations which require regular
and systematic monitoring, a
person should assist the controller
or processor to monitor internd
compliance with this Regulation.
Such data protection officers,
whether or not an employee of the
controller, should be in a position
to perform their duties and tasks

(75 Where the processing is
carried out in the public sector or
where, in the private sector,
processing is-carried-out-by-atarge
enterprise—relates to more than
5000 data subjects within 12
months, or where its core activities,
regardless of the size of the
enterprise, involve  processing
operations on sensitive data, or
processing  operations  which
require regular and systematic
monitoring, a person should assist
the controller or processor to
monitor internal compliance with
this Regulation. When establishing

(75) Where the processing is
carried out in the public sector or
where, in the private sector,
processing is carried out by a large
enterprise, or where its core
activities, regardless of the size of
the enterprise, involve processing
operations which require regular
and systematic monitoring, a
person  shedld—with  expert
knowledge of data protection law
and practices may assist the
controller or processor to monitor
internal compliance with  this
Regulation. Such data protection
officers, whether or not an
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independently.

whether data about a large
number of data subjects are
processed, archived data that are
restricted in such a way that they
are not subject to the normal data
access and processing operations
of the controller and can no longer
be changed should not be taken
into account. Such data protection
officers, whether or not an
employee of the controller and
whether or not performing that
task full time, should be in a
position to perform their duties and
tasks independently and enjoy
special protection against
dismissal. Final responsihility
should stay with the management
of an organisation. The data
protection officer should in
particular be consulted prior to the
design, procurement, development
and setting-up of systems for the
automated processing of personal
data, in order to ensure the
principles of privacy by design and
privacy by default.

employee of the controller, should
be in a position to perform their
duties and tasks in  an
independently manner.
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Amendment 50

(75a) The data protection officer
should have at least the following
qualifications: extensive
knowledge of the substance and
application of data protection law,
including technical and
organisational measures and
procedures; mastery of technical
requirements for privacy by
design, privacy by default and data
Ssecurity;, industry-specific
knowledge in accordance with the
size of the controller or processor
and the sensitivity of the data to be
processed; the ability to carry out
inspections, consultation,
documentation, and log file
analysis, and the ability to work
with employee representation. The
controller should enable the data
protection officer to take part in
advanced training measures to
maintain the specialized
knowledge required to perform his
or her duties. The designation as a
data protection officer does not
necessarily require  fulltime
occupation of the respective
employee.
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Amendment 51

(76)  Associations or other bodies
representing categories of
controllers should be encouraged to
draw up codes of conduct, within
the limits of this Regulation, so as
to facilitate the effective application
of this Regulation, taking account
of the specific characteristics of the
processing carried out in certain
sectors.

(76) Associations or other bodies
representing categories of
controllers should be encouraged,
after consultation  of  the
representatives of the employees,
to draw up codes of conduct, within
the limits of this Regulation, so as
to facilitate the effective application
of this Regulation, taking account
of the specific characteristics of the
processing carried out in certain
sectors. Such codes should make
compliance with this Regulation
easier for industry.

(76) Associations or other bodies
representing categories of
controllers or processors should be
encouraged to draw up codes of
conduct, within the limits of this
Regulation, so as to facilitate the
effective  application of this
Regulation, taking account of the
specific  characteristics of the
processing carried out in certain
sectors and the specific needs of
micro, small and medium
enterprises. In particular such
codes of conduct could calibrate
the obligations of controllers and
processors, taking into account the
risk likely to result from the
processing for the rights and
freedoms of individuals.

(76a) When drawing up a code of
conduct, or when amending or
extending such a code,
associations and other bodies
representing categories of
controllers or processors should
consult with relevant stakeholders,
including data subjects where
feasible, and have regard to
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submissions received and views
expressed in response to such
consultations.

Amendment 52

(77) In order to enhance
transparency and compliance with
this Regulation, the establishment
of certification mechanisms, data
protection seals and marks should
be encouraged, adlowing data
subjects to quickly assess the level
of data protection of relevant
products and services.

(77) In order to enhance
transparency and compliance with
this Regulation, the establishment
of certification mechanisms, data
protection seals and standardised
marks should be encouraged,
allowing data subjects to quickly,
reliably and verifiably assess the
level of data protection of relevant
products  and services. A
" European Data Protection Seal"
should be established on the
European level to create trust
among data subjects, legal
certainty for controllers, and at the
same time export European data
protection standards by allowing
non-European companies to more
easily enter European markets by
being certified.

(77) In order to enhance
transparency and compliance with
this Regulation, the establishment
of certification mechanisms, data
protection seals and marks should
be encouraged, dlowing data
subjects to quickly assess the level
of data protection of relevant
products and services.

(78) Cross-border flows  of
persona data are necessary for the
expansion of international trade
and international co-operation. The
increase in these flows has raised

(78) Cross-border flows of nal
data are necessary forthe expansion
of internat trade and
interngtierid  co-operation. The

ease in these flows has raised

(78) Cross-border flows of personal
data to and from countries outside
the Union and international
organisations are necessary for the
expansion of international trade and
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new challenges and concerns with
respect to the protection of
persona data. However, when
persona data are transferred from
the Union to third countries or to
international  organisations, the
level of protection of individuals
guaranteed in the Union by this
Regulation  should not be
undermined. In any event, transfers
to third countries may only be
carried out in full compliance with
this Regulation.

new challenges and concerns wit
respect to the protection of person
data. However, when persona data
are transferred from the Union' to
third countries or to internatfonal
organisations, the level/ of
protection of individuals
guaranteed in the Union/by this
Regulation  should ot be
undermined. In any event, transfers
to third countries may only be
carried out in full compliance with
this Regulation.

international  co-operation. The
increase in these flows has raised
new challenges and concerns with
respect to the protection of persona
data. However, when personal data
are transferred from the Union to
controllers, processors or other
recipients in third countries or to
international  organisations, the
level of protection of individuas
guaranteed in the Union by this
Regulation  should not  be
undermined, to and from countries
outside the Union and
international organisations are
necessary for the expansion of
international trade and
international co-operation. The
increase in these flows has raised
new challenges and concerns with
respect to the protection of
personal data. However, when
personal data are transferred from
the Union to  controllers,
processors or other recipients in
third countries or to international
organisations, the level of
protection of individuals
guaranteed in the Union by this
Regulation should not be
undermined, including in cases of
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onward transfers of personal data
from the third country or
international  organisation  to
controllers, processors in the same
or* another third country or
international organisation. In any
event, transfers to third countries
and international organisations
may only be carried out in full
compliance with this Regulation. A
transfer may only take place if,
subject to the other provisions of
this Regulation, the conditions laid
down in Chapter V are complied
with by the controller or processor.

Amendment 53

(79) This Regulation is without
prejudice to international
agreements concluded between the
Union and third countries
regulating the transfer of personal
data including appropriate
safeguards for the data subjects.

(79) This Regulation is without
prejudice to international
agreements concluded between the
Union and third countries
regulating the transfer of personal
data including appropriate
safeguards for the data subjects
ensuring an adequate level of
protection for the fundamental
rights of citizens

(79) This Regulation is without
prejudice to international
agreements concluded between the
Union and third  countries
regulating the transfer of personal
data including appropriate
safeguards for the data subjects.
Member States may conclude
international agreements which
involve the transfer of personal
data to third countries or
international organisations, as far

41

DE scrutiny reservation, in particular about the application of the rules of place of purchasein relation to Article 89a.
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as such agreements do not affect
this Regulation or any other
provisions of EU law and include
safeguards to protect the rights of
the data subjects™.

Amendment 54

(80) The Commission may
decide with effect for the entire
Union that certain third countries,
or aterritory or a processing sector
within a third country, or an
international organisation, offer an
adequate level of data protection,
thus providing legal certainty and
uniformity throughout the Union as
regards the third countries or
international organisations which
are considered to provide such
level of protection. In these cases,
transfers of personal data to these
countries may take place without
needing to obtain any further
authorisation.

(80) The Commission may decide
with effect for the entire Union that
certain third countries, or aterritory
or a processing sector within athird
country, or an internationa
organisation, offer an adequate
level of data protection, thus
providing legal certainty and
uniformity throughout the Union as
regards the third countries or
international organisations which
are considered to provide such level
of protection. Hr—these—eases;

e e
i .
SQH';.E”% sty ltalz_e pase ";'“'Ieut
adtherisatiton—The Commission
may also decide, having given
notice and a complete justification
to the third country, to revoke such

(80) The Commission may decide
with effect for the entire Union that
certain third countries, or aterritory
or a proecessing—specified sector,
such asthe private sector or one or
more specific economic sectors
within a third country, or an
international organisation, offer an
adequate level of data protection,
thus providing legal certainty and
uniformity throughout the Union as
regards the third countries or
international organisations which
are considered to provide such level
of protection. In these cases,
transfers of persona data to these
countries may take place without
needing to obtain any further
authorisation.

42

FR requests the second sentence to be inserted in Article 89a. NL asked what was meant with the new text and considered that it was necessary to keep it, but its purpose and
meaning should be clarified. DE and UK scrutiny reservation on the new text. EE asked whether if “affect” means that it was not contradictory or something else.
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adecision.

(81) Inline with the fundamental
values on which the Union is
founded, in particular the
protection of human rights, the
Commission should, in its
assessment of the third country,
take into account how a given third
country respects the rule of law,
access to justice as wel as
international human rights norms
and standards.

(81) In line with the fundament
values on which the Union As
founded, in  particular he
protection of human rights/ the
Commission  should, i its
assessment of the third gountry,
take into account how a given third
country respects the rule of law,
access to justice well as
international human /fights norms
and standards.

(81) In line with the fundamental
values on which the Union is
founded, in particular the protection
of human rights, the Commission
should, in its assessment of the-a
third country or of a territory or of
a specified sector within a third
country, take into account how a
given third country respects the rule
of law, access to justice as well as
international human rights norms
and standards and its general and
sectoral law, including legislation
concerning public  security,
defence and national security as
well as public order and criminal
law. The adoption of an adequacy
decision to a teritory or a
specified sector in a third country
should take into account clear and
objective criteria , such as specific
processing activities and the scope
of applicable legal standards and
legidation in force in the third
country.

(81a) Apart from the international
commitments the third country or
international organisation has
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entered into, the Commission
should also take account of
obligations arising from the third
country’s or international
organisation’s participation in
multilateral or regional systemsin
particular in relation to the
protection of personal data, as well
as the implementation of such
obligations. In particular the third
country’s accession to the Council
of Europe Convention of 28
January 1981 for the Protection of
Individuals with regard to the
Automatic Processing of Personal
Data and its Additional Protocol
should be taken into account. The
Commission should consult with
the European Data Protection
Board when assessing the level of
protection in third countries or
international organisations®.

(81b) The Commission should
monitor the functioning of
decisions on the level of protection
in a third country or a territory or

4 DE, supported by NL, proposed that the list of checksin Article 42(2) should include a new component consisting of the participation of third states or international organisationsin

international data-protection systems (e.g. APEC and ECOWAS). According to the position of DE, although those systems are still in the early stages of practical implementation, the
draft Regulation should make allowance right away for the significance they may gain in future. Point (d) of Article 41(2) requires the systems to be fundamentally suited to ensuring
compliance with data protection standards.

Version 21/04/15 — Council’s consolidated version of March 2015 Page 115 of 630



specified sector within a third
country, or an international
organisation, including decisions
adopted on the basis of Article
25(6) or Article 26 (4) of Directive
95/46/EC. The Commission should
evaluate, within a reasonable time,
the functioning of the latter
decisions and report any pertinent
findings to the Committee within
the meaning of Regulation (EU)
No 182/2011 as established under
this Regulation.

Amendment 55

(82) The Commission may
equally recognise that a third
country, or a territory or a
processing sector within a third
country, or an international
organisation offers no adequate
level of data  protection.
Consequently the transfer of
personal data to that third country
should be prohibited. In that case,
provison should be made for
consultations between the
Commission and such third
countries or international
organisations.

(82) The Commission may equally
recognise that a third country, or a
territory or a processing sector
within a third country, or an
international organisation offers no
adequate level of data protection.
Any legislation which provides for
extra-territorial access to personal
data processed in the Union
without  authorisation  under
Union or Member State law
should be considered as an
indication of a lack of adequacy.
Consequently the transfer of
personal data to that third country

(82) The Commission may eguatty
recognise that a third country, or a
territory or a proeessing-specified
sector within a third country, or an
international organisation effers-no
longer ensures an adequate level
of data protection. Consequently
the transfer of personal data to that
third country or international
organisation should be prohibited,
unless the requirements of Articles
42 to 44 are fulfilled. In that case,
provison should be made for
consultations between the
Commission and such third
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should be prohibited. In that case,
provison should be made for
consultations between the
Commission and such third
countries or international
organisations.

countries or international
organisations. The Commission
should, in a timely manner, inform
the third country or international
organisation of the reasons and
enter into consultations with it in
order to remedy the situation.

Amendment 56

(83) In the absence of an
adequacy decision, the controller or
processor should take measures to
compensate for the lack of data
protection in a third country by
way of appropriate safeguards for
the data subject. Such appropriate
safeguards may consist of making
use of binding corporate rules,
standard data protection clauses
adopted by the Commission,
standard data protection clauses
adopted by a supervisory authority
or contractual clauses authorised
by a supervisory authority, or other
suitable and proportionate
measures justified in the light of all
the circumstances surrounding a
data transfer operation or set of
data transfer operations and where
authorised by a supervisory

(83) In the absence of an adequacy
decision, the controller or processor
should take  measures to
compensate for the lack of data
protection in a third country by way
of appropriate safeguards for the
data subject. Such appropriate
safeguards may consist of making
use of binding corporate rules,
standard data protection clauses
adopted by the Commission,
standard data protection clauses
adopted by a supervisory authority
or contractual clauses authorised by
a supervisory authority;—er—ether
suitable-and-propeortionate-measures
jH.St'“ed Hi—the—hght _eI ai—the
CHEUMSIBNCES —SuFFOu cng—a-dda
transter Operation—or—set ol—data
tlal||sle'| lepe;eﬂens and w_lne|e

(83) In the absence of an adequacy
decision, the controller or processor
should take  measures to
compensate for the lack of data
protection in athird country by way
of appropriate safeguards for the
data subject. Such appropriate
safeguards may consist of making
use of binding corporate rules,
standard data protection clauses
adopted by the Commission,
standard data protection clauses
adopted by a supervisory authority
or ad hoc contractual clauses
authorised by a supervisory
authority, or other suitable and
proportionate measures justified in
the light of all the circumstances
surrounding a data transfer
operation or set of data transfer
operations and where authorised by
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authority.

adtherity.  Those  appropriate
safeguards should uphold a

respect of the data subject’s rights
adequate to intra-EU processing,
in particular relating to purpose
limitation, right to access,
rectification, erasure and to claim
compensation. Those safeguards
should in particular guarantee the
observance of the principles of
personal data processing,
safeguard the data subject’s rights
and provide for effective redress
mechanisms, ensure the
observance of the principles of
data protection by design and by
default, guarantee the existence of
a data protection officer.

a supervisory authority. Those
safeguards should ensure
compliance with data protection
requirements and the rights of the
data subjects, including the right
to obtain effective administrative
or judicial redress. They should
relate in particular to compliance
with the general principlesrelating
to personal data processing, the
availability of enforceable data
subject's rights and of effective
legal remedies and the principles
of data protection by design and by
default. Transfers may be carried
out also by public authorities or
bodies with public authorities or
bodies in third countries or with
international organisations with
corresponding duties or functions,
including on the basis of
provisons to be inserted into
administrative arrangements, such
as a memorandum of
understanding. The authorisation
of the competent supervisory
authority should be obtained when
the safeguards are adduced in non
legally binding administrative
arrangements.
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Amendment 57

(84) The possbility for the
controller or processor to use
standard data protection clauses
adopted by the Commission or by a
supervisory  authority  should
neither prevent the possibility for
controllers or processors to include
the standard data protection clauses
in awider contract nor to add other
clauses as long as they do not
contradict, directly or indirectly,
the standard contractual clauses
adopted by the Commission or by a
supervisory authority or prejudice
the fundamental rights or freedoms
of the data subjects.

(84) The possbility for the
controller or processor to use
standard data protection clauses
adopted by the Commission or by a
supervisory  authority  should
neither prevent the possibility for
controllers or processors to include
the standard data protection clauses
in awider contract nor to add other
clauses or supplementary
safeguards as long as they do not
contradict, directly or indirectly, the
standard contractual clauses
adopted by-the-Commission-or by a
supervisory authority or prejudice
the fundamental rights or freedoms
of the data subjects. The standard
data protection clauses adopted by
the Commission could cover
different  Situations, namely
transfers from controllers
established in the Eurepean-Union
to controllers established outside

the Eurepean—Union and from
controllers established in the

Eurepean—Union to processors,
including Sub-processors,
established outside the Eurepean
Union. Controllers and processors

(84) The possbility for the
controller or processor to use
standard data protection clauses
adopted by the Commission or by a
supervisory  authority  should
neither prevent the possibility for
controllers or processors to include
the standard data protection clauses
in awider contract, including in a
contract between the processor
and another processor, nor to add
other clauses or additional
safeguards as long as they do not
contradict, directly or indirectly, the
standard contractual clauses
adopted by the Commission or by a
supervisory authority or prejudice
the fundamental rights or freedoms
of the data subjects.
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should be encouraged to provide
even more robust safeguards via
additional contractual
commitments that supplement
standard protection clauses.

Amendment 58

(85) A corporate group should be
able to make use of approved
binding corporate rules for its
international transfers from the
Union to organisations within the
same  corporate  group  of
undertakings, as long as such
corporate rules include essential
principles and enforceable rights to
ensure appropriate safeguards for
transfers or categories of transfers
of persona data.

(85) A corporate group should be
able to make use of approved
binding corporate rules for its
international transfers from the
Union to organisations within the
same  corporate  group  of
undertakings, as long as such
corporate rules include all essentid
principles and enforceable rights to
ensure appropriate safeguards for
transfers or categories of transfers
of personal data

(85) A corporate group or a group
of enterprises engaged in a joint
economic activity should be able to
make use of approved binding
corporate rules for its international
transfers from the Union to
organisations within the same
corporate group of undertakings or
group of enterprises, as long as
such corporate rules include
essential principles and enforceable
rights to ensure appropriate
safeguards for  transfers  or
categories of transfers of persona
data.

Amendment 59

(86) Provisions should be made
for the possibility for transfers in
certain circumstances where the
data subject has given his consent,
where the transfer is necessary in
relation to a contract or a legal

(86) Provisions should be made for
the possibility for transfers in
certain circumstances where the
data subject has given his consent,
where the transfer is necessary in
relation to a contract or a lega

(86) Provisions should be made for
the possbility for transfers in
certain circumstances where the
data subject has given his explicit
consent, where the transfer is
neecessary-occasional in relation to
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claim, where important grounds of
public interest laid down by Union
or Member State law so require or
where the transfer is made from a
register established by law and
intended for consultation by the
public or persons having a
legitimate interest. In this latter
case such a transfer should not
involve the entirety of the data or
entire categories of the data
contained in the register and, when
the register is intended for
consultation by persons having a
legitimate interest, the transfer
should be made only at the request
of those persons or if they are to be
the recipients.

claim, where important grounds of
public interest laid down by Union
or Member State law so require or
where the transfer is made from a
register established by law and
intended for consultation by the
public or persons having a
legitimate interest. In this latter
case such a transfer should not
involve the entirety of the data or
entire categories of the data
contained in the register and, when
the register is intended for
consultation by persons having a
legitimate interest, the transfer
should be made only at the request
of those persons or if they are to be
the recipients, taking into full
account the interests and
fundamental rights of the data
subject.

a contract or a lega clam,
regardless of whether in a judicial
procedure or whether in an
administrative or any out-of-court
procedure, including procedures
before regulatory bodies. Provision
should also be made for the
possibility for transfers where
important grounds of public interest
lad down by Union or Member
State law so require or where the
transfer is made from a register
established by law and intended for
consultation by the public or
persons having alegitimate interest.
In this latter case such a transfer
should not involve the entirety of
the data or entire categories of the
data contained in the register and,
when the register is intended for
consultation by persons having a
legitimate interest, the transfer
should be made only at the request
of those persons or if they are to be
the recipients.

Amendment 60

(87) These derogations should in
particular apply to data transfers
required and necessary for the

(87) These derogations should in
particular apply to data transfers
required and necessary for the

(87) These derogationsrules should
in particular apply to data transfers

required and necessary for the
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protection of important grounds of
public interest, for example in
cases of international data transfers
between competition authorities,
tax or customs administrations,
financial supervisory authorities,
between services competent for
social security matters, or to
competent authorities for the
prevention, investigation, detection
and prosecution of crimina
offences.

protection of important grounds of
public interest, for example in cases
of international data transfers
between competition authorities,
tax or customs administrations,
financia supervisory authorities,
between services competent for
social security matters or for public
health, or to competent public
authorities for the prevention,
investigation, detection and
prosecution of crimina offences,
including for the prevention of
money laundering and the fight
against terrorist financing. A
transfer of personal data should
equally be regarded as lawful
where it is necessary to protect an
interest which is essential for the
data subject’s or another person’s
life, if the data subject isincapable
of giving consent. Transferring
personal data for such important
grounds of public interest should
only be wused for occasional
transfers. In each and every case,
a careful assessment of all
circumstances of the transfer

protection—of—important grednds
reasons of public interest, for
example in cases of international
data transters—exchange between
competition authorities, tax or
customs administrations, beteween
financial supervisory authorities,
between services competent for
socia security matters, or te

cotpecen e e for b

I . : i)
offencesfor public health, for

example in case of contact tracing
for contagious diseases or in order
to reduce and/or eliminate doping
in sport. A transfer of personal
data should equally be regarded as
lawful where it is necessary to
protect an interest which is
essential for the data subject’s or
another person’s vital interests,
including physical integrity or life,
if the data subject is incapable of
giving consent.** In the absence of
an adequacy decision, Union law
or Member State law may, for
important reasons of public
interest, expressly set limits to the

44

FR referred to the situation of a recipient of the transfer who is a medical professional or hasadduced provisions ensuring the respect of the data subject's right to privacy and
medical confidentiality. PRES considersthat this could be further addressed in the context of Chapter I X.
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should be carried out.

transfer of specific categories of
data to a third country or an
international organization.
Member States should notify such
provisions to the Commission.

Amendment 61

(88) Transfers which cannot be
qualified as frequent or massive,
could aso be possible for the
purposes of the legitimate interests
pursued by the controller or the
processor, when they have assessed
al the circumstances surrounding
the data transfer. For the purposes
of processing for historical,
statistical and scientific research
pUrposes, the legitimate
expectations of society for an
increase of knowledge should be
taken into consideration.

(88) Transters which —cannot be
lified F e
could also be possible for the

processor-when-they-have-assessed
al the circumstances surrounding
the-data-transfer- For the purposes
of processing for historical,
statistical and scientific research
pUrposes, the legitimate
expectations of society for an
increase of knowledge should be
taken into consideration.

(88) Transfers which cannot be
gualified as large scale or frequent
oF-massive, could also be possible
for the purposes of the legitimate
interests pursued by the controller
or the processor, when they—have
those interests are not overridden
by the interests or rights and
freedoms of the data subject and
when the controller or the
processor has assessed all the
circumstances surrounding the data
transfer. The controller  or
processor should give particular
consideration to the nature of the
data, the purpose and duration of
the proposed processing operation
or operations, as well as the
situation in the country of origin,
the third country and the country
of final destination, and adduced
suitable safeguards to protect
fundamental rights and freedoms
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of natural persons with respect to
processing of their personal data.
For the purposes of processing for
historical, statistical and scientific
research purposes, the legitimate
expectations of society for an
increase of knowledge should be
taken into consideration. To assess
whether a transfer islarge scale or
frequent the amount of personal
data and number of data subjects
should be taken into account and
whether the transfer takes place
on an occasional or regular basis.

Amendment 62

(89) In any case, where the
Commission has taken no decision
on the adequate level of data
protection in a third country, the
controller or processor should
make use of solutions that provide
data subjects with a guarantee that
they will continue to benefit from
the fundamenta rights and
safeguards as regards processing of
their data in the Union once this
data has been transferred.

(89) In any case, where the
Commission has taken no decision
on the adequate level of data
protection in a third country, the
controller or processor should make
use of solutions that provide data
subjects with a legally binding
guarantee that they will continue to
benefit from the fundamental rights
and safeguards as  regards
processing of their data in the
Union once those data have been
transferred, to the extent that the
processing is not massive, not

(89) In any case, where the
Commission has taken no decision
on the adequate level of data
protection in a third country, the
controller or processor should make
use of solutions that provide data
subjects with a guarantee that they
will continue to benefit from the
fundamental rights and safeguards
as regards processing of their data
in the Union once this data has
been transferred.
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repetitive and not structural. That
guarantee should include
financial indemnification in cases
of loss or unauthorised access or
processing of the data and an
obligation, regardless of national
legidlation, to provide full details
of all access to the data by public
authoritiesin the third country.

Amendment 63

(90) Some third countries enact
laws, regulations and other
legislative  instruments  which
purport to directly regulate data
processing activities of natural and
legal persons under the jurisdiction
of the Member States. The
extraterritorial application of these
laws, regulations and other
legislative instruments may be in
breach of international law and
may impede the attainment of the
protection of individuals
guaranteed in the Union by this
Regulation. . Transfers should only
be allowed where the conditions of
this Regulation for a transfer to
third countries are met. This may
inter alia be the case where the

(90) Some third countries enact
laws, regulations and other
legislative  instruments  which
purport to directly regulate data
processing activities of natural and
legal persons under the jurisdiction
of the Member States. The
extraterritorial application of these
laws, regulations and other
legislative instruments may be in
breach of international law and may
impede the attainment of the
protection of individuals
guaranteed in the Union by this
Regulation. Transfers should only
be allowed where the conditions of
this Regulation for a transfer to
third countries are met. This may
inter alia be the case where the

(90) Some third countries enact
laws, regulations and  other
legidative  instruments  which
purport to directly regulate data
processing activities of natural and
legal persons under the jurisdiction
of the Member States. The
extraterritorial application of these
laws, regulations and other
legislative instruments may be in
breach of international law and may
impede the attainment of the
protection of individuals
guaranteed in the Union by this
Regulation. Transfers should only
be allowed where the conditions of
this Regulation for a transfer to
third countries are met. This may
inter alia be the case where the
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disclosure is necessary for an
important ground of public interest
recognised in Union law or in a
Member State law to which the
controller  is  subject. The
conditions under  which an
important ground of public interest
exists should be further specified
by the Commission in a delegated
act.

disclosure is necessary for an
important ground of public interest
recognised in Union law or in a
Member State law to which the
controller is subject. The conditions
under which an important ground
of public interest exists should be
further specified by the
Commission in a delegated act. In
cases where controllers or
processors are confronted with
conflicting compliance
requirements between the
jurisdiction of the Union on the
one hand, and that of a third
country on the other, the
Commission should ensure that
Union law takes precedence at all
times. The Commisson should
provide guidance and assistance to
the controller and processor, and it
should seek to resolve the
jurisdictional conflict with the
third country in question.

disclosure is necessary for an
important ground of public interest
recognised in Union law or in a
Member State law to which the
controller is subject. Fhe-conditions

R
of—publie-nte €S t. exists-sheuld-be
“’"El'e'. . sp_eelllelell bly . the

(91) When personal data moves
across borders it may put at
increased risk the ability of
individuals to exercise data
protection rights in particular to
protect themselves from the

(91) When personal data moves
across borders it put at
increased  risk e ability of
individuals —~to exercise data
protection rights in particular to

ect themselves from the

(91) When personal data moves
across borders outside the Union it
may put at increased risk the ability
of individuals to exercise data
protection rights in particular to
protect themselves from the
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unlawful use or disclosure of that
information. At the same time,
supervisory authorities may find
that they are unable to pursue
complaints or conduct
investigations relating to the
activities outside their borders.
Their efforts to work together in
the cross-border context may also
be hampered by insufficient
preventative or remedial powers,
inconsistent legal regimes, and
practical obstacles like resource
constraints. Therefore, there is a
need to promote closer co-
operation among data protection
supervisory authorities to help
them exchange information and
carry out investigations with their
international counterparts.

unlawful use or disclosure of that
information. At the same timeg
supervisory authorities may find
that they are unable to pursue
complaints or conduct
investigations  relating to/ the
activities outside their borders.
Their efforts to work together in the
cross-border context may also be
hampered by ynsufficient
preventative or remedial powers,
inconsistent legal regimes, and
practical obstacles Aike resource
constraints. Therefgre, there is a
need to promote clpser co-operation
among data protgction supervisory
authorities to hélp them exchange
information /and carry  out
Investigation with their
international /counterparts.

unlawful use or disclosure of that
information. At the same time,
supervisory authorities may find
that they are unable to pursue
complaints or conduct
investigations relating to the
activities outside their borders.
Their efforts to work together in the
cross-border context may aso be
hampered by insufficient
preventative or remedia powers,
inconsistent legal regimes, and
practical obstacles like resource
constraints. Therefore, there is a
need to promote closer co-operation
among data protection supervisory
authorities to help them exchange
information and carry  out
investigations with their
international counterparts. For the
purposes of developing
international co-operation
mechanisms to facilitate and
provide international mutual
assistance for the enforcement of
legidlation for the protection of
personal data, the Commission
and the supervisory authorities
should exchange information and
cooperate in activities related to
the exercise of their powers with
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competent authorities in third
countries, based on reciprocity and
in compliance with the provisions
of this Regulation, including those
laid down in Chapter V.

Amendment 64

(92) The  establishment  of
supervisory authorities in Member
States, exercising their functions
with complete independence, is an
essential component  of  the
protection of individuals with
regard to the processing of their
personal data. Member States may
establish more  than one
supervisory authority, to reflect
their constitutional, organisational
and administrative structure.

(920 The establishment  of
supervisory authorities in Member
States, exercising their functions
with complete independence, is an
essential component  of  the
protection of individuals with
regard to the processing of their
persona data. Member States may
establish more than one supervisory
authority, to reflect  their
constitutional, organisational and
administrative structure. An
authority shall have adequate
financial and personal resources
to fully carry out its role, taking
into account the size of the
population and the amount of
personal data processing.

(920 The establishment  of
supervisory authorities in Member
States, empowered to perform their
tasks and exereising-exercise their
funetions—powers with complete
independence, is an essentia
component of the protection of
individuals with regard to the
processing of their personal data
Member States may establish more
than one supervisory authority, to
reflect their constitutional,
organisational and administrative
structure.

(92a) The independence of
supervisory authorities should not
mean that the supervisory
authorities cannot be subjected to
control or monitoring mechanism
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regarding their financial
expenditure. Neither does it imply
that supervisory authorities cannot
be subjected to judicial review.

(93) Where a Member State
establishes several  supervisory
authorities, it should establish by
law mechanisms for ensuring the
effective participation of those
supervisory authorities in the
consistency  mechanism.  That
Member State should in particular
designate the supervisory authority
which functions as a single contact
point for the effective participation
of those authorities in the
mechanism, to ensure swift and
smooth co-operation with other
supervisory authorities, the
European Data Protection Board
and the Commission.

(93) Where a Member State
establishes several supervisory
authorities, it should establish by
law mechanisms for ensuring the
effective participation of those
supervisory authorities in the
consistency  mechanism.  That
Member State should in particular
designate the supervisory authority
which functions as a single contact
point for the effective participation
of those authorities in the
mechanism, to ensure swift and
smooth co-operation with other
supervisory authorities, the
European Data Protection Board
and the Commission.

(93) Where a Member State
establishes severa  supervisory
authorities, it should establish by
law mechanisms for ensuring the
effective participation of those
supervisory authorities in the
consistency  mechanism.  That
Member State should in particular
designate the supervisory authority
which functions as a single contact
point for the effective participation
of those authorities in the
mechanism, to ensure swift and
smooth co-operation with other
supervisory authorities, the
European Data Protection Board
and the Commission.

Amendment 65

(94) Each supervisory authority
should be provided with the
adequate financial and human
resources, premises and
infrastructure, which is necessary
for the effective performance of
their tasks, including for the tasks

(94) Each supervisory authority
should be provided with the
adequate financial and human
resources, paying particular
attention to ensuring adequate
technical and legal skills of staff,
premises and infrastructure, which

(94) Each supervisory authority
should be provided with the
adeguate—financial and human
resources, premises and
infrastructure, which is—are
necessary for the effective
performance of their  tasks,
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related to mutual assistance and co-
operation with other supervisory
authorities throughout the Union.

iIs necessary for the effective
performance of their  tasks,
including for the tasks related to
mutual assistance and co-operation
with other supervisory authorities
throughout the Union.

including for the tasks related to
mutual assistance and co-operation
with other supervisory authorities
throughout the Union. Each
supervisory authority should have
a separate annual budget, which
may be part of the overall state or
national budget.

Amendment 66

(95) The genera conditions for
the members of the supervisory
authority should be laid down by
law in each Member State and
should in particular provide that
those members should be either
appointed by the parliament or the
government of the Member State,
and include rules on the personal
qualification of the members and
the position of those members.

(95) The general conditions for the
members of the supervisory
authority should be laid down by
law in each Member State and
should in particular provide that
those members should be either
appointed by the parliament or the
government of the Member State
taking due care to minimise the
possibility of political interference,
and include rules on the persond
qualification of the members, the
avoidance of conflicts of interest
and the position of those members.

(95) The general conditions for the
member or members of the
supervisory authority should be laid
down by law in each Member State
and should in particular provide
that those members should be either
appointed by the parliament and/or
the government or the heade of
State of the Member State—and

include rules on  the persond
the position of those membersor by
an independent body entrusted by
Member State law with the
appointment by means of a
transparent procedure. In order to
ensure the independence of the
supervisory authority, the member
or members should refrain from
any action incompatible with their
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duties and should not, during their
term of office, engage in any
incompatible occupation, whether
gainful or not.

(95a) Each supervisory authority
should be competent on the
territory of its own Member State
to exercise the powers and to
perform the tasks conferred on it
in accordance  with this
Regulation. This should cover in
particular the processing in the
context of the activities of an
establishment of the controller or
processor on the territory of its
own Member State, the processing
of personal data carried out by
public authorities or private bodies
acting in the public interest
proceesing affecting data subjects
on its territory or processing
carried out by a controller or
processor not established in the
European Union when targeting
data subjects residing in its
territory. This should include
dealing with complaints lodged by
a data subject, conducting
investigations on the application of
the Regulation, promoting public
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awareness of the risks, rules,
safeguards and rights in relation
to the processing of personal data.

(96) The supervisory authorities
should monitor the application of
the provisons pursuant to this
Regulation and contribute to its
consistent application throughout
the Union, in order to protect
natural persons in relation to the
processing of their persona data
and to facilitate the free flow of
personal data within the internal
market. For that purpose, the
supervisory authorities should co-
operate with each other and the
Commission.

(96) The supervisory authoriti
should monitor the application/of
the provisions pursuant to/this
Regulation and contribute /to its
consistent application throughout
the Union, in order (o protect
natural persons in relaion to the
processing of their fersona data
and to facilitate thie free flow of
personal data within the interna
market. For that purpose, the
supervisory althorities should co-
operate with each other and the
Commission.

(96) The supervisory authorities
should monitor the application of
the provisions pursuant to this
Regulation and contribute to its
consistent application throughout
the Union, in order to protect
natural persons in relation to the
processing of their personal data
and to facilitate the free flow of
personal data within the interna
market. For that purpose, this
Regulation should oblige and
empower the supervisory
authorities shedtd—to co-operate
with  each other and the
Commission, without the need for
any agreement between Member
States on the provision of mutual
assistance or on such cooperation.

(96a) Where the processing of
personal data takes place in the
context of the activities of an
establishment of a controller or
processor in the Union and the
controller  or  processor is
established in more than one
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Member State, or  where
processing taking place in the
context of the activities of a single
establishment of a controller or
ppr ocessor in the Union
substantially affects or is likely to
substantially affect data subjectsin
more than one Member State, the
supervisory authority for the main
establishment of the controller or
processor or for the single
establishment of the controller or
processor should act as lead
authority. It should cooperate with
the other authorities tha t are
concerned, because the controller
or processor has an establishment
on the territory of their Member
State, because data subjects
residing on ther territory are
substantially affected, or because a
complaint has been lodged with
them. Also where a data subject
not residing in that Member State
has lodged a complaint, the
supervisory authority to which
scuh complaint has been lodged
should also be a concerned
supervisory authority. Within its
tasks to issue guidelines on any
guestion covering the application
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of this Regulation, the European
Data Protection Board may issue
guidelines in particular on the
criteria to be taken into account in
order to ascertain whether the
processing in guestion
substantially affects data subjects
in more than one Member State
and on what constitutes a relevant
and reasoned objection®.

(96b) The lead authority should be
competent to adopt binding
decisions regarding measures
applying the powers conferred on
it in accordance with the
provisions of this Regulation. In
its capacity as lead authority, the
supervisory  authority  should
closely involve and coordinate the
concerned supervisory authorities
in the decision-making process. In
cases where the decisions is to
reject the complaint by the data
subject in whole or in part that
decision should be adopted by the
supervisory authority at which the
complaint has been lodged.

45 DE proposal; CZ and LU scrutiny reservation.
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(96c) The decision should be
agreed jointly by the lead
supervisory authority and the
concernec supervisory authorities
concerned and should be directed
towards the main or single
establishment of the controller or
processor and be binding on the
controller and processor. The
controller or processor should take
the necessary measures to ensure
the compliance  with  this
Regulation and the
implementation of the decision
notified by the lead supervisory
authority to the main
establishment of the controller or
processor as regards the
processing activitiesin the Union.

Amendment 67

(97) Where the processing of
personal data in the context of the
activities of an establishment of a
controller or a processor in the
Union takes place in more than one
Member  State, one single
supervisory authority should be
competent for monitoring the
activities of the controller or

(97) Where the processing of
persona data in the context of the
activities of an establishment of a
controller or a processor in the
Union takes place in more than one
Member  State, one single
supervisory authority should be
: - :
activities—of act as the single

Moved modified under 96a
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processor throughout the Union
and taking the related decisions, in
order to increase the consistent
application, provide legal certainty
and reduce administrative burden
for such controllers and processors.

contact point and the lead
authority responsible for
supervising the controller or
processor throughout the Union and
taking the related decisions, in
order to increase the consistent
application, provide legal certainty
and reduce administrative burden
for such controllers and processors.

(97) Each supervisory authority
not acting as lead supervisory
authority should be competent to
deal with local cases where the
controller  or  processor is
established in more than one
Member State, but the subject
matter of the specific processing
concerns only processing carried
out in a single Member State and
involving only data subjectsin that
single Member State, for example,
where the subject matter concerns
the processing of employees data
in the specific employment context
of a Member State. In such cases,
the supervisory authority should
inform the lead supervisory
authority without delay on this
matter. After being informed, the
lead supervisory authority should
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decide, whether it will deal with
the case within the one-stop-shop
mechanism or whether the
supervisory  authority  which
informed it should deal with the
case at local level. When deciding
whether it will deal with the case,
the lead supervisory authority
should take into account, whether
there is an establishment of the
controller or processor in the
Member State of the supervisory
authority which informed it, in
order to ensure  effective
enforcement of a decision vis-a-vis
the controller or processor. Where
the lead supervisory authority
decides to deal with the case, the
supervisory  authority  which
informed it should have the
possibility to submit a draft for a
decision, of which the lead
supervisory authority should take
utmost account when preparing its
draft decision in the one-stop-shop
mechanism.

Amendment 68

(98) The competent authority,
providing such one-stop shop,

(98) The competent lead authority,
providing such one-stop shop,

(98) The competent-rules on the
lead supervisory authority;
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should be the supervisory authority
of the Member State in which the
controller or processor has its main
establishment.

should be the supervisory authority
of the Member State in which the
controller or processor has its main
establishment or its representative.
The European Data Protection
Board may designate the lead
authority through the consistency
mechanism in certain cases at the
request of a competent authority.

providing—sueh—and the one-stop-
shop mechanism, should not apply

where the processing is carried out
by public authorities or private
bodies in the public interest. In
such cases be-the only supervisory
authority competent to exercise the
powers conferred to it in
accordance with this Regulation
should be the supervisory
authority of the Member State
where the public authority pro
private body is establishedin-which

e

Amendment 69

(98a) Data subjects whose
personal data s-are processed by a
data controller or processor in
another Member State should be
able to complain to the supervisory
authority of their choice. The lead
data protection authority should
coordinate its work with that of the
other authoritiesinvolved.

(99) While this Regulation
applies aso to the activities of
nationa courts, the competence of
the supervisory authorities should

(99) While this Regulati plies
also to the activities of nationad
courts, competence of the

visory authorities should not

deleted
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not cover the processing of
personal data when courts are
acting in their judicial capacity, in
order to safeguard the
independence of judges in the
performance of their judicial tasks.
However, this exemption should be
strictly limited to genuine judicial
activities in court cases and not
apply to other activities where
judges might be involved in, in
accordance with national law.

cover the processing of person

data when courts are acting in their
judicial  capacity, in or to
safeguard the independence of
judges in the performance of their
judicial  tasks. owever, this
exemption should be strictly limited
to genuine judicial activities in
court and not apply to other
activitieS where judges might be
involved in, in accordance with

iona law.

(100) In order to ensure consistent
monitoring and enforcement of this
Regulation throughout the Union,
the supervisory authorities should
have in each Member State the
same duties and effective powers,
including powers of investigation,
legally  binding  intervention,
decisions and sanctions,
particularly in cases of complaints
from individuals, and to engage in
legal proceedings. Investigative
powers of supervisory authorities
as regards access to premises
should be exercised in conformity
with Union law and national law.
This concerns in particular the
requirement to obtain a prior

(100) In order to ensure consist

monitoring and enforcement of this
Regulation throughout the Ufion,
the supervisory authorities/should
have in each Member &tate the
same duties and effective powers,
including powers of fnvestigation,
legally binding intervention,
decisions sanctions,
particularly in gases of complaints
from individydls, and to engage in
legal pro ings. Investigative
powers of/Supervisory authorities as
regards,/access to premises should
be exercised in conformity with
Union law and national law. This
cghcerns  in particular  the
equirement to obtain a prior

(100) In order to ensure consistent
monitoring and enforcement of this
Regulation throughout the Union,
the supervisory authorities should
have in each Member State the
same duties—tasks and effective
powers, including powers of
investigation, corrective powers
lecal bind . o,
decistons—and  sanctions, and
authorisation and advisory powers,
particularly in cases of complaints
from individuals, and without
prgudice to the powers of
prosecutorial authorities under
national law, to bring
infringments of this Regulation to
the attention of the judicial
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judicia authorisation. judicia authorisation.

authorities and/or to engage in
legal proceedings. Such powers
should also include the power to
forbid the processing on which the
authority is consulted. Member
States may specify other tasks
related to the protection of
personal data under this
Regulation. The powers of
supervisory authorities should be
exercised in conformity with
appropriate procedural safeguards
set out in Union law and national
law, impartially, fairly and within
a reasonable time. In particular
each measure  should  be
appropriate, necessary and
proportionate in view of ensuring
compliance with this Regulation,
taking into account the
circumstances of each individual
case, respect the right of every
person to be heard before any
individual measure which would
affect him or her adversey is
taken and avoid superfluous costs
and excessive inconveniences for
the persons concerned.
trvestigative—Investigatory powers
of — supervisory —authorities — as

regards access to premises should
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be exercised in eonformity
accordance with specific
requirements in national
procedural law, such as with
concerns in - paticular  the
requirement to obtain a prior
judicia authorisation.

Each legally binding measure of
the supervisory authority should
be in writing, be clear and
unambiguous, indicate the
supervisory authority which has
issued the measure, the date of
issue of the measure, bear the
signature of the head, or a
member of the supervisory
authority authorised by him or
her, give the reasons for the
measure, and refer to the right of
an effective remedy. This should
not preclude additional
requirements pursuant to national
procedural law. The adoption of
such legally binding decision
implies that it may give rise to
judicial review in the Member
State of the supervisory authority
that adopted the decision.
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Amendment 70

(101) Each supervisory authority
should hear complaints lodged by
any data subject and should
investigate the matter. The
investigation following a complaint
should be carried out, subject to
judicia review, to the extent that is
appropriate in the specific case.
The supervisory authority should
inform the data subject of the
progress and the outcome of the
complaint within a reasonable
period. If the case requires further
investigation or coordination with
another  supervisory  authority,
intermediate information should be
given to the data subject.

(101) Each supervisory authority
should hear complaints lodged by
any data subject or by associations
acting in the public interest and
should investigate the matter. The
investigation following a complaint
should be carried out, subject to
judicia review, to the extent that is
appropriate in the specific case. The
supervisory authority should inform
the data subject or the association
of the progress and the outcome of
the complaint within a reasonable
period. If the case requires further
investigation or coordination with
another  supervisory  authority,
intermediate information should be
given to the data subject.

(101) Each-Where the supervisory
authority sheutd-hear-to which the
complaints has been lodged is not
the lead supervisory authority, the
lead supervisory authority should
closdly co-operate with the
supervisory authority to which the
complaint has been lodged
according to the provisions on co-
operation and consistency laid
down in this Regulation. In such
cases, by any data subject and
Hvestigation Iel_lemng,a eal_npleunt
g_ |e_u|_e| Be o |1|ee| out;—subject o
juckcid FEview tel the ezt_e;_lt that 'S.
Fhethe lead supervisory authority
should, when taking measures
intended to produce legal effects,
including the imposition of
administrative fines, take utmost
account of the view of the tferm

the data subject of the progress and

B e
e " ol 1

supervisory authority;—atermediate
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information should be given to the
data-subteet to which the complaint
has been lodged and which should

remain competent to carry out any
investigation on the territory of its
own Member State in liaison with
the competent supervisory
authority.

(101a) The supervisory authority
recelving a complaint or detecting
or being informed otherwise of
situations that entail possible
infringements of the Regulation
should seek an  amicable
settlement and, if this proves
unsuccessful, exercise its full
range of powers in cases where
another  supervisory authority
should act as a lead supervisory
authority for the processing
activities of the controller or
processor but the concrete subject
matter of a complaint or the
possible infringement concerns
only processing activities of the
controller or processor in the one
Member State where the complaint
has been lodged or the possible
infringement detected and the
matter does not substantially affect
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or is not likely to substantially
affect data subjects in other
Member States. This should
include specific processing carried
out in the territory of the Member
State of the supervisory authority
or with regard to data subjects on
the territory of that Member State;
or to processing that is carried out
in the context of an offer of goods
or services specifically aimed at
data subjects in the territory of the
Member State of the supervisory
authority; or that has to be
assessed taking into account
relevant legal obligations under
national law.

(102) Awareness raising activities
by supervisory authorities
addressed to the public should
include specific measures directed
a controllers and processors,
including micro, smal and
medium-sized enterprises, as well
as data subjects.

(102) Awareness raising activitk
by supervisory autherities
addressed to the publie” should
include specific measures directed
a controllers d processors,
including miefo, smal and
medium-si enterprises, as well
as data subjects.

(102) Awareness raising activities
by supervisory authorities
addressed to the public should
include specific measures directed
a controllers and processors,
including micro, smal and
medium-sized enterprises, as well
as data—subjectsindividuals in
particular in the educational
context.

(103) The supervisory authorities
should assist each other in

(103) The supervi authorities
assist  each  other in

(103) The supervisory authorities
should assist each other in
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performing their duties and provide
mutual assistance, so as to ensure
the consistent application and
enforcement of this Regulation in
the internal market.

performing their duties and provi
mutual assistance, so as to engdre
the consistent application” and
enforcement of this Regulétion in
the internal market.

performing their duties-tasks and
provide mutual assistance, so as to
ensure the consistent application
and enforcement of this Regulation
in the interna market. Where a
supervisory authority requesting
mutual assistance, in the case of
no response of the requested
supervisory authority within one
month of receiving the request,
adopts a provisional measure,
such provisional measure should
be duly justified and only of a
temporary nature.

(104) Each supervisory authority
should have the right to participate
in joint operations between
supervisory  authorities. The
requested supervisory authority
should be obliged to respond to the
reguest in a defined time period.

(104) Each supervisory authority
should have the right to participate
in joint operations  between
supervisory authorities. The
requested supervisory authority
should be obliged to respond to the
request in a defined time period.

(104) Each supervisory authority
should have the right to participate
in joint operations  between
supervisory authorities. The
requested supervisory authority
should be obliged to respond to the
regquest in a defined time period.

Amendment 71

(105) In order to ensure the
consistent application of this
Regulation throughout the Union, a
consistency mechanism for co-
operation between the supervisory
authorities themselves and the
Commission should be established.

(105) In order to ensure the
consistent application of this
Regulation throughout the Union, a
consistency mechanism for co-
operation between the supervisory
authorities themselves and the
Commission should be established.

(105) In order to ensure the
consistent application of this
Regulation throughout the Union, a
consistency mechanism for co-
operation between the supervisory
authorities themselves—and—the
Coemmission-should be established.
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This  mechanism  should in
particular apply where a
supervisory authority intends to
take a measure as regards
processing operations that are
related to the offering of goods or
services to data subjects in severa
Member States, , or to the
monitoring such data subjects, or
that might substantially affect the
free flow of personal data. It should
also apply where any supervisory
authority or the Commission
requests that the matter should be
dealt with in the consistency
mechanism.  This  mechanism
should be without prejudice to any
measures that the Commission may
take in the exercise of its powers
under the Treaties.

This  mechanism should in
particular apply where a
supervisory authority intends to
take a measure as regards
processing operations that are
related to the offering of goods or
services to data subjects in several
Member States, or to the
monitoring of such data subjects, or
that might substantially affect the
free flow of personal data. It should
also apply where any supervisory
authority or the Commission
requests that the matter should be
dealt with in the consistency
mechanism. Furthermore, the data
subjects should have the right to
obtain consistency, if they deem a
measure by a Data Protection
Authority of a Member State has
not fulfilled this criterion. This
mechanism should be without
prejudice to any measures that the
Commission may take in the
exercise of its powers under the
Treaties.

This  mechanism should in
particular apply where a
supervisory authority intends to
take-adopt a measure intended to
produce legal effects as regards
processing operations that—are
:
|elat_ed to Hlel eIIe1|||_|g el_geeds GII
Member  States, . or to the
S h bieets

that—might—which substantially
affect a significant number of data
subjects in several Member States.
B
should aso apply where any
concerned supervisory authority or
the Commission® requests that the
such matter should be dealt with in
the consistency mechanism. This
mechanism should be without
prejudice to any measures that the
Commission may take in the
exercise of its powers under the
Treaties.

(106) In application of the
consistency mechanism, the
European Data Protection Board

(106) In applicati the
consistenc echanism, the
Data Protection Board

(106) In application of the
consistency mechanism, the
European Data Protection Board

46

HU reservation on the reference to the Commission.
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should, within a determined period
of time, issue an opinion, if a
simple majority of its members so
decides or if so requested by any
supervisory authority or the
Commission.

should, within a determined perio

of time, issue an opinion, if /a
simple majority of its members/so
decides or if so requested by/any
supervisory  authority or/ the
Commission.

should, within a determined period
of time, issue an opinion, if a
simple-majority of its members so
decides or if so requested by any
concerned supervisory authority
concerned or the Commission. The
European Data Protection Board
should also be empowered to adopt
legally binding decisionsin case of
disputes between  supervisory
authorities. For that purposes it
should issue, in principle with a
two-third majority of its members,
legally binding decisions in clearly
defined cases where there are
conflicting views among
supervisory authorities in
particular in the cooperation
mechanism between the lead
supervisory authority and
concerned supervisory authorities
on the merits of the case, notably
whether there is an infringement
of this Regulation or not.

Amendment 72

(106a) In order to ensure the
consistent application of this
Regulation, the European Data
Protection Board may in
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individual cases adopt a decision
which is binding on the competent
supervisory authorities.

Amendment 73

(107) In  order to ensure
compliance with this Regulation,
the Commission may adopt an
opinion on this matter, or a
decision, requiring the supervisory
authority to suspend its draft
measure.

del eted

deleted

(108) There may be an urgent
need to act in order to protect the
interests of data subjects, in
particular when the danger exists
that the enforcement of aright of a
data subject could be considerably
impeded. Therefore, a supervisory
authority should be able to adopt
provisonal measures with a
specified period of validity when
applying the consistency
mechani sm.

(108) There may be an urgent n

to act in order to protect” the
interests of data subjects, in
particular when the danger exists
that the enforcement of a right of a
data subject couldbe considerably
impeded. Thergfore, a supervisory
authority shelld be able to adopt
provision measures with a
specified period of validity when
applying the consistency

echanism.

(108) There may be an urgent need
to act in order to protect the rights
and freedoms interests—of data
subjects, in particular when the
danger exists that the enforcement
of aright of a data subject could be
considerably impeded. Therefore, a
supervisory authority should be
able to adopt provisional measures
with a specified period of validity
when applying the consistency
mechanism.

(109) The application of this
mechanism should be a condition
for the lega wvalidity and
enforcement of the respective
decision by a supervisory authority.

(109) The application this
mechanism should condition
for the | validity and
enforc t of the respective

fSion by a supervisory authority.

(109) The application of this
mechanism should be a condition
for the lega—validity—and
enforcement of the respective

decision-lawfulness of a measure
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In other cases of cross-border
relevance, mutual assistance and
joint investigations might be
carried out between the concerned
supervisory authorities on a
bilateral or multilatera basis
without triggering the consistency
mechanism.

In other cases of cross-bord
relevance, mutual assistance and
joint investigations might be cefrried
out between the concerned
supervisory  authoriti on a
bilateral or multilaferal basis
without triggering the consistency
mechanism.

intended to produce legal effects
by a supervisory authority in those
cases where its application is
mandatory. In other cases of cross-
border relevance, the co-operation
mechanism between the lead
supervisory authority and
concerned supervisory authorities
should be applied and mutual
assistance and joint ivestigations
operations might be carried out
between the concerned supervisory
authorities on a bilatera or
multilateral basis without triggering
the consistency mechanism.

Amendment 74

(110) At Union level, a European
Data Protection Board should be
set up. It should replace the
Working Party on the Protection of
Individuals with Regard to the
Processing of Persona Data
established by Directive 95/46/EC.
It should consist of a head of a
supervisory authority of each
Member State and of the European
Data Protection Supervisor. The
Commission should participate in
its activities. The European Data

(110) At Union level, a European
Data Protection Board should be set
up. It should replace the Working
Party on the Protection of
Individuals with Regard to the
Processing of Persona Data
established by Directive 95/46/EC.
It should consist of a head of a
supervisory authority of each
Member State and of the European
Data Protection Supervisor. Fhe
Hs—activities: The European Data

(110) In order to promote the
consistent application of this
Regulation, At-Unien-tevel,—a-the
European Data Protection Board
should be set up as an independent
body of the Union. To fulfil its
objectives, the European Data
Protection Board should have
legal personality. The European
Data Protection Board should be
represented by its Chair. It should
replace the Working Party on the
Protection of Individuals with
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Protection Board should contribute
to the consistent application of this
Regulation throughout the Union,
including by advising the
Commission and promoting co-
operation of the supervisory
authorities throughout the Union.
The European Data Protection
Board should act independently
when exercising its tasks.

Protection Board should contribute
to the consistent application of this
Regulation throughout the Union,
including by advising the
Commission ingtitutions of the
Union and promoting co-operation
of the supervisory authorities
throughout the Union, including
the  coordination of  joint
operations. The European Data
Protection Board should act
independently when exercising its
tasks. The European Data
Protection Board should
strengthen the dialogue with
concerned stakeholders such as
data subjects’ associations,
consumer  organisations, data
controllers and other relevant
stakeholders and experts.

Regard to the Processing of
Personal Data established by
Directive 95/46/EC. It should
consist of a head of a supervisory
authority of each Member State or
his or her representative—and-—of.
the—The Commission and the
European Data Protection
Supervisor__—Fhe—Cemmission
should participate in its activities
without  voting rights. The
European Data Protection Board
should contribute to the consistent
application of this Regulation
throughout the Union, including by
advising the Commission, in
particular on the levd of
protection in third countries or
international organisations, and
promoting co-operation of the
supervisory authorities throughout
the Union. The European Data
Protection Board should act
independently when exercising its
tasks.

(110a) The European Data
Protection Board should be
assisted by a secretariat provided
by the secretariat of the European
Data Protection Supervisor. The
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staff of the secretariat of the
European Data Protection
Supervisor involved in carrying
out the tasks conferred on the
European Data Protection Board
by this Regulation should perform
its tasks exclusively under the
instructions of, and report to the
Chair of the European Data
Protection Board. Organisational
separation of staff should concern
all services needed for the
independent functioning of the
European Data Protection Board

Amendment 75

(111) Every data subject should
have the right to lodge a complaint
with a supervisory authority in any
Member State and have the right to
a judicial remedy if they consider
that their rights under this
Regulation are infringed or where
the supervisory authority does not
react on a complaint or does not act
where such action is necessary to
protect the rights of the data
subject.

(111) Every—data Data subjeet
subjects should have the right to

lodge a complaint with a
supervisory authority in any
Member State and have the right to
a an effective judicial remedy in
accordance with Article 47 of the
Charter of-Fundamental Rights-if
they consider that their rights under
this Regulation are infringed or
where the supervisory authority
does not react on a complaint or
does not act where such action is
necessary to protect the rights of

(111) Every data subject should
have the right to lodge a complaint
with a supervisory authority, in
particular in the Member State of
his or her habitual residence—n
any—Member—State and have the
right to an effective judicial remedy
in accordance with Article 47 of
the Charter of Fundamental
Rights if the data subject #-they
considers that thei-his or her rights
under this Regulation are infringed
or where the supervisory authority
does not react on a complaint,
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the data subject.

partially or wholly reects or
dismisses a complaint or does not
act where such action is necessary
to protect the rights of the data
subject. The investigation
following a complaint should be
carried out, subject to judicial
review, to the extent that is
appropriate in the specific case.
The supervisory authority should
inform the data subject of the
progress and the outcome of the
complaint within a reasonable
period. If the case requires further
investigation or coordination with
another supervisory authority,
intermediate information should
be given to the data subject. In
order to facilitate the submission
of complaints, each supervisory
authority should take measures
such as providing a complaint
submission form which can be
completed also €lectronically,
without excluding other means of
communication.

Amendment 76

(112) Any body, organisation or
association which aims to protects

(112) Any body, organisation or
association which aims-to-—protects

(112) Where a data subject
considers that his or her rights
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the rights and interests of data
subjects in relation to the
protection of their data and is
constituted according to the law of
a Member State should have the
right to lodge a complaint with a
supervisory authority or exercise
the right to a judicial remedy on
behalf of data subjects, or to lodge,
independently of a data subject's
complaint, an own complaint
where it considers that a persond
data breach has occurred.

the rights and interests of data
of—their—data acts in the public
interest and is  constituted
according to the law of a Member
State should have the right to lodge
a complaint with a supervisory
authority on behalf of data subjects
with their consent or exercise the
right to ajudicia remedy en-behalt
of if mandated by the data
subjeetssubject, or to lodge,
independently of a data subject's
complaint, an own complaint where
it considers that a persona—data
breach of this Regulation has
occurred.

under this Regulation are
infringed, he or she should have
the right to mandate aAny body,
organisation or association which
ams to protects the rights and
interests of data subjects in relation
to the protection of their dataand is
constituted according to the law of
a Member State,—sheuld-have-the
right-to lodge a complaint on his or
her behalf with a supervisory
authority or exercise the right to a
judicia remedy on behalf of data
subjects. Such a body,
organisation or association should
have the right—er to lodge,
independently of a data subject's
complaint, an ewn-complaint where
it has reasons to considers that a
personal data breach referred to in
Article 32(1) has occurred and
Article 32(3) does not apply.

(113) Each natural or legal person
should have the right to a judicia
remedy against decisions of a
supervisory authority concerning
them. Proceedings aganst a
supervisory authority should be
brought before the courts of the
Member  State, where the

(113) Each natural or legal person
should have the right to a-qjudicial
remedy against decisions of a
supervisory autherity concerning
them. Proceedings against a
supervi authority should be
brougtit before the courts of the

ember State, where  the

(113) Each—Any natural or legal
person shedtd—have the right to
bring an action for annulment of
decisions of the European Data
Protection Board before the Court
of Justice of the European Union
(the *“Court of Justice”) under the
conditions provided for in Article
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supervisory
established.

authority

is

supervisory authority is established.

263 TFEU. As addressees of such
decisions, the concerned
supervisory authorities who wish
to challenge them, have to bring
action within two months of their
notification to them, in accordance
with Article 263 TFEU. Where
decisions of the European Data
Protection Board are of direct and
individual concern to a controller,
processor or the complainant, the
latter may bring an action for
annulment against those decisions
and they should do so within two
months of their publication on the
website of the European Data
Protection Board, in accordance
with Article 263 TFEU. Without
prgudice to this right under
Article 263 TFEU, each natural or
legal person should have an
effective judicial remedy before the
competent national court against a
decisions of a supervisory authority
which produces legal effects
concerning themthis person.

Such a decision concerns in
particular the exercise of
investigative,  corrective  and
authorisation powers by the
supervisory authority or the

Version 21/04/15 - Council’s consolidated version of March 2015

Page 154 of 630



dismissal or rejection of
complaints®’. However, this right
does not encompass other
measures of supervisory
authorities which are not legally
binding, such as opinions issued
by or advice provided by the
supervisory authority. Proceedings
against a supervisory authority
should be brought before the courts
of the Member State, where the
supervisory authority is established
and should be conducted in
accordance with the national
procedural law of that Member
State. Those courts should
exercise full jurisdiction which
should include jurisdiction to
examine all questions of fact and
law relevant to the dispute before
it. Where a complaint has been
rejected or dismissed by a
supervisory authority, the
complainant may bring
proceedings to the courts in the
same Member State. In the context
of judicial remedies relating to the
application of this Regulation,
national courts which consider a

4 GR reservation.
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decision on the question necessary
to enable them to give judgment,
may, or in the case provided for in
Article 267 TFEU, must, request
the Court of Justice to give a
preliminary ruling on the
interpretation of Union law
including this Regulation.

Furthermore, where a decision of
a supervisory authority
implementing a decision of the
European Data Protection Board
is challenged before a national
court and the validity of the
decision of the European Data
Protection Board is at issue, that
national court does not have the
power to declare the European
Data Protection Board's decision
invalid but must refer the question
of validity to the Court of Justice
in accordance with Article 267
TFEU asin terpreted by the Court
of Justice in the Foto-frost case®®,
whenever it considers the decision
invalid. However, a national court
may not refer a question on the
validity of the decision of the
European Data Protection Board

8 Case C-314/85.
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at the request of a natural or legal
person which had the opportunity
to bring an action for annulment
of that decision, in particular if it
was directly and individually
concerned by that decision, but
had not done so within the period
laid down by Article 263 TFEU.

(113a) Where a court seized with a
proceeding against a decision of a
supervisory authority has reason
to believe that proceedings
concerning the same processing
activities or the same cause of
action are brought before a
competent court in another
Member State, it should contact
that court in order to confirm the
existence of such  related
proceedings. I f related proceedings
are pending before a court in
another Member State, any court
other than the court first seized
should stay its proceedings or may,
on request of one of the parties,
decline jurisdiction in favour of
the court first seized if the latter
has jurisdiction over the
proceedings in question and its
law permits the consolidation of
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such related proceedings.
Proceedings are deemed to be
related where they are so closely
connected that it is expedient to
hear and determine them together
to avoid the risk of irreconcilable
judgments resulting from separate
proceedings.

Amendment 77

(114) In order to strengthen the
judicia protection of the data
subject in dtuations where the
competent supervisory authority is
established in another Member
State than the one where the data
subject is residing, the data subject
may request any body, organisation
or association aiming to protect the
rights and interests of data subjects
in relation to the protection of their
data to bring on the data subject's
behalf proceedings against that
supervisory authority to the
competent court in the other
Member State.

(114) In order to strengthen the
judicial protection of the data
subject in dtuations where the
competent supervisory authority is
established in another Member
State than the one where the data
subject is residing, the data subject
may regdest mandate any body,
organisation or association aiming
to protect the rights and interests of
I b . ot I
protection—of—their—data acting in
the public interest to bring en-the
data—subject's—behaf proceedings
against that supervisory authority to
the competent court in the other
Member State.

deleted
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Amendment 78

(115) In dituations where the
competent supervisory authority
established in another Member
State does not act or has taken
insufficient measures in relation to
a complaint, the data subject may
request the supervisory authority in
the Member State of his or her
habitual residence to bring
proceedings against that
supervisory authority to the
competent court in the other
Member State. The requested
supervisory authority may decide,
subject to judicia review, whether
it is appropriate to follow the
request or not.

(115) In situations where the
competent supervisory authority
established in another Member
State does not act or has taken
insufficient measures in relation to
a complaint, the data subject may
request the supervisory authority in
the Member State of his or her
habitual  residence to bring
proceedings against that
supervisory  authority to the
competent court in the other
Member State. This does not apply
to non-EU residents. The requested
supervisory authority may decide,
subject to judicia review, whether
it is appropriate to follow the
request or not.

deleted

Amendment 79

(116) For proceedings against a
controller or processor, the plaintiff
should have the choice to bring the
action before the courts of the
Member  States where the
controller or processor has an
establishment or where the data
subject  resides, unless the

(116) For proceedings against a
controller or processor, the plaintiff
should have the choice to bring the
action before the courts of the
Member States where the controller
or processor has an establishment
or, in case of EU residence, where
the data subject resides, unless the

(116) For proceedings against a
controller or processor, the plaintiff
should have the choice to bring the
action before the courts of the
Member States where the controller
or processor has an establishment
or where the data subject resides,
unless the controller is a public
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controller is a public authority
acting in the exercise of its public
powers.

controller is a public authority of
the Union or a Member State
acting in the exercise of its public
powers.

authority acting in the exercise of
its public powers.

(117) Where there are indications
that paralel proceedings are
pending before the courts in
different Member States, the courts
should be obliged to contact each
other. The courts should have the
possibility to suspend a case where
a paralel case is pending in
another Member State. Member
States should ensure that court
actions, in order to be effective,
should allow the rapid adoption of
measures to remedy or prevent an
infringement of this Regulation.

(117) Where there are indications
that parallel proceedings /are
pending before the coyrts in
different Member States, the courts
should be obliged to ¢ontact each
other. The courts should have the
possibility to suspend a case where
aparalle case igpending in another
Member State. Member States
should ensure that court actions, in
order tobe effective, should alow
the rgpid adoption of measures to
r y or prevent an infringement
this Regulation.

deleted

Amendment 80

(118) Any damage which a person
may suffer as a result of unlawful
processing should be compensated
by the controller or processor, who
may be exempted from liability if
they prove that they are not
responsible for the damage, in
particular where he establishes
fault on the part of the data subject

(118) Any damage, whether
pecuniary or not, which a person
may suffer as a result of unlawful
processing should be compensated
by the controller or processor, who
may be exempted from liability

only if they—preve he proves that

they—are he is not responsible for
the damage, in particular where he

establishes fault on the part of the

(118) Any damage which a person
may suffer as a result of unlawful
processing should be compensated
by the controller or processor, who
may be exempted from liability if
they prove that they are not
responsible for the damage, in
particular where he establishes fault
on the part of the data subject or in
case of force magjeure. The concept
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or in case of force majeure.

data subject or in case of force
majeure.

of damage should be broadly
interpreted in the light of the case
law of the Court of Justice of the
European Union in a manner
which fully reflects the objectives
of this Regulation. This is without
prgudice to any claims for
damage deriving from the
violation of other rules in Union
or Member State law®.

(118a) Where specific rules on
jurisdiction are contained in this
Regulation, in particular as
regards proceedings seeking a
judicial remedy including
compensation, against a controller
or processor, general jurisdiction
rules such as those of Regulation
No 1215/2012 should not prejudice
the application of such specific
rules,

(118b) In order to strengthen the
enforcement of the rules of this
Regulation, penalties and
administrative fines may be
imposed for any infringement of
the Regulation, in addition to, or

49
50

COM scrutiny reservation.
COM and DE scrutiny reservation.
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instead of appropriate measures
imposed by the supervisory
authority pursuant to this
Regulation. The imposition of
penalties and administrative fines
should be subject to adequate
procedural safeguards in
conformity with general principles
of Union law and the Charter of
Fundamental Rights, including
effective judicial protection and
due process.

Amendment 81

(119) Penalties should be imposed
to any person, whether governed
by private or public law, who fails
to comply with this Regulation.
Member States should ensure that
the penalties should be effective,
proportionate and dissuasive and
should take al measures to
implement the penalties.

(119) Penalties should be imposed
to any person, whether governed by
private or public law, who fails to
comply with this Regulation.
Member States should ensure that
the penalties should be effective,
proportionate and dissuasive and
should take al measures to
implement the penalties. The rules
on penalties should be subject to
appropriate procedural safeguards
in conformity with the general
principles of Union law and the
Charter of Fundamental Rights,
including those concerning the
right to an effective judicial

(119) Member States may lay
down the rules on criminal
sanctions for infringements of this
Regulation, including for
infringements of national rules
adopted pursuant to and within the
limits of Penaties—sheuld—be
imposed to any person, whether

Ly ; blic_taw.

j ith—this
Regulation. These criminal
sanctions may also allow for the
deprivation of the profits obtained
through infringements of this
Regulation. However, the
imposition of criminal
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remedy, due process and the
principle of nebisin idem.

sanctionsfor infringements of such
national rules and of
administrative sanctions Member
]
penalties—should  be—effective;
should  take —all measures to
Haplement-the-penalties:not lead to
the breach of the principle of ne
bis in idem, as interpreted by the
Court of Justice.

Amendment 82

(119a) In applying penalties,
Member States should show full
respect for appropriate procedural
safeguards, including the right to
an effective judicial remedy, due
process, and the principle of ne bis
in idem.

(120) In order to strengthen and
harmonise administrative sanctions
against infringements of this
Regulation, each  supervisory
authority should have the power to
sanction administrative offences.
This Regulation should indicate
these offences and the upper limit
for the related administrative fines,
which should be fixed in each

(120) In order to strengthen arid
harmonise administrative tions
against infringements ~of this
Regulation, each ~ supervisory
authority should héve the power to
sanction administrative offences.
This Regutation should indicate
these offences and the upper limit
for the related administrative fines,

ich should be fixed in each

(120) In order to strengthen and
harmonise administrative sanctions
against infringements of this
Regulation, each  supervisory
authority should have the power to
impose —sanetion—administrative
offencesfines. This Regulation
should indicate these-offences-and,
the upper limit and criteria for
fixing the related administrative
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individual case proportionate to the
specific situation, with due regard
in particular to the nature, gravity
and duration of the breach. The
consistency mechanism may aso
be used to cover divergences in the
application  of  administrative
sanctions.

individual case proportionate to th
specific situation, with due regar
in particular to the nature, gravjty
and duration of the breach. 1The
consistency mechanism may /also
be used to cover divergences/in the
application  of  adminigtrative
sanctions.

fines, which should be fixed
determined by the competent
supervisory authority in each
individual case, taking into
account all relevant circumstances
of —propertionate—to—the specific
situation, with due regard in
particular to the nature, gravity and
duration of the breach and of its
consequences and the measures
taken to ensure compliance with
the obligations under the
Regulation and to prevent or
mitigate the consequences of the
infringement. The consistency
mechanism may also be used to
promote a consistent eover
divergences—in—the—application of
administrative sanctions. It should
be for the Member States to
determine whether and to which
extent public authorities should be
subject to administrative fines.
I mposing an administrative fine or
giving a warning does not affect
the application of other powers of
the supervisory authorities or of
other  sanctions under the
Regulation.
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Amendment 83

(121) The processing of personal
data solely for journalistic
purposes, or for the purposes of
artistic or literary expression should
qualify for exemption from the
requirements of certain provisions
of this Regulation in order to
reconcile the right to the protection
of persona datawith theright to
freedom of expression, and notably
the right to receive and impart
information, as guaranteed in
particular by Article 11 of the
Charter of Fundamental Rights of
the European Union. This should
apply in particular to processing of
personal datain the audiovisual
field and in news archives and press
libraries. Therefore, Member States
should adopt |egislative measures,
which should lay down exemptions
and derogations which are
necessary for the purpose of

bal ancing these fundamental rights.
Such exemptions and derogations
should be adopted by the Member
States on general principles, on the
rights of the data subject, on
controller and processor, on the

(121) Fheprocessing—of personal
I o : : it

purposes, or for the purposes of
qualify—for—exemption Whenever
necessary, exemptions or
derogations from the requirements
of certain provisions of this
Regulation for the processing of
personal data should be provided
for in order to reconcile the right to
the protection of personal data with
the right to freedom of expression,
and notably the right to receive and
impart information, as guaranteed
in particular by Article 11 of the

Charteref—Fundamental—Rights—of
apply ”II pelu E'GH!E“ tel pleeasl_ g ell

tield-and-h-news-archives-andpress
Hbraries: Therefore, Member States
should adopt legidlative measures,
which should lay down exemptions
and derogations which are
necessary for the purpose of
balancing these fundamental rights.
Such exemptions and derogations
should be adopted by the Member

(121) Member States law should
reconcile the rules governing
freedom of expresson and
information, including
journalistic, academic, artistic and
or literary expression with the
right to the protection of personal
data pursuant to this Regulation.
The processing of personal data
solely for journalistic purposes, or
for the purposes of academic,
artistic or literary expression should
be subject to guatify-for-exemption
from the requirements of certain

Charter of Fundamental Rights of
the—European—Ynten—derogations
or exemptions from certain
provisons of this Regulation if
necessary to reconcile the right to
the protection of personal data,
with the right to freedom of
expression and information, as

Version 21/04/15 - Council’s consolidated version of March 2015

Page 165 of 630



transfer of datato third countries or
international organisations, on the
independent supervisory authorities
and on co-operation and
consistency. This should not,
however, lead Member States to lay
down exemptions from the other
provisions of this Regulation. In
order to take account of the
importance of the right to freedom
of expression in every democratic
society, it is necessary to interpret
notions relating to that freedom,
such asjournalism, broadly.
Therefore, Member States should
classify activities as ‘journalistic’
for the purpose of the exemptions
and derogations to be laid down
under this Regulation if the object
of these activitiesis the disclosure
to the public of information,
opinions or ideas, irrespective of
the medium which is used to
transmit them. They should not be
limited to media undertakings and
may be undertaken for profit-
making or for non-profit making
PUrposes.

States on genera principles, on the
rights of the data subject, on
controller and processor, on the
transfer of datato third countries or
international organisations, on the
independent supervisory
authorities, and on co-operation and
consistency and on specific data
processing situations. This should
not, however, lead Member States
to lay down exemptions from the
other provisions of this Regulation.
In order to take account of the
importance of the right to freedom
of expression in every democratic
society, it is necessary to interpret
notions relating to that freedom,
sueh—as—joeurnalism;  broadly-
Fheretore—Member—States—sheuld
forthe purpose-of the-exemptions
: .
o Idl eIe:e_geMensl o be_ﬁlall d dle.””
of—these to cover all activities is
which aim at the disclosure to the
public of information, opinions or
ideas, irrespective of the medium
which is used to transmit them, also
taking into account technological
development. They should not be
limited to media undertakings and

guaranteed by Article 11 of the
Charter of Fundamental Rights of
the European Union. This should
apply in particular to processing of
personal data in the audiovisual
field and in news archives and press
libraries. Therefore, Member States
should adopt legislative measures,
which should lay down exemptions
and derogations which are
necessary for the purpose of
balancing these fundamenta rights.
Such exemptions and derogations
should be adopted by the Member
States on genera principles, on the
rights of the data subject, on
controller and processor, on the
transfer of data to third countries or
international organisations, on the
independent supervisory authorities
and on co-operation and
consistency. In case these
exemptions or derogations differ
from one Member State to
another, the national law of the
Member State to which the
controller is subject should apply.
This should net, however, lead

; ;
exemptions — from  the  other
o b ation,
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may be undertaken for profit- | erder—to—take —account—of—the

making or for non-profit making | Hnpertance-of-theright-to-freedom
PUrpPOSES. of expression in every democratic

purpeses:In order to take account
of the importance of the right to
freedom of expression in every
democratic society, it is necessary
to interpret notions relating to that
freedom, such as journalism,
broadly.

(121a) This Regulation allows the
principle of public access to
official documents to be taken into
account when applying the
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provisons set out in this
Regulation. Public access to
official  documents may be
considered as a public interest.
Personal data in documents held
by a public authority or a public
body should be able to be publicly
disclosed by this authority or body
if the disclosure is provided for by
Union law or Member State law to
which the public authority or
public body is subject. Such laws
should reconcile public access to
official documents and the reuse
of public sector information with
the right to the protection of
personal data and may therefore
provide for the necessary
derogations from the rules of this
regulation. The reference to public
authorities and bodies should in
this context include all authorities
or other bodies covered by
Member State law on public access
to documents. Directive
2003/98/EC of the European
Parliament and of the Council of
17 November 2003 on the re-use of
public sector information leaves
intact and in no way affects the
level of protection of individuals
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with regard to the processing of
personal data under the provisions
of Union and national law, and in
particular does not alter the
obligations and rights set out in
this Regulation. In particular, that
Directive should not apply to
documents access to which is
excluded or restricted by virtue of
the access regimes on the grounds
of protection of personal data, and
parts of documents accessible by
virtue of those regimes which
contain personal data the re-use of
which has been defined by law as
being incompatible with the law
concerning the protection of
individuals with regard to the
processing of personal data.

(122) The processing of personal | (122) The processing of persoria | Moved to recital 42a°
data concerning health, as a special | data concerning health, as ecial
category of data which deserves | category of data which™ deserves
higher protection, may often be | higher protection, may often be
justified by a number of legitimate | justified by a number of legitimate
reasons for the benefit of | reasons f the Dbenefit of
individuals and society as a whole, | individyal's and society as a whole,
in particular in the context of |in ticular in the context of
ensuring continuity of cross-border suring continuity of cross-border

1 Moved from recital 18.
2 Moved to recital 42a.
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healthcare. Therefore this
Regulation should provide for
harmonised conditions for the
processing of personal data
concerning health, subject to
specific and suitable safeguards so
as to protect the fundamental rights
and the personal data of
individuals. This includes the right
for individuas to have access to
their personal data concerning their
health, for example the data in their
medical records containing such
information as diagnosis,
examination results, assessments by
treating physicians and any
treatment or interventions provided.

healthcare. Therefore thi
Regulation should provide for
harmonised conditions for / the
processing of persona / data
concerning health, supject to

specific and suitable uards so
as to protect the fundamental rights
and the perso data of

individuals. This ihcludes the right
for individuals/to have access to
their personal/data concerning their
health, for gxample the data in their
medical fecords containing such
information as diagnosis,
examination results, assessments by
tredting physicians and any

eatment or interventions provided.

Amendment 84

(122a) A professional who
processes personal data
concerning health should receive,
if possible, anonymised or
pseudonymised data, leaving the
knowledge of the identity only to
the General-general Practitioner
practitioner _or to the Specialist
specialist who has requested such
data processing.
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Amendment 85

(123) The processing of personal
data concerning headth may be
necessary for reasons of public
interest in the areas of public
health, without consent of the data
subject. In that context, ‘public
health” should be interpreted as
defined in Regulation (EC) No
1338/2008 of the European
Parliament and of the Council of 16
December 2008 on Community
statistics on public health and
health and safety at work, meaning
al elements related to hedth,
namely heath status, including
morbidity and disability, the
determinants having an effect on
that health status, health care needs,
resources alocated to health care,
the provison of, and universa
access to, hedth care as well as
health care expenditure and
financing, and the causes of
mortality. Such processing of
personal data concerning health for
reasons of public interest should
not result in personal data being

(123) The processing of persond
data concerning hedth may be
necessary for reasons of public
interest in the areas of public
health, without consent of the data
subject. In that context, ‘public
health’ should be interpreted as
defined in Regulation (EC) No
1338/2008 of the European
Parliament and of the
Couneit**Council ‘ef-16-December
public-health-and-health-and-safety
at—werk, meaning al eements
related to hedth, namely hedth
status, including morbidity and
disability, the determinants having
an effect on that hedth status,
health care needs, resources
allocated to hedth care, the
provision of, and universal access
to, health care as well as health care
expenditure and financing, and the
causes  of mortality.  Sueh
processing—of—personal—data
concerning heath for reasons of

Moved to recital 42>,

53

Moved to recital 42b.
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processed for other purposes by
third parties such as employers,
insurance and banking companies.

as—employers, — insurance —and
hopki oo

“b__1b  Regulation (EC) No
1338/2008 of the European
Parliament and of the Council of
16 December 2008 on Community
statistics on public health and
health and safety at work (OJ L

354, 31.12.2008, p. 70).

Amendment 86

123a) The processing of personal
data concerning health, as a
special category of data, may be
necessary for reasons of historical,
statistical or scientific research.
Therefore this Regulation foresees
an exemption from the
requirement of consent in cases of
research that serves a high public
interest.

Amendment 87

(124) The genera principles on the
protection of individuals with
regard to the processing of personal

(124) The genera principles on the
protection of individuals with
regard to the processing of personal

(124) Ihegenerakpnnerpt&een%he
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data should also be applicable to
the employment context. Therefore,
in order to regulate the processing
of employees' persona data in the
employment  context, Member
States should be able, within the
limits of this Regulation, to adopt
by law specific rules for the
processing of persona data in the
employment sector.

data should also be applicable to
the employment and the social
security context. Fherefore—in
order Member States should be
able to regulate the processing of
employees personal data in the
employment and the processing of
personal data in the social security
context in accordance with the
rules and minimum standards set
out in.Member States should-be
able—within—the—tmits—of this
Regul ati on-te-adept-by-taw-speeifie
rutesfor. Where a statutory basisis
provided in the Member State in
question for the regulation of
employment matters by agreement
between employee representatives
and the management of the
undertaking or the controlling
undertaking of a group of
undertakings (collective
agreement) or under Directive
2009/38/EC of the European
Parliament and of the
Ceuneit*Council’, the processing
of personal data in the—an
employment—seeter context may
also be regulated by such an

employment-sector-National law or

collective agreements (including
‘works agreements )>* may provide
for specific rules on the processing
of employees' personal data in the
employment context, in particular
for the purposes of the
recruitment, the performance of
the contract of employment,
including discharge of obligations
laid down by law or by collective
agreements, management,
planning and organisation of
work, equality and diversity in the
workplace , health and safety at
work, and for the purposes of the
exercise and enjoyment, on an
individual or collective basis, of
rights and benefits related to
employment, and for the purpose

54

DE proposal.
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agreement.

#<_I Directive 2009/38/EC of the
European Parliament and of the
Council of 6 May 2009 on the
establishment of a European
Works Council or a procedure in
Community-scale  undertakings
and Community-scale groups of
undertakings for the purposes of
informing and consulting
employees (OJ L 122, 16.5.2009, p.
28).

of the termination of the
employment relationship.

(125) The processing of persona
data for the purposes of historical,
statistical or scientific research
should, in order to be lawful, aso
respect other relevant legislation
such ason clinical trials.

(125) The processing of person
data for the purposes of historjcal,
statistical or scientific r ch
should, in order to be lawfdl, aso
respect other relevant islation
such ason clinical trials

(125) The processing of personal
data for the purposes of historical,
statistical or scientific researeh
purposes and for archiving
purposes in the public interest
should, in addition to the general
principles and specific rules of this
Regulation, in particular as
regards the conditions for H-order
to—be—lawful processing, aso
comply with respect other relevant
legislation such as on clinical
trialsThe further processing of
personal data for historical,
statistical and scientific purposes
and for archiving purposes in the
public interest (...) should not be
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considered incompatible with the
purposes for which the data are
initially collected and may be
processed for those purposes for a
longer period than necessary for
that initial purpose (...). Member
States should be authorised to
provide, under specific conditions
and in the presence of appropriate
safeguards for data subjects,
specifications and derogations to
the information requirements and
the rights to access, rectification,
erasure, to be forgotten, restriction
of processing and on the right to
data portability and the right to
object when processing personal
data for historical, statistical or
scientific  purposes and for
archiving purposes (...) The
conditions and safeguards in
guestion may entail specific
procedures for data subjects to
exercise those rights if this is
appropriate in the light of the
purposes sought by the specific
processing along with technical
and organisational measures
aimed at minimisng the
processing of personal data in
pursuance of the proportionality
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and necessity principles.

Amendment 88

(125a) Personal data may also be
processed subsequently by archive
services whose main or mandatory
task is to collect, conserve, provide
information about, exploit and
disseminate archives in the public
interest. Member State legislation
should reconcile the right to the
protection of personal data with
the rules on archives and on
public access to administrative
information.  Member  States
should encourage the drafting, in
particular by the European
Archives Group, of rules to
guarantee the confidentiality of
data vis-a-vis third parties and the
authenticity, integrity and proper
conservation of data.

Moved to recitals 126¢ and 126d.>°

(125aa) By coupling information
from registries, researchers can
obtain new knowledge of great
value when it comes to eg.

55

Moved to recitals 126¢ and 126d.
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widespread diseases as
cardiovascular disease, cancer,
depression etc. On the basis of
registries, research results can be
enhanced, as they draw on a
larger population. Within social
science, research on the basis of
registries enables researchers to
obtain essential knowledge about
long-term impact of a number of
social conditions eg.
unemployment, education, and the
coupling of this information to
other life conditions. Research
results obtained on the basis of
registries provide solid, high
quality knowledge, which can
provide the basis for the
formulation and implementation
of knowledge-based policy,
improve the quality of life for a
number of people, and improve the
efficiency of social services etc.

In order to facilitate scientific
research, personal data can be
processed for scientific purposes
subject to appropriate conditions
and safeguards set out in Member
State or Union law. Hence consent
from the data subject should not
be necessary for each further
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processing for scientific purposes.

(125b) The importance of archives
for the understanding of the
history and culture of Europe”
and “that well-kept and accessible
archives contribute to the
democratic  function of our
societies, were underlined by
Council Resolution of 6 May 2003
on archives in the Member
States™. Where personal data are
processed for archiving purposes,
this Regulation should also apply
to that processing, bearing in mind
that this Regulation should not
apply to deceased persons.

Public authorities or public or
private bodies that hold records of
public interest should be services
which, pursuant to Union or
Member State law, have a legal
obligation to acquire, preserve,
appraise, arrange,  describe,
communicate, promote,
disseminate and provide access to
records of enduring value for
general public interest. Member
States should also be authorised to

% 0J C 113, 13.5.2003, p. 2.
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provide that personal data may be
further processed for archiving
purposes, for example with a view
to providing specific information
related to the political behaviour
under former totalitarian state
regimes’".

Codes of conduct may contribute
to the proper application of this
Regulation, including  when
personal data are processed for
archiving purposes in the public
interest by further specifying
appropriate safeguards for the
rights and freedoms of the data
subject®. Such codes should be
drafted by Member States official
archives or by the European
Archives  Group. Regarding
international transfers of personal
data included in archives, these
must take place without prejudice
of the applying European and
national rules for the circulation
of cultural goods and national
treasures,

57 CZ reservation.
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Amendment 89

(126) Scientific research for the
purposes of this Regulation should
include fundamental  research,
applied research, and privately
funded research and in addition
should take into account the
Union's objective under Article
179(1) of the Treaty on the
Functioning of the European Union
of achieving a European Research
Area

(126) Scientific research for the
purposes of this Regulation should
include fundamental  research,
applied research, and privately
funded research and in addition
should take into account the
Union's objective under Article
179(1) of the Treaty on the
Functioning of the European Union
of achieving a European Research
Area. The processing of personal
data for historical, statistical and
scientific ~ research purposes
should not result in personal data
being processed for  other
purposes, unless with the consent
of the data subject or on the basis
of Union or Member State law.

(126) Where personal data are
processed for Seientifie—scientific
researeh—forthe-purposes, —of this
Regulation should also apply to
that processing. For the purposes
of this Regulation, processing of
personal data for scientific
purposes should include
fundamental  research, applied
research, and—privately funded
research® and in addition should
take into account the Union's
objective under Article 179(1) of
the Treaty on the Functioning of the
European Union of achieving a
European Research Area. Scientific
purposes should also include
studies conducted in the public
interest in the area of public
health. To meet the specificities of
processing personal data for
scientific purposes specific
conditions should apply in
particular as regards the
publication or otherwise disclosure
of personal data in the context of
scientific purposes. If the result of

59

AT and SE scrutiny reservation.
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scientific research in particular in
the health context gives reason for
further measures in the interest of
the data subject, the general rules
of this Regulation should apply in
view of those measures®.

(126a) Where personal data are
processed for historical purposes,
this Regulation should also apply
to that processing. This should
also include historical research
and research for genealogical
purposes, bearing in mind that this
Regulation should not apply to
deceased persons.

(126b) For the purpose of
consenting to the participation in
scientific research activities in
clinical trials (...) the relevant
provisions of Regulation (EU) No.
536/2014 of the European
Parliament and of the Council
should apply.

(126c) Where personal data are
processed for statistical purposes,
this Regulation should apply to
that processing. Union law or

60 CZ, DK, FI, FR, HU, MT, NL, PT, SE, Sl and UK scrutiny reservation.
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Member State law should, within
the limits of this Regulation,
determine  statistical  content,
control of access, specifications
for the processing of personal data
for dtatistical purposes and
appropriate measures to safeguard
therights and freedoms of the data
subject and for guaranteeing
statistical confidentiality.

(126d) The confidential
information which the Union and
national dtatistical authorities
collect for the production of
official  European and official
national statistics should be
protected. European dtatistics
should be devel oped, produced and
disseminated in conformity with
the statistical principles as set out
in Article 338(2) of the Treaty of
the Functioning of the European
Union, while national statistics
should also comply with national
law.

Regulation (EC) No 223/2009 of
the European Parliament and of
the Council of 11 March 2009 on
European statistics and repealing
Regulation (EC, Euratom) No
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1101/2008 of the European
Parliament and of the Council on
the transmission of data subject to
statistical confidentiality to the
Statistical Office of the European
Communities, Council Regulation
(EC) No 322/97 on Community
Statistics, and Council Decision
89/382/EEC, Euratom establishing
a Committee on the Statistical
Programmes of the European
Communities®  provides further
specifications on statistical
confidentiality for  European
statistics.

(127) As regards the powers of the
supervisory authorities to obtain
from the controller or processor
access personal data and access to
its premises, Member States may
adopt by law, within the limits of
this Regulation, specific rules in
order to safeguard the professional
or other equivaent secrecy
obligations, in so far as necessary
to reconcile the right to the
protection of persona data with an
obligation of professional secrecy.

(127) As regards the powers of the
supervisory authorities to abtain
from the controller or prgcessor
access persona data and, access to
its premises, Member States may
adopt by law, withix the limits of
this Regulation, gpecific rules in
order to safeguard the professional
or other Sequivaent secrecy
obligations; in so far as necessary
to reconcile the right to the
protection of personal data with an
obkigation of professional secrecy.

(127) As regards the powers of the
supervisory authorities to obtain
from the controller or processor
access persona data and access to
its premises, Member States may
adopt by law, within the limits of
this Regulation, specific rules in
order to safeguard the professional
or other equivalent secrecy
obligations, in so far as necessary
to reconcile the right to the
protection of personal data with an
obligation of professional secrecy.
This is without prejudice to

61

OJ L 87, 31.3.2009, p. 164-173.
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existing Member State obligations
to adopt professional secrecy
where required by Union law.

Amendment 90

(128) This Regulation respects and
does not prejudice the status under
national law of churches and
religious associations or
communities in the Member States,
as recognised in Article 17 of the
Treaty on the Functioning of the
European Union. As a
consequence, where a church in a
Member State applies, at the time
of entry into force of this
Regulation, comprehensive rules
relating to the protection of
individuals with regard to the
processing of persona data, these
existing rules should continue to
apply if they are brought in line
with  this Regulation.  Such
churches and religious associations
should be required to provide for
the establishment of a completely
independent supervisory authority.

(128) This Regulation respects and
does not prejudice the status under
national law of churches and
religious associations or
communities in the Member States,
as recognised in Article 17 of the
Treaty on the Functioning of the
European Union. As a
consequence, where a church in a
Member State applies, at the time
of entry into force of this
Regulation, i

adequate rules relating to the
protection of individuals with
regard to the processing of personal
data, these existing rules should
continue to apply if they are
brought in line with this Regulation
and recognised as compliant. Sueh
should be required to provide for
the establishment of a completely
nd I ) hority.

(128) This Regulation respects and
does not prejudice the status under
existing constitutional natienal-law
of churches and religious
associations or communities in the
Member States, as recognised in
Article 17 of the Treaty on the
Functioning of the European
Union. As a consequence, where a
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Amendment 91

(129) In order to fulfil the
objectives of this Regulation,
namely to protect the fundamental
rights and freedoms of natural
persons and in particular their right
to the protection of persona data
and to ensure the free movement of
persona data within the Union, the
power to adopt acts in accordance
with Article 290 of the Treaty on
the Functioning of the European
Union should be delegated to the
Commission. In particular,
delegated acts should be adopted in
respect of lawfulness  of
processing; specifying the criteria
and conditions in relation to the
consent of a child; processing of
special  categories of  data;
specifying the criteria  and
conditions for manifestly excessive
requests and fees for exercising the
rights of the data subject; criteria
and requirements for  the
information to the data subject and
in relation to the right of access;
the right to be forgotten and to
erasure; measures based on
profiling; criteria and requirements

(129) In order to fulfil the
objectives of this Regulation,
namely to protect the fundamental
rights and freedoms of natura
persons and in particular their right
to the protection of persona data
and to ensure the free movement of
persona data within the Union, the
power to adopt acts in accordance
with Article 290 of the Treaty on
the Functioning of the European
Union should be delegated to the
Commission. In particular,
delegated acts should be adopted in
respect of tawfulness-of proeessing;
specifying  the—eriteria——and

he o N o

i conditions of
icon-based mode for provision of
information; the right to be

forgetten—and-to-erasure;,—measures

(129) In order to fulfil the
objectives of this Regulation,
namely to protect the fundamental
rights and freedoms of naturd
persons and in particular their right
to the protection of persona data
and to ensure the free movement of
personal data within the Union, the
power to adopt acts in accordance
with Article 290 of the Treaty on
the Functioning of the European
Union should be delegated to the
Commission. In particular,
delegated acts should be adopted in
respect of lawfulness of processing;
specifying the  criteria  and
conditions in relation to the consent
of a child;, processing of special
categories of data; specifying the
criteria and  conditions  for
manifestly excessive requests and
fees for exercising the rights of the
data  subject; criteria and
requirements for the information to
the data subject and in relation to
the right of access; the right to be
forgotten and to erasure; measures
based on profiling; criteria and
requirements in relation to the
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in relation to the responsibility of
the controller and to data protection
by design and by default; a
processor; criteria and
regquirements for the documentation
and the security of processing;
criteria  and requirements for
establishing a persona data breach
and for its notification to the
supervisory authority, and on the
circumstances where a personal
data breach is likely to adversely
affect the data subject; the criteria
and conditions for processing
operations requiring a data
protection impact assessment; the
criteria  and requirements for
determining a high degree of
specific risks which require prior
consultation; designation and tasks
of the data protection officer; codes
of conduct; criteria and
requirements for  certification
mechanisms; criteria and
requirements for transfers by way
of binding corporate rules; transfer
derogations; administrative
sanctions; processing for health
purposes, processing in the
employment context and
processing for historical, statistical

declaring that codes of conduct are
in line with this Regulation;
criteria and requirements for
certification  mechanisms;  the
adequate level of protection
afforded by a third country or an
international organisation; criteria
and requirements for transfers by
way of binding corporate rules,

responsibility of the controller and
to data protection by design and by
default; a processor; criteria and
regquirements for the documentation
and the security of processing;
criteria  and requirements for
establishing a persona data breach
and for its notification to the
supervisory authority, and on the
circumstances where a persond
data breach is likely to adversely
affect the data subject; the criteria
and conditions for processing
operations requiring a data
protection impact assessment; the
criteria  and requirements for
determining a high degree of
specific risks which require prior
consultation; designation and tasks
of the data protection officer; codes
of conduct; criteria and
requirements for  certification
mechanisms; criteria and
requirements for transfers by way
of binding corporate rules; transfer
derogations; administrative
sanctions; processing for health
purposes, processing in the
employment context and processing
for historical, datistica and
scientific researeh-purposes. It is of
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and scientific research purposes. It
is of particular importance that the
Commission carry out appropriate
consultations during its preparatory
work, including at expert level. The
Commission, when preparing and
drawing-up delegated acts, should
ensure a simultaneous, timely and
appropriate  transmission of
relevant  documents to the
European Parliament and Councill.

transfer-derogations; administrative
sanctions, processing for hedth
purposes; and processing in the
employment context and-proecessing
scientificresearehpurposes. It is of
particular importance that the
Commission carry out appropriate
consultations during its preparatory
work, including at expert level, in
particular with the European Data
Protection Board. The
Commission, when preparing and
drawing-up delegated acts, should
ensure a simultaneous, timely and
appropriate transmission of relevant
documents to the European
Parliament and to the Council..

particular importance that the
Commission carry out appropriate
consultations during its preparatory
work, including at expert level. The
Commission, when preparing and
drawing-up delegated acts, should
ensure a simultaneous, timely and
appropriate transmission of relevant
documents to the European
Parliament and Councill.

Amendment 92

(130) In order to ensure uniform
conditions for the implementation
of this Regulation, implementing
powers should be conferred on the
Commission  for: specifying
standard forms in relation to the
processing of personal data of a
child; standard procedures and
forms for exercising the rights of
data subjects; standard forms for

(130) In order to ensure uniform
conditions for the implementation
of this Regulation, implementing
powers should be conferred on the
Commission for: specifying
standard forms for  specific
methods to obtain verifiable
consent in relation to the
processing of persona data of a

child, standard procedures—and

(130) In order to ensure uniform
conditions for the implementation
of this Regulation, implementing
powers should be conferred on the
Commission for: specifying
standard forms in relation to the
processing of persona data of a
child; standard procedures and
forms for exercising the rights of
data subjects, standard forms for
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the information to the data subject;
standard forms and procedures in
relation to the right of access; the
right to data portability; standard
forms in relaion to the
responsibility of the controller to
data protection by design and by
default and to the documentation;
specific  requirements for the
security of processing; the standard
format and the procedures for the
notification of a persona data
breach to the supervisory authority
and the communication of a
personal data breach to the data
subject; standards and procedures
for a data protection impact
assessment; forms and procedures
for prior authorisation and prior
consultation; technical standards
and mechanisms for certification;
the adequate level of protection
afforded by a third country or a
territory or a processing sector
within that third country or an
international organisation;
disclosures not authorized by
Union law; mutual assistance; joint
operations; decisions under the
consistency mechanism. Those
powers should be exercised in

forms for exercising-therights—of

the communication to the data
subjects on the exereice-exercise of
their rights; standard forms for the
information to the data subject;
standard forms and-preecedures in
relation to the right of access
including for communicating the
personal data to the data subject;
I il I kit
standard forms in relation to the
il 4 "

data protection by design and by
default-and-to the documentation to
be kept by the controller and the

processor ;—specific—reguirerments
for the security of processing; the
standard fermat-and-theproecedures

form for the notification of a
persona data breach to the
supervisory authority and the
communication of a personal data
breach—to—the data—subjeet for
documenting a personal data
breach;—standards—and—procedures
for —a data protection impact
assessment; forms and-procedures

for prior autherisation—and—prior
consultati on—technteal—standards

| mechapisms. § fication:
the—adequate—tevel—of —protection

the information to the data subject;
standard forms and procedures in
relation to the right of access; the
right to data portability; standard
forms in relation to the
responsibility of the controller to
data protection by design and by
default and to the documentation;
specific  requirements for the
security of processing; the standard
format and the procedures for the
notification of a persona data
breach to the supervisory authority
and the communication of a
personal data breach to the data
subject; standards and procedures
for a data protection impact
assessment; forms and procedures
for prior authorisation and prior
consultation; technical standards
and mechanisms for certification;
the adequate level of protection
afforded by a third country or a
territory or a processing sector
within that third country or an
international organisation;
disclosures not authorized by Union
law; mutual assistance; joint
operations; decisions under the
consistency mechanism. Those
powers should be exercised in
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accordance with Regulation (EU)
No 182/2011 of the European
Parliament and of the Council of
16 February 2011 laying down the
rules and general principles
concerning mechanisms for control
by the Member States of the
Commission's exercise of
implementing powers45. In this
context, the Commission should
consider specific measures for
micro, smal and medium-sized
enterprises.

i [ and
information to the supervisory
authority. Those powers should be
exercised in accordance with
Regulation (EU) No 182/2011 of
the European Parliament and of the
Couneit™-Council of16-February
2011 laying down the rules and

I i :

. AN . 1
In this context, the Commission
should consider specific measures
for micro, small and medium-sized
enterprises.

#LRegulation (EU) No 182/2011
of the European Parliament and of
the Council of 16 February 2011
laying down the rules and genera

accordance with Regulation (EU)
No 182/2011 of the European
Parliament and of the Council of 16
February 2011 laying down the
rules and genera principles
concerning mechanisms for control
by the Member States of the
Commission's exercise of
implementing powers®™. In this
context, the Commission should
consider specific measures for
micro, smal and medium-sized
enterprises.

62

Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011 laying down the rules and general principles concerning mechanisms for control
by Member States of the Commission’s exercise of implementing powers, OJ L 55, 28.2.2011, p. 13.
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principles concerning mechanisms
for control by the Member States of
the Commission's exercise of
implementing powers (OJ L 55,
28.2.2011, p. 13).

Amendment 93

(131)The examination procedure
should be used for the adoption of
specifying standard forms in
relation to the consent of a child;
standard procedures and forms for
exercising the rights of data
subjects; standard forms for the
information to the data subject;
standard forms and procedures in
relation to the right of access;, the
right to data portability; standard
forms in relaion to the
responsibility of the controller to
data protection by design and by
default and to the documentation;
specific  requirements for the
security of processing; the standard
format and the procedures for the
notification of a persona data
breach to the supervisory authority
and the communication of a
personal data breach to the data
subject; standards and procedures

(131) The examination procedure
should be used for the adoption of
specifying standard forms A

i for specific
methods to obtain verifiable
consent in relation to the
processing of personal data of a

child; standard—procedures—and
forms for exercisng—the the

communication to the data
subjects on the exereice-exercise of
their  rightsof—data—subjects;
standard-ferms for the information
to the data subject; standard-forms
and—proeedures in relation to the
right of access including for
communicating the personal data

to the data subject; —theright-to
data portability; standard forms in
relation to the respensibiity—of
documentation to be kept by the
controller to—data—protection—by
design and by default and to the

(131) The examination procedure
should be used for the adoption of
specifying standard forms in
relation to the consent of a child;
standard procedures and forms for
exercising the rights of data
subjects; standard forms for the
information to the data subject;
standard forms and procedures in
relation to the right of access;; the
right to data portability; standard
foorms in relation to the
responsibility of the controller to
data protection by design and by
default and to the documentation;
specific  requirements for the
security of processing; the standard
format and the procedures for the
notification of a personal data
breach to the supervisory authority
and the communication of a
personal data breach to the data
subject; standards and procedures
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for a data protection impact
assessment; forms and procedures
for prior authorisation and prior
consultation; technical standards
and mechanisms for certification;
the adequate level of protection
afforded by a third country or a
territory or a processing sector
within that third country or an
international organisation;
disclosures not authorized by
Union law; mutual assistance; joint
operations; decisions under the
consistency mechanism, given that
those acts are of general scope.

decumentation and the processor;
speelllle Flequuen.lent;sl Foi ltl'el
format—and-theprocedures for the
notification of a personal data
breach to the supervisory authority
and the communication—of for
documenting a persona data

breach to—the —data—subject;
standards-and-procedures for-a-data
. . :
forms—and—procedures for prior

horisai I :
consultation—technical—standards
I hapi F fication:

consistency —mechanism,  and
information to the supervisory
authority, given that those acts are
of genera scope.

for a data protection impact
assessment; forms and procedures
for prior authorisation and prior
consultation; technical standards
and mechanisms for certification;
the adequate level of protection
afforded by a third country or a
territory or a processing sector
within that third country or an
international organisation;
disclosures not authorized by Union
law; mutual assistance; joint
operations; decisions under the
consistency mechanism, given that
those acts are of general scope.

Amendment 94

(132) The Commission should

Deleted

(132) The Commission should
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adopt immediately  applicable
implementing acts where, in duly
justified cases relating to a third
country or a teritory or a
processing sector within that third
country or an internationad
organisation which does not ensure
an adequate level of protection and
relating to matters communicated
by supervisory authorities under the
consistency mechanism, imperative
grounds of urgency so require.

adopt immediately  applicable
implementing acts where, in duly
justified cases relating to a third
country or a teritory or a
processing sector within that third
country or an international
organisation which does not ensure
an adequate level of protection and
relating to matters communicated
by supervisory authorities under the
consistency mechanism, imperative
grounds of urgency so require.

(133) Since the objectives of this
Regulation, namely to ensure an
equivalent level of protection of
individuals and the free flow of
data throughout the Union, cannot
be sufficiently achieved by the
Member States and can therefore,
by reason of the scale or effects of
the action, be better achieved at
Union level, the Union may adopt
measures, in accordance with the
principle of subsidiarity as set out
in Article 5 of the Treaty on
European Union. In accordance
with the principle of
proportionality as set out in that
Article, this Regulation does not go
beyond what is necessary in order

(133) Since the objectives of this
Regulation, namely to ensure an
equivalent level of protection of
individuals and the free flow of
data throughout the Union, cannot
be sufficiently achieved by the
Member States and—but can
thereforerather, by reason of the
scale or effects of the action, be
better achieved at Union level, the
Union may adopt measures, in
accordance with the principle of
subsidiarity as set out in Article 5
of the Treaty on European Union.
In accordance with the principle of
proportionality as set out in that
Article, this Regulation does not go
beyond what is necessary in order

(133) Since the objectives of this
Regulation, namely to ensure an
equivalent level of protection of
individuals and the free flow of
data throughout the Union, cannot
be sufficiently achieved by the
Member States and can therefore,
by reason of the scale or effects of
the action, be better achieved at
Union level, the Union may adopt
measures, in accordance with the
principle of subsidiarity as set out
in Article 5 of the Treaty on
European Union. In accordance
with the principle of proportionality
as set out in that Article, this
Regulation does not go beyond
what is necessary in order to
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to achieve that objective.

to achieve that objective.

achieve that objective.

Amendment 95

(134) Directive 95/46/EC should
be repealed by this Regulation.
However, Commission decisions
adopted and authorisations by
supervisory authorities based on
Directive 95/46/EC should remain
inforce.

(134) Directive 95/46/EC should be
repedled by this Regulation.
However, Commission decisions
adopted and authorisations by
supervisory authorities based on
Directive 95/46/EC should remain
in force. Commission decisions
and authorisations by supervisory
authorities relating to transfers of
personal data to third countries
pursuant to Article 41(8) should
remain in force for a transition
period of five years after the entry
into force of this Regulation
unless amended, replaced or
repealed by the Commission before
the end of this period.

(134) Directive 95/46/EC should be
repealed by this Regulation.
However, Commission decisions
adopted and authorisations by
supervisory authorities based on
Directive 95/46/EC should remain
in force.

(135) This Regulation should apply
to al matters concerning the
protection of fundamental rights
and freedom visavis the
processing of personal data, which
are not subject to specific
obligations with the same objective
set out in Directive 2002/58/EC,
including the obligations on the
controller and the rights of

(135) This Regulation should apply
to al matters concerning the
protection of fundamental rights
and freedom visavis the
processing of personal data, which
are not subject to specific
obligations with the same objective
set out in Directive 2002/58/EC of
the European Parliament and of the
Council®, including the obligations

(135) This Regulation should apply
to al matters concerning the
protection of fundamenta rights
and freedom visavis the
processing of personal data, which
are not subject to specific
obligations with the same objective
set out in Directive 2002/58/EC,
including the obligations on the
controller and the rights of
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individuals. In order to clarify the
relationship between this
Regulation and Directive
2002/58/EC, the latter Directive
should be amended accordingly-

on the controller and the rights of
individuals. In order to clarify the
relationship between this
Regulation and Directive
2002/58/EC, the latter Directive
should be amended accordingly.

! Directive 2202/58/EC of the
European Parliament and of the
Council of 12 July 2002 concerning
the processing of persona data and
the protection of privacy in the
glectronic _communications sector
(Directive on privacy and el ectronic
communications) (OJ L 201,
31.07.2002, P.37)

individuals. In order to clarify the
relationship between this
Regulation and Directive
2002/58/EC, the latter Directive
should be amended accordingly.

(136) As regards Iceland and
Norway, this Regulation constitutes
a development of provisions of the
Schengen acquis to the extent that it
applies to the processing of
persona data by authorities
involved in the implementation of
that acquis, as provided for by the
Agreement concluded by the
Council of the European Union and
the Republic of Iceland and the
Kingdom of Norway concerning
the association of those two States
with the implementation,

(136) As regards Iceland and
Norway, this Regulation constitutes
a development of provisions of the
Schengen acquis to the extent that
it applies to the processing of
personal data by authorities
involved in the implementation of
that acquis, within the meaning of
as—provided-forby-the Agreement
concluded by the Council of the
European Union and the Republic
of Iceland and the Kingdom of
Norway concerning the latters’
associ ation of-these-two-States-with

deleted
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application and development of the
Schengen acquis™.

“©0JL 176, 10.7.1999, p. 36.

the implementation, application and
development of the Schengen
acquis™.

“10JL 176, 10.7.1999, p. 36.

(137) As regards Switzerland, this
Regulation constitutes a
development of provisions of the
Schengen acquis to the extent that
it applies to the processing of
personal data by authorities
involved in the implementation of
that acquis, as provided for by the
Agreement between the European
Union, the European Community
and the Swiss Confederation
concerning the association of the
Swiss Confederation with the
implementation, application and
development of the Schengen
acquis”’.

“"OJ L 53, 27.2.2008, p. 52

(137) As regards Switzerland, this
Regulation constitutes a
development of provisions of the
Schengen acquis to the extent that
it applies to the processing of
persona data by authorities
involved in the implementation of
that acquis, within the meaning of
as-provided-for-by-the Agreement
between the European Union, the
European Community and the
Swiss Confederation eeneerhiag-on
the—association—of—the Swiss
Confederation’s _association with
the implementation, application
and development of the Schengen

acquis™™.

“10JL 53, 27.2.2008, p. 52

deleted

(138) Asregards Liechtenstein, this
Regulation constitutes a

(138) Asregards Liechtenstein, this
Regulation constitutes a

deleted®

63

Recitals 136, 137 and 138 were deleted as this proposal is not Schengen relevant. COM scrutiny reservation on these deletions.
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development of provisions of the
Schengen acquis to the extent that
it applies to the processing of
persona data by authorities
involved in the implementation of
that acquis, as provided for by the
Protocol between the European
Union, the European Community,
the Swiss Confederation and the
Principality of Liechtenstein on the
accession of the Principality of
Liechtenstein to the Agreement
between the European Union, the
European Community and the
Swiss Confederation on the Swiss
Confederation’s association with
the implementation, application
and development of the Schengen
acquis™®.

“80J L 160 of 18.6.2011, p. 19

development of provisions of the
Schengen acquis to the extent that
it applies to the processing of
persona data by authorities
involved in the implementation of
that acquis, within the meaning of
as—provided—for—by—the Protocol
between the European Union, the
European Community, the Swiss
Confederation and the Principality
of Liechtenstein on the accession
of the Principality of Liechtenstein
to the Agreement between the
European Union, the European
Community and the Swiss
Confederation on the Swiss
Confederation’s association with
the implementation, application
and development of the Schengen
acquis®™.

%10JL 160 of 18.6.2011, p. 19

(139) In view of the fact that, as
underlined by the Court of Justice
of the European Union, the right to
the protection of persona data is
not an absolute right, but must be
considered in relation to its

(139) In view of the fact that, as
underlined by the Court of Justice
of the European Union, the right to
the protection of persona data is
not an absolute right, but must be
considered in relation to its

deleted®

Former recital 139 was moved up to recital 3a so asto emphasise the importance of the fundamental rights dimension of data protection in connection with other fundamental rights.
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function in society and be balanced
with other fundamenta rights, in
accordance with the principle of
proportionality, this Regulation
respects all fundamenta rights and
observes the principles recognised
in the Charter of Fundamental
Rights of the European Union as
enshrined in the Treaties, notably
the right to respect for private and
family life, home and
communications, the right to the
protection of persona data, the
freedom of thought, conscience and
religion, the freedom of expression
and information, the freedom to
conduct a business, the right to an
effective remedy and to a fair trid
as well as cultural, religious and
linguistic diversity.business, the
right to an effective remedy and to
a far trial as well as culturd,
religious and linguistic diversity.

function in society and be balanced
with other fundamental rights, in
accordance with the principle of
proportionality, this Regulation
respects all fundamental rights and
observes the principles recognised
in the Charter—ef—Fundamental
e e e L as
enshrined in the Treaties, notably
the right to respect for private and
family life, home and
communications, the right to the
protection of persona data, the
freedom of thought, conscience and
religion, the freedom of expression
and information, the freedom to
conduct a business, the right to an
effective remedy and to a fair trid
as well as cultural, religious and
linguistic diversity-business—the
. .

||gl;|t_te an Ieileetluelllemeely EI“ d tle’

lici limauitie divers

HAVE ADOPTED THIS
REGULATION.
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Article 1

Article 1

Article 1

Subject matter and objectives

Subject matter and objectives

Subject matter and objectives

1. This Regulation lays down
rules relating to the protection of
individual s with regard to the
processing of personal data and
rules relating to the free movement
of personal data.

1. This Regulation lays dow es
relating to the protection of
individuals with ad to the
processing ofpersonal data and
rules reglating to the free movement
of pefsonal data

2. This Regulation protects the
fundamental rights and freedoms of
natural persons, and in particular
their right to the protection of
personal data.

2. This Regulation prot the
fundamental rights and-freedoms of
natural person d in particular
their i o the protection of
persena data.

2a. Member States may
maintain or introduce more
specific provisions to adapt the
application of the rules of this
Regulation with regard to the
processing of personal data for
compliance with a legal obligation
or for the performance of a task
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carried out in the public interest
or in the exercise of official
authority vested in the controller
or for other specific processing
situations as provided for in
Article  6(1)(c) and (e) by
determining  more  precisely
specific requirements for the
processing and other measures to
ensure lawful and fair processing
including for other specific
processing situations as provided
for in Chapter X%

3. The free movement of
personal data within the Union
shall neither be restricted nor
prohibited for reasons connected
with the protection of individuals
with regard to the processing of
personal data.

3. The free movement of personal
data within the Union shall neither
be restricted nor prohibited for
reasons connected with the
protection of individuals with
regard to the processing of personal
data.

3. The free movement of
personal data within the Union
shall neither be restricted nor
prohibited for reasons connected
with the protection of individuals
with regard to the processing of
personal data®.

65
66

AT, CZ, HU, Sl and SK reservation; these delegations were in favour of a minimum harmonisation clause for the public sector. LU reservation: this offerstoo much leeway.

DK, FR, NL, SI scrutiny reservation.
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Article 2

Article 2

Article 2

Material scope

Material scope

Material scope

Amendment 96

1. This Regulation applies to the
processing of personal data wholly
or partly by automated means, and
to the processing other than by
automated means of personal data
which form part of a filing system
or are intended to form part of a
filing system.

1. This Regulation applies to the
processing of personal data wholly
or partly by automated means,
irrespective of the method of
processing, and to the processing
other than by automated means of
persona data which form part of a
filing system or are intended to
form part of afiling system.

1. This Regulation applies to
the processing of persona data
wholly or partly by automated
means, and to the processing other
than by automated means of
personal data which form part of a
filing system or are intended to
form part of afiling system®.

2.This Regulation does not apply to
the processing of persona data:

2. ThisRegulation d apply
to the ing of persona data:

2.This Regulation does not apply to
the processing of personal data:

@ in the course of an activity
which falls outside the scope of
Union law, in particular concerning
national security;

(@ in the course of an activity

which falls outside the scope of

Union law;-+a-particular-coneerning
onal ity

@ in the course of an activity
which falls outside the scope of
Union law, in particular concerning
national security;

(b) by the Union institutions,
bodies, offices and agencies;

del eted

deleted

(© by the Member States when

(c) by the Member States when

(c) by the Member States when

67

HU objected to the fact that data processing operations not covered by this phrase would be excluded from the scope of the Regulation and thought this was not compatible with the
stated aim of a set of comprehensive EU data protection rules. HU therefore proposed to replace the second part by the following wording ‘irrespective of the means by which

personal data are processed'.
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carrying out activities which fall
within the scope of Chapter 2 of the
Treaty on European Union;

carrying out activities which fall
within the scope of Chapter 2 of
Title V of the Treaty on European
Union;

carrying out activities which fall
within the scope of Chapter 2 of
Title V the Treaty on European
Union;

(d) by a natural person without
any gainful interest in the course of
its own exclusively persona or
household activity;

(d) by a natural person witheut-any
ganful-interest in the course of s
ewn an exclusively persona or
household activity. This exemption
shall also apply to a publication of
personal data where it can be
reasonably expected that H-they
will be only accessed by a limited
number of persons,

(d) by a natural person witheut-any
garntulaterest in the course of #s

own—exelusively a persona or
household activity;

(e by competent authorities for
the purposes of prevention,
investigation, detection or
prosecution of criminal offences or
the execution of criminal penalties.

(e) by competent public authorities
for the purposes of prevention,
investigation, detection or
prosecution of criminal offences or
the execution of criminal penalties.

(e) by competent public authorities
for the purposes of prevention,
investigation, detection or
prosecution of crimina offences
and, for these purposes?®,
safeguarding of public security®,
or the execution of crimina
penalties.

3. This Regulation shall be
without prejudice to the application
of Directive 2000/3VEC, in
particular of the liability rules of

3. This Regulation shall rthout
prejudice to th plication of
Directiv /31/EC, in particular

€ liability rules of intermediary

deleted

68
69

BE reservation on the terms 'for these purposes'.
This change in wording will need to be discussed, but the Presidency has suggested this change in order to align the text to the suggested text in the Data Protection Directive for

police and judicial cooperation.
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intermediary service providers in | service providers in Arti to
Articles 12 to 15 of that Directive. | 15 of that Diective.
Article3 Article 3 Article 3

Territorial scope

Territorial scope

Territorial scope

Amendment 97

1 This Regulation applies to
the processing of persona data in
the context of the activities of an
establishment of a controller or a
processor in the Union.

1. This Regulation applies to the
processing of persona data in the
context of the activities of an
establishment of a controller or a
processor in the Union, whether the
processing takes place in the
Union or not.

1. This Regulation applies to
the processing of persona data in
the context of the activities of an
establishment of a controller or a
processor in the Union.

2. This Regulation applies to
the processing of persona data of
data subjects residing in the Union
by a controller not established in
the Union, where the processing
activities are related to:

2. This Regulation applies to the
processing of persona data of data
subjects residing-in the Union by a
controller  or  processor not
established in the Union, where the
processing activities are related to:

2. This Regulation applies to
the processing of persona data of
data subjects residing in the Union
by a controller not established in
the Union, where the processing
activities are related to:

@ the offering of goods or
services to such data subjects in the
Union; or

(@ the offering of goods or
services, irrespective of whether a
payment of the data subject is
required, to such data subjects in
the Union; or

(@ the offering of goods or
services, irrespective of whether a
payment of the data subject is
required, to such data subjects in
the Union; or

(b) the monitoring of their
behaviour.

(b) the monitoring of—their
behaviour-such data subjects.

(b) the monitoring of their
behaviour as far as their behaviour
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takes place within the European
Union”.

3. This Regulation applies to
the processing of personal databy a
controller not established in the
Union, but in a place where the
national law of a Member State
applies by virtue of public

3. This Regulation applies t e
processing of personal a by a
controller not established in the
Union, but in lace where the
national | of a Member State
appli by virtue of public

3. This Regulation applies to
the processing of personal databy a
controller not established in the
Union, but in a place where the
national law of a Member State
applies by virtue of public

international law. i national law. international law.
Article 4 Article4 Article4
Definitions Definitions Definitions

Amendment 98

For the purposes of this Regulation:

For the purposes of this Regulation:

For the purposes of this Regulation:

(1) 'data subject’ means an
identified natural person or a
natural person who can be
identified, directly or indirectly, by
means reasonably likely to be used
by the controller or by any other
natural or legal person, in particular
by reference to an identification
number, location data, online
identifier or to one or more factors

deleted

(1) 'personal data’ means any
information relating ‘data—subject’
means— or identifiable natural
person (‘data subject’); an
identifiable—an—identified—natural
person-er-a-hatural-person who can
be identified, directly or indirectly,
T e
used by the controller or by any
D e e e 1|

70

UK reservation.
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specific
physiological,

to the

physical,
genetic, mental,

economic, cultural or social identity

particular by reference to an
identifier’™ such as a name, an
identification number, location

subject;

identified or identifiable natural
person  (‘data subject’); an
identifiable person is one who can
be identified, directly or indirectly,
in particular by reference to an
identifier such as a name, an
identification number, location
data, unique identifier or to one or
more factors specific to the
physical, physiological, genetic,
mental, economic, cultural or
social or gender identity of that
person;

of that person; data, online identifier or to one or
more factors specific to the
physical, physiological, genetic,
mental, economic, cultural or social
identity of that person;

(2) 'personal data means any | (2) 'personal datad means any | deleted

infformation relating to a data|information relating to a an

(2a) 'pseudonymous data’ means
personal data that cannot be
attributed to a specific data subject
without the use of additional
information, as long as such

71

Version 21/04/15 - Council’s consolidated version of March 2015
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additional information is kept
separately and subject to technical
and organisational measures to
ensure non-attribution;

(2b) “‘encrypted data’ means
personal data, which through
technological protection measures
is rendered unintelligible to any
person who is not authorised to
access #them;

(3) ‘'processing means any
operation or set of operations which
is performed upon personal data or
sets of personal data, whether or
not by automated means, such as
collection, recording, organization,
structuring, storage, adaptation or
alteration, retrieval, consultation,
use, disclosure by transmission,
dissemination or otherwise making
available, alignment or
combination, erasure or destruction;

(3) ‘'processing means

operation or set of operations which
is performed upon personal data or
sets of persona data, ether or
not by automated means, such as
collection, recording; organization,
structuring, storage, adaptation or
alteration, rerieval, consultation,
use, disclgsure by transmission,
disseminafion or otherwise making
availapte, alignment or
combination, erasure or destruction;

(3 'processing means any
operation or set of operations which
is performed upon personal data or
sets of personal data, whether or
not by automated means, such as
collection, recording, organization,
structuring, storage, adaptation or
alteration, retrieval, consultation,
use, disclosure by transmission,
dissemination or otherwise making
available, alignment or
combination;__or  erasure  er

destruction™;

(3a) 'profiling’ means any form of
automated processing of personal

72

DE, FR and NL regretted that the blocking of data was not included in the list of data processing operations as this was a means especially useful in the public sector. COM indicated
that the right to have the processing restricted in certain cases was provided for in Article 17(4) (restriction of data processing), even though the terminology 'blocking' was not used
there. DE and FR thought the definition of Article 4(3) (erasure) should be linked to Article 17.
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data intended to evaluate certain
personal aspects relating to a
natural person or to analyse or
predict in particular that natural
person’s performance at work,
economic  Situation, location,
health, personal preferences,
reliability or behaviour;

(3a) 'redtriction of processing'
means the marking of stored
personal data with the aim of
limiting their processing in the
future”;

(3b) 'pseudonymisation’ means the
processing of personal data in
such a way that the data can no
longer be attributed to a specific
data subject without the use of
additional information, as long as
such additional information is kept
separately and subject to technical
and organisational measures to
ensure non-attribution to an
identified or identifiable person

(.

& RO scrutiny reservation.

“ DE, supported by UK, proposed reinserting the following reference 'or can be attributed to such person only with the investment of a disproportionate amount of time, expense and
manpower'.
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(4) filing system’ means any
structured set of personal data
which are accessible according to
specific criteria, whether
centralized, decentralized  or
dispersed on a functional or
geographical basis,

(4) filing system' means any
structured set of personal data
which are accessible according to
specific criteria, whether
centralized, decentralized  or
dispersed on a functional or
geographical basis,

(4) ‘filing system' means any
structured set of persona data
which are accessible according to
specific criteria, whether
centralized, decentralized or
dispersed on a functiona or
geographical basis™;

(5) 'controller' means the natural or
legal person, public authority,
agency or any other body which
aone or jointly with others
determines the purposes, conditions
and means of the processing of
persona data; where the purposes,
conditions and means of processing
are determined by Union law or
Member State law, the controller or
the specific criteria for his
nomination may be designated by
Union law or by Member State law;

(5) 'controller' means the natura or
legal person, public authority,
agency or any other body which
aone or jointly with others
determines the purposes,-cenditions
and means of the processing of
persona data; where the purposes;
eonditions and means of processing
are determined by Union law or
Member State law, the controller or
the specific criteria for his
nomination may be designated by
Union law or by Member State law;

(5) 'controller' means the natural or
legal person, public authority,
agency or any other body which
aone or jointly with others
determines the purposes—cenditions
and means of the processing of
persona data; where the purposes;
eonditiens and means of processing
are determined by Union law or
Member State law, the controller or
the specific criteria for his
nomination may be designated by
Union law or by Member State law;

(6) 'processor' means a natural or
legal person, public authority,
agency or any other body which
processes persona data on behalf
of the controller;

(6) 'processor' means a natura or
legal person, public authority,
agency or any other body which
processes persona data on behalf
of the controller;

(6) 'processor’ means a natural or
legal person, public authority,
agency or any other body which
processes personal data on behalf
of the controller”;

75

DE, FR SI, SK and UK scrutiny reservation. DE and Sl thought this was completely outdated concept. COM explained that the definition had been taken over from Directive
95/46/EC and is related to the technical neutrality of the Regulation, as expressed in Article 2(1).
DE, DK, FR, LU and NL requested the inclusion of a definition of third party.
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(7) 'recipient’ means a natural or
legal person, public authority,
agency or any other body to which
the personal data are disclosed;

(7) 'recipient’ means a natural or
legal person, public autherity,
agency or any other body g which
the personal data are disclosed;

(7)'recipient’ means a natural or
legal person, public authority,
agency or any other body other
than the data subject, the data
controller or the data processor to
which the personal data are
disclosed;”” however regulatory
bodies and authorities which may
receilve personal data in the
exercise of their official functions
shall not be regarded as
recipients’®;

(ra) ‘third party” means any
natural or legal person, public
authority, agency or any other
body other than the data subject,
the controller, the processor and
the persons who, under the direct
authority of the controller or the
processor, are authorized to
process the data;

(8) 'the data subject's consent'
means any freely given specific,

informed and explicit indication of

(8) 'the data subject's—consent'
means an given specific,
i and explicit indication of

(8 'the data subject's consent'
means any freely given specific

and informed and—explicit’”

v

78
79

PT reservation. DE, FR, LU, NL, Sl and SE regretted the deletion from the 1995 Data Protection Directive of the reference to third party disclosure and pleaded in favour of its
reinstatement. COM argued that this reference was superfluous and that its deletion did not make a substantial difference.
DE, ES, NL and UK scrutiny reservation on latter part of definition. ES, NL and UK thought it could be deleted.

COM, CY, FR, GR, HU, IT, PL and RO reservation on the deletion of 'explicit'.
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his or her wishes by which the data
subject, either by a statement or by
a clear affirmative action, signifies
agreement to personal data relating
to them being processed,;

his or her wishes by which the data
subject, either by a stat or by
a clear affirmative aetion, signifies
agreement to persona data relating
to them berng processed;

indication of his or her wishes by
which the data subject, either by a
statement or by a clear affirmative
action, signifies agreement to
personal data relating to them being
processed;

(9) 'persona data breach’ means a
breach of security leading to the
accidental or unlawful destruction,
loss, dteration,  unauthorised
disclosure of, or access to, personal
data transmitted, stored or
otherwise processed,;

(9) 'persona data breach’ means a
breach—of —seeurityteadingto the
accidental or unlawful destruction,
loss, dteration, unauthorised
disclosure of, or access to, personal
data transmitted, stored or
otherwise processed;

(9) 'persona data breach’ means a
breach of security leading to the
accidental or unlawful destruction,
loss, adlteration,  unauthorised
disclosure of, or access to, persond
data  transmitted, stored or
otherwise processed®;

(10) 'genetic data’ means all data, of
whatever type, concerning the
characteristics of an individua
which are inherited or acquired
during early prenatal development;

(10) ‘'genetic data means al

personal data—ef—whatever—type;

€oneerning relating to the genetic
characteristics of an individual

which are have been inherited or
acquired durithg—early—prenatal
development-as they result from an
analysis of a biological sample
from the individual in question, in
particular by  chromosomal,

(10) ‘'genetic data means all

personal data—ef—whatever—type;
conecerning- relating to the genetic
characteristics of an individual
hict herited e
R
that have been inherited or
acquired, resulting from an
analysis of a biological sample
from the individual in question®"

80

81

COM, supported by LU, explained that it sought to have a similar rule asin the E-Privacy Directive, which should be extended to all types of data processing. DE scrutiny reservation
guestioned the very broad scope of the duty of notifying data breaches, which so far under German law was limited to sensitive cases. NL, LV and PT concurred with DE and thought
this could lead to over-natification. In the meantime the scope of Articles 31 and 32 has been limited.
AT, CY, FR, IT, NL and SE scrutiny reservation. Several delegations (CH, CY, DE and SE) expressed their surprise regarding the breadth of this definition, which would also cover
data about a person's physical appearance. DE thought the definition should differentiate between various types of genetic data. AT scrutiny reservation. The definition is now

explained in the recital 25a.
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desoxyribonucleic acid (DNA) or
ribonucleic acid (RNA) analysis or
analysis of any other element
enabling equivalent information to
be obtained;

(11) 'biometric data’ means any data
relating to the physical,
physiological or  behavioura
characteristics of an individual
which  alow ther  unique
identification, such as facid
images, or dactyloscopic data;

(11) 'biometric data’ means any
personal datarelating to the
physical, physiological or
behavioural characteristics of an
individual which allow thei-his or
her unique identification, such as
facial images, or dactyloscopic
data;

(11) 'biometric data’ means any
personal data resulting from
specific  technical  processing
relating to the physical,
physiological or  behavioura
characteristics of an individual
which alows or confirms the®
thelr unique identification of that
individual, such as facia images,
or dactyloscopic dataf?;

(12) “data concerning health’ means
any information which relates to
the physical or mental health of an
individual, or to the provision of
health servicesto the individual;

(12) “data concerning health’ means
any wrfermation personal data
which relate to the physical or
mental health of an individual, or to
the provision of health servicesto
the individual;

(12) “data concerning health’ means
data related any-hfermation-which
relates-to the physica or mental
health of an individual, which
reaveal information about his or
her health status*er—to—the
B el'“'slenl ;el healin-services-to-the

82
83

ESpreferred 'allows'; SI suggested 'allows or confirms
NL, SE and AT scrutiny reservation. Sl did not understand why genetic data were not included in the definition of biometric data. FR queried the meaning of 'behavioural

characteristics of an individual which allow their unique identification'. CH is of the opinion that the term 'biometric data' istoo broadly defined.

CZ, DE, DK, EE, FR and Sl expressed their surprise regarding the breadth of thisdefinition. AT, BE, DE, NL and S| scrutiny reservation. COM scrutiny reservation.
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(12a) 'profiling’ means a form of
automated processing of personal
data intended to (...) use a profile
to evaluate personal aspects
relating to a natural person, in
particular to analyse and predict
aspects concerning performance
at work, economic dituation,
health, personal preferences, or
interests, reliability or behaviour,
location or movements®;

(12b) ‘profile’ means a set of
data characterising a category of
individuals that is intended to be
applied to a natural person;

(13) “main establishment’ means as
regards the controller, the place of
its establishment in the Union
where the main decisions as to the
purposes, conditions and means of
the processing of persona data are
taken; if no decisons as to the
purposes, conditions and means of
the processing of persona data are
taken in the Union, the main

(13) “main establishment’ means as
regards-the-controHer,-the place of
Hs——establishment of the
undertaking or  group  of
undertakings in the Union,
whether controller or processor,
where the main decisions as to the
purposes,—eonditions and means of
the processing of persona data are
taken.; - no-decisions-as-to-the

(13) ‘main establishment’ means®

- as regards the-a controller with
establishments in more than one
Member State, the place of its
establishment——central
administration in the Union where
unless the main-decisions aste- on
the purposes;-eenditions and means
of the processing of persona data

85

BE, RO and SE scrutiny reservation. BE, FR, LU, SI and RO would prefer reverting to the Council of Europe definition. COM reservation.

AT remarked that, in view technological developments, it was very difficult to pinpoint the place of processing and , supported by ES, HU, PL, expressed a preference for a formal
criterion, which referred to the incorporation of the controller. AT pointed out that such criterion would avoid the situation that, depending on the processing activity concerned,
there would be a different main establishment and consequently a different lead DPA.

86
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establishment is the place where the
main processing activities in the
context of the activities of an
establishment of a controller in the
Union take place. As regards the
processor, 'man establishment'
means the place of its centrd
administration in the Union;

administration—in-the-Union The
following objective criteria may be
considered among others. the
location of the controller or
processor's headquarters;, the
location of the entity within a
group of undertakings which is
best placed in terms of
management  functions  and
administrative responsibilities to
deal with and enforce the rules as
set out in this Regulation; the
location where effective and real
management activities are
exercised determining the data
processing through stable
arrangements;

are taken_ in another establishment
of the controller in the Union and
the latter establishment has the
power to have such decisions
implemented, in this case the
establishment having taken such
decisions shall be considered as
the main establishment®’.

- As-as regards the-a processor with
establishments in more than one
Member State, ‘main-establishment’
means the place of its centra
administration in the Union, and, if
the processor has no central
administration in the Union, the
establishment of the processor in
the Union where the main
processing activities in the context

87

BE reservation.
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of the activities of an
establishment of the processor take
place to the extent that the
processor is subject to specific
obligations under this Regulation;

- Where the controller exercises
also activities as a processor, (...)
the main establishment of the
controller shall be considered as
the main establishment for the
supervision of processing
activities,

- Where the processing is carried
out by a group of undertakings,
the main establishment of the
controlling undertaking shall be
considered as the main
establishment of the group of
undertakings, except where the
purposes and means of processing
are determined by another
undertaking;

(14) ‘representative’ means any
natural or legal person established
in the Union who, explicitly
designated by the controller, acts
and may be addressed by any
supervisory authority and other

(14) ‘representative’ means any
natural or legal person established
in the Union who, explicitly
designated by the controller, acts

and may be addressed by any
. hori L ol

(14) ‘representative’ means any
natural or legal person established
in the Union who, exphieitty
designated by the controller in
writing pursuant to Article 25,

represents acts—and—may—be

Version 21/04/15 - Council’s consolidated version of March 2015

Page 213 of 630



bodies in the Union instead of the
controller, with regard to the
obligations of the controller under
this Regulation;

bodies_in_l . . of
represents the controller, with
regard to the obligations of the
controller under this Regulation;

e
Unien—instead—of—the controller,
with regard to the obligations of the
controller under this Regulation;

(15) ‘enterprise’ means any entity
engaged in an economic activity,
irrespective of its legal form, thus
including, in particular, natural and
legal persons, partnerships or
associations regularly engaged in
an economic activity;

(15) ‘enterprise’ means any eptity
engaged in an economic_activity,
irrespective of its legal-form, thus
including, in particufar, natural and
legal persons;,” partnerships or
associatiops” regularly engaged in
an ecoromic activity;

(15) “enterprise’ means any natural
or legal person entity-engaged in
an economic activity, irrespective
of its legal form, thus-including,—+n
e
persons, partnerships or
associations regularly engaged in
an economic activity;

(16) 'group of undertakings means
a controlling undertaking and its
controlled undertakings,

(16) 'group of undertakings-means
a controllin aking and its
contr undertakings,

(16) 'group of undertakings' means
a controlling undertaking and its
controlled undertakings®;

(17) ‘binding corporate rules’
means personal data protection
policies which are adhered to by a
controller or processor established
on the territory of a Member State
of the Union for transfers or a set of
transfers of personal data to a
controller or processor in one or

(17) ‘binding corporate rudes’
means personal data ection
policies which are adhefed to by a
controller or pro r established
on the territgry of a Member State
of the Union for transfers or a set of
transters of personal data to a

ntroller or processor in one or

(17) ‘binding corporate rules’
means personal data protection
policies which are adhered to by a
controller or processor established
on the territory of a Member State
of the Union for transfers or a set of
transfers of personal data to a
controller or processor in one or

88

DE scrutiny reservation. UK scrutiny reservation on all definitionsin paragraphs 10 to 16.
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more third countries within a group
of undertakings;

more third countries within p
of undertakings;

more third countries within a group
of undertakings® or group of
enterprises engaged in a joint
economic activity;,

(18) 'child' means any person below
the age of 18 years;

(18) ‘child' means n below
the age ears,

deleted™

(19) 'supervisory authority' means a
public  authority  which s
established by a Member State in
accordance with Article 46.

(19) 'supervisory authority' means a
public  authority tch is
established by a er State in
accordance wi rticle 46.

(19) 'supervisory authority’ means
an independent public authority
which is established by a Member
State Hr—aceordanee-with-pursuant
to Article 46.

19a) ‘concerned
authority means

supervisory

- a supervisory authority which
is concerned by the processing,
because:

a) the controller or processor is
established on the territory of
the Member State of that
supervisory authority;

b) data subjects residing in this

89

DE queried whether BCRs could also cover intra-EU data transfers. COM indicated that there was no need for BCRs in the case of intra-EU transfers, but that controllers were free

to apply BCRs also in those cases.

COM scrutiny reservation on the deletion of the definition of a child.
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Member State are
substantially®* affected or likely
to be substantially affected by
the processing; or

c¢) the underlying complaint has
been lodged to that supervisory
authority.

(19b) “transnational processing of

personal data”” means either:

a) processing which takes place
in the context of the activities
of establishments in more than
one Member State of a
controller or a processor in the
Union and the controller or
processor is established in more
than one Member State; or

b) processing which takes place
in the context of the activities
of a single establishment of a
controller or processor in the
Union but which substantially
affects or is likely to
substantially ~ affect””  data
subjects in more than one

o |E and UK would prefer the term 'materially’.

9 Several Member States thought that this should be clarified in recital: CZ, FI, HU, SE.
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Member State.

(19c) “relevant and reasoned
objection” means :

an objection as to whether
there is an infringement of this
Regulation or not, or, as the
case may be, whether the
envisaged action in relation to
the controller or processor isin
conformity with the Regulation.
The objection shall clearly
demonstrate®™ the significance
of the risks posed by the draft
decison as regards the
fundamental rights and
freedoms of data subjects™ and
where applicable, the free flow
of personal data.

(20) 'Information Society
Serviceé means any service as
defined by Article 1 (2) of
Directive  98/34/EC  of the
European Parliament and of the
Council of 22 June 1998 laying
down a procedure for the

9 BE thought that this was a threshold too high.
9 | E thought that also risks to the controller should be covered.
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provison of information in the
field of technical standards and

regulations and of rules on

Information Society services™ %

97

(21) ‘“international
organisation’ means an
organisation and its subordinate
bodies governed by public
international law or any other
body which is set up by, or on the
basis of, an agreement between
two or more countries™;

95
96
97

98

OJ L 204, 21.7.1998, p. 37-48.

UK suggests adding a definition of 'competent authority' corresponding to that of the future Data Protection Directive.

BE, DE, FR and RO suggest adding a definition of ‘transfer’ (‘communication or availability of the data to one or several recipients’). RO suggests adding 'transfers of personal data
to third countries or international organizationsis a transmission of personal data object of processing or designated to be processed after transfer which ensure an adequate level of
protection, whereas the adequacy of the level of protection afforded by a third country or international organization must be assessed in the light of all the circumstances
surrounding the transfer operation or set of transfer operations'.

NL queried whether MOUs would also be covered by this definition; FI queried whether Interpol would be covered. CZ, DK, LV, SI, SE and UK pleaded in favour of its deletion.
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Article5

Article5

Article5

Principlesrelating to personal
data processing

Principlesrelating to personal
data processing

Principles relating to personal
data processing

Amendment 99

Personal data must be:

1. Personal datamustshall be:

Personal data must be:

€) processed lawfully, fairly
and in a transparent manner in
relation to the data subject;

(a) processed lawfully, fairly and in
a transparent manner in relation to
the data subject (lawfulness,
fairness and transparency);

(a) processed lawfully, fairly and in
a transparent manner in relation to
the data subject™;

(b) collected for specified,
explicit and legitimate purposes and
not further processed in a way
incompatible with those purposes,

(b) collected for specified, explicit
and legitimate purposes and not
further processed in a way
incompatible with those purposes
(purpose limitation);

(b) collected for specified, explicit
and legitimate purposes and not
further processed in a way
incompatible with those purposes;
further processing of personal
data for archiving purposes in the
public interest or scientific,
statistical'® or historical purposes

% DE proposed adding " and non-discriminatory” and " taking into account the benefit of data processing within a free, open and social society". This was viewed critically by several
delegations (CZ, ES, |IE, IT, PL).

100 FR thought Chapter 111 should contain specific rules for protecting personal data processed for statistical purposes; DE and PL thought statistical purposes should also be qualified by
the public interest filter. DE, supported by Sl, suggested adding: " if the data have initially been collected for these purposes’ .

Version 21/04/15 — Council’s consolidated version of March 2015 Page 219 of 630



shall in accordance with Article 83
not be considered incompatible
with theinitial purposes';

(© adequate, relevant, and
limited to the minimum necessary
in relation to the purposes for
which they are processed; they
shall only be processed if, and as
long as, the purposes could not be
fulfilled by processing information
that does not involve personal data;

(c) adequate, relevant, and limited
to the minimum necessary in
relation to the purposes for which
they are processed; they shall only
be processed if, and as long as, the
purposes could not be fulfilled by
processing information that does
not involve personal data (data
minimisation);

(© adequate, relevant, and not
excessive limited to the minimum
necessary—in  relation to  the
purposes for which they are
processed'”;  they—shall—only—be
it eon e pe e Lol el Lo
e

(d) accurate and kept up to
date; every reasonable step must be
taken to ensure that personal data
that are inaccurate, having regard to
the purposes for which they are
processed, are erased or rectified
without delay;

(d) accurate and, where necessary,
kept up to date; every reasonable
step must be taken to ensure that
personal data that are inaccurate,
having regard to the purposes for
which they are processed, are
erased or rectified without delay
(accuracy).

(d) accurate and, where necessary,
kept up to date; every reasonable
step must be taken to ensure that
personal data that are inaccurate,
having regard to the purposes for
which they are processed, are
erased or rectified without delay;

(e kept in a form which
permits identification of data
subjects for no longer than is

(e) kept in a form which permits
direct or indirect identification of
data subjects for no longer than is

(e) kept in a form which permits
identification of data subjects for
no longer than is necessary for the

101

Referring to Article 6(2), DE and RO queried whether this phrase implied that a change of the purpose of processing was always lawful in case of scientific processing, also in the
absence of consent by the data subject. BE queried whether the concept of compatible purposes was still a useful one. HU and ES scrutiny reservations on reference to Article 83. FR
thought that health data could be processed only in the public interest or with the consent of the data subject.

COM reservation on the deletion of the data minimisation principle. AT, CY, DE, EE, FR, HU, IT, PL, FI and Sl preferred to return to the initial COM wording, stating 'limited to the
minimum necessary'. DE, supported by PL, also suggested adding: " they shall only be processed if, and as long as, the purposes could not be fulfilled by processing information that
does not involve personal data” . DK and UK were opposed to any further amendments to this point.

102
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necessary for the purposes for
which the personal data are
processed; persona data may be
stored for longer periods insofar as
the data will be processed solely for
historical, statistical or scientific
research purposes in accordance
with the rules and conditions of
Article 83 and if a periodic review
is carried out to assess the necessity
to continue the storage;

necessary for the purposes for
which the persona data are
processed; persona data may be
stored for longer periods insofar as
the data will be processed solely for
historical, statistical or scientific
research or for archive purposes in
accordance with the rules and
conditions of Astiele—Articles 83
and 83a and if a periodic review is
carried out to assess the necessity to
continue the storage, and if
appropriate technical and
organizational measuresare put in
place to limit access to the data
only for these purposes (storage
minimisation);

purposes for which the personal
data are processed; personal data
may be stored for longer periods
insofar as the datawill be processed
solely for archiving purposes in
the public interest, or scientific
histerieal; statistical, er—seientific
researeh—or historical purposes in
accordance with the—rules—and
conditiens—ef-Article 83 and-ia
R
steragesubject to implementation
of the appropriate technical and
organisational measures required
by the Regulation in order to
safeguard the rights and freedoms

of data subject’®;

(ea) processed in a way that
effectively allows the data subject
to exercise his or her rights
(effectiveness);

(eb) processed in a way that
protects against unauthorised or
unlawful processing and against
accidental loss, destruction or
damage, using appropriate
technical or organisational

103

| E proposal so asto cover all the safeguards required under the Regulation, including those in Chapter 1V.
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measures (integrity);

(ee) processed in a manner that
ensures appropriate security (...)
of the personal data.

() processed under the
responsibility and liability of the
controller, who shall ensure and
demonstrate for each processing
operation the compliance with the
provisions of this Regulation.

(f) processed under the
responsibility and liability of the
controller, who shall ensure and be
able to demonstrate fer—eaeh
j i the
compliance with the provisions of
this Regulation (accountability).

deleted™

2. The controller shall be
responsible for compliance with
paragraph 1'%

Article 6

Article 6

Article 6

Lawfulness of processing

Lawfulness of processing

Lawfulness of processing’®

Amendment 100

1 Processing of personal data
shall be lawful only if and to the
extent that at least one of the

1. Processing of personal data shall
be lawful only if and to the extent
that at least one of the following

1. Processing of personal data shall
be lawful only if and to the extent
that at least one of the following

104

AT wondered whether a principle of digital autonomy should be added here.

105 It was previously proposed to add 'also in case of personal data being processed on its behalf by a processor’, but further to suggestion from LU and FR, this rule on liability may be

dealt with in the context of Chapter VIII.
1% DE, AT, PT, SI, SE and SK scrutiny reservation.
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following applies:

applies:

applies:

@ the data subject has given
consent to the processing of their
personal data for one or more
specific purposes;

(@) the data subject h iven
consent to the pro ng of ther
persona d or one or more

Specificpurposes,

(@) the data subject has given
unambiguous'” consent to the
processing of their personal datafor
one or more specific purposes'®;

(b) processing is necessary for
the performance of a contract to
which the data subject is party or in
order to take steps at the request of
the data subject prior to entering
into a contract;

(b) processing is necessary for the
performance of a contract to which
the data subject is party or in order
to take steps at the request of the
data subject prior to entering into a
contract;

(b) processing is necessary for the
performance of a contract to which
the data subject is party or in order
to take steps at the request of the
data subject prior to entering into a
contract;

(© processing is necessary for
compliance with a legal obligation
to which the controller is subject;

(c) processing is necessary for
compliance with a legal obligation
to which the controller is subject;

(c) processing is necessary for
compliance with a legal obligation
to which the controller is subject;

(d) processing is necessary in
order to protect the vital interests of
the data subject;

(d) processing is nec i1 order
to protect the vitainterests of the
data subject;

(d) processing is necessary in order
to protect the vital interests of the
data subjector of another person;

(e processing is necessary for
the performance of a task carried
out in the public interest or in the
exercise of officia authority vested
in the controller;

(e) processing is necessary for the
performance of atask carried out in
the public interest or in the exercise
of official authority vested in the
controller;

(e) processing is necessary for the
performance of atask carried out in
the public interest or in the exercise
of official authority vested in the
controller;

(f) processing is necessary for

(f) processing is necessary for the

(f) processing is necessary for the

107

FR, PL and COM reservation in relation to the deletion of 'explicit’ in the definition of ‘consent’; UK thought that the addition of 'unambiguous’ was unjustified.

108 RO scrutiny reservation.
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the purposes of the legitimate
interests pursued by a controller,
except where such interests are
overridden by the interests or
fundamental rights and freedoms of
the data subject which require
protection of personal data, in
particular where the data subject is
a child. This shall not apply to
processing carried out by public
authorities in the performance of
their tasks.

purposes of the legitimate interests
pursued by the controller or, in
case of disclosure, by the third
party to whom the data is—are
disclosed, and which meet the
reasonable expectations of the
data subject based on his or her
relationship with the controller,
except where such interests are
overridden by the interests or
fundamental rights and freedoms of
the data subject which require
protection of personal data—A

partieutar-where-the-data-subjeet-is
a—chitd. This shall not apply to
processing carried out by public
authorities in the performance of
their tasks.

purposes of the legitimate
interests'® pursued by a—the
controller or by a third party'’°,
except where such interests are
overridden by the interests or
fundamental rights and freedoms of
the data subject which require
protection of personal data, in
particular where the data subject is

a child. {Fhis-subparagraph—shal
: .
II ot eqepllyl_te pleelaes_l_lg carried elut

taskspublic-duties}' ! 112

2. Processing of personal data
which is necessary for the purposes
of historical, statistical or scientific
research shall be lawful subject to
the conditions and safeguards
referred to in Article 83.

2. Processing of persona data
which is necessary for theurposes
of historical, statistical”or scientific
research shall awful subject to
the conditions and safeguards
referred to in Article 83.

2. Processing of persona data
which is necessary for archiving
the-purposes in the public interest,
or offor historical, statistical or
scientific researeh—purposes shall
be lawful subject also to the
conditions and safeguards referred

109

FR scrutiny reservation.

10 Reinstated at the request of BG, CZ, DE, ES, HU, IT, NL, SE, SK and UK. COM, | E, FR and PL reservation on this reinstatement.

1 Deleted at the request of BE, CZ, DK, |E, MT, SE, SI, SK, PT and UK. COM, AT, CY, DE, FI, FR, GR and I T wanted to maintain the last sentence. COM reservation against deletion
of the last sentence, stressing that processing by public authoritiesin the exercise of their public duties should rely on the groundsin point c) and €).

1z DK and FR regretted there was no longer a reference to purposes set out in Article 9(2) and thought that the link between Article 6 and 9 needed to be clarified.
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toin Article 83.

3. The basis of the processing
referred to in points (c) and (e) of
paragraph 1 must be provided for
in:

3. The basis of the pr ing
referred to in poin and (e) of
paragraph st be provided for
in:

3. The basis effor the processing
referred to in points (c) and (e) of

paragraph 1 must be provided
foerestablished in accordance with:

@ Union law, or

(@) Union law, or

(a) Union law, or

(b) the law of the Member State
to which the controller is subject.

(b) the law of the Mem ate to
which the cont IS subject.

(b) national the-law of the Member

State to which the controller is
113

subject™.

The purpose of the processing
shall be determined in this legal
basis or as regards the processing
referred to in point (e) of
paragraph 1, be necessary for the
performance of a task carried out
in the public interest or in the
exercise of official authority vested
in the controller.

This legal basis may contain
gpecific provisions to adapt the
application of rules of this

13 It was pointed out that the text of Article 6 may have an adverse effect on the collection of personal data under administrative, criminal and civil law collections by third country public

authorities, in that Article 6 provides that processing for compliance with a legal obligation to which the controller is subject or for the performance of a task carried out in the public
interest may only take place to the extent established in accordance with Union or Member State law. Compliance with the administrative, regulatory, civil and criminal law
requirements of a third country incumbent on controllers that engage in commercial or other regulated activities with respect to third countries, or voluntary reporting of violations of
law to, or cooperation with, third country administrative, regulatory, civil and criminal law enforcement authorities appear not be allowed under the current draft of Article 6. The
Presidency thinks this point will have to be examined in the future, notably in the context of Chapter I.
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Regulation, inter alia the general
conditions governing the
lawfulness of data processing by
the controller, the type of data
which are subject to the
processing, the data subjects
concerned; the entities to, and the
purposes for which the data may
be disclosed; the purpose
limitation; storage periods and
processing operations and
processing procedures, including
measures to ensure lawful and fair
processing, including for other
specific processing situations as
provided for in Chapter I X.

3a. In  order to ascertain
whether a purpose of further
processing is compatible with the
one for which the data are initially
collected, the controller shall take
into account, unless the data
subject has given consent ™, inter
alia™™;

@ any link between the
purposes for which the data have
been collected and the purposes of

14 DK, IT and PT scrutiny reservation; | T deemed thisirrelevant to compatibility test.

U5 DK, FI, NL, RO, Sl and SE stressed the list should not be exhaustive.
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the intended further processing;

(b) the context in which the
data have been collected;

(c) the nature of the personal
data, in particular whether special
categories of personal data are
processed, pursuant to Article 9;

(d) the possible consequences
of the intended further processing
for data subjects;

(e the existence of appropriate
safeguards™®.

The law of the Member State must
meet an objective of public interest
or must be necessary to protect the
rights and freedoms of others,
respect the essence of the right to
the protection of personal data and
be proportionate to the legitimate
aim pursued.

The law of the Member State must
meet an objective of public interest
or must be necessary to protect the
rights and freedoms of others,
respect the essence of the right to
the protection of personal data and
be proportionate to the legitimate
am pursued. Within the limits of
this Regulation, the law of the
Member State may provide details
of the lawfulness of processing,
particularly as regards data

deleted

116

DE, SK and PL reservation: safeguards as such do not make further processing compatible. FR queried to which processing this criterion related: theinitial or further processing. DE
and UK pleaded for the deletion of paragraph 3a.
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controllers, the purpose of
processing and purpose limitation,
the nature of the data and the data
subjects, processing measures and
procedures, recipients, and the
duration of storage.

4. Where the purpose of
further processing is not compatible
with the one for which the personal
data have been collected, the
processing must have a legal basis
a least in one of the grounds
referred to in points (&) to (e) of
paragraph 1. This shall in particular
apply to any change of terms and
genera conditions of a contract.

del eted

4. Where the purpose of further
processing is Aetincompatible with
the one for which the persona data
have been collected by the same
controller, the further processing
must have a legal basis at least in
one of the grounds referred to in
E)lgints (@) to (e) of paragraph 1’
This shall | el I

R e
conditions—of—a—contract—Further

processing by the same controller
for incompatible purposes on
grounds of legitimate interests of
that controller or a third party
shall be lawful if these interests
override the interests of the data
subject™™.

117

ES, AT and PL reservation; DE, HU scrutiny reservation. FR suggested adding 'if the process concernsthe data mentioned in Articles8 and 9'.

HU, supported by CY, FR, AT and SK, thought that a duty for the data controller to inform the data subject of a change of legal basis should be added here. The Presidency refers to
the changes proposed in ADD 1 to 17072/3/14 REV 3.

COM reservation; BE, AT, FI, HU, IT and PL scrutiny reservation: (some of) these delegations would have liked to delete this last sentence; DE wanted to limit the second sentence to
private controllers.

118

119
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5. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the conditions referred to in point
(f) of paragraph 1 for various
sectors and data processing
situations, including as regards the
processing of personal data related
to achild.

del eted

deleted

Article 7

Article 7

Article 7

Conditions for consent

Conditionsfor consent

Conditions for consent

Amendment 101

1 The controller shall bear the
burden of proof for the data
subject's consent to the processing
of their persona data for specified
pUrpoSes.

1. Where processing is based on
consent, Fhethe controller shall
bear the burden of proof for the
data subject's consent to the
processing of ther—his or her
personal data for  specified
pUrposes.

1. Where Article 6(1)(a) appliesthe
controller shall bear-the burden-of
proof-forthe data-subject's be able
to demonstrate that
unambiguous'®® consent to-the

R
specified-purpeses was given by the

data subject.

120

COM reservation related to the deletion of 'explicit' in the definition of consent.
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la. Where article 9(2)(a)
applies, the controller shall be able
to demonstrate that explicit
consent was given by the data
subject.

2. If the data subject's consent
is to be given in the context of a
written declaration which aso
concerns  another  matter, the
requirement to give consent must
be presented distinguishable in its
appearance from this other matter.

2. If the data subject's consent is
given in the context of a written
declaration which aso concerns
another matter, the requirement to
give consent must be presented
clearly distinguishable in its
appearance from this other matter.
Provisions on the data subject’s
consent which are partly in
violation of this Regulation are
fully void.

2. If the data subject's consent is to
be given in the context of a written
declaration which aso concerns
another matters, the requirement-to
ghverequest for consent must be
presented in a manner which is
clearly distinguishable H+—its
appearance from thise other
matters, in an intelligible and
easily accessible form, using clear
and plain language.

3. The data subject shall have
the right to withdraw his or her
consent a any time. The
withdrawal of consent shall not
affect the lawfulness of processing
based on consent before its
withdrawal.

3. Notwithstanding other legal
grounds for processing, Fhe-the
data subject shall have the right to
withdraw his or her consent at any
time. The withdrawal of consent
shall not affect the lawfulness of
processing based on consent before
its withdrawal. It shall be as easy
to withdraw consent as to give it.
The data subject shall be informed

3. The data subject shall have the
right to withdraw his or her consent
a any time. The withdrawal of
consent shall not affect the
lawfulness of processing based on
consent before its withdrawal.
Prior to giving consent, the data
subject shall be informed
thereof*?!,

121

|E reservation. The Presidency concurs with SE that the last sentence belongs rather in Article 14. To that end the Presidency has made some suggestions set out in ADD 1 to
17072/3/14 REV 3.
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by the controller if withdrawal of
consent may result in the
termination of the services
provided or of the relationship
with the controller.

4. Consent shall not provide a
legal basis for the processing,
where there is a dignificant
imbalance between the position of
the data subject and the controller.

4. Consent shall net-provide-ategal
Ielegs .'9' “'e. p_lfe_ CeSSRY I "I"I'e*e
between the position of the data

j be
purpose-limited and shall lose its
validity when the purpose ceases to
exist or as soon as the processing
of personal data is no longer
necessary for carrying out the
purpose for which they were
originally collected. The execution
of a contract or the provision of a
service shall not be made
conditional on the consent to the
processing of data that is not
necessary for the execution of the
contract or the provision of the
service pursuant to Article 6(1),
point (b).

deleted

Article 8 Article 8 Article 8
Processing of personal data of a Processing of per aof a Conditions applicableto child's
child child consent in relation to
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information society services 1%

Amendment 102

1. For the purposes of this
Regulation, in relation to the
offering of information society
services directly to a child, the
processing of persona data of a
child below the age of 13 years
shall only be lawful if and to the
extent that consent is given or
authorised by the child's parent or
custodian. The controller shall
make reasonable efforts to obtain
verifiable consent, taking into
consideration available technology.

1. For the purposes of this
Regulation, in relation to the
offering of infermation—society
goods or services directly to a
child, the processing of persond
data of a child below the age of 13
years shall only be lawful if and to
the extent that consent is given or
authorised by the child's parent or
custodianlegal guardian.  The
controller shall make reasonable
efforts to ebtatr—verifiable verify
such  consent, taking into
consideration available technology
without causing otherwise
unnecessary processing of
personal data.

1. For the purposes of this
RegutationWhere Article 6 (1)(a)
applies, in relation to the offering
of information society services
directly to a child*?, the processing
of persona data of a child below
the-age-of 13-years' shall only be
lawful if and to the extent that such
consent is given or authorised by
the holder of parental
responsibility over the childs
parent or eustedianis given by the
child in circumstances where it is
treated as valid by Union or
Member State law.

(1a) The controller shall make
reasonable efforts to ebtan
verifiable-verify in such cases that

122 CZ, DE, AT, SE, SI, PT and UK scrutiny reservation. CZ and S| would prefer to see this Article deleted. NO proposesincluding a general provision stating that personal data relating

to children cannot be processed in an irresponsible manner contrary to the child’s best interest. Such a provision would give the supervisory authorities a possibility to intervene if for
example adults publish personal data about children on the Internet in a manner which may prove to be problematic for the child. DE, supported by NO, opined this article could
have been integrated into Article 7
123 Several delegations (DE, HU, ES, FR, SE, SK, PT) disagreed with the restriction of the scope and thought the phrase 'in relation to the offering of information society services directly
to a child' should be deleted.

124 COM reservation on the deletion of a harmonised age threshold.
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consent is given or authorised by
the holder of parental
responsibility over the child, taking
into consideration available
technology.

la. Information provided to
children, parents and legal
guardians in order to express
consent, including about the
controller’s collection and use of
personal data, should be given in a
clear language appropriate to the
intended audience.

2. Paragraph 1 shall not affect
the general contract law of Member
States such as the rules on the
validity, formation or effect of a
contract in relation to a child.

2. Paragraph 1 shall not affect the
general contract law of Member
States such as the rules on the
validity, formation or effect of a
contract in relation to a child.

2. Paragraph 1 shall not affect the
general contract law of Member
States such as the rules on the
validity, formation or effect of a
contract in relation to a child™.

3. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
methods to obtain verifiable

3. The Cemmission European
Data Protection Board shall be
empeowered-to-adopt-delegated-acts
. I % i :

thepurpese-entrusted with the task
of furt fvine o o I

3. [The Commission shal be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
methods to obtain verifiable

125

DE, supported by SE, queried whether a Member State could adopt/maintain more stringent contract law. Sl thought the reference should be worded more broadly to 'civil law', thus

encompassing also personality rights.
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consent referred to in paragraph 1. | regquirermnents issuing guidelines, | consent referred to in paragraph
In doing so, the Commission shall | recommendations  and best | 1**°]. In-doing-so,-the-Commission
consider specific measures for | practices for the methods te-ebtain | shall-consider-specific-measuresfor
micro, small and medium-sized | verifiable of verifying consent | micro,—smal—and—medium-sized
enterprises. referred to in paragraph 1, in | enterprises:

accordance with Article 66.

4. The Commission may lay | deleted 4. The Commission may lay down
down standard forms for specific standard forms for specific methods
methods to obtain verifiable to-obtain verifiable consent referred
consent referred to in paragraph 1. e

Those implementing acts shall be irplementing-acts-shall-t I I
adopted in accordance with the in-accordance with ! o

examination procedure referred to
in Article 87(2). 8721

Article9 Article9 Article9

Amendment 103

Processing of special categories of Processing-of-spectal Special Processing of special categories of
personal data categories of personal data personal data’®

126

DE, ES, FR, SE and UK suggested deleting this paragraph. CZ suggested adding " and for identifying that a service is offered directly to a child". DE, supported by BE and FR,
suggested g|V|ng the EDPB the power toissue gwdelm&s in this regard

| 127
128

COM DK SE and AT scrut| ny r&ervaﬂon SK thought the mcluson of blometr|c data should be considered.
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1. The processing of personal
data, revealing race or ethnic
origin, political opinions, religion
or beliefs, trade-union membership,
and the processing of genetic data
or data concerning health or sex life
or crimina convictions or related
security measures shal be
prohibited.

1. The processing of personal data,
revealing race or ethnic origin,
politica  opinions, religion or
philosophical  beliefs,  sexual
orientation or gender identity,
trade-union  membership  and
activities, and the processing of
genetic or biometric data or data
concerning health or sex lifeer,
administrative sanctions,
judgments, criminal or suspected
offences, convictions or related
security measures  shall  be
prohibited.

1. The processing of personal data,
revealing race—racial or ethnic
origin, political opinions, religionus
or philosophical beliefs, trade-
union membership, and the
processing of genetic data or data
concerning health or sex life er

il L |t

seeurity—measdres—shall  be
prohibited.

2. Paragraph 1 shall not apply
where:

2. Paragraph 1 shall not applywhere
if one of the following applies:

2. Paragraph 1 shall not apply if
one of the following applies:

@ the data subject has given
consent to the processing of those
persona data, subject to the
conditions laid down in Articles 7
and 8, except where Union law or
Member State law provide that the
prohibition referred to in paragraph
1 may not be lifted by the data
subject; or

(@ the data subject has given
consent to the processing of those
personal data for one or more
specified purposes, subject to the
conditions laid down in Articles 7
and 8, except where Union law or
Member State law provide that the
prohibition referred to in paragraph
1 may not be lifted by the data
subject; or

(@ the data subject has given
explicit consent to the processing of
those personal data, subject-to-the
and-8;-except where Union law or
Member State law provide that the
prohibition referred to in paragraph
1 may not be lifted by the data
subject; or

(aa) processing is necessary for
the performance or execution of a
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contract to which the data subject
IS party or in order to take steps at
the request of the data subject
prior to entering into a contract;

(b) processing is necessary for
the purposes of carrying out the
obligations and exercising specific
rights of the controller in thefield
of employment law in so far asitis
authorised by Union law or
Member State law providing for
adequate safeguards; or

(b) processing is necessary for the
purposes of carrying out the
obligations and exercising specific
rights of the controller in the field
of employment law in so far asitis
authorised by Union law or
Member State law or collective
agreements providing for adequate
safeguards for the fundamental
rights and the interests of the data
subject such as right to non-
discrimination, subject to the
conditions and safeguards referred
toin Article 82; or

(b) processing is necessary for the
purposes of carying out the
obligations and exercising specific
rights of the controller or of the
data subject in the field of
employment and social security
and social protection law in so far
as it is authorised by Union law or
Member State law or a collective
agreement pursuant to Member
State law providing for adequate
safeguards; or

(© processing is necessary to
protect the vital interests of the data
subject or of another person where
the data subject is physicaly or
legally incapable of giving consent;
or

(c) processing is necessary to
protect the vital interests of the data
subject or of another person where
the data subject is physicaly or
legally incapable of giving consent;
or

(c) processing is necessary to
protect the vital interests of the data
subject or of another person where
the data subject is physically or
legally incapable of giving consent;
or

(d) processing is carried out in
the course of its legitimate
activities with appropriate
safeguards by a foundation,
association or any other non-profit-

(d) processing is carried out in the
course of its legitimate activities
with appropriate safeguards by a
foundation, association or any other
non-profit-seeking body with a

(d) processing is carried out in the
course of its legitimate activities
with appropriate safeguards by a
foundation, association or any other
non-profit-seeking body with a
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seeking body with a political,
philosophical, religious or trade-
union aim and on condition that the
processing relates solely to the
members or to former members of
the body or to persons who have
regular contact withitin
connection with its purposes and
that the data are not disclosed
outside that body without the
consent of the data subjects; or

political, philosophical, religious or
trade-union aim and on condition
that the processing relates solely to
the members or to former members
of the body or to persons who have
regular contact with it in
connection with its purposes and
that the data are not disclosed
outside that body without the
consent of the data subjects; or

political, philosophical, religious or
trade-union aim and on condition
that the processing relates solely to
the members or to former members
of the body or to persons who have
regular contact with it in
connection with its purposes and
that the data are not disclosed
outside that body without the
consent of the data subjects; or

(e the processing relates to
persona datawhich are manifestly
made public by the data subject; or

(e) the processing relates to
personal data which are manifestly
made public by the data subject; or

(e) the processing relates to
personal data which are manifestly
made public by the data subject; or

(f) processing is necessary for
the establishment, exercise or
defence of legal claims; or

(f) processing is necessary the
establishment, exerci r defence
of legal claims,

(f) processing is necessary for the
establishment, exercise or defence
of legal claims or whenever courts
are acting in therr judicial
capacity; or

(9) processing is necessary for
the performance of a task carried
out in the public interest, on the
basis of Union law, or Member
State law which shall provide for
suitable measures to safeguard the
data subject's legitimate interests;

(g) processing is necessary for the
performance of atask carried out A
the for reasons of high public
interest, on the basis of Union law,
or Member State law which shall be
proportionate to the aim pursued,
respect the essence of the right to
data protection and provide for

(g) processing is necessary for the

the'” reasons of public interest, on
the basis of Union law, or Member
State law which shall provide for
suitable and specific measures to
safeguard the data subject's

129

Version 21/04/15 - Council’s consolidated version of March 2015

AT, PL and COM reservation on deletion of 'important’; DK suggested adding 'in the public interest vested in the controller'.
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conditions and safeguards referred
toin Article81; or

conditions and safeguards feferred
toin Article81; or

or suitable measures to safeguard the | legitimate interests; or
fundamental rights and the data
subject's-legitimate interests of the
data subject; or
(h)  processing of data | (h) processing of data concerning | (h) processing*® of data-coneerning
concerning hedlth is necessary for | health is necessary for hedth | health—is necessary for hedth
health purposes and subject to the | purposes and subject to/ the | purpeses—the  purposes  of

preventive or occupational
medicine*®, for the assessment of
the worklng capacity of the
employee'”, medical diagnosis, the
provision of health or social care
or treatment or the management of
health or social care systems and
services on the basis of Union law
or Member State law™® or
pursuant to contract with a health
professional®® and subject to the
conditions and safeguards referred
to in Article 81paragraph 4***; or

130
131

132
133
134

HU suggested reinstating " of health data” here and in point (hb).

met.

PL and AT would like to see this deleted.
COM, IE, PL scrutiny reservation.

FR and PL reservation.

AT would like to see this deleted; BE pointed out this type of medicine practice is not (entirely) regulated by law under Belgian law and therefore the requirement of paragraph 4 is not

1% AT, DE and ES scrutiny reservation. DE and ES queried what happened in cases where obtaining consent was not possible (e.g. in case of contagious diseases; persons who were

physically or mentally not able to provide consent); NL thought this should be further clarified in recital 42. BE queried what happened in the case of processing of health data by
insurance companies. COM explained that this was covered by Article 9(2) (a), but SI was not convinced thereof.
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(ha) (...);

(hb) processing is necessary for
reasons of public interest in the
area of public health, such as
protecting against serious cross-
border threats to health or
ensuring high standards of quality
and safety of health care and of
medicinal products or medical
devices, on the basis of Union law
or Member State law which
provides for suitable and specific
measures to safeguard the rights
and freedoms of the data subject
data; or

(1) processing is necessary for | (i) processing is necessary Aor | (i) processing is necessary for
historical, statistical or scientific | historical, statistical or seientific | archiving purposes in the public

research purposes subject to the| research purposes subj to the| interest or historical, statistical or
conditions and safeguards referred | conditions and uards referred | scientific researeh—purposes and
toin Article 83; or toin Article 83;0r subject to the conditions and

safeguards laid down in Union or
Member State law, including those
referred to in Article 83.

(la) processing is necessary for
archive services subject to the
conditions and safeguards referred
toin Article 83a; or
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() processing of data relating
to crimina convictions or related
security measures is carried out
either under the control of officia
authority or when the processing is
necessary for compliance with a
legal or regulatory obligation to
which a controller is subject, or for
the performance of a task carried
out for important public interest
reasons, and in so far as authorised
by Union law or Member State law
providing for adequate safeguards.
A complete register of criminal
convictions shall be kept only
under the control of officid
authority.

() processing of data relating to
administrative sanctions,
judgments, crimina  offences,
convictions or related security
measures is carried out either under
the control of official authority or
when the processing is necessary
for compliance with a lega or
regulatory obligation to which a
controller is subject, or for the
performance of a task carried out
for important public interest
reasons, and in so far as authorised
by Union law or Member State law
providing for adequate safeguards:
A—ecomplete for the fundamental
rights and the interests of the data
subject. Any register of criminal
convictions shal be kept only
under the control of officia
authority.

deleted™®

3. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria, conditions and
appropriate safeguards for the

3. The Cemmission European
Data Protection Board shall be
empeowered-to-adopt-delegated-acts
. I % i :
thepurpeseentrusted with the task
of _furtl "y I e

deleted™’

136
137

Deleted at therequest of AT, COM, EE, ES, FR, HU, IT, LU, MT, PL, PT, RO and SK. DE-and FI wanted to reintroduce the paragraph.

COM reservation on the deletion of paragraph 3 on delegated acts.
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processing of the specia categories
of personal data referred to in
paragraph 1 and the exemptions
laid down in paragraph 2.

i i .
safeguards  issuing  guidelines,
recommendations and best
practices for the processing of the
specia categories of persona data
referred to in paragraph 1 and the
exemptions laid down in paragraph
2, in accordance with Article 66.

4, Personal datareferred toin
paragraph 1 may on the basis of
Union or Member State law be
processed for the purposes
referred to in points (h) of
paragraph 2 when those data are
processed by or under the
responsibility of a professional
subject to the obligation of
professional secrecy under Union
or Member State law or rules
established by national competent
bodies or by another person also
subject to an obligation of secrecy
under Umion or Member State law
or rules established by national
competent bodies.

5. Member States may maintain or
introduce more specific provisions
with regard to genetic data or
health data. This includes the
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possibility for Member States to
introduce further conditions for
the processing of these data™®.

Article 9a

Processing of data relating to
criminal convitions and offences

Processing of data relating to
criminal convictions and offences
or related security measures based
on Article 6(1) may only be carried
out either under the control of
official authority or when the
processing is authorised by Union
law or Member State law
providing for adequate safeguards
for the rights and freedoms of data
subjects. A complete register of
criminal convictions may be kept
only under the control of official
authority'®.

138 COM scrutiny reservation.

139 DE and HU would prefer to see these data treated as sensitive data in the sense of Article 9(1). EE and UK are strongly opposed thereto.

140 Sl, SK reservation on last sentence.

Version 21/04/15 - Council’s consolidated version of March 2015

Page 242 of 630



Article 10 Article 10 Article 10
Processing not allowing Processing no ing Processing not alewing-requiring
identification tification identification
Amendment 104

If the data processed by a controller
do not permit the controller to
identify a natura person, the
controller shall not be obliged to
acquire additional information in
order to identify the data subject for
the sole purpose of complying with
any provision of this Regulation.

1. If the data processed by a
controller do not permit the
controller or processor to directly
or indirectly identify a naturd
person, or consist only of
pseudonymous data, the controller
shall not be-ebliged-te process or
acquire additional information in
order to identify the data subject for
the sole purpose of complying with
any provision of this Regulation.

If the data—processed-by—purposes

for which a controller processes
personal data do not permit_or do
no longer require the
identification of a data subject by
the controller—te-tdentify—a—natural
person, the controller shall not be
obliged to maintain or acquire
additional information nor to
engage in additional processing in
order to identify the data subject for
the sole purpose of complying with

any-previsien-of-this Regul ation*".

2. Where the data controller is
unable to comply with a provision
of this Regulation because of
paragraph 1, the controller shall
not be obliged to comply with that
particular  provision of this
Regulation. Where as a
consegquence the data controller is

2. Where, in such cases the
controller is not in a position to
identify the data subject, articles
15, 16, 17, 17a, 17b and 18 do not
apply except where the data
subject, for the purpose of
exercising his or her rights under
these articles, provides additional

141

AT, DE, HU, PL scrutiny reservation and UK and FR and COM reservation.
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unable to comply with a request of | information enabling his or her
the data subject, it shall inform the | identification*.
data subject accordingly.

Article 10 a (new)

Amendment 105

General principlesfor therights of
the data subject-rights

1. The basis of data protection is
clear and unambiguous rights for
the data subject which shall be
respected by the data controller.
The provisions of this Regulation
am to strengthen, clarify,
guarantee and where appropriate,
codify theserights.

2. Such rights include, inter alia,
the provision of clear and easily
understandable information
regarding the processing of the
data subject’s his-erher—personal
data, the right of access,
rectification and erasure of their
his or_her data, the right to obtain
data, the right to object to

142 DK, RO, SE and Sl scrutiny reservation; COM and FR reservation; FR wanted to add in the end of the paragraph " In any case, the data subject should only have to provide the

minimum additional information necessary in order to be able to exercise hisor her rightswhich can never be denied by the controller.
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profiling, the right to lodge a
complaint with the competent data
protection authority and to bring
legal proceedings as well as the
right to compensation and
damages resulting from an
unlawful processing operation.
Such rights shall in general be
exercised free of charge. The data
controller  shall respond to
requests from the data subject
within areasonable period of time.
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SECTION 1 SECTION 1 SECTION 1
TRANSPARENCY AND TRANSPARENCY AND TRANSPARENCY AND
MODALITIES MODALITIES MODALITIES
Article 11 Article 11 Article 11

Transparent information and
communication

Transparent information and
communication

Transparent information and
communication

Amendment 106

1 The controller shall have
transparent and easily accessible
policies with regard to the
processing of personal data and for
the exercise of data subjects' rights.

1. The controller shall have concise,
transparent, clear and easily
accessible policies with regard to the
processing of personal data and for
the exercise of data subjects' rights

deleted

2. The controller shall provide
any information and  any
communication relating to the
processing of persona data to the
data subject in an intelligible form,

2.The controller shall provide any
information and any communication
relating to the processing of personal
data to the data subject in an
intelligible form, using clear and

deleted

143

General scrutiny reservation by UK on the articlesin this Chapter.
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using clear and plain language,
adapted to the data subject, in
particular for any information
addressed specificaly to achild.

plain language, adapted-to-the-data
subject; in  particular for any
information addressed specifically to
achild.

Article 12 Article 12 Article 12
Procedures and mechanisms for Procedures and mechani or Procedures and mechanisms
exercising therights of the data exercising theright e data Transparent information,

subject ' communication and modalities
for exercising therights of the
data subject**
Amendment 107

1 The controller shall
establish procedures for providing
the information referred to in
Article 14 and for the exercise of
the rights of data subjects referred
to in Article 13 and Articles 15 to
19. The controller shall provide in
particul ar mechanisms for
facilitating the request for the
actions referred to in Article 13 and
Articles 15 to 19. Where personal
data are processed by automated
means, the controller shall aso

provide means for requests to be

1. Fhe—econtroler—snall—establish
I : i I

Where persona data are processed
by automated means, the controller
shall also provide means for requests
to be made electronically where

1. The controller shall establish
procedures for providing the take
appropriate measured to providay
any information referred to in
Article 14 and 14a forthe-exercise
o ol o o
referred-to-n-Article-13-and any
communication under Articles 15
to 19 and 32_relating to the
processing of personal data to the
data subject in an intelligible and
easly accessible form, using

clear and plain lanquage*®. The

information shall be provided in

144
145

DE, SE, Sl and FI scrutiny reservation.
COM reservation on deletion.
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made electronically. possible. writing, or _where appropriate,
electronically or by other means.

The controller shall provide in

la. The controller shall_facilitate
the exercise of data subject rights
under Articles 15 to 19'.

2. The controller shal inform | 2. The controller shall inform the | 2. The controller shall provide the
the data subject without delay and, | data subject without undue delay | information referred to in
at the latest within one month of | and, at the latest within ene-menth | Articles 14a and 15 and
receipt of the request, whether or | 40 calendar days of receipt of the | information on action taken on a
not any action has been taken | request, whether or not any action | rquest under Articles 16 to 19 to
pursuant to Article 13 and Articles | has been taken pursuant to Article 13 | the data subject without undue
15 to 19 and shall provide the| and Articles 15 to 19 and shal | delay and, at the latest within one
requested information. This period | provide the requested information. | month of receipt of the request'’;

may be prolonged for a further | This period may be prolonged for a | whether—or—not—any—action—has
month, if severa data subjects| further month, if several data| beentakenpursuantto-Article-13
exercise their rights and their | subjects exercise their rights and | and-Articles-15-to-19-and-shall

cooperation iS necessary to a | their cooperation is necessary to a | providetherequested-information.

146 Sl and UK thought this paragraph should be deleted.
il UK pleaded in favour of deleting the one-month period. BG and PT thought it more simple to revert to the requirement of 'without excessive delay' under the 1995 Data Protection
Directive.
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reasonable extent to prevent an | reasonable extent to prevent an | This period may be prolonged
unnecessary and disproportionate | unnecessary and disproportionate | extended for a further two months
effort on the part of the controller. | effort on the part of the controller. | when necessary, taking into
The information shal be given in | The information shall be given in | account the complexity of the
writing. Where the data subject | writing and, where possible, the|request and th enumber of the
makes the request in electronic | controller may provide remote | requests,——several-data-subjects
form, the information shall be| access to a secure system which | exercise—thelr—rights—and—their
provided in electronic form, unless | would provide the data subject with | eeoperation—is—necessary—to—a
otherwise requested by the data| direct access to thei—his or her | reasonable—extent—to—prevent—an
subject. personal data. Where the data | unhecessary—and-dispropertionate
subject makes the request in | effert-on-thepart-of-the-controler:

electronic form, the information shall | Fhe-trfermation-shall-be-given-n
be provided in electronic form where | writing: Where the extended

possible, unless otherwise requested | period applies, the data subject
by the data subject. makes the request in dectronic
form, the information shal be
ed i I . oFm,
e e
data—subjectinformed within one
month of receipt of the request of
thereasonsfor the delay.

3. If the controller refuses to | 3. If the controller refusesto does | 3. If the controller refusestedoes
take action on the request of the | not take action at the request of the | not take action on the request of
data subject, the controller shall | data subject, the controller shal | the data subject, the controller
inform the data subject of the| inform the data subject of thereasons | shall inform the data subject
reasons for the refusal and on the | for the refusalinaction and on the | without delay and at the latest
possibilities of lodging a complaint | possibilities of lodging a complaint | within one month of receipt of
to the supervisory authority and | to the supervisory authority and | the request of the reasons for the
seeking ajudicia remedy. seeking ajudicia remedy. refusalnot taking action and on
the pessibiities—possibility of
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lodging a complaint to the—a
supervisory authority-and-seeking
- dicia ™

4, The information and the| 4. The information and the actions | 4. Fhe—tInformation and—the
actions taken on requests referred to | taken on requests referred to in | actions-taken-en-requestsreferred
in paragraph 1 shal be free of | paragraph 1 shall be free of charge. | to—+hr—paragraph—2provided under
charge. Where requests are| Where requests are manifestly | Articles 14 and 14a and any
manifestly excessive, in particular | excessive, in particular because of | communication under Articles 16
because of their  repetitive | their repetitive character, the|to 19 and 32 shall be provided
character, the controller may charge | controller may charge a reasonable | free of charge. Where requests
afee for providing the information | fee taking into account the|from a data subject are™®
or taking the action requested, or | administrative costs for providing | manifestly unfounded or
the controller may not take the | the information or taking the action | excessive, in particular because of

action requested. In that case, the | requested—orthe-controlermay-net | their repetitive character, the
controller shall bear the burden of | take—the—action—reguested. In that | controller may charge—afeefor
proving the manifestly excessive| case, the controller shall bear the | providing—the—information—or
character of the request. burden of proving the manifestly | taking-the-actionrequested,-or-the

excessive character of the request. eontroler-maynot-take the-action
requestedrefuse to act on** the

request. In that case, the controller
shall bear the burden of preving
demonstrating the manifestly
unfounded or excessive character
of the request™.

4a. Without pregjudice to Article
10, where the controller has

148
149
150

PL thought the criterion of 'manifestly excessive' required further clarification, e.g. through an additional recital. COM reservation on deletion.
NL scrutiny reservation: avoid that this gives theimpression that public authority cannot refuse to consider request by citizen.
I T scrutiny reservation.
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reasonable doubts concerning the
identity of the individual making
the request referred to in Articles
15 to 19, the controller may
request the provision  of
additional information necessary
to confirm the identity of the data
subject.

5. The Commission shall be | deleted deleted
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and conditions for the
manifestly excessive requests and
the fees referred to in paragraph 4.

6. The Commission may lay | deleted deleted
down standard forms  and
specifying standard procedures for
the communication referred to in
paragraph 2, including the
electronic format. In doing so, the
Commission shall take the
appropriate measures for micro,
small and medium-sized
enterprises. Those implementing
acts shall be adopted in accordance
with the examination procedure
referred to in Article 87(2).
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Article 13 Article 13 Article 13
Amendment 108
Rightsin relation to recipients Rightsin relation to recipients Rightsin relation to recipients

Notification requirement in the
event of rectification and erasure

The controller shall communicate
any rectification or erasure carried
out in accordance with Articles 16
and 17 to each recipient to whom
the data have been disclosed, unless
this proves impossible or involves a
disproportionate effort.

The controller shall communicate
any rectification or erasure carried
out in accordance with Articles 16
and 17 to each recipient to whom the
data have been disclosed-transferred,
unless this proves impossible or
involves a disproportionate effort.
The controller shall inform the data
subject about those recipients if the
data subject requeststhis.

del eted

Article 13 a (new)

Amendment 109

Standardised information policies

1. Where personal data relating to a
data subject are collected, the
controller shall provide the data
subject  with  the following
particulars before providing
information pursuant to Article 14:
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(@) whether personal data are
collected beyond the minimum
necessary for each specific purpose
of the processing;

(b) whether personal data are
retained beyond the minimum
necessary for each specific purpose
of the processing;

(c) whether personal data are
processed for purposes other than
the purposes for which they were
collected;

(d) whether personal data are
disseminated to commercial third
parties,

(e) whether personal data are sold
or rented out;

(f) whether personal data are
retained in encrypted form.

2. The particulars referred to in
paragraph 1 shall be presented
pursuant to Annex to this
Regulation in an aligned tabular
format, using text and symbols, in
the following three columns:
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(@ the first column depicts
graphical forms symbolising those
particulars;

(b) the second column contains
essential information  describing
those particulars,

(c) the third column depicts
graphical forms indicating whether
a specific particular is met.

3. The information referred to in
paragraphs 1 and 2 shall be
presented in an easily visible and
clearly legible way and shall appear
in a language easily understood by
the consumers of the Member States
to whom the information is
provided. Where the particulars are
presented electronically, they shall
be machine readable.

4. Additional particulars shall not
be provided. Detailed explanations
or further remarks regarding the
particulars referred to in paragraph
1 may be provided together with the
other information requirements
pursuant to Article 14.
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5. The Commission shall be
empowered to adopt, after
requesting an opinion of the
European Data Protection Board,
delegated acts in accordance with
Article 86 for the purpose of further
specifying the particulars referred
to in paragraph 1 and their
presentation as referred to in
paragraph 2 and in the Annex to
this Regulation.
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SECTION 2 SECTION 2 SECTION 2
INFORMATION AND INFORMATION AND INFORMATION AND
ACCESSTODATA ACCESSTODATA ACCESSTODATA
Article 14 Article 14 Article 14

Information to the data subject

Information to the dat ject

Information to be provided where
the data are collected from the
data subject

Amendment 110

1 Where personal data
relating to a data subject are
collected, the controller shall
provide the data subject with at
least the following information:

1. Where personal data relating to a
data subject are collected, the
controller shall provide the data
subject with at least the following
information, after the particulars
pursuant to Article 13a have been
provided:

1%L, Where personal data relating
to a data subject are collected
from the data subject, the
controller shall, at the time when
personal data are obtained,
provide the data subject with at
least-the following information:

@ the identity and the contact
details of the controller and, if any,
of the controller's representative
and of the data protection officer;

(@ the identity and the act
details of the controller , if any,
of the controller's representative and
of the data ection officer;

(@) the identity and the contact
details of the controller and, if
any, of the controller's
representative; the controller may
also include the contact details
and of the data protection officer,

151

HU thought the legal basis of the processing should be included in thelist.
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if any;

(b) the purposes of the processing | (b) the purposes of the processing for | (b) the purposes of the processing
for which the personal data are | which the personal data are intended, | for which the personal data are
intended, including the contract | aswell asinformation regarding the | intended—neluding—the—contract
terms and general conditions | security of the processing of | terms—and—general—eonditions
where the processing is based on | personal data, including the contract | where-the-processing-is-based-on
point (b) of Article 6(1) and the | terms and genera conditions where | peirt(b)-ef-Article-6(1)-and-the
legitimate interests pursued by the | the processing is based on point (b) | tegithnate-titerestspursued-by-the
controller where the processing is| of Article 6(1) and thelegitimate | eontrolerwhere-theprocessing-is
based on point (f) of Article 6(1); Hterests—pursued—by—theecontreler oo L ol
where applicable, information on
how they implement and meet the
requirements of point (f) of Article
6(1);

la. In  addition to the
information  referred  to in
paragraph 1, the controller
shall™ provide the data subject
with such further information
3necessary to ensure fair and
transparent processing in respect
of the data subject™, having

12 DE, EE, and PL asked to insert " on request”. DE, DK, NL and UK doubted whether the redraft would allow for a sufficient risk-based approach and warned against excessive

administrative burdens/compliance costs. DK and UK in particular referred to the difficulty for controllers in assessing what is required under para. 1a in order to ensure fair and
transparent processing. DE, EE and PL pleaded for making the obligation to provide thisinformation contingent upon a request thereto as the controller might otherwise take a risk-
averse approach and provide all the information under Article 14(1a), also in cases where not required. UK thought that many of the aspects set out in paragraph la of Article 14
(and paragraph 2 of Article 14a) could be left to guidance under Article 39.

153 CZ suggested adding the word 'obviously'.

14 FR scrutiny reservation.
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regard to the specific
circumstances and context in
which the personal data are
processed™;

personal datawill be stored,

(© the period for which the

(c) the period for which the persona
data will be stored, or if thisis not
possible, the criteria used to
determine this period;

del eted

(b) where the processing is based
on point (f) of Article 6(1), the
legitimate interests pursued by
the controller;

(fc) the recipients or categories of
recipients of the personal data’®;

(gd) where applicable, that the
controller intends to transfer
personal data to a recipient in a
third country or internationa
organi sation—and-oen-the-tevelof
: .
protection-—aforded b.* that .EI ed
coutry——of Hiternationdl
OFgantsation b*. |_eie1e||ee to—an
aelequae'y' ;eleelsen by—the

155
156

COM reservation on deletion of thewords'such as'.
AT and DE thought that this concept was too vague (does it e.g. encompass employees of the data controller?).
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(d) the existence of the right to
request from the controller access
to and rectification or erasure of the
personal data concerning the data
subject or to object to the
processing of such personal data;

(d) the existence of the right to
request from the controller access to
and rectification or erasure of the
personal data concerning the data
subject, er-to object to the processing
of such persona data, or to obtain
data;

(de) the existence of the right to
request from the controller access
to and rectification or erasure of
the personal data or restriction of
processing of personal data
concerning the data subject erand
to object to the processing of such
personal data®’;

(e the right to lodge a
complaint to the supervisory
authority and the contact details of
the supervisory authority;

(e) the right to lodge a complaint to
with the supervisory authority and
the contact details of the supervisory
authority;

(ef) the right to lodge a complaint
to the-a supervisory authority-and
el o Lo

; hority:

() the recipients or categories
of recipients of the personal data;

(f) the recipients or res of
recipients of sonal data;

moved under (c)

(9) where applicable, that the
controller intends to transfer to a
third country or internationa
organisation and on the level of
protection afforded by that third
country or international
organisation by reference to an
adequacy decison by the
Commission,

(g) where applicable, that the
controller’s intends to transfer the
data to a third country or
international organisation and en-the

level of protection afforded by that
organisation by reference to the
existence or absence of an adequacy
decision by the Commission, or in
case of transfers referred to in
Article 42;-Articleor 43-orpeint-(h)
of—Article44(1), reference to the

moved under (d) modified

The reference to direct marketing was deleted in view of comments by DK, FR, I T and SE.
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appropriate safeguards and the
means to obtain a copy of them;

(g) whether the provision of
personal data is a statutory or
contractual requirement, or a
requirement necessary to enter
into a contract, as well as the
possible consequences of failure

to provide such data™®; and

(ga) where applicable, information
about the existence of profiling, of
measures based on profiling, and
the envisaged effects of profiling on
the data subject;

(gb) meaningful information about
the logic involved in any automated
processing;

(h) the existence of automated
decision making including -
profiling referred to in Article
20(1) and (3) and information
concerning (...) the processing ,
as well as the significance and
the envisaged consequences of

158 CZ, DE, ESand NL reservation.
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such processing for the data
subject.™

(h) any further information
necessary to guarantee fair
processing in respect of the data
subject, having regard to the
specific circumstances in which the
personal data are collected.

(h) any further information which is
necessary to  guarantee  fair
processing in respect of the data
subject, having regard to the specific
circumstances in which the personal
data are collected or processed, in
particular the existence of certain
processing activities and operations
for which a personal data impact
assessment has indicated that there
may be a high risk;

del eted

(ha) where applicable, information
whether personal data was—were
provided to public authorities
during the last consecutive 12-
month period.

2. Where the personal data are
collected from the data subject, the
controller shall inform the data
subject, in addition to the
information referred to in paragraph
1, whether the provision of personal
data is obligatory or voluntary, as
well as the possible consequences

2. Where the persona data are
collected from the data subject, the
controller shal inform the data
subject, in addition to the
information referred to in paragraph
1, whether the provision of persond

data is ebligatery mandatory or
voluntaryoptional, as well as the

deleted™®

159
160

SE scrutiny reservation.
HU reservation on the deletion of this paragraph.
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of failure to provide such data.

possible consequences of failure to
provide such data.

2a. In deciding on further
information which is necessary to
make the processing fair under
point (h) of paragraph 1, controllers
shall have regard to any relevant
guidance under Article 3834.

3. Where the personal data are
not collected from the data subject,
the controller shall inform the data
subject, in addition to the
information referred to in paragraph
1, from which source the persona
data originate.

3. Where the persona data are not
collected from the data subject, the
controller shall inform the data
subject, in addition to the
information referred to in paragraph
1, from which source the specific
persona data originate. If personal
data originate from publicly
available sources, a general
indication may be given.

del eted

4. The controller shall provide
the information referred to in
paragraphs 1, 2 and 3:

4. The controller shall ide the
information ref 0 in paragraphs
1,2

deleted

@ a the time when the
persona data are obtained from the
data subject; or

(a) at the time when the personal data
are obtained from the data subject or
without undue delay where the
aboveisnot feasible; or

deleted

(aa) en-at the request by-of a body,
organization or association referred
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toin Article 73;

(b) where the personal data are
not collected from the data subject,
a the time of the recording or
within a reasonable period after the
collection, having regard to the
specific circumstances in which the
data are collected or otherwise
processed, or, if a disclosure to
another recipient is envisaged, and
at the latest when the data are first
disclosed.

(b) where the persona data are not
collected from the data subject, at the
time of the recording or within a
reasonable  period  after  the
collection, having regard to the
specific circumstances in which the
data are collected or otherwise
processed, or, if adisclosure transfer
to another recipient is envisaged, and
a the latest when-the-data—arefirst
disclosed.at the time of the first
transfer, or, if the data are to be
used for communication with the
data subject concerned, at the latest
at the time of the first
communication to that data subject;
or

del eted

(ba) only on request where the data
are processed by a small or micro
enterprise which processes personal
data only as an ancillary activity.

5. Paragraphs 1 to 4 shall not
apply, where:

5. Paragraphs 1 to 4 shall ply,
where:

5. Paragraphs 1 to 41a shall not
apply; where and insofar as the

data subject already has
information.

the

@ the data subject has already
the information referred to in

(@) the data subj ready the
in ron referred to in paragraphs

merged with above 5.
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paragraphs 1, 2 and 3; or

1,2and 3; or

(b) the data are not collected
from the data subject and the
provision of such information
proves impossible or would involve
a disproportionate effort; or

(b) the data are processed for
historical, statistical or scientific
research purposes subject to the
conditions and safeguards referred
to in Articles 81 and 83, are not
collected from the data subject and
the provision of such information
proves impossible or would involve
a disproportionate effort and the
controller  has published the
information for anyone to retrieve;
or

deleted

(© the data are not collected
from the data subject and recording
or disclosure is expressly laid down
by law; or

(c) the data are not collected from the
data subject and recording or
disclosure is expressly laid down by
law to which the controller is
subject, which provides appropriate
measures to protect the data
subject's  legitimate  interests,
considering the risks represented by
the processing and the nature of the
personal data; or

deleted

(d) the data are not collected
from the data subject and the
provision of such information will
impair the rights and freedoms of
others, as defined in Union law or
Member State law in accordance

(d) the data are not collected from
the data subject and the provision of
such information will impair the
rights and freedoms of ethers-other
natural persons, as defined in Union
lavw  or Member State law in

deleted
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with Article 21.

accordance with Article 21;

(da) the data are processed in the
exercise of his profession by, or are
entrusted or become known to, a
person who is subject to an
obligation of professional secrecy
regulated by Union or Member
State law or to a statutory obligation
of secrecy, unless the data is
collected directly from the data
subject.

6. In the case referred to in
point (b) of paragraph 5, the
controller shall provide appropriate
measures to protect the data
subject's legitimate interests.

6. In the case referred to in point (b)
of paragraph 5, the controller shall
provide appropriate measures to
protect the data subject's rights or
legitimate interests.

deleted

7. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria for categories of
recipients referred to in point (f) of
paragraph 1, the requirements for
the notice of potential access
referred to in point (g) of paragraph
1, the criteria for the further
information necessary referred to in
point (h) of paragraph 1 for specific
sectors and situations, and the

del eted

del eted
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conditions and appropriate
safeguards for the exceptions laid
down in point (b) of paragraph 5. In
doing so, the Commission shall
take the appropriate measures for
micro, small and medium-sized-
enterprises.

8. The Commission may lay | deleted deleted
down standard forms for providing
the information referred to in
paragraphs 1 to 3, taking into
account the specific characteristics
and needs of various sectors and
data processing situations where
necessary. Those implementing acts
shall be adopted in accordance with
the examination procedure referred
toin Article 87(2).

Article14 a

Information to be provided where
the data have not been obtained
from the data subjectt'®

1'%, Where personal data have

not been obtained from the data
subject, the controller shall

1ol DE, EE, ES, NL (§81+2),AT, PT scrutiny reservation.
162 HU thought the legal basis of the processing should beincluded in the list.
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provide the data subject with the
following information:

(a) the identity and the contact
details of the controller and, if
any, of the controller's
representative; the controller may
also include the contact details of
the data protection officer, if any;

(b) the purposes of the
processing for which the
personal data are intended.

2. In addition to the information
referred to in paragraph 1, the
controller shall provide the data
subject with  such  further
information necessary to ensure
fair and transparent processing
in respect of the data subject,
having regard to the specific
circumstances and context'® in
which the personal data are
processed:

(@) the categories of personal
data concerned;

® ()

163 ES, IT and FR doubts on the addition of the words 'and context'.
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(© where the processing is
based on point (f) of Article 6(1),
the legitimate interests pursued
by the controller;

(d) the recipients or
categories of recipients of the
personal data;

(e the existence of the right
to request from the controller
access to and rectification or
erasure of the personal data
concerning the data subject and
to object to the processing of
such personal data;

(f) the right to lodge a
complaint to a supervisory
authority;

() theorigin of the personal
data, unless the data originate

from publicly accessible
sources'®;
(h) the existence of

automated decision  making
including profiling referred to in
Article 20(1) and (3) and

1o4 COM and AT scrutiny reservation.
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information ~ concerning  the
processing, as wel as the
significance and the envisaged
consequences of such processing
for the data subject.'®

3. The controller  shall
provide the information referred
toin paragraphs 1 and 2'%:

(@ within  a  reasonable
period after obtaining the data,
having regard to the specific
circumstances in which the data
are processed, or

(b) if a disclosure to another
recipient is envisaged, at the
latest when the data are first
disclosed.

4. Paragraphs 1 to 3 shall
not apply where and insofar as:

@ the data subject already
hastheinformation; or

(b) the provison of such
information proves impossible or

165 PL asksfor the deletion of the referenceto 'logic'.
166

Version 21/04/15 - Council’s consolidated version of March 2015

BE proposed to add: 'possibly through an easily accessible contact person where the data subject concerned can consult hisdata'. Thisis already covered by the modified recital 46.
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would involve a disproportionate
effort or is likely to render
impossible or to serioudy impair
the achievement of the purposes
of the processing®®; in such
cases the controller shall take
appropriate measures to protect
the data subject's legitimate

interests'®: or

(© obtaining or disclosure is
expressly laid down by Union or
Member State law to which the
controller is subject, which
provides appropriate measures to
protect the data subject's
legitimate interests™®: or

(d) where the data originate
from publicly available
sources™™; or

(e where the data must
remain confidential in
accordance with a legal provision
in Union or Member State law or

167 COM scrutiny reservation.

108 Several delegations (DE, DK, FI, PL, SK, and LT) thought that in this Regulation (contrary to the 1995 Directive) the text should be specified so as to clarify both the concepts of
'appropriate measures and of 'legitimate interests. According to the Commission, this should be done through delegated acts under Article 15(7). DE warned that a dangerous
situation might ensue if these delegated acts were not enacted in due time.

UK thought the requirement of a legal obligation was enough and no further appropriate measures should be required.

COM, IT and FR reservation on this exception. ES thought this concept required further clarification. DE and SE emphasised the importance of this exception.

169
170
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because of the overriding
legitimate interests of another
person*’.

4. Paragraphs 1 to 3 shall
not apply where and insofar as:

@ the data subject already
hastheinformation; or

(b) the provison of such
information proves impossible or
would involve a disproportionate
effort or is likely to render
impossible or to serioudy impair
the achievement of the purposes
of the processing'’% in such
cases the controller shall take
appropriate measures to protect
the data subject's legitimate
interests'”; or

(© obtaining or disclosure is
expressly laid down by Union or
Member State law to which the
controller is subject, which

1 COM and AT reservation on (d) and (€). UK referred to the existence of case law regarding privilege (confidentiality). BE thought the reference to the overriding interests of another

person was too broad.

COM scrutiny reservation.

13 Several delegations (DE, DK, FI, PL, SK, and LT) thought that in this Regulation (contrary to the 1995 Directive) the text should be specified so as to clarify both the concepts of
'appropriate measures and of 'legitimate interests. According to the Commission, this should be done through delegated acts under Article 15(7). DE warned that a dangerous
situation might ensue if these delegated acts were not enacted in due time.

172
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provides appropriate measures to
protect the data subject's
legitimate interests™™: or

(d) where the data originate
from publicly available
sources'’; or

(e where the data must
remain confidential in
accordance with a legal provision
in Union or Member State law or
because of the overriding
legitimate interests of another

person*’®.

Article 15 Article 15 Article 15

Amendment 111

Right of accessfor the data subject | Right ef-to access and to obtain data Right of accessfor the data
for the data subject subject’’’

1. The data subject shall have | 1. FheSubject to Article 12(4), the | 1. The data subject shall have the
the right to obtain from the | data subject shall have the right to | right to obtain from the controller

174 UK thought the requirement of a legal obligation was enough and no further appropriate measures should be required.

17 COM, IT and FR reservation on this exception. ES thought this concept required further clarification. DE and SE emphasised the importance of this exception.

1re COM and AT reservation on (d) and (€). UK referred to the existence of case law regarding privilege (confidentiality). BE thought the reference to the overriding interests of another
person was too broad.

1 DE, FI and SE scrutiny reservation. DE, LU and UK expressed concerns on overlaps between Articles 14 and 15.
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controller at any time, on request,
confirmation as to whether or not
persona data relating to the data
subject are being processed. Where
such personal data are being
processed, the controller shal
provide the following information:

obtain from the controller at any
time, on request, confirmation as to
whether or not personal data relating
to the data subject are beng
processed—Where-such-personal-data
are-being—processed; and, in clear
and plain language, the-controler

shall—provide the  following

information:

at reasonable intervals and free

of charge'”® any-timeonreguest,
confirmation as to whether or not

persona data relating-to-the-data
subjeet-concerning him or her are
being processed and —\Wwhere
such personal data are being
processed,—the—controter—shalt
provideaccess to the data and the
following information:

@ the purposes of the
processing;

(@) the purposes of the processing for
each category of personal data;

(@) the purposes of the processing;

(b) the categories of persona
data concerned;

(b) the categories o nal data

concer ;

del eted

(© the recipients or categories
of recipients to whom the personal
data are to be or have been
disclosed, in particular to recipients
in third countries;

(c) the recipients er—categories—of
recipients to whom the personal data

are to be or have been disclosed, in
partiedtar including to recipients in
third countries;

(c) the recipients or categories of
recipients to whom the personal
data are-te-be-or-have been or will
be disclosed, in particular to
recipients in third countries’”?;

(d) the period for which the
personal datawill be stored,

(d) the period for which the personal
data will be stored, or if thisis not
possible, the criteria used to
determine this period;

(d) where  possible, the
envisaged® period for which the
personal datawill be stored;

178
179
180

DE, ES, HU, IT and PL reservation on the possibility to charge a fee. DE, LV and SE thought that free access once a year should be guaranteed.

UK reservation on the reference to recipientsin third countries. I T thought the concept of recipient should be clarified, inter alia by clearly excluding employees of the controller.
ES and UK proposed adding 'where possible’; FR reservation on 'where possible ' and 'envisaged'; FR emphasised the need of providing an exception to archives.
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(e the existence of the right to
request from the controller
rectification or erasure of personal
data concerning the data subject or
to object to the processing of such
personal data;

(e) the existence of the right to
request from the  controller
rectification or erasure of persond
data concerning the data subject or to
object to the processing of such
personal data;

(e) the existence of the right to
request from the controller
rectification or erasure of personal
data concerning the data subject or
to object to the processing of such
personal data;

(f) the right to lodge a
complaint to the supervisory
authority and the contact details of
the supervisory authority;

(f) the right to lodge a complaint te
with the supervisory authority and
the contact details of the supervisory
authority;

(f) the right to lodge a complaint
to a supervisory authority®* %%

(9) communication of  the
persona data undergoing
processing and of any available
information as to their source;

deleted

(g) where eemmunication-of—the
personal data e

processing—and—of—are not
collected from the data subject,

any available information as to
their source'®®

(h) the significance and
envisaged consequences of such
processing, at least in the case of
measures referred to in Article 20.

(h) the significance and envisaged
consequences of such processing,—at
least in the case of measures referred
to-H-Article 20,

(h) in the case of automated
decison  making including
profiling referred to in Article
20(1) and (3), knowledge of the
logic  involved® in any
automated data processing as
well as the significance and
envisaged consequences of such

181
182
183
184

DE thought it was too onerous to repeat thisfor every data subject and pointed to difficulties in ascertaining the competent DPA in itsfederal structure.
I T suggestion to delete subparagraphs (€) and (f) asunder Article 14 thisinformation should already be communicated to the data subject at the moment of the collection of the data.

SK scrutiny reservation: subparagraph (g) should be clarified.
PL reservation on the reference to 'logic': the underlying algorithm should not be disclosed. DE reservation on reference to decisions.
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processing—atteast-n-the-case-of
: : ; »
29185.

(ha) meaningful information about
the logic involved in any automated
processing;

(hb) without prejudice to Article 21,
in the event of disclosure of
personal data to a public authority
as a result of a public authority
request, confirmation of the fact
that such a request has been made.

la. Where personal data are
transferred to a third country or
to an international organisation,
the data subject shall have the
right to be informed of the
appropriate safeguards pursuant
to Article 42 relating to the

transfer ',

1b. On request and without an
excessive charge, the controller
shall provide a copy of the
personal data undergoing
processing to the data subject.

185

NL scrutiny reservation. CZ and FR likewise harboured doubts on its exact scope.
186

FR and UK scrutiny reservation on links with Chapter V
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2. The data subject shall have
the right to obtain from the
controller communication of the
persona data undergoing
processing. Where the data subject
makes the request in electronic
form, the information shall be
provided in electronic form, unless
otherwise requested by the data
subject.

2. The data subject shall have the
right to obtain from the controller
communication of the personal data
undergoing processing. Where the
data subject makes the request in
electronic form, the information shall
be provided in an electronic ferm
and structured format, unless
otherwise requested by the data
subject. Without prejudice to Article
10, the controller shall take all
reasonable steps to verify that the
person requesting access to the data
isthe data subject.

2. Where personal data supplied
by the data subject are processed
by automated means and in a
structured and commonly used
format, the controller shall, on
request and without an excessive
charge, provide a copy of the data
concerning the data subject in

that format to the data subject™®”.

2a. Where the data subject has
provided the personal data where
the personal data are processed by
electronic means, the data subject
shall have the right to obtain from
the controller a copy of the provided
personal data in an electronic and
interoperable format which is
commonly used and allows for
further use by the data subject
without  hindrance from the
controller from whom the personal

2a.  Theright to obtain a copy
referred to in paragraphs 1b and
2 shall not apply where such copy
cannot be provided without
disclosing personal data of other
data subjects '*

187

188

COM, ES and FR reservation: they thought this was too narrowly drafted. DE, supported by UK, referred to the danger that data pertaining to a third party might be contained in
such electronic copy. DE scrutiny reservation on relation to paragraph 1.
DE, supported by UK, referred to the danger that data pertaining to a third party might be contained in such electronic copy.
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data are withdrawn. Where
technically feasible and available,
the data shall be transferred directly
from controller to controller at the
request of the data subject.

2b. This Article shall be without
prejudice to the obligation to delete
data when no longer necessary
under point (e) of Article 5(1).

2c. There shall be no right of access
in accordance with paragraphs 1
and 2 when data within the
meaning of point (da) of Article
14(5) are concerned, except if the
data subject is empowered to lift the
secrecy in question and acts
accordingly.

3. The Commission shall be | deleted deleted
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
communication to the data subject
of the content of the personal data
referred to in point (g) of paragraph
1.

4. The Commission may | deleted deleted
specify  standard forms and
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procedures for requesting and
granting access to the information
referred to in  paragraph 1,
including for verification of the
identity of the data subject and
communicating the personal data to
the data subject, taking into account
the specific features and necessities
of various sectors and data
processing  Situations. Those
implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article
87(2).
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Article 16 Article 16 Article 16

Right to rectification Right to rectification Right to rectification

The data subject shall have theright | The data subject shall have the right | The data subject shall have the
to obtain from the controller the | to obtain from the controllerthe| right®® to obtain from the
rectification of personal data | rectification of persona data yélating | controller the rectification of
relating to them which are|to them which are inaccurate. The | personal data relating—to—them
inaccurate. The data subject shall | data subject shall have the right to | concerning him or her which are
have the right to obtain completion | obtain completion incomplete | inaccurate. Having regard the
of incomplete personal data, | personal data, including by way of | purposes for which data were
including by way of supplementing | supplementing a corrective | processed, The-the data subject
acorrective statement. statement. shall have the right to obtain
completion of incomplete personal
data, including by way-means of
supplementing——providing  a
corrective———supplementary
statement.

189 UK suggested to insert the qualification ' where reasonably practicable’ UK also suggested inserting the qualification 'where necessary'.
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Article 17 Article 17 Article 17
Amendment 112
Right to be forgotten and to Right to befergetten-and-to erasure Right to be forgotten and to

erasure

erasure'”

1. The data subject shall have the
right to obtain from the controller
the erasure of personal data relating
to them and the abstention from
further dissemination of such data,
especidly in relation to persond
data which are made available by
the data subject while he or she was
a child, where one of the following
grounds applies:

1. The data subject shall have the
right to obtain from the controller the
erasure of personal data relating to
him or her and the abstention from
further dissemination of such data,

espectahy-nrelationto-personal-data
. .

”ll".el' anell_lllaelle aeallabl te-by-4 |e|el_at| al,

and to obtain from third parties the

erasure of any links to, or copy or

1. The data subject shall have the
right-to-ebtarn-frem-the-control ler
shall have the obligation to erase
the—erasure—of—personal  data
. )

IF el |;g tel ! 'el'.“ o 'd. ! e absteﬁi 't' ell !
I . . o

R e
avaHable-by-without undue delay
and the data subject whitle-he-or

replication of, those data where one | she-was—a-¢child—shall have the

190
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DE, EE, PT, SE, SI, FI and UK scrutiny reservation. EE, FR, NL, RO and SE reservation on the applicability to the public sector. Whereas some Member States have welcomed the
proposal to introduce a right to be forgotten (AT, EE, FR, I1E); other delegations were more sceptical as to the feasibility of introducing a right which would go beyond the right to
obtain from the controller the erasure of on€e's own personal data ( DE, DK, ES). The difficulties flowing from the household exception (UK), to apply such right to personal data
posted on social media were highlighted (BE, DE, FR), but also the impossibility to apply such right to 'paper/offline' data was stressed (EE, LU, SI). Some delegations (DE, ES) also
pointed to the possible externalities of such right when applied with fraudulent intent (e.g. when applying it to the financial sector). Several delegations referred to the challenge to
make data subjects active in an online environment behave responsibly (DE, LU and UK) and queried whether the creation of such a right would not be counterproductive to the
realisation of this challenge, by creating unreasonable expectations as to the possibilities of erasing data (DK, LU and UK). Some delegations thought that the right to be forgotten
was rather an element of the right to privacy than part of data protection and should be balanced against the right to remember and access to information sources as part of the
freedom of expression (DE, ES, LU, NL, SI, PT and UK). It was pointed out that the possibility for Member States to restrict the right to be forgotten under Article 21 where it
interferes with the freedom of expression is not sufficient to allay all concernsin that regard asit would be difficult for controllers to make complex determinations about the balance
with the freedom of expression, especially in view of the stiff sanctions provided in Article 79 (UK). In general several delegations (CZ, DE, FR) stressed the need for further
examining the relationship between the right to be forgotten and other data protection rights. The Commission emphasised that its proposal was in no way meant to be a limitation of
the freedom of expression. The inherent problems in enforcing such right in a globalised world outside the EU were cited as well as the possible consequences for the competitive
position of EU companies linked thereto (BE, AT, LV, LU, NL, SE and SI).

Page 280 of 630



of the following grounds applies:

right to obtain the erasure of
personal data without undue
delay where one of the following
grounds applies:

@ the data are no longer
necessary in relation to the
purposes for which they were
collected or otherwise processed;

(@) the data are no longer necessary
in relation to the purposes for which
they were collected or otherwise
processed;

(@ the data are no longer
necessary in relation to the
purposes for which they were
collected or otherwise processed;

(b) the data subject withdraws
consent on which the processing is
based according to point (@) of
Article 6(1), or when the storage
period consented to has expired,
and where there is no other legal
ground for the processing of the
data;

(b) the data subject withdraws
consent on which the processing is
based according to poiit (@) of
Article 6(1), or w the storage
period consented to has expired, and
where there is'ho other legal ground
for the processing of the data;

(b) the data subject withdraws
consent on which the processing is
based according to point (a) of
Article 6(1), or point (a) of Article
9(2) and when-the-sterage-period
B e
where—there is no other lega
ground for the processing of the
data;

(© the data subject objects to
the processing of persona data
pursuant to Article 19;

(c) the data subject objects tg-the
processing of personal data pudrsuant
to Article 19;

(c) the data subject objects to the
processing of personal data
pursuant to Article 19(1) and
there are no overriding legitimate
grounds for the processing or the
data subject objects to the
processing of personal data
pursuant to Article 19(2) ;

(ca) a court or regulatory authority
based in the Union has ruled as
final and absolute that the data
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concerned must be erased;

(d) the processing of the data
does not comply with this
Regulation for other reasons.

(d) the processing—of-the data dees

v veith thi ation.f
other—reasons—has—have been
unlawfully processed.

(d) the processing-of-the data dees
I b thi i
for—other—reasons—have been

unlawfully processed™®*;

(e) the data have to be erased for
compliance with a legal
obligation to which the controller
is subject!®? 1%,

la. The application of paragraph 1
shall be dependent upon the ability
of the controller to verify that the
person requesting the erasure is the
data subject.

2. Where  the  controller
referred to in paragraph 1 has made
the personal data public, it shall
take al reasonable steps, including
technical measures, in relation to

2. Where the controller referred to in
paragraph 1 has made the persond
data public without a justification
based on Article 6(1), it shall take al

reasonable steps-hecluding-technical

deleted

191
192
193

UK scrutiny reservation: thiswas overly broad.

RO scrutiny reservation.

DE pointed to the difficulties in determining who is the controller in respect of data who are copied/made available by other controllers (e.g. a search engine) than the initial
controller (e.g. a newspaper). AT opined that the exercise of theright to be forgotten would have take place in a gradual approach, first against theinitial controller and subsequently
against the 'secondary' controllers. ES referred to the problem of initial controllers that have disappeared and thought that in such cases the right to be forgotten could immediately
be exercised against the 'secondary controllers ES suggested adding in paragraph 2: "Where the controller who permitted access to the personal data has disappeared, ceased to exist
or cannot be contacted by the data subject for other reasons, the data subject shall have the right to have other data controllers delete any link to copies or replications thereof'. The
Commission, however, replied that the right to be forgotten could not be exercised against journals exercising freedom of expression. According to the Commission, the indexation of
personal data by search enginesis a processing activity not protected by the freedom of expression.
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data for the publication of which | measures—inrelation-to-dataforthe

the controller is responsible, to | publication-of-which-the-controleris
inform third parties which are | respensible—to—inform—third—parties
processing such data, that a data | which-areprocessing-such-datathat
subject requests them to erase any | a-data-subjectregquests-them-to-erase
links to, or copy or replication of | any-Hnksto-orcopy-orrepheationof
that personal data Where the | that—persona—data—\Where—the
controller has authorised a third | eentreller-has-authorised-athird-party
party publication of personal data, | publication—of —personal—data,—the
the controller shall be considered | eentreler—shall—be—considered
responsible for that publication. responsible for that publication to
have the data erased, including by
third parties, without prejudice to
Article 77. The controller shall
inform the data subject, where
possible, of the action taken by the
relevant third parties.

2a. Where the controller™® has
made the personal data public*®®
and is obliged pursuant to
paragraph 1 to erase the data, the

controller, taking account of

194

BE, DE and Sl queried whether this also covered controllers (e.g. a search engine) other than theinitial controller (e.g. a newspaper).
195

ES prefersreferring to 'expressly or tacitly allowing third parties access to'. | E thought it would be more realistic to oblige controllers to erase personal data which are under their
control, or reasonably accessible to them in the ordinary course of business, i.e. within the control of those with whom they have contractual and businessrelations. BE, supported by
|E and LU, also remarked that the E-Commerce Directive should be taken into account (e.g. through areferencein a recital) and asked whether this proposed liability did not violate
the exemption for information society services provided in that Directive (Article 12 of Directive 2000/3L/EC of 8 June 2000), but COM replied there was no contradiction. LU
pointed to a risk of obliging controllers in an online context to monitor all data traffic, which would be contrary to the principle of data minimization and in breach with the
prohibition in Article 15 of the E-Commerce Directive to monitor transmitted information.
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available technology and the cost
of implementation’®, shall take
reasonable steps*®’, including
technical measures, to inform
controllers™® which are
processing the data, that a data
subject requests them to erase
any links to, or copy or
replication of that personal
data’®®.

3. The controller shall carry | 3. The controller and, where| 3. Fhe-controller—shal—earry—out

out the erasure without delay, | applicable, the third party shall | the-erasure-withoutdelay—exeept
except to the extent that the | carry out the erasure without delay, | Paragraphs 1 and 2a shall not

retention of the personal data is| except to the extent that the retention | apply’® to the extent that the
necessary: of the personal datais necessary: retentton——processing  of  the
personal datais necessary:

196

197

198
199

200

Further to NL suggestion. This may hopefully also accommodate the DE concern that the reference to available technology could be read as implying an obligation to always use the
latest technology;

LU queried why the reference to all reasonable steps had not been inserted in paragraph 1 as well and SE, supported by DK, suggested clarifying it in a recital. COM replied that
paragraph 1 expressed a results obligation whereas paragraph 2 was only an obligation to use on€'s best efforts. ES thought the term should rather be 'proportionate steps. DE, ES
and BG questioned the scope of this term. ES queried whether there was a duty on controllers to act proactively with a view to possible exercise of the right to be forgotten. DE
warned against the 'chilling effect’ such obligation might have on the exercise of the freedom of expression.

BE, supported by ES and FR, suggested referring to 'known' controllers (or third parties).

BE and ES queried whether this was also possible for the offline world and BE suggested to clearly distinguish the obligations of controllers between the online and offline world.
Several Member States (CZ, DE, LU, NL, PL, PT, SE and Sl) had doubts on the enforceability of thisrule.

DE queried whether these exceptions also applied to the abstention from further dissemination of personal data. AT and DE pointed out that Article 6 contained an absolute
obligation to erase data in the caseslisted in that article and considered that it was thereforeillogical to provide for exception in this paragraph.
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(@ for exercising the right of | (&) for exercising the right of | (a) for exercising the right of
freedom of expresson in| freedom of expression in accordance | freedom of  expresson in
accordance with Article 80; with Article 80; accordance with Article 80°°;

(b) for compliance with a legal
obligation to process the
personal data by Union or
Member State law to which the
controller is subject®®or for the
performance of a task carried
out in the public interest or in
the exercise of official authority

vested in the controller®:

(b) for reasons of public interest in | (b) for reasons of public interest in | (bc) for reasons of public interest
the area of public hedth in|the aea of public heath in|in the area of public heath in
accordance with Article 81; accordance with Article 81; accordance with Article 817

(c) for historical, statistical and | (c) for historical, statistical-—and | (ed) for archiving purposesin the

scientific research purposes in | scientific research poses in | public interest or for historical,

accordance with Article 83; accordance with Atticle 83; statistical and scientific researeh
purposes in accordance with
Article 83;

201
202

203
204

DE and EE asked why this exception had not been extended to individuals using their own freedom of expression (e.g. an individual blogger).

In general DE thought it was a strange legal construct to lay down exceptions to EU obligations by reference to national law. DK and Sl were also critical in thisregard. UK thought
there should be an exception for creditworthiness and credit scoring, which is needed to facilitate responsible lending, as well as for judicial proceedings. I T suggested inserting a
referenceto Article 21 (1).

AT scrutiny reservation.

DK queried whether this exception implied that a doctor could refuse to erase a patient's personal data notwithstanding an explicit request to that end from the latter. ES and DE
indicated that this related to the more general question of how to resolve differences of view between the data subject and the data controller, especially in cases where the interests of
third parties were at stake. PL asked what was the relation to Article 21.
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(d) for compliance with a legd
obligation to retain the personal
data by Union or Member State law
to which the controller is subject;
Member State laws shall meet an
objective of public interest, respect
the essence of the right to the
protection of personal data and be
proportionate to the legitimate aim
pursued;

(d) for compliance with a legd
obligation to retain the persopal data
by Union or Member Staté law to
which the controlleg”is subject;
Member State | shal meet an
objective of public interest, respect
the right to thé protection of personal
data and” be proportionate to the
legitimate aim pursued;

del eted

() in the cases referred to in
paragraph 4.

() in the cases to in
paragr

del eted

(g) for the establishment, exercise
or defence of legal claims.

4. Instead of erasure, the| 4. Instead of erasure, the controller | deleted
controller shall restrict processing | shall restrict processing of persona
of personal datawhere: data in such a way that it is not
subject to the normal data access
and processing operations and ean
netcannot be changed anymore,
where:
@ their accuracy is contested | (a) their accuracy is contested-by the | deleted
by the data subject, for a period | data subject, for a period enabling
enabling the controller to verify the | the controll verify the accuracy
accuracy of the data; of t a
(b) the controller no longer | (b) the contr nger needs the | deleted
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needs the persona data for the | personal datafor the accompli t
accomplishment of its task but they | of its task but th e to be
have to be maintained for purposes | maintained f poses of proof;
of proof;
(© the processing is unlawful | (c) the processing is unlawf the | deleted
and the data subject opposes their | data subject oppo: eir erasure
erasure and requests the restriction | and requests-ttie restriction of their
of their use instead; usej ;
(ca) a court or regulatory authority
based in the Union has ruled as
final and absolute than the
processing that-the-data—concerned
must be restricted,;
(d) the data subject requests to | (d) the data subject requests to | deleted
transmit the personal data into | transmit the persona data into
another  automated  processing | another automated processing system
system in accordance with Article | in accordance with paragraphs 2a of
18(2). Article 38(2)-15;
(da) the particular type of storage
technology does not allow for
erasure and has been installed
before the entry into force of this
Regulation.
5. Personal data referred to in| 5. Personal data referr 0 in| deleted

paragraph 4 may, with the
exception of storage, only be
processed for purposes of proof, or

paragraph 4 may, with the exception
of storage—only be processed for
ses of proof, or with the data
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with the data subject's consent, or | subject's consent, or for e
for the protection of the rights of | protection of the ri of another
another natural or legal person or | natural or | person or for an
for an objective of public interest. objective of public interest.

6. Where  processing of | 6. Where processing of perso ata | deleted
persona data is restricted pursuant | is restricted pursuant t agraph 4,
to paragraph 4, the controller shall | the controller inform the data
inform the data subject before | subject befere lifting the restriction
lifting the restriction on processing. | on processing.

7. The controller shal | deleted deleted
implement mechanisms to ensure
that the time limits established for
the erasure of personal data and/or
for aperiodic review of the need for
the storage of the data are observed.

8. Where the erasure is carried | 8. Where the erasure is jed out, | deleted
out, the controller shall not|the controller shal-not otherwise
otherwise process such personal | processsuc sonal data.

data.

8a. The controller shall implement
mechanisms to ensure that the time
limits established for the erasure of
personal data and/or for a periodic
review of the need for the storage of
the data are observed.

0. The Commission shall be| 9. The Commission shal be | deeted
empowered to adopt delegated acts | empowered  to  adopt,  after
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in accordance with Article 86 for
the purpose of further specifying:

requesting an opinion of the
European Data Protection Board,
delegated acts in accordance with
Article 86 for the purpose of further

specifying:

@ the criteria and requirements
for the application of paragraph 1
for specific sectors and in specific
data processing situations,

(a) the criteria and requir S for
the application of raph 1 for
specific sec and in specific data
processing situations,

deleted

(b) the conditions for deleting
links, copies or replications of
persona data from publicly
available communication services
asreferred to in paragraph 2;

(b) the conditions for deletingHnks,
copies or replication personal
data from icly available
communication services as referred
to inparagraph 2;

del eted

(© the criteria and conditions
for restricting the processing of
persona data referred to in
paragraph 4.

(c) the criteria and conditi for
restricting the processing of persond
datareferr N paragraph 4.

del eted

Article 17a

Right to restriction of processing

1. The data subject shall
have the right to obtain from the
controller the restriction of the
processing of personal data
where:
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(@) theaccuracy of thedatais
contested by the data subject, for
a period enabling the controller
to verify the accuracy of the

data®®:

(b) the controller no longer
needs the personal data for the
purposes of the processing, but
they are required by the data
subject for the establishment,
exercise or defence of legal
claims; or

(© he or she has objected to
processing pursuant to Article
19(1) pending the verification
whether the legitimate grounds of
the controller override those of
the data subject.

2. deleted

3. Where processing  of
personal data has been restricted
under paragraph 1, such data
may, with the exception of
storage, only be processed with
the data subject's consent or for

205 FR scrutiny reservation: FR thought the cases in which this could apply, should be specified.
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the establishment, exercise or
defence of legal claims or for the
protection of the rights of
another natural or legal person
or for reasons of important

public interest®®.

4. A data subject who
obtained the restriction of
processing pursuant to
paragraph 1 (...) shall be
informed by the controller before
the restriction of processing is
lifted®’.

Article 17b

Notification obligation regarding
rectification, erasure or
restriction®®®

The controller shall
communicate any rectification,
erasure or  redtriction  of

206 DE , ESand Sl asked who was to define the concept of public interest. DE reservation.

207 DE, PT, Sl and IT thought that this paragraph should be a general obligation regarding processing, not limited to the exercise of the right to be forgotten. DK likewise thought the
first sentence should be moved to Article 22.

Whilst several delegations agreed with this proposed draft and were of the opinion that it added nothing new to the existing obligations under the 1995 Directive, some delegations
(DE, PL, SK and NL) pointed to the possibly far-reaching impact in view of the data multiplication since 1995, which made it necessary to clearly specify the exact obligations
flowing from this proposed article. Thus, DE was opposed to a general obligation to log all the disclosures to recipients. DE also pointed out that the obligation should exclude cases
where legitimate interests of the data subject would be harmed by a further communication to the recipients, that is not the case if the recipient would for the first time learn negative
information about the data subject in which he has no justified interest. BE and ES asked that the concept of a 'disproportionate effort’ be clarified in a recital.

208

Version 21/04/15 — Council’s consolidated version of March 2015 Page 291 of 630



processing carried out in
accordance with Articles 16,
17(1) and 17a to each recipient™®
to whom the data have been
disclosed, unless this proves
impossible  or  involves a

disproportionate effort.
Article 18 Article 18 Article 18
Amendment 113
Right to data portability Right to data portability Right to data portability**°
1. The data subject shall have | deleted deleted

the right, where persona data are
processed by electronic means and
in a structured and commonly used
format, to obtan from the
controller a copy of daa
undergoing processing in  an
electronic and structured format

209

BE, supported by ES and FR, suggested referring to ‘known' recipients.
210

UK reservation: while it supports the concept of data portability in principle, the UK considers it not within scope of data protection, but in consumer or competition law. Several
other delegations (DK, DE, FR, IE, NL, PL and SE) also wondered whether this was not rather a rule of competition law and/or intellectual property law or how it related to these
fields of law. Therefore the UK thinks this article should be deleted. NL and CZ thought its scope should be limited to social media. DE, DK and UK pointed to the risks for the
competitive positions of companies if they were to be obliged to apply this rule unqualifiedly and referred to/raises serious issues about intellectual property and commercial
confidentiality for all controllers. DE, FI, SE and UK also underscored the considerable administrative burdens this article would imply. DE and FR referred to services, such as
health services where the exercise of the right to data portability might endanger on-going research or the continuity of the service. Reference was also made to an increased risk of
fraud as it may be used to fraudulently obtain the data of innocent data subjects (UK). DE, ES, FR, HU, IE and PL were in principle supportive of this right. SK thought that the
article was unenforceable and DE referred to the difficulty/impossibility to apply this right in 'multi-data subject’ cases where a single 'copy’ would contain data from several data
subjects, who might not necessarily agree or even be known or could not be contacted. BE, CZ and RO thought that the exclusion of the public sector should be mentioned not only
in recital 55, but also here (ES was opposed thereto).
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which is commonly used and
allows for further use by the data
subject.

2. Where the data subject has
provided the persona data and the
processing is based on consent or
on a contract, the data subject shall

del eted

2. Where—tThe data subject

has-provided-shall have the right
to transmit the personal data®!

concerning him or her which he

have the right to transmit those

or she has provided to a
personal data and any other ng i

controller and-theproecessing—s

information provided by the data e
subject and retained by an the data subject shal have the
automated processing system, into R .
another one, in an electronic format data and any other information
which is commonly used, without R s e
hindrance from the controller from retained by an automated

whom the personal data are proeessing—system,—to  another
withdrawn. oneh-an-electronicformat-which

ts—controller in a commonly
used®? and®*®* machine-readable
format; without hindrance from
the controller—from—whom—the
persond data are withdrawn to
which the data have been
provided to, where.

2 PL suggested to specify that this pertained to personal data in their non-aggregated or non-modified form. DE also queried about the scope of this right, in particular whether it

could extend to data generated by the controller or data posted by third persons.

DE and FI queried whether this meant the scope was restricted to currently used formats (excluding future developments) and whether it implied an obligation for controllersto use
one of these commonly used formats.

23 PT thought 'and' should be deleted.

212
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(a) the processing is based on
consent or on a contract
pursuant to points (a) and

(b) of Article 6 (2) or point (a) of
Article 9 (2); and

(b) the processing is carried out
by automated means***.

2a. The exercise of this right
shall be without pregudice to
Article 17.

2aa. The right referred to in
paragraph 2 shall be without
prejudice to intellectual property
rights in relation to the
processing of the those personal

data®™.
3. The Commisson may | deleted 2. The Commission may
specify the electronic  format specify  the—dlectronte—format
referred to in paragraph 1 and the e e U15)
technical standards, modalities and technical standards, modalities
procedures for the transmission of and procedures  for the
personal data pursuant to paragraph transmission of persona data
2. Those implementing acts shall be pursuant to paragraph 2. Those

214 BE, DE, ES, IE, FI and FR these delegations thought emphasis should be put on the right to withdraw data, also with a view to creating an added value as compared to the right to

obtain a copy of personal data. VY and HU also thought the obligation of the controller should be emphasised.

23 ES thought there should be an exception in case disproportionate efforts would be required.
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adopted in accordance with the
examination procedure referred to
in Article 87(2).

implementing acts shall be
adopted in accordance with the
examination procedure referred to
in Article 87(2)%*.

216 FR, HU, SE and UK reservation: thiswould better set out in the Regulation itself.

Version 21/04/15 - Council’s consolidated version of March 2015

Page 295 of 630



Article 19 Article 19 Article 19
Right to object Right to object Right to object*”
Amendment 114

1. The data subject shall have
the right to object, on grounds
relating to their particular situation,
a any time to the processing of
personal data which is based on
points (d), (e) and (f) of Article
6(1), unless the controller
demonstrates compelling legitimate
grounds for the processing which
override  the interests  or
fundamental rights and freedoms of
the data subject.

1. The data subject shall have the
right to object;-en-greundsrelatingto
theirparticular-situation; at any time
to the processing of personal data
which is based on points (d); and (e)
and—H of Article 6(1), unless the
controller demonstrates compelling
legitimate grounds for the processing
which overide the interests or
fundamental rights and freedoms of
the data subject.

1. The data subject shall have the
right to object, on reasoned*®
grounds relating to thei-his or her
particular situation, at any time to
the processing of persona data
concerning him or her which is
based on points {e},{e}-ane-(f) of
Article 6(1) °; the personal data
shall no longer be processed;
unless the controller demonstrates

competting-legitimate grounds for

the processing which override the

217
218
219

DE, ES, EE, AT, SI, SK and UK scrutiny reservation.

COM reservation.

The reference to point (€) of Article 6(1) was deleted in view of the objections by BE, CZ, DE, DK, FR and HU. COM reservation on deletion. UK, supported by DE, queried
whether the right to object would still apply in a case where different grounds for processing applied simultaneously, some of which are not listed in Article 6. ES and LU

queried why Article 6(1) (c) wasnot listed here.
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interests or fundamental-rights and
freedoms of the data subject™.

la. Where an objection is
upheld pursuant to paragraph 1,
the controller shall no longer®*

process the personal data
concerned except for the
establishment, exercise  or

defence of legal claims™.

2. Where persona data are
processed for direct marketing
purposes, the data subject shall
have the right to object free of
charge to the processing of their
personal data for such marketing.
Thisright shall be explicitly offered
to the data subject in an intelligible
manner and shall be clearly
distinguishable from other

2. Where the processing of personal

data are—processed—for—direct

point (f) of Article 6(1), the data
subject shall have, at any time and
without any further justification, the
right to object free of charge in
general or for any particular
purpose to the processing of his or

her persona data fer-suech-marketing.

2. Where persona data are
processed for direct marketing”
purposes, the data subject shal
have the right to object free—of
charge—at any time to the
processing of thei—personal data
concerning him or her for such
marketing. This right shall be
explicitly effered—te—brought to
the attention of the data subject in

220

221

222

223

SE scrutiny reservation: SE and NL queried the need to put the burden of proof on the controller regarding the existence of compelling legitimate grounds. DE and FI queried the
need for new criteria, other than those from the 1995 Directive. COM stressed that the link with the 'particular situation' was made in order to avoid whimsical objections. CZ also
stated that this risked making processing of data an exceptional situation due to the heavy burden of proof. NL and SE queried whether the right would also allow objecting to any

processing by third parties.

ES proposed to reformulate the last part of this paragraph as follows: 'shall inform the data subject of the compelling legitimate reasons applicable as referred to in paragraph 1

above, or otherwise shall no longer use or otherwise process the personal data concerned'.

UK proposed adding ' for demonstrating compliance with the obligations imposed under thisinstrument'. This might also cover the concern raised by DE that a controller should still
be able to process data for the execution of a contract if the data were obtained further to a contractual legal basis. CZ, DK, EE, IT, SE and UK have likewise emphasised the need

for allowing to demonstrate compliance. CZ and SK also referred to the possibility of further processing on other grounds.

FR and UK under lined the need to have clarity regarding the exact content of this concept, possibly through a definition of direct marketing. DE asked which cases were

covered exactly.
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information.

o shabl ﬁ I

an-tatethigible-manner-and shall be
clearhy—distinguishable—presented

clearly and separately from any
224

other information**.

2a. The right referred to in
paragraph 2 shall be explicitly
offered to the data subject in an
intelligible manner and form, using
clear and plain language, in
particular if addressed specifically
to a child, and shall be clearly
distinguishable from other
information.

2a. Where the data subject
objects to the processing for
direct marketing purposes, the
personal data shall no longer be
processed for such purposes.

2b. In the context of the use of
information society services, and
notwithstanding Directive
2002/58/EC, the right to object may
be exercised by automated means
using a technical standard which
allows the data subject to clearly
express hisor her wishes.

224

At the request of several delegations (FR, LT, PT), COM confirmed that this paragraph was not meant to create an opt-in system and that the E-Privacy Directive would remain

unaffected. DE feelsthere is a need to clarify the relationship between Article 19(2) on the one hand and Article 6(1)(f) and Article 6(4) on the other. It can be concluded from the
right to object that direct marketing without consent is possible on the basis of a weighing of interests. On the other hand, Article 6(1)(f) no longer refers to the interests of third
parties and Article 6(4) also no longer refersto Article 6(1)(f) in regard to data processing which changes the original purpose. DE is therefore of the opinion that this also needs to
be clarified in view of online advertising and Directive 2002/58/EC and Article 89 of the Proposal for a Regulation.
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3. Where an objection is
upheld pursuant to paragraphs 1
and 2, the controller shall no longer
use or otherwise process the
personal data concerned.

3. Where an objection is upheld
pursuant to paragraphs 1 and 2, the
controller shall no longer use or
otherwise process the persona data
concerned for the  purposes
determined in the objection.

del eted

Article 20 Article 20 Article 20
Amendment 115
Measures based on profiling Measuresbased-on Measuresbased-enpProfiling
profilingProfiling

1 Every natural person shal
have the right not to be subject to a
measure which produces lega
effects concerning this natural
person or significantly affects this
natural person, and which is based
solely on automated processing
intended to evauate certain
personal aspects relating to this
natural person or to anayse or

1. Without prgudice to the
provisions in Article 6, Every every
natural person shall have the right to
object nret-to be-subject-to-a+neasure
which  produces legad  effects

1. Everynatural-person-The data
subject shall have the right not to

be subject to a measdre—whieh

produces legal effects concerning
" I o]

affects this natural person, and
which——decision evaluating
personal aspects relating to him
or her, which is based solely on
automated processing,-Htended-to

predict in particular the natural | relating-te-this-hatural-person—orto | evaluate certain—personal—aspects
person's performance a work, | analyse—er—predictin—particdtar—the | relating to-thisnatural-person-er-to
economic  Situation,  location, | ratura—person's—performance—at | analyse-or-predict-tn-particdlar-the
health, personal preferences, | werk,—econemic—situation,—teecation; | ool percon s peronmance A
reliability or behaviour. health—personal—preferences, or———— oo

rabili i profiling in | lecation,——health,—personal
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accordance with Article 19. The | preferences—reliabHity—or
data subject shall be informed about | behavieurincluding profiling, and
the right to object to profiling in a | produces legal effects concerning
highly visible manner. him or her or significantly?®
affects him or her.

la. A data subject may be
subject to a decision] referred to
in paragraph 1 onlyif it

(@ is necessary for entering
into, or performance of, a
contract between the data subject
and a data controller % or

(b) is authorized by Union or
Member State law to which the
controller is subject and which
also lays down suitable measures
to safeguard the data subject's
legitimate interests; or

(© is based on the data
subject’'s explicit consent.

1b. In cases referred to in
paragraph 1a) the data controller

25 DE and PL wondered whether automated data processing was the right criterion for selecting high risk data processing operations and provided some examples of automated data

processing operation which it did not consider as high risk. DE and ES pointed out that there are also cases of automated data processing which actually were aimed at increasing
the level of data protection (e.g. in case of children that are automatically excluded from certain advertising).

NL had proposed to use the wording 'and arrangements allowing him to put his point of view, inspired by Article 15 of Directive 95/46. BE suggested adding this for each case
referred in paragraph 2.

226
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shall implement suitable
measures to safeguard the data
subject’s rights and freedoms and
legitimate interests, such as the
right  to obtain human
intervention on the part of the
controller, to express his or her
point of view and to contest the
decision?":

2. Subject to the other
provisons of this Regulation, a
person may be subjected to a
measure of the kind referred to in
paragraph 1 only if the processing:

2. Subject to the other provisions of
this Regulation, a person may be
subjected to a-measure—of-thekind
referred-to-n—paragraph—1 profiling
which leads to measures producing
legal effects concerning the data
subject or does similarly
significantly affect the interests,
rights or freedoms of the concerned
data subject only if the processing:

deleted

@ is carried out in the course
of the entering into, or performance
of, a contract, where the request for
the entering into or the performance
of the contract, lodged by the data
subject, has been satisfied or where
suitable measures to safeguard the
data subject's legitimate interests
have been adduced, such as the

(@) is earried—out—in—the—course—of
necessary for the entering into, or
performance of, a contract, where the
request for the entering into or the
performance of the contract, lodged
by the data subject, has been satisfied
or—where, provided that suitable
measures to safeguard the data
subject's legitimate interests have

deleted

227

NL had proposed to use the wording 'and arrangements allowing him to put his point of view, inspired by Article 15 of Directive 95/46.
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right to obtain human intervention;
or

been adduced,—sueh—as-theright-to
ebtain-human-Htervention; or

(b) is expressly authorized by a
Union or Member State law which
also lays down suitable measures to
safeguard the data subject's
legitimate interests; or

(b) is expressly authoriz a
Union or Member St aw which
also lays down suitable measures to
safeguard he data subject's
legitimate interests;

del eted

(© is based on the data
subject's consent, subject to the
conditions laid down in Article 7
and to suitable safeguards.

(c) is based on the data subject's
consent, subject t € conditions
laid down i icle 7 and to suitable
saf S.

deleted

3. Automated processing of
personal data intended to evauate
certain personal aspects relating to
a natural person shall not be based
solely on the special categories of
personal data referred to in Article
9.

3. Automated-processing-of-personal
I . o I .

personal aspects relating to a natural
persenProfiling that has the effect
of discriminating against
individuals on the basis of race or
ethnic origin, political opinions,
religion or beliefs, trade union
membership, sexual orientation or
gender identity, or that results in
measures which have such effect,
shall be prohibited. The controller
shall implement effective protection
against possible discrimination

3. R
.

et se_nal dataullta ded-io el "al. vate
a—natural—person—Decisions
referred to in paragraph la shall
not be based solely on the specia
categories of personal data
referred to in Article 9(1), unless
points (a) or (g) of Article 9(2)
apply and suitable measures to
safeguard the data subject's
legitimate interests®® are in
place.

228

BE, FR, IT, PL, PT, AT, SE and UK reservation FR and AT reservation on the compatibility with the E-Privacy Directive. BE would prefer to reinstate the term 'solely based', but
FR and DE had previously pointed out that 'not ... solely’ could empty this prohibition of its meaning by allowing sensitive data to be profiled together with other non-sensitive
personal data. DE would prefer to insert a reference to a the use of pseudonymous data.
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resulting from profiling. Profiling
shall not be based solely on the
specia categories of personal data
referred to in Article 9.

4. In the cases referred to in
paragraph 2, the information to be
provided by the controller under
Article 14 shall include information
as to the existence of processing for
a measure of the kind referred to in
paragraph 1 and the envisaged
effects of such processing on the
data subject.

del eted

del eted

5. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and conditions for
suitable measures to safeguard the
data subject's legitimate interests
referred to in paragraph 2.

. I ” el o 4
e furtl Y I
eriteria—and-conditiensfor Profiling
which leads to measures producing
legal effects concerning the data
subject or does similarly
significantly affect the interests,
rights or freedoms of the concerned
data subject shall not be based
solely or  predominantly on
automated processing and shall
include human assessment,
including an explanation of the
decison reached after such an

deleted
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assessment. The suitable measures
to safeguard the data subject's
legitimate interests referred to in
paragraph 2 shall include the right
to obtain human assessment and an
explanation of the decision reached
after such assessment.

5a. The European Data Protection
Board shall be entrusted with the
task of issuing guiddines,
recommendations and best practices
in accordance with point (b) of
Article 66(1) for further specifying
the criteria and conditions for
profiling pursuant to paragraph 2.
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Article 21 Article 21 Article21
Restrictions Restrictions Restrictions’®
Amendment 116
1. Union or Member State law | 1. Union or Member State law may | 1. Union or Member State law to

may restrict by way of alegislative
measure the scope of the
obligations and rights provided for
in points (a) to (e) of Article 5 and
Articles 11 to 20 and Article 32,
when such arestriction constitutes a
necessary and proportionate
measure in a democratic society to
safeguard:

restricc by way of a legidative
measure the scope of the obligations
and rights previded-for in perats{a)
to{e)-of-Article 5-and Articles 11 to
2019 and Article 32, when such a
restriction eenstitutes meets a clearly
defined objective of public interest,
respects the essence of the right to
protection of personal data, is
proportionate to the legitimate aim
pursued  and respects  the
fundamental rights and interests of
the data subject and is a necessary
and proportionate measure in a

which the data controller or
processor is subject may restrict
by way of a legidative measure
the scope of the obligations and
rights provided for in peints{a)-te
{e)}-of-Atticle 5-and-Articles 11-12
to 20 and Article 32, as well as
Article 5*° in so far as its
provisons correspond to the
rights and obligations provided
for in Articles 12 to 20,when such
a restriction congtitutes a
necessary and  proportionate
measure in a democratic society to

229

Sl and UK scrutiny reservation. SE and UK wondered why paragraph 2 of Article 13 of the 1995 Data Protection Directive had not been copied here. DE, supported by DK, HU, RO,
PT and SI, stated that para. 1 should not only permit restrictions of the rights of data subjects but also their extension. For example, Article 20(2)(b) requires that Member States lay
down ’suitable measures to safeguard the data subject’s legitimate interests’, which, when they take on the form of extended rights of access to information as provided for under
German law in the case of profiling to asses creditworthiness (credit scoring), go beyond the Proposal for a Regulation.

20 AT reservation.
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democratic society to safeguard:

safeguard:

(aa) national security;

(ab) defence;

@ public security;

(@) public security;

(@) public security;

(b) the prevention,
investigation, detection and
prosecution of criminal offences,

(b) the prevention, investigation,
detection and prosecutio criminal
offences;

(b) the prevention, investigation,
detection and prosecution of
criminal offences and for these
purposes, safeguarding public
security”®, or the execution of
criminal penalties,

(© other public interests of the
Union or of a Member State, in
particular an important economic or
financia interest of the Union or of
a Member State, including
monetary, budgetary and taxation
matters and the protection of
market stability and integrity;

budgetary—and taxation matters and
I . : | il I
Hategrity,

(c) other important objectives of
general public interests of the
Union or of a Member State, in
particular an important economic
or financial interest of the Union
or of a Member State, including
monetary, budgetary and taxation
matters, public health and social
security, and the protection of
market stability and integrity;

(ca) the protection of judicial
independence and  judicial
proceedings;

231

The wording of points (b), and possibly also point (a), will have to be discussed again in the future in the light of the discussions on the relevant wording of the text of the Data
Protection Directive for police and judicial cooperation.
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(d) the prevention,
investigation, detection and
prosecution of breaches of ethics
for regulated professions,

(d) the prevention, investigation,
detection and  prosecution  of
breaches of ethics for regulated
professions;

(d) the prevention, investigation,
detection and prosecution of
breaches of ethics for regulated
professions;

(e a monitoring, inspection or
regulatory function connected, even
occasionally, with the exercise of
official authority in cases referred
toin(a), (b), (c) and (d);

(e) a monitoring, inspection or
regulatory function eennected—even
occastonalhy;-with in the framework
of the exercise of efficiadl a
competent public authority in cases
referred to in (@), (b), (c) and (d);

(e) a monitoring, inspection or
regulatory function connected,
even occasionaly, with the
exercise of officia authority in
cases referred to in (aa), (ab), (a)
(b), (c) and (d);

(f) the protection of the data
subject or the rights and freedoms
of others.

(f) the protection of the data subject
or the rights and freedoms of others.

(f) the protection of the data
subject or the rights and freedoms
of others:;

(g) the enforcement of civil law
claims.

2. In particular, any legislative
measure referred to in paragraph 1
shall contain specific provisions at
least as to the objectives to be
pursued by the processing and the
determination of the controller.

2. In particular, any legidative
measure referred to in paragraph 1
must be necessary and
proportionate in a democratic
society and shall contain specific
provisons a least as to—the
o

object ves—o Ible pltusued. b? EI'eF
the controller.:

(a) the objectives to be pursued by
the processing;

2. tr-partiedlar—aAny legidative
measure referred to in paragraph 1
shall contain specific provisions at
least, where relevant, as to the
"
object ves—o bel pullsued .95 .El e
purposes of the processing or
categories of processing, the
categories of personal data, the
scope of the restrictions
introduced, the specificationof
the controller or categories of
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(b) the determination of the| controllers, the storage periods
controller; and the applicable safeguards
taking into account of the nature,
scope and purposes of the
processing or categories of
(d) the safeguards to prevent abuse | processing and the risks for the
or unlawful access or transfer; rights and freedoms of data

(€) the right of data subjects to be | SUPIECts.
informed about the restriction.

(c) the specific purposes and means
of processing;

2a. Legidative measures referred to
in paragraph 1 shall neither permit
nor oblige private controllers to
retain data additional to those
strictly necessary for the original
purpose.
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SECTION 1
GENERAL OBLIGATIONS

SECTION 1
GENERAL OBLIGATIONS

SECTION 1
GENERAL OBLIGATIONS

Article 22

Article 22

Article 22

Amendment 117

Responsibility of the controller

Responsibility and accountability
of the controller

Respensibiity-Obligationsof the
controller

1. The controller shall adopt
policies and implement appropriate
measures to ensure and be able to
demonstrate that the processing of
persona data is performed in
compliance with this Regulation.

1. The controller shall adopt
appropriate policies and implement
appropriate  an  demonstrable
technical and  organisational
measures to ensure and be able to
demonstrate in  a transparent
manner that the processing of
personal data is performed in
compliance with this Regulation,
having regard to the state of the
art, the nature of personal data
processing, the context, scope and
purposes of processing, the risks

1. Taking into account the nature,
scope context and purposes of the
processing as well as the
likelihood and severity of risk for
the rights and freedoms of
individuals, The-the controller shall
adopt—pelicies—and—implement
appropriate measures te-ensure-and
be able to demonstrate that the
processing of personal data is
performed in compliance with this
Regulation.

232

Sl and UK scrutiny reservation on the entire chapter. BE, DE, NL and UK have not been not convinced by the figures provided by COM according to which the reduction of
administrative burdens doing away with the general naotification obligation on controllers, outbalanced any additional adminigtrative burdens and compliance costs flowing from the
proposed Regulation.
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for the rights and freedoms of the
data subjects and the type of the
organisation, both at the time of
the determination of the means for
processing and at the time of the
processing itself.

la. Having regard to the state of
the art and the cost of
implementation, the controller
shall take all reasonable steps to
implement compliance policies and
procedures that persistently respect
the autonomous choices of data
subjects. These compliance policies
shall be reviewed at least every two
years and updated where
necessary.

2. The measures provided for | deleted deleted
in paragraph 1 shal in particular
include:

@ keeping the documentation | deleted deleted
pursuant to Article 28;

(b) implementing the data| deleted deleted
security requirements laid down in
Article 30;

(© performing a data protection | deleted deleted
impact assessment pursuant to
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Article 33;

(d) complying with the
requirements for prior authorisation
or prior consultation of the
supervisory authority pursuant to
Article 34(1) and (2);

deleted

deleted

(e) designating a data protection
officer pursuant to Article 35(1).

deleted

deleted

2a. Where proportionate in
relation to the processing
activities”®, the measures referred
to in paragraph 1 shall include the
implementation of appropriate
data protection policies by the
controller.

2b. Adherence to approved codes
of conduct pursuant to Article 38
or an approved certification
mechanism pursuant to Article 39
may be used as an element to
demonstrate compliance with the
obligations of the controller.

3. The controller shall
implement mechanisms to ensure

3. The controller shall tmplement
mechanisms—to——ensure—the

deleted

233

HU, RO and PL thought this wording allowed too much leeway to controllers. AT thought that in particular for the respects to time limits and the reference to the proportionality was

problematic.
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the verification of the effectiveness
of the measures referred to in
paagraphs 1 and 2. If
proportionate, this verification shall
be carried out by independent
internal or external auditors.

verification—of—thebe able to
demonstrate the adequacy and
effectiveness of the measures
referred to in paragraphs 1 and 2. #
pl Fopol tle_nelrte s I" enh_ee&lmn Sll'a“
tternal-or —externalauditors Any
regular general reports of the
activities of the controller, such as
the obligatory reports by publicly
traded companies, shall contain a
summary description of the policies
and measures referred to in
paragraph 1.

3a. The controller shall have the
right to transmit personal data
inside the Union within the group
of undertakings the controller is
part of, where such processing is
necessary for legitimate internal
administrative purposes between
connected business areas of the
group of undertakings and an
adequate level of data protection as
well as the interests of the data
subjects are safeguarded by
internal data protection provisions
or equivalent codes of conduct as
referred to in Article 38.
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4. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of specifying any
further criteria and requirements for
appropriate measures referred to in
paragraph 1 other than those
already referred to in paragraph 2,
the conditions for the verification
and auditing mechanisms referred
to in paragraph 3 and as regards the
criteria for proportionality under
paragraph 3, and considering
specific measures for micro, small
and medium-sized-enterprises.

deleted

deleted

Article 23 Article 23 Article 23
Data protection by design and by Data protection by design and by Data protection by design and by
default default default
Amendment 118

1 Having regard to the state of
the at and the «cost of
implementation, the controller
shal, both a the time of the
determination of the means for
processing and at the time of the
processing itself, implement
appropriate technical and

1. Having regard to the state of the
art-and the cost of Hmplamentation,
current  technical  knowledge,
international best practices and the
risks represented by the data
processing, the controller and the
processor, if any, shall, both at the
time of the determination of the

1. Having regard to available
technology thestate-of-the-art-and
the cost of implementation and
taking account of the nature,
scope, context and purposes of the
processing as well as the
likelihood and severity of the risk
for rights and freedoms of

Version 21/04/15 - Council’s consolidated version of March 2015

Page 313 of 630



organisationa measures  and
procedures in such a way that the
processing  will meet  the
requirements of this Regulation and
ensure the protection of the rights
of the data subject.

purposes and means for processing
and at the time of the processing
itself, implement appropriate and
proportionate technical and
organisational measures  and
procedures in such a way that the
processing  will meet the
requirements of this Regulation and
ensure the protection of the rights of
the data subject, in particular with
regard to the principles laid down
in Article 5. Data protection by
design shall have particular regard
to the entire lifecycle management
of personal data from collection to

processing to deletion,
systematically focusing on
comprehensive procedural

safeguards regarding the accuracy,
confidentiality, integrity, physical
security and deletion of personal
data. Where the controller has
carried out a data protection
impact assessment pursuant to
Article 33, the results shall be
taken into account  when
developing those measures and
procedures.

individuals posed by the
processing, the controllers shall;
I :

I e . i :

. . I

' : ; implement
appropriate———technical and
organisational measures
appropriate to the processing
activity being carried out and its
objectives, [including
minimisation and
pseudonymisation®, and
proeedures-in such a way that the
processing  will meet  the
requirements of this Regulation and

ensure-protect the-protection-of-the
rights of the-data subjects.

234

DE thought that, in view of Article 5(c), the principle of data economy and avoidance, as well as anonymisation and pseudonymisation should be listed as key options for
implementation. This debate will however need to take place in the context of a debate on pseudonymising personal data.
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la. In order to foster its widespread
implementation in different
economic sectors, data protection
by design shall be a prerequisite
for public procurement tenders
according to Directive 2004/18/EC
of the European Parliament and of
the Council®® as well as
according to Directive 2004/17/EC
of the European Parliament and of
the Council*2 (Utilities Directive).

“al Directive 2004/18/EC of the
European Parliament and of the
Council of 31 March 2004 on the
coordination of procedures for the
award of public works contracts,
public supply contracts and public
service contracts (OJ L 134,
30.4.2004, p. 114).

“82 Directive 2004/17/EC of the
European Parliament and of the
Council of 31 March 2004
coordinating the procurement
procedures of entities operating in
the water, energy, transport and
postal services sector (OJ L 134,
30.4.2004, p.1)
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2. The controller shall
implement mechanisms for
ensuring that, by default, only those
personal data are processed which
are necessary for each specific
purpose of the processing and are
especially not collected or retained
beyond the minimum necessary for
those purposes, both in terms of the
amount of the data and the time of
their storage. In particular, those
mechanisms shall ensure that by
default persona data are not made
accessible to an indefinite number
of individuals.

2. The controller shall tmplement
mechanisms—for—ensuring ensure
that, by default, only those persona
data are processed which are
necessary for each specific purpose
of the processing and are especially
not collected—er, retained or
disseminated beyond the minimum
necessary for those purposes, both
in terms of the amount of the data
and the time of their storage. In
particular, those mechanisms shall
ensure that by default personal data
are not made accessible to an
indefinite number of individuals
and that data subjects are able to
control the distribution of their
personal data.

2. The controller shall implement
rechanisms-appropriate measures
for ensuring that, by default, only
these—personal data are—processed
which are necessary?® for each
specific purpose of the processing

ined | | 4 -
necessary for those purposes,; both
—terms—of—_are processed; this
applies to the amount of the-data
collected, the extent of ther
processing,and the thme-period of
their storage and their accessibility.
Where the purpose of the
processing is not intended to
provide the public with
informationth——partiedlar, those
mechanisms shall ensure that by
default persona data are not made
accessible without human
intervention to an indefinite
number of individuals.

2a. An approved certification
mechanism pursuant to Article 39
may be used as an element to
demonstrate compliance with the

235

CZ would prefer " not excessive" . Thisterm may be changed again in the future in the context of the debate on the wording of Article 5(1)(c).
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requirements set out in paragraphs
land2.

3. The Commission shall be | deleted deleted
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of specifying any
further criteria and requirements for
appropriate measures and
mechanisms referred to in
paragraph 1 and 2, in particular for
data  protection by  design
requirements applicable across
sectors, products and services.

4. The Commission may lay | deleted deleted
down technica standards for the
requirements laid down in
paragraph 1 and 2. Those
implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article
87(2).
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Article 24

Article 24

Article 24

Joint controllers

Joint controllers

Joint controllers=°

Amendment 119

Where a controller determines the
purposes, conditions and means of
the processing of persona data
jointly with others, the joint
controllers shall determine their
respective  responsibilities  for
compliance with the obligations
under this Regulation, in particular
as regards the procedures and
mechanisms for exercising the
rights of the data subject, by means
of an arrangement between them.

Where a controller determines
several controllers jointly
determine the purposes,—conditions
and means of the processing of
personal data jeinthy-with-ethers, the
joint controllers shall determine
their respective responsibilities for
compliance with the obligations
under this Regulation, in particular
as regards the procedures and
mechanisms for exercising the
rights of the data subject, by means
of an arrangement between them.
The arrangement shall duly reflect
the joint controllers respective
effective roles and relationships
visa-vis data subjects, and the
essence of the arrangement shall
be made available for the data
subject. In case of unclarity of the
responsibility, the controllers shall

1 Where two or more a
controllers determines the
purposes—cendittens and means of
the processing of persona data
tetnthywith-others—they are joint
controllers. They shal in a
transparent manner determine
their respective responsibilities for
compliance with the obligations
under this Regulation, in particular
as regards the preoecedures—and
mechanisms-for—exercising_of the
rights of the data subject and their
respective duties to provide the
information referred to in Articles
14 and 14a, by means of an
arrangement between them unless,
and in so far as, the respective
responsibilities of the controllers
are determined by Union or
Member State law to which the
controllers are subject. The

236

Sl reservation; it warned against potential legal conflicts on the allocation of the liability and S| therefore thought this article should be further revisited in the context of the future
debate on Chapter VIII. FR also thought the allocation of liability between the controller and the processor is very vague and CZ expressed doubts about the enforceability of this
provision in the private sector outside arrangements within a group of undertakings and thought it should contain a safeguard against outsourcing of responsibility.
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be jointly and severally liable.

arrangement  shall  designate
which of thejoint controllers shall
act as single point of contact for
data subjects to exercise their
rights.

2. I rrespective of the terms of
the arrangement referred to in
paragraph 1, the data subject may
exercise his or her rights under
this Regulation in respect of and
against each of the (...)
controllers.

3. The arrangement shall
duly reflect the joint controllers’
respective effective roles and
relationships  visa-vis data
subjects, and the essence of the
arrangement shall be made
available for the data subject.
Paragraph 2 does not apply
where the data subject has been
informed in a transparent and
unequivocal manner which of the
joint controllers is responsible,
unless such arrangement other
than one determined by Union or
Member State law is unfair with
regard to hisor her rights(...)
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Article 25

Article 25

Article 25

Representatives of controllers not
established in the Union

Representatives of controllers not
established in the Union

Representatives of controllers not
established in the Union

Amendment 120

1 In the situation referred to
in Article 3(2), the controller shall
designate a representative in the
Union.

1. In the situation referr 0 in
Article 3(2), the roller shall
designate resentative in the
Uni

1. In the situation referred 1o
w-Where Article 3(2) applies, the
controller shall designate in writing
arepresentative in the Union.

2. This obligation shall not
apply to:

2. Thisobligation shall not apply to:

2. This obligation shal not
apply to:

@ acontroller established in a
third country where the
Commission has decided that the
third country ensures an adequate
level of protection in accordance
with Article 41; or

(a) acontroller established in athird
country where the Commission has
decided that the -third country
ensures an equate level of
protecti in accordance with
Article 41; or

deleted

(b) an enterprise employing
fewer than 250 persons; or

(b) an—enterprise—employingfewer
than—250—personsa  controller
processing personal data which
relates to less than 5000 data
subjects during any consecutive
12-month period are—and not
processing special categories of
personal data as referred to in

(b) . s
fewer-than-250-persons processing
which is occasional®®’ and unlikely
to result in a (...) risk for the
rights and freedoms of individuals,
taking into account the nature,
context, scope and purposes of the

237

HU, SE and UK reservation.
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Article 9(1), location data or data
on children or employees in large-
scalefiling systems; or

processing; or

(© a public authority or body;
or

(c) apublic authority or body; or

(c) a public authority or body;
or

(d) a controller offering only
occasionally goods or services to
data subjects residing in the Union.

(d) a controller offering only

occasionally offering goods or
services to data subjects residing in
the Union, unless the processing of
personal data concerns special
categories of personal data as
referred to in Article 9(1), location
data or data on children or
employees in large-scale filing
systems.

deleted

3. The representative shall be
established in one of those Member
States where the data subjects
whose personal data are processed
in relation to the offering of goods
or services to them, or whose
behaviour is monitored, reside.

3. The representative shall be
established in one of those Member

States where the—data—subjects

whose persona data are processed
relation-to the offering of goods
or services to themthe data
subjects, or whese—behaviour—is
menitored,reside the monitoring of
them, takes place.

3. The representative shal be
established in one of those Member
States where the data subjects
whose personal data are processed
in relation to the offering of goods
or services to them, or whose
behaviour is monitored, reside.

3a.  The representative shall be
mandated by the controller to be
addressed in addition to or instead
of the controller by, in particular,
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supervisory authorities and data
subjects, on all issues related to
the processing of personal data,
for the purposes of ensuring
compliance with this Regulation.

4. The designation of a
representative by the controller
shall be without prejudice to legal
actions which could be initiated
against the controller itself.

4. The designation of a
representative by the controller shall
be without prejudice to legal actions
which could be initiated against the
controller itself.

4, The designation of a
representative by the controller
shall be without prejudice to lega
actions which could be initiated
against the controller itself.

Article 26 Article 26 Article 26
Processor Processor Processor
Amendment 121

1 Where a processing
operation is to be carried out on
behalf of a controller, the controller
shall choose a processor providing
sufficient guarantees to implement
appropriate technical and
organisational measures  and
procedures in such a way that the
processing  will meet  the
requirements of this Regulation and
ensure the protection of the rights

1. Where a processing eperation is
to be carried out on behaf of a
controller, the controller shall
choose a processor providing
sufficient guarantees to implement
appropriate technical and
organisational measures  and
procedures in such a way that the
processing will meet the
requirements of this Regulation and
ensure the protection of the rights of

1. WheFe—a—pFee&ssmg

operation s to be carried out on
behalf of acontroller.2%the The
controller shall eheese-use only a
processors providing  sufficient

guarantees to implement
appropriate technical and
organisational measures  and

proeedures-in such a way that the
processing  will meet  the
reguirements of this Regulation-and

238

The Presidency suggest completing Article 5(2) with the words " also in case of personal data being processed on its behalf by a processor” . This may also need further discussion in
the context of the future debate on liability in the context of Chapter VIII.
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of the data subject, in particular in
respect of the technical security
measures and  organizationa
measures governing the processing
to be carried out and shal ensure
compliance with those measures.

the data subject, in particular in
respect of the technical security
measures  and organisational
measures governing the processing
to be carried out and shall ensure
compliance with those measures.

la. The processor shall not enlist
another processor without the
prior specific or general written
consent of the controller. In the
latter case, the processor should
always inform the controller on
any intended changes concerning
the addition or replacement of
other processors, thereby giving
the opportunity to the controller to
object to such changes™.

2. The carying out of
processing by a processor shall be
governed by a contract or other
legal act binding the processor to
the controller and stipulating in
particular that the processor shall:

2. The carrying out of processing by
a processor shall be governed by a
contract or other legal act binding
the processor to the controller. The
controller and the processor shall
be free to determine respective
roles and tasks with respect to the
requirements of this Regulation,
and shall provide that and

stiputating—r—partiedtar—that  the

2. The carrying out of processing
by a processor shall be governed by
a contract or ether—a legal act
under Union or Member State law
binding the processor to the
controller, setting out the subject-
matter and duration of the
processing, the nature and
purpose of the processing, the type
of personal data and categories of

239

LU and FI were concerned that this might constitute an undue interference with contractual freedom.
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processor shall:

data subjects, the rights of binding

the-proecesser-to-the controller and
stipulating in particular that the

processor shall:

@ act only on instructions
from the controller, in particular,
where the transfer of the personal
data used is prohibited;

(a) aet process personal data only
on instructions from the controller,
"I' part euleul leleie tll et E“I'S.Ile.' eII’
unless otherwise required by Union
law or Member State law;,

@ process the personal data
aet-only on instructions from the

controller,—r—particular—where-the
B e

prohibitedunless required to do so
by Union or Member State law to

which the processor is subject; in
such a case, the processor shall
inform the controller of that legal
requirement before processing the
data, unless that law prohibits
such information on important
grounds of public interest;

(b) employ only staff who have

committed themselves to
confidentiality or are under a
statutory obligation of

confidentiality;

(b) employ only staff who-have
committed themselves to
confidentiality are under a
statutory obligation of

confidentiality;

deleted

(© take all required measures
pursuant to Article 30;

(c) take al required measures
pursuant to Article 30;

(© take al required measures
pursuant to Article 30;

(d) enlist another processor
only with the prior permission of
the controller;

(d) enlist determine the conditions
for enlisting another processor only
with the prior permission of the
controller, unless otherwise

(d) respect the conditions for
enlisting another processor oenky
with the prior permission such as a

requirement of gpecific prior
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determined;

permission of the controller;

(e insofar as this is possible
given the nature of the processing,
create in agreement with the
controller the necessary technical
and organisational requirements for
the fulfilment of the controller’s
obligation to respond to requests
for exercising the data subject’s
rights laid down in Chapter 1Il;

(e) insofar as this is possible given
the nature of the processing, create
in agreement with the controller the
necessary appropriate and relevant
technical and organisational
requirements for the fulfilment of
the controller’s obligation to
respond to requests for exercising
the data subject’s rights laid down
in Chapter I1;

© o his | »
given—taking into account the

nature of the processing, assist

create—in—agreement —with—the
controller the—nhecessary—technical
and organisational requirements for
e
obligatien—te—in responding to
requests for exercising the data
subject’s rights laid down in
Chapter 111;

(f) assist the controller in
ensuring compliance with the
obligations pursuant to Articles 30
to 34;

(f) assist the controller in ensuring
compliance with the obligations
pursuant to Articles 30 to 34, taking
into account the nature of
processing and the information
available to the processor;

()] assist the controller in
ensuring compliance with the
obligations pursuant to Articles 30
to 34,

(9) hand over all results to the
controller after the end of the
processing and not process the
personal data otherwise;

(g) hand-over return al results to
the controller after the end of the
processing, and not process the
persona data otherwise and delete
existing copies unless Union or
Member State law requires storage
of the data;

(9) hand over al results to
return or delete, at the choice of
the controller after—the-end-of-the
sreooeslge el oo the
personal data—etherwiseupon the
termination of the provison of
data processing services specified
in the contract or other legal act,
unless there is a requirement to
store the data under Union or
Member State law to which the
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processor is subject;

(h) make available to the
controller and the supervisory
authority al information necessary
to control compliance with the
obligations lad down in this
Article.

(h) make available to the controller
and-the supervisory authority all
information necessary to eentrol
demonstrate compliance with the
obligations laid down in this Article
and allow on-site inspections;

(h) make available to the
controller  and—the—supervisory
adtherity-all information necessary
to eentrol-demonstrate compliance
with the obligations laid down in
this Article and allow for and
contribute to audits conducted by
the controller.

The processor shall immediately
inform the controller if, in his
opinion, an instruction breaches
this Regulation or Union or
Member State data protection
provisions.

2a.  Where a processor enlists
another processor for carrying out
specific processing activities on
behalf of the controller, the same
data protection obligations as set
out in the contract or other legal
act between the controller and the
processor as referred to in
paragraph 2 shall be imposed on
that other processor by way of a
contract or other legal act under
Union or Member State law?®, in

240

HU suggested qualifying thisreferenceto EU or MS law by adding 'binding that other processor to theinitial processor'.
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particular providing sufficient
guarantees to implement
appropriate technical and
organisational measuresin such a
way that the processing will meet
the  requirements  of this
Regulation. Where that other
processor fails to fulfil its data
protection obligations, the initial
processor shall remain fully liable
to the controller for the
performance of that other
processor's obligations.

2aa. Adherence of the processor
to an approved code of conduct
pursuant to Article 38 or an
approved certification mechanism
pursuant to Article 39*** may be
used as an element to demonstrate
sufficient guaranteesreferred to in
paragraphs 1 and 2a.

2ab. Without prgudice to an
individual contract between the
controller and the processor, the

241

FR reservation; SK suggested specifying that where the other processor fails to fulfil its data protection obligations under such contract or other legal act, the processor shall remain

fully liable to the controller for the performance of the other processor’s obligation. By authorising the processor to subcontract itself and not obliging the sub-processor to have a
contractual relationship with the controller, it should ensure enough legal certainty for the controller in terms of liability. The principle of liability of the main processor for any
breaches of sub-processor is provided in clause 11 of Model clause 2010/87 and BCR processor and is therefore the current standard. It also suggested deleting the reference to

Article 2aa.
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contract or the other legal act
referred to in paragraphs 2 and 2a
may be based, in whole or in part,
on standard contractual clauses
referred to in paragraphs 2b and
2c or on standard contractual
clauses which are part of a
certification granted to the
controller or processor pursuant to
Articles 39 and 39a.

2b.  The Commisson may lay
down standard contractual clauses
for the matters referred to in
paragraph 2 and 2a and in
accordance with the examination
procedure referred to in Article
87(2) .

2c. A supervisory authority
may adopt standard contractual
clauses for the matters referred to
in paragraph 2 and 2a and in
accordance with the consistency
mechanism referred to in Article
57.

3. The controller and the 3. The controller and ocessor
processor shall document inwriting | shall docu In writing the
the controller's instructions and the er's instructions and the

| ler's i : i

242

PL wasworried about a scenario in which the Commission would not act. CY and FR were opposed to conferring thisroleto COM (FR could possibly accept it for the EDPB).
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processor’s obligations referred to
in paragraph 2.

processor's obligations referred
paragraph 2.

< oblicd i
Hparagraph-2 The contract or the
other legal act referred to in
paragraphs 2 and 2a shall be in
writing, including in an electronic
form.

3a. The sufficient guarantees
referred to in paragraph 1 may be
demonstrated by adherence to
codes of conduct or certification
mechanisms pursuant to Articles
38 or 39 of this Regulation.

4, If a processor processes
personal data other than as
instructed by the controller, the
processor shall be considered to be
a controller in respect of that
processing and shall be subject to
the rules on joint controllers laid
downin Article 24.

4. If a processor processes personal
data other than as instructed by the
controller  or  becomes the
determining party in relation to the
purposes and means of data
processing, the processor shall be
considered to be a controller in
respect of that processing and shall
be subject to the rules on joint
controllerslaid down in Article 24.

deleted

5. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the

deleted

deleted®

243

COM reservation on deletion.
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responsibilities, duties and tasks in
relation to a processor in line with
paragraph 1, and conditions which
allow facilitating the processing of
personal data within a group of
undertakings, in particular for the
purposes of control and reporting.

Article 27

Article 27

Article 27

Processing under the authority of
the controller and processor

Processing under the authority of
the controller and processor

Processing under the authority of
the controller and processor

The processor and any person
acting under the authority of the
controller or of the processor who
has access to personal data shall not
process them except on instructions
from the controller, unless required
to do so by Union or Member State
law.

The processor and any person
acting under the authority0f the
controller or of the processor who
has access to persgnd data shall not
process them except on instructions
from the centroller, unless required
to do so'by Union or Member State
I

deleted

Article 28

Article 28

Article 28

Documentation

Documen

Records of categories of_personal
data processing activities™**

Amendment 122

1. Each controller and

1. Each controller and processor

1. Each controller and—processer

244

AT scrutiny reservation.

Version 21/04/15 - Council’s consolidated version of March 2015

Page 330 of 630



processor and, if any, the
controller's  representative, shal
maintain documentation of all
processing operations under its
responsibility.

representative;,  shall maintain
regularly updated documentation of
X . : or_i

responsibiity necessary to fulfill

the requirements laid down in this
Regulation.

and, if any, the controller's
representative, shall maintain a
record deeumentation—of  all
categories of personal data
processing operatiens—activities
under its responsibility. Fhe
deeumentation—This record shall
contain at—least—the following
information:

2. The documentation shall
contain at least the following
information:

2. Fhe In addition, each controller
and processor shall maintain
documentation shal-contain-at-teast
of the following information:

Merged with 1. above and dlightly
modified

@ the name and contact details
of the controller, or any joint
controller or processor, and of the
representative, if any;

(a) the name and contact detats of
the controller, or any joiat controller
or processor, —and of the
representative, if any;

(a) the name and contact details of
the controller—erand any joint
controller—er—processer, and—of
thecontrol’er’s representative and
data protection officer, if any;

(b) the name and contact details | (b) the name and cont als of | deleted

of the data protection officer, if the data protecti icer, if any;

any,

(© the purposes of the| deleted (c) the purposes of the processing,

processing, including the legitimate
interests pursued by the controller
where the processing is based on
point (f) of Article 6(2);

including the legitimate interests

T
wherewhen the processing is based

on petrt{H-ef-Article 6(1)(f);
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(d) a description of categories
of data subjects and of the
categories of personal data relating
to them;

deleted

(d) a description of categories of
data subjects and of the categories
of personal datarelating to them;

(e the recipients or categories
of recipients of the persona data,
including the controllers to whom
personal data are disclosed for the
legitimate interest pursued by them;

(e) the reciptents—or—categeries—of
.

Hretuding name and contact details

of the controllers to whom personal

data are disclosed ferthelegitimate
Haterestpursued-by-them, if any;,

(e) the recipients—or—categories of
recipients ef-to whom the personal
data, including the controllers to
whem-personad—data—arehave been
or will be disclosed—fer—the
et . ! b

in particular recipients in third
countries,

(f) where applicable, transfers
of data to a third country or an
international organisation,
including the identification of that
third country or international
organisation and, in case of
transfers referred to in point (h) of
Article 44(1), the documentation of
appropriate safeguards,

deleted

(f) where applicable, the categories
of transfers of personal data to a
third country or an international

organ| Satl on—mdﬂdmg—the

(9) a genera indication of the
time limits for erasure of the
different categories of data;

deleted

(9) where possible, the envisaged a

generd-ndication-of-the-time limits

for erasure of the different
categories of data;

(h) the description of the

deleted

(h) where possible, a general
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mechanisms referred to in Article
22(3).

description of the technical and
organisational security measures
he. desorinti 1 b
referred to in Article 2230(31).

2a. Each  processor  shall
maintain a record of all categories
of personal data processing
activities carried out on behalf of a
controller, containing:

@ the name and contact
details of the processor or
processors and of each controller
on behalf of which the processor is
acting, and of the controller's
representative, if any;,

(b) the name and contact
details of the data protection
officer, if any;

(© the categories of processing
carried out on behalf of each
controller;

(d) where applicable, the
categories of transfers of personal
data to a third country or an
international organisation;
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(e where possible, a general
description of the technical and
organisational security measures
referred to in Article 30(1).

3a.  The records referred to in
paragraphs 1 and 2a shall be in
writing, including in an electronic
or other non-legible form which is
capable of being converted into a
legible form.

3. The controller and the
processor and, if any, the
controller's  representative, shall
make the documentation available,
on request, to the supervisory
authority.

deleted

3. On request, Fhe-the controller
and the processor and, if any, the
controller's  representative, shall
make the deeumentation—record

available—en—request; to the
supervisory authority.

4. The obligations referred to | deleted 4. The obligations referred to in
in paragraphs 1 and 2 shall not paragraphs 1 and 2a shall not apply
apply to the following controllers to the following controllers and
and processors: e

@ a natural person processing | deleted (@) a natural person processing
persona data without a commercial e
interest; or Haterest; or

(b) an enterprise  or an| deleted (b) an enterprise  or an

organisation employing fewer than
250 persons that is processing

organisation employing fewer than
250 persons that—is—unless the
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personal data only as an activity
ancillary to its main activities.

processing persenal-data-enhy-as-an
maih-aetivitiesit  carries out is
likely to result in a high risk for
the rights and freedoms of data
subject such as discrimination,
identity theft or fraud, [breach of
pseudonymity,] financial  loss,
damage to the reputation, loss of
confidentiality of data protected by
professional secrecy or any other
economic or social disadvantage
for the data subjects, taking into
account the nature, scope, context
and purposes of the processing; or

5. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
documentation referred to in
paragraph 1, to take account of in
particular the responsibilities of the
controller and the processor and, if
any, the controller's representative.

deleted

deleted

6. The Commission may lay
down standard forms for the
documentation referred to in
paragraph 1. Those implementing

deleted

deleted
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acts shall be adopted in accordance
with the examination procedure
referred to in Article 87(2).

Article 29

Article 29

Article 29

Co-operation with the supervisory
authority

Co-operation with the supervisory
authority

Co-operation with the supervisory
authority

Amendment 123

1 The controller and the
processor and, if any, the
representative of the controller,
shall co-operate, on request, with
the supervisory authority in the
performance of its duties, in
particular by providing the
information referred to in point (a)
of Article 53(2) and by granting
access as provided in point (b) of
that paragraph.

1. The controller and, if any, the
processor and—iH—any; the
representative of the controller,
shall co-operate, on request, with
the supervisory authority in the
performance of its duties, in
paticular by providing the
information referred to in point (a)
of Article 53(2) and by granting
access as provided in point (b) of
that paragraph.

deleted

2. In response to the
supervisory authority's exercise of
its powers under Article 53(2), the
controller and the processor shall
reply to the supervisory authority
within a reasonable period to be
specified by the supervisory
authority. The reply shall include a
description of the measures taken

2. In response to e
supervisory authority's exereise of
its powers under Article53(2), the
controller and the pfocessor shall
reply to the ervisory authority
within a r nable period to be
specifi by the supervisory
authefity. The reply shall include a

ription of the measures taken

deleted
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and the results achieved, in| andtheresultsachieved,inr Se
response to the remarks of the|to the remarks supervisory
supervisory authority. authori
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SECTION 2
DATA SECURITY

SECTION 2
DATA SECURITY

SECTION 2
DATA SECURITY

Article 30

Article 30

Article 30

Security of processing

Security of processing

Security of processing

Amendment 124

1 The controller and the
processor shall implement
appropriate technical and
organisational measures to ensure a
level of security appropriate to the
risks represented by the processing
and the nature of the personal data
to be protected, having regard to
the state of the art and the costs of
their implementation.

1. The controller and the processor
shall implement appropriate
technical and organisational
measures to ensure a level of
security appropriate to the risks
represented by the processing and
the nature of the personal data to be
protected, taking into account the
results of a data protection impact
assessment pursuant to Article 33,
having regard to the state of the art
and the costs of ther
implementation.

1. Having regard to available
technology and the costs of
implementation and taking into
account the nature, scope, context
and purposes of the processing as
well as the likelihood and severity
of the risk for the rights and
freedoms of individuals, The-the
controller and the processor shall
implement appropriate technical
and organisational  measureq,
including pseudonymisation  of
personal data] to ensure a level of
security appropriate to the risks
represented-by the processing and
boemosol e o e
protected, having regard to the state
e

la. Having regard to the state of
the art and the cost of

la. In assessing the appropriate
level of security account shall be
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implementation, such a security
policy shall include:

taken in particular of the risks that
are presented by data processing,
in particular from accidental or
unlawful destruction, loss,
alteration, unauthorised disclosure
of, or access to personal data
transmitted, stored or otherwise
processed.

(a) the ability to ensure that the
integrity of the personal data is
validated;

(b) the ability to ensure the
ongoing confidentiality, integrity,
availability and reslience of
systems and services processing
personal data;

(c) the ability to restore the
availability and access to data in a
timely manner in the event of a
physical or technical incident that
impacts the availability, integrity
and confidentiality of information
systems and services,

(d) in the case of sensitive personal
data processing according to
Articles8 and 9, additional security
measures to ensure situational
awareness of risks and the ability
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to take preventive, corrective and
mitigating action in near real time
against vulnerabilities or incidents
detected that could pose a risk to
the data;

(e) a process for regularly testing,
assessing and evaluating the
effectiveness of security policies,
procedures and plans put in place
to ensure ongoing effectiveness.

2. The controller and the
processor shall, following an
evaluation of the risks, take the
measures referred to in paragraph 1
to protect persona data against
accidental or unlawful destruction
or accidental loss and to prevent
any unlawful forms of processing,
in particular any unauthorised
disclosure, dissemination or access,
or ateration of personal data.

2. The controller and the processor
hall followi ot il

' measures referred to
in paragraph 1 to—pretectpersonal
| . dental Y

i e ’
alteration-of persona-data: shall at
least:

deleted

(a) ensure that personal data can
be accessed only by authorised
personnel for legally authorised
purposes;

2a. Adherence to approved codes
of conduct pursuant to Article 38
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or an approved certification
mechanism pursuant to Article 39
may be used as an element to
demonstrate compliance with the
requirements set out in paragraph
1

(b) protect personal data stored or
transmitted against accidental or
unlawful destruction, accidental
loss or alteration, and
unauthorised or unlawful storage,
processing, access or disclosure;
and

2b. The controller and processor
shall take steps to ensure that any
person acting under the authority
of the controller or the processor
who has access to personal data
shall not process them except on
instructions from the controller,
unless he or she is required to do
so by Union or Member State law.

(c) ensure the implementation of a
security policy with respect to the
processing of personal data.

3. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for

3. The Commission European Data
Protection Board  shall be

empowered-to-adopt-delegated-acts

deleted
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the purpose of further specifying
the criteria and conditions for the
technical and organisational
measures referred to in paragraphs
1 ad 2, including the
determinations of what constitutes
the state of the art, for specific
sectors and in  specific data
processing situations, in particular
taking account of developments in
technology and solutions for
privacy by design and data
protection by default, unless
paragraph 4 applies.

the purpose-of further-specifyingthe
eriteria—and—eonditions  entrusted
with the task of issuing guidelines,
recommendations and best
practices in accordance with point
(b) of Article 66(1) for the technical
and organisational measures
referred to in paragraphs 1 and 2,
including the determinations of
what constitutes the state of the art,
for specific sectors and in specific
data processing Situations, in
particular  taking account of
developments in technology and
solutions for privacy by design and
data protection by default;—unless

paragraph-4-applies

4. The Commission may
adopt, where necessary,
implementing acts for specifying
the requirements laid down in
paragraphs 1 and 2 to various
situations, in particular to:

deleted

deleted

@ prevent any unauthorised
access to personal data;

deleted

deleted

(b) prevent any unauthorised
disclosure, reading,  copying,
modification, erasure or removal of

deleted

deleted
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personal data;

(© ensure the verification of | deleted deleted
the lawfulness of processing

operations.

Those implementing acts shal be | deleted deleted

adopted in accordance with the
examination procedure referred to
in Article 87(2).

Article 31

Article 31

Article 31

Notification of a personal data
breach to the supervisory authority

Notification of a personal data
breach to the supervisory authority

Notification of a personal data
breach to the supervisory
authority*”

Amendment 125

1. In the case of a persona
data breach, the controller shall
without undue delay and, where
feasible, not later than 24 hours
after having become aware of it,
notify the personal data breach to
the supervisory authority. The
notification to the supervisory
authority shall be accompanied by a
reasoned justification in cases

1. In the case of a persona data
breach, the controller shall without
undue delay and,—wherefeasible,
petlater-than-24-hedrs-after-having
become—aware—of —it; notify the
personal data breach to the
supervisory authority. Fhe
netme_emgn to—the SUPERVISOFY
EHEI'G"“I S |'all b. Fe' accompant ed by a

1. In the case of a persona data
breach which islikely to result in a
high risk for the rights and
freedoms of individuals, such as
discrimination, identity theft or
fraud, financial loss, [breach of
(...) pseudonymity], damage to the
reputation, loss of confidentiality
of data protected by professional
secrecy or any other significant

245

AT and Sl scrutiny reservation. COM reservation: the consistency with the E-Privacy Directive regime should be safeguarded; Sl thought this alignment could be achieved by
deleting " high" before"risk" in Articles 31 and 32.
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where it is not made within 24
hours.

economic or social disadvantage,
the controller shall without undue
delay and, where feasible, not later
than 24—72 hours after having
become aware of it, notify the
personal data breach to the
supervisory authority competent in
accordance with Article 51. The
notification to the supervisory
authority shall be accompanied by a
reasoned justification in cases
where it is not made within 24-72
hours.

la. The notification referred to in
paragraph 1 shall not be required
if a communication to the data
subject is not required under
Article 32(3)(a) and (b)**.

2. Pursuant to point (f) of
Article 26(2), the processor shall
dert and inform the controller
immediately after the establishment
of apersonal data breach.

2. Pursuant to point {f) of Article
26(2),-the The processor shall aert
and inform  the  controller
wmediately without undue delay
after the establishment of a personal
data breach.

2. Pursuant to point (T) of Article
26(2)-the-The processor shall alert
notify and—inferm—the controller
without undue delay after
becoming award of a persona data
breach.

3. The notification referred to

3. The notification referred to in

3. The notification referred to in

246

AT and PL thought this paragraph should be deleted.
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in paragraph 1 must at least:

paragraph 1 must at least:

paragraph 1 must at least:

@ describe the nature of the
persona data breach including the
categories and number of data
subjects concerned and the
categories and number of data
records concerned;

(@) describe the nature of the
personal data breach including the
categories and numbeér of data
subjects concerried and  the
categories _and number of data
recordseoncerned;

(@) describe the nature of the
personal data breach including
where possible and appropriate,
the approximate categories and
number of data subjects concerned
and the categories and approximate
number of data records concerned,

(b) communicate the identity
and contact details of the data
protection officer or other contact
point where more information can
be obtained;

(b) communicate the identity
and contact details of the data
protection officer or other contact
point where more information can
be obtained;

(b) communicate the identity and
contact details of the data
protection officer or other contact
point where more information can
be obtained;

(© recommend measures to
mitigate the possible adverse
effects of the personal data breach;

(c) recommend m to
mitigate the possibte adverse effects
of th nal data breach;

deleted

(d) describe the consequences
of the personal data breach;

(d) describe the co ences
of the personal reach;

(d) describe the likely consequences
of the personal data breach
identified by the controller;

(e describe  the  measures
proposed or taken by the controller
to address the personal data breach.

(e) describe the measures proposed
or taken by the controller to address
the persona data breach and/or
mitigate its effects.

The information may if necessary
be provided in phases.

(e) describe the measures taken or
proposed er—to be taken by the
controller to address the persond
data breach:; and

Version 21/04/15 - Council’s consolidated version of March 2015

Page 345 of 630



(f) where appropriate, indicate
measures to mitigate the possible
adverse effects of the personal
data breach.

3a. Where, and in so far as, it is
not possible to provide the
information  referred to in
paragraph 3 (d), (e) and (f) at the
same time as the information
referred to in points (a) and (b) of
paragraph 3, the controller shall
provide this information without
undue further delay.

4. The controller shall
document any personal data
breaches, comprising the facts
surrounding the breach, its effects
and the remedial action taken. This
documentation must enable the
supervisory authority to verify
compliance with this Article. The
documentation shall only include
the information necessary for that
purpose.

4. The controller shal document
any persona data breaches,
comprising the facts surrounding
the breach, its effects and the
remedial  action taken. This
documentation must be sufficient to
enable the supervisory authority to
verify compliance with this Article
and with Article 30. The
documentation shall only include
the information necessary for that
purpose.

4. The controller shall document
any personal data breaches referred
to in paragraphs 1 and 2,
comprising the facts surrounding
the breach, its effects and the
remedial action taken. This
documentation must enable the
supervisory authority to verify
compliance with this Article. Fhe
documentation shall only include
B S
parpese:

4a. The supervisory authority shall
keep a public register of the types
of breaches notified.
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5. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for
establishing the data breach
referred to in paragraphs 1 and 2
and for the particular circumstances
in which a controller and a
processor is required to notify the
personal data breach.

5. The Cemmission European Data
Protection Board shal be
empowered to adopt delegated acts
thepurpese entrusted with the task
of furtherspeeifyingtheeriterta-and
requirerents issuing guidelines,
recommendations and best
practices in accordance with point
(b) of Article 66(1) for establishing
the data breach and determining
the undue delay referred to in
paragraphs 1 and 2 and for the
particular circumstances in which a
controller and a processor isare
required to notify the personal data
breach.

deleted

6. The Commission may lay
down the standard format of such
notification to the supervisory
authority, the procedures applicable
to the notification requirement and
the form and the modalities for the
documentation referred to in
paragraph 4, including the time
limits for erasure of the information
contained therein. Those
implementing acts shall be adopted

deleted

deleted®*’

247

COM reservation on deletion.
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in accordance with the examination
procedure referred to in Article
87(2).

Article 32

Article 32

Article 32

Communication of a personal data
breach to the data subject

Communication of a personal data
breach to the data subject

Communication of a personal data
breach to the data subject®*®

Amendment 126

1. When the persona data
breach is likely to adversely affect
the protection of the persona data
or privacy of the data subject, the
controller  shall, after  the
notification referred to in Article
31, communicate the personal data
breach to the data subject without
undue delay.

1. When the personal data breach is
likely to adversedly affect the
protection of the personal data, the
or—privacy, the rights or the
legitimate interests of the data
subject, the controller shall, after
the notification referred to in Article
31, communicate the persona data
breach to the data subject without
undue delay.

1. When the personal data breach is
likely to adversely—affect—the
T S

privacy-of-the data-subject result in
a high risk for the rights and

freedoms of individuals, such as
discrimination, identity theft or
fraud, financial loss, damage to
the reputation, [breach  of
pseudonymity], loss of
confidentiality of data protected by
professional secrecy or any other
significant economic or social
disadvantage, the controller shall;
Article—31, communicate the
personal data breach to the data
subject without undue delay.

248

AT scrutiny reservation. COM reservation: the consistency with the E-Privacy Directive regime should be safeguarded.
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2. The communication to the
data subject referred to in
paragraph 1 shal describe the
nature of the persona data breach
and contain at least the information
and the recommendations provided
for in points (b) and (c) of Article
31(3).

2. The communication to the data
subject referred to in paragraph 1
shall be comprehensive and use
clear and plain language. It shall
describe the nature of the personal
data breach and contain at least the
information and the
recommendations provided for in
points (b) and, (c) and (d) of Article
31(3) and information about the
rights of the data subject, including
redress.

2. The communication to the data
subject referred to in paragraph 1
shall describe the nature of the
personal data breach and contain at
least the information and the
recommendations provided for in
points (b), (e) and (ef) of Article
31(3).

3. The communication of a
personal data breach to the data
subject shall not be required if the
controller demonstrates to the
satisfaction of the supervisory
authority that it has implemented
appropriate technol ogical
protection measures, and that those
measures were applied to the data
concerned by the personal data
breach. Such technol ogical
protection measures shall render the
data unintelligible to any person
who is not authorised to accessit.

3. The communication of a person
data breach to the data subject shall
not be required if the controller
demonstrates to the satisfaetion of
the supervisory authority that it has
implemented appropriate
technological protection measures,
and that those rheasures were
applied to the data concerned by the
personal  dat breach.  Such
technological/ protection measures
shall render’ the data unintelligible
to any person who is not authorised
to accessiit.

3. The communication ef-a-persenal
data—breach—to the data subject

referred to in paragraph 1 shall not
be required if:

a. the controller demonstratesto-the
adtherity—that—+t—has implemented
appropriate  technological  and
organisational protection
measures, and that those measures
were applied to the data eoncerned
affected by the personal data
breach, in particular those that -

e
measyres—shall—render the data
unintelligible to any person who is
not authorised to access it, such as
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encryption;or

b. the controller has taken
subsequent  measures  which
ensure that the high risk for the
rights and freedoms of data
subjectsreferred to in paragraph 1
is no longer likely to materialise;
or

C. it would involve
disproportionate effort, in
particular owing to the number of
cases involved. In such case, there
shall instead be a public
communication or similar
measure whereby the data subjects
are informed in an equally
effective manner; or

d. it would adversely affect a
substantial public interest.

4. Without preudice to the
controller's obligation to
communicate the persona data
breach to the data subject, if the
controller has not aready
communicated the personal data
breach to the data subject of the
personal data  breach, the
supervisory  authority,  having
considered the likely adverse

4. Without prejudice to e
controller's obligation to
communicate the personal data
breach to the data subject, if the
controller  has ~ not  aready
communicated“the persona data
breach to the data subject of the
person data  breach, the
supervisory  authority,  having

nsidered the likely adverse effects

deleted
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effects of the breach, may require it
to do so.

of the breach, may require+ o
0.

5. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements as to
the circumstances in which a
personal data breach is likely to
adversely affect the personal data
referred to in paragraph 1.

5. The CoemmissienEuropean Data
Protection  Board shall be
empowered to-adopt delegated-acts
the-purpese entrusted with the task
of furtherspeeifyingtheeriterta-and
requirerents issuing guidelines,
recommendations and best
practices in accordance with point
(b) of Article 66(1) as to the
circumstances in which a personal
data breach is likely to adversely
affect the personal data, the privacy,
therights or the legitimate interests
of the data subject referred to in

paragraph 1.

deleted

6. The Commission may lay
down the format of the
communication to the data subject
referred to in paragraph 1 and the
procedures applicable to that
communication. Those
implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article

deleted

deleted®*®

249

COM reservation on deletion.
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87(2).

Amendment 127

Article 32a

Respect to Risk

1. The controller, or where
applicable the processor, shall
carry out a risk analysis of the
potential impact of the intended
data processing on the rights and
freedoms of the data subjects,
assessing whether its processing
operations are likely to present
specific risks..

2. The following processing
operations are likely to present
specific risks:

(@) processing of personal data
relating to more than 5000 data
subjects during any consecutive
12-month period;

(b) processing of special categories
of personal data as referred to in
Article 9(1), location data or data
on children or employees in large
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scalefiling systems;

(c) profiling on which measures
are based that produce legal effects
concerning the individual or
similarly significantly affect the
individual;

(d) processing of personal data for
the provision of health -care,
epidemiological researches, or
surveys of mental or infectious
diseases, where the data are
processed for taking measures or
decisions  regarding  specific
individuals on a large scale;

(e) automated monitoring of
publicly accessible areas on alarge
scale;

(f) other processing operations for
which the consultation of the data
protection officer or supervisory
authority is required pursuant to
point (b) of Article 34(2);

(g) where a personal data breach
would likely adversely affect the
protection of the personal data, the
privacy, the rights or the legitimate
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interests of the data subject;

(h) the core activities of the
controller or the processor consist
of processing operations which, by
virtue of their nature, their scope
and/or their purposes, require
regular and systematic monitoring
of data subjects,

(i) where personal data are made
accessible to a number of persons
which cannot reasonably be
expected to be limited.

3. According to the result of the
risk analysis.

(@) where any of the processing
operations referred to in points (a)
or (b) of paragraph 2 exid,
controllers not established in the
Union shall designate a
representative in the Union in line
with  the requirements and
exemptions laid down in Article
25,

(b) where any of the processing
operations referred to in points (a),
(b) or (h)of paragraph 2 exist, the
controller shall designate a data
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protection officer in line with the
requirements and exemptions laid
down in Article 35;

(c) where any of the processing
operations referred to in points (a),
(b), (), (d), (&), (f). (9) or (h) of
paragraph 2 exist, the controller or
the processor acting on the
controller's behalf shall carry out a
data protection impact assessment
pursuant to Article 33;

(d) where processing operations
referred to in  point (f) of
paragraph 2 exist, the controller
shall consult the data protection
officer, or in case a data protection
officer has not been appointed, the
supervisory authority pursuant to
Article 34.

4. The risk analysis shall be
reviewed at the latest after one
year, or immediately, if the nature,
the scope or the purposes of the
data processing operations change
significantly. Where pursuant to
point (c) of paragraph 3 the
controller is not obliged to carry
out a data protection impact
assessment, the risk analysis shall
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be documented.

Article 33

Amendment 128

Article 33

Article 33

Data protection impact assessment

Data protection impact assessment

Data protection impact
assessment®™

1 Where processing
operations present specific risks to
the rights and freedoms of data
subjects by virtue of their nature,
their scope or their purposes, the
controller or the processor acting
on the controller's behalf shall carry
out an assessment of the impact of
the envisaged processing operations
on the protection of personal data.

1. Where proecessing—operations
e ridd he.ricl

and freedoms of data subjects by

i . required pursuant
to point (c) of Article 32a(3) the
controller or the processor acting on
the controller's behaf shal carry
out an assessment of the impact of
the envisaged processing operations
on the rights and freedoms of the
data subjects, especially their right

1. Where a type of processing in
particular using new technologies,
and taking into account eperations
e
virtue—of —their—the nature, ther
scope, context and er—thekr
purposes of the processing, islikely
to result in a high®"_risk for the
rights and freedoms of individuals,
such as discrimination, identity
theft or fraud, financial loss,

250

251

FR, HU, AT and COM expressed doubts on the concept of new types of processing, which isnow clarified in recital 70. UK thought this obligation should not apply wherethereisan
overriding public interest for the processing to take place (such as a public health emergency).
FR, RO, SK and UK warned against the considerable administrative burdens flowing from the proposed obligation. The UK considers that any requirements to carry out a data
protection impact assessment should be limited to those cases where thereis an identified high risk to therights of data subjects.
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to protection of persona data. A
single assessment shall be
sufficient to address a set of similar
processing operations that present
similar risks.

damage to the reputation, [breach
of  pseudonymity], loss of
confidentiality of data protected by
professional secrecy or any other
significant economic or social

disadvantage, the controller®® of

the processor acting on  the
controlter's—behali—shal, prior to
the processing, carry out an
assessment of the impact of the
envisaged processing operations on
the protection of personal data.

la. The controller shall seek the
advice of the data protection
officer, where designated, when
carrying out a data protection
impact assessment.

2. The following processing
operations in particular present
specific risks referred to in
paragraph 1.

deleted

2. Hhe—telesinn e
operations in- particular - present

e A data protection
impact assessment referred to in
paragraph 1 shall in particular be
required in the following cases:

@ a systematic and extensive
evauation of persona aspects
relating to a natura person or for
analysing or predicting in particular

deleted

(@) a systematic and extensive

evaluation of personal aspects

relating to a-natura persons erfer
v AL .

252

COM reservation on deletion.
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the natural person's economic
situation, location, health, persond
preferences, reliability or
behaviour, which is based on
automated processing and on which
measures are based that produce
legal effects concerning the
individual or significantly affect the
individual;

behaviour-which—is| I
adtermated—proeessing—which is
based on profiling and on which
measures—decisions™®  are based
that  produce lega  effects
concerning the—ndividual—data

subjects or sgnificanthy—severely
affect-the-tndividualdata subjects;

(b) information on sex life,
health, race and ethnic origin or for
the provison of heath care,
epidemiological  researches, or
surveys of mental or infectious
diseases, where the data are
processed for taking measures or
decisions regarding specific
individuals on alarge scale;

deleted

(b) Hfermation-on-sex-tife—heakth;
rece -etnnic—ongn-orol tlne’
PFOVISION _eI health ’eale
eplelenneleﬁgleal ||&;ea|e_h&;ﬁ o
diseases processing of special
categories of personal data under
Article9(1) (...)®* biometric data
or data on criminal convictions
and offences or related security
measures, where the data are
processed for taking measures—or
decisions  regarding specific
individuals on alarge scale;

(© monitoring publicly
accessible areas, especially when

deleted

(c) monitoring publicly accessible
areas on a large scae, especialy

23 In the future this wording will be aligned to the eventual wording of Article 20.

HU suggested that data pertaining to children be also reinserted.
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using optic-electronic  devices

when using optic-electronic devices

(video surveillance) on a large (video surveillance) on a large
scale; scale

(d) personal data in large scale | deleted deleted

filing systems on children, genetic

data or biometric data;

()  other processing operations | deleted deleted™”

for which the consultation of the
supervisory authority is required
pursuant to point (b) of Article
34(2).

2a. The supervisory authority shall
establish and make public a list of
the kind of processing operations
which are subject to the
requirement for a data protection
impact assessment pursuant to
paragraph 1. The supervisory
authority shall communicate those
lists to the European Data
Protection Board. >

2b. The supervisory authority may
also establish and make public a
list of the kind of processing

255
256

Version 21/04/15 - Council’s consolidated version of March 2015

FR scrutiny reservation. PL thought a role could be given to the EDPB in order to determine high-risk operations.
CZ reservation.HU wondered what kind of legal consequences, if any, would be triggered by the listing of a type of processing operation by a DPA with regard to on-going processing
operations as well aswhat itsterritorial scope would be. In the view of the Presidency any role for the EDPB in thisregard should be discussed in the context of Chapter VII.
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operations for which no data
protection impact assessment is
required. The supervisory
authority shall communicate those
lists to the FEuropean Data
Protection Board.

2c. Prior to the adoption of the
lists referred to in paragraphs 2a
and 2b the competent supervisory
authority  shall  apply  the
consistency mechanism referred to
in Article 57 where such lists
involve processing activities which
are related to the offering of goods
or services to data subjects or to
the monitoring of their behaviour
in several Member States, or may
substantially  affect the free
movement of personal data within
the Union. >’

3. The  assessment  shal
contain a least a generd
description of the envisaged
processing operations, an
assessment of the risks to the rights
and freedoms of data subjects, the
measures envisaged to address the
risks, safeguards, security measures

3. The assessment shall have regard
to the entire lifecycle management
of personal data from collection to
processing to deletion. It shall
contain at |east a-general-description
F . : :
operations, an assessment of the
o he ricl | freed :

3. The assessment shall contain at
least a general description of the
envisaged processing operations, an
assessment-evaluation of the risks
to the rights and freedoms of data
subjectsreferred to in paragraph 1,
the measures envisaged to address
the risks; including safeguards,

257

CZ reservation.
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and mechanisms to ensure the
protection of personal data and to
demonstrate compliance with this
Regulation, taking into account the
rights and legitimate interests of
data subjects and other persons
concerned.

security measures and mechanisms
to ensure the protection of personal
data and to demonstrate compliance
with this Regulation, taking into
account the rights and legitimate
interests of data subjects and other
persons concerned”,

(a) a systematic description of the
envisaged processing operations,
the purposes of the processing and,
if applicable, the legitimate
interests pursued by the controller;

(b) an assessment of the necessity
and proportionality of the
processing operationsin relation to
the purposes,

(c) an assessment of therisksto the
rights and freedoms of data
subjects, including the risk of
discrimination being embedded in
or reinforced by the operation;

(d) a description of the measures
envisaged to address the risks and
minimise the volume of personal

258

FR scrutiny reservation.
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data which is processed,

(e) a list of safeguards, security
measures and mechanisms to
ensure the protection of personal
data, such as pseudonymisation,
and to demonstrate compliance
with this Regulation, taking into
account the rights and legitimate
interests of data subjects and other
persons concerned;

(f) a general indication of the time
limits for erasure of the different
categories of data;

() an explanation which data
protection by design and default
practices pursuant to Article 23
have been implemented;

(h) a list of the recipients or
categories of recipients of the
personal data;

(i) where applicable, a list of the
intended transfers of data to a third
country or an international
organisation, including the
identification of that third country
or international organisation—ané;
. : : s !t i
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| . : :
safeguards,

(j) an assessment of the context of
the data processing.

3a. If the controller or the
processor has designated a data
protection officer, he or she shall
be involved in the impact
assessment proceeding.

3b. The assessment shall be
documented and lay down a
schedule for regular periodic data
protection compliance reviews
pursuant to Article 33a(l). The
assessment shall be updated
without undue delay, if the results
of the data protection compliance
review referred to in Article 33a
show compliance inconsistencies.
The controller and the processor
and, if any, the controller's
representative shall make the
assessment available, on request, to
the supervisory authority.

3a. Compliance with approved
codes of conduct referred to in
Article 38 by the reevant

Version 21/04/15 — Council’s consolidated version of March 2015 Page 363 of 630



controllers or processors shall be
taken into due account in
assessing lawfulness and impact of
the processing operations
performed by such controllers or
processors, in particular for the
purposes of a data protection
impact assessment®>®,

4. The controller shall seek the | deleted 4. The controller shall seek the
views of data subjects or ther views of data subjects or ther
representatives on the intended representatives on the intended
processing, without prejudice to the processing, without prejudice to the
protection of commercial or public protection of commercial or public
interests or the security of the interests or the security of the
processing operations. processing operations”™.

5. Where the controller is a| Deleted 5. Where the-contrelerisapublie

public authority or body and where
the processing results from a legal
obligation pursuant to point (c) of
Article 6(1) providing for rules and
procedures pertaining to the
processing operations and regulated
by Union law, paragraphs 1 to 4
shall not apply, unless Member
States deem it necessary to carry
out such assessment prior to the

processing resdits—from—a—tegal

ebligatien-pursuant to point (c) or

(e) of Article 6(1) previding—tfer
I o

I : . I
regulated-by—has a legal basis in
Union law,—paragraphs-1-te-4-shal

net-apphy—unlessor the law of the
Member States to which the

controller is subject, and such law

%9 HU thought this should be moved to arecital.
260 CZ and FR indicated that this was a completely impractical obligation; |E reservation.
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processing activities.

regulates the specific processing
operation or set of operations in
question®!, paragraphs 1 to 3
shall not apply, unless Member
States deem it necessary to carry
out such assessment prior to the
processing activities.

6. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and conditions for the
processing operations likely to
present specific risks referred to in
paragraphs 1 and 2 and the
requirements for the assessment
referred to in  paragraph 3,
including conditions for scalability,
verification and auditability. In
doing so, the Commission shall
consider specific measures for
micro, small and medium-sized
enterprises.

deleted

deleted

7. The Commission may
specify standards and procedures
for carrying out and verifying and
auditing the assessment referred to
in paragraph 3. Those

deleted

deleted

261

Version 21/04/15 - Council’s consolidated version of March 2015

BE and S| stated that this will have to be revisited in the context of the future debate on how to include the public sector in the scope of the Regulation.
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implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article
87(2).

Amendment 130

Article 33 a (new)

Data protection compliance review

1. At the latest two years after the
carrying out of an impact
assessment pursuant to Article
33(1), the controller or the
processor acting on the controller's
behalf shall carry out a compliance
review. This compliance review
shall demondstrate that the
processing of personal data is
performed in compliance with the
data protection impact assessment.

2. The compliance review shall be
carried out periodically at least
once every two years, or
immediately when there is a
change in the specific risks
presented by the processing
operations.
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3. Where the compliance review

results show compliance
inconsistencies, the compliance
review shall include

recommendations on how to
achieve full compliance.

4. The compliance review and its
recommendations shall be
documented. The controller and
the processor and, if any, the
controller's representative shall
make the compliance review
available, on request, to the
supervisory authority.

5. If the controller or the processor
has designated a data protection
officer, he or she shall be involved
in the compliance review

proceeding.
Article 34 Article 34 Article 34
Amendment 131
Prior authorisatiqn and prior Prior consultation Prior au%hepmkand—ppm#
consultation consultation
1 The controller or the | deleted deleted

processor as the case may be shall
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obtain an authorisation from the
supervisory authority prior to the
processing of persona data, in
order to ensure the compliance of
the intended processing with this
Regulation and in particular to
mitigate the risks involved for the
data subjects where a controller or
processor  adopts  contractual
clauses as provided for in point (d)
of Article 42(2) or does not provide
for the appropriate safeguards in a
legally binding instrument as
referred to in Article 42(5) for the
transfer of persona data to a third
country or an internationa
organisation.

2. The controller or processor
acting on the controller's behalf
shall consult the supervisory
authority prior to the processing of
personal data in order to ensure the
compliance of the intended
processing with this Regulation and
in particular to mitigate the risks
involved for the data subjects
where:

2. The controller or processor acting
on the controller's behalf shall
consult the data protection officer,
or in case a data protection officer
has not been appointed, the
supervisory authority prior to the
processing of personal data in order
to ensure the compliance of the
intended processing with this
Regulation and in particular to
mitigate the risks involved for the

2. The controller®®  or—processor

acting on the controller's behalf
shal consult the supervisory
authority prior to the processing of
personal data where a data
protection impact assessment as
provided for in Article 33 indicates
that the ir—order—to—ensure—the
R
processing with-this-Regutation-and
H-particularto-mitigate-the-would
result in a high risks-vehved-for

262

COM and LU reservation on deleting processor.
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data subjects where:

the data subjects wherein the
absence of measures to be taken by
the controller to mitigate therisk.

@ a data protection impact
assessment as provided for in
Article 33 indicates that processing
operations are by virtue of their
nature, thelr scope or ther
purposes, likely to present a high
degree of specific risks; or

(@ a data protection impact

assessment as provid or in

Article 33 indicates processing

operations are virtue of their

nature, their scope or their purposes,

likely to present a high degree of
ific risks; or

deleted

(b) the supervisory authority
deems it necessary to carry out a
prior consultation on processing
operations that are likely to present
specific risks to the rights and
freedoms of data subjects by virtue
of their nature, their scope and/or
their purposes, and specified

(b) the data protection officer or
the supervisory authority deems it
necessary to carry out a prior
consultation on processing
operations that are likely to present
specific risks to the rights and
freedoms of data subjects by virtue
of thelr nature, their scope and/or

deleted

according to paragraph 4. their purposes, and specified
according to paragraph 4.
3. Where the supervisory | 3. Where the competent supervisory | 3. Where the supervisory authority

authority is of the opinion that the
intended processing does ot
comply with this Regulation, in
particular  where risks are
insufficiently identified or
mitigated, it shall prohibit the
intended processing and make
appropriate proposals to remedy

authority is—ef—the—opinion
determines in accordance with its
power that the intended processing
does not comply with this
Regulation, in particular where risks
are insufficiently identified or
mitigated, it shall prohibit the
intended processing and make

is of the opinion that the intended
processing referred to  in
paragraph 2 would dees—not
comply with this Regulation, in
particular where the controller has
risks-are-insufficiently identified or
mitigated, it shal—prehibit—the
) I i |
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such incompliance.

appropriate proposals to remedy
such non-compliance.

appropriate proposas to- remedy
sueh——ineemphtaneewithin a
maximum period of 6 weeks
following the request for
consultation give advice to the
data controller , in writing, and
may use any of its powers referred
to in?®® Article 53. This period may
be extended for a further six
weeks, taking into account the
complexity of the intended
processing. Where the extended
period applies, the controller or
processor shall be informed within
one month of receipt of the request
of thereasonsfor the delay.

4. The supervisory authority
shall establish and make public a
list of the processing operations
which are subject to prior
consultation pursuant to point (b) of
paragraph 2. The supervisory
authority shall communicate those
lists to the European Data
Protection Board.

4. The supervisory  authority

European Data Protection Board
shall establish and make public a
list of the processing operations
which are subject to prior
consultation pursuant to peint-(b)-of
paragraph 2. Fhe—supervisory
adthority—shall-communicatethose
hsts  to the European  Data
Protection-Board.

deleted

263

UK reservation; it thought the power to prohibit processing operations should not apply during periods in which there is an overriding public interest for the processing to take place
(such asa public health emergency). The Presidency thinks thisissue should however be debated in the context of Chapter VI on the powers of the DPA, as these may obviously also be

used regardless of any consultation.
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5. Where the list provided for
in paragraph 4 involves processing
activities which are related to the
offering of goods or servicesto data
subjects in several Member States,
or to the monitoring of their
behaviour, or may substantially
affect the free movement of
persona data within the Union, the
supervisory authority shall apply
the consistency mechanism referred
to in Article 57 prior to the
adoption of thelist.

deleted

deleted

6. The controller or processor
shall provide the supervisory
authority with the data protection
impact assessment provided for in
Article 33 and, on request, with any
other information to alow the
supervisory authority to make an
assessment of the compliance of the
processing and in particular of the
risks for the protection of personal
data of the data subject and of the
related safeguards.

6. The controller or processor shall
provide the supervisory authority,
on request, with the data protection
impact assessment previded—for—in
pursuant to Article 33 and, on
request, with any other information
to allow the supervisory authority to
make an assessment of the
compliance of the processing and in
particular of the risks for the
protection of persona data of the
data subject and of the related
safeguards.

6. When consulting the
supervisory authority pursuant to
paragraph2, Fhe-the controller of

proeessor——shall  provide the
supervisory authority, with

@ where  applicable, the
respective  responsibilities  of
controller, joint controllers and
processors involved in the
processing, in particular for
processing within a group of
undertakings;

(b) the purposes and means of
theintended processing;

(c) the measures and
safeguards provided to protect the
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rights and freedoms of data
subjects  pursuant to this
Regulation;

(d) where applicable , the
contact details of the data
protection officer;

(e) the data protection impact
assessment provided for in Article
33; and

(f)—en—request,—with any other
information te-aHew-requested by
the supervisory authority—te—make
an assessment of the compliance of
the processhg-at e-in-pa tle_ulan o
the ||sllzslle| tﬁllel plslteetlelll_ o
and of the related safeguards.

7. Member States shall consult
the supervisory authority in the
preparation of a legislative measure
to be adopted by the national
parliament or of a measure based
on such a legidative measure,
which defines the nature of the
processing, in order to ensure the
compliance of the intended
processing with this Regulation and
in particular to mitigate the risks
involved for the data subjects.

7. Member States shall consult the
supervisory  authority in ~the
preparation of a legisative measure
to be adopted by t national
parliament or of a measure based on
such a legidative fmeasure, which
defines the natyré of the processing,
in order to re the compliance of
the inten processing with this
Regulation and in particular to
mitigate the risks involved for the
asubjects.

7. Member States shall consult the
supervisory authority ir-during the
preparation of a proposal for a
legislative measure to—be-adopted
by the-a national parliament or of a
measure based on such alegisative
measure; which definesthe-nature
ell the pi et—:l&ea_ 9 “ﬁ' e'dl erto-e |su||e|
provide for the processing-with-this
Re g_ulatlelln a’.'dl H plai tlelalan o
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datasubjectsof personal data™”.

Ta. Notwithstanding paragraph
2, Member States law may require
controllers to consult with, and
obtain prior authorisation from,
the supervisory authority in
relation to the processing of
personal data by a controller for
the performance of a task carried
out by the controller in the public
interest, including the processing
of such data in relation to social
protection and public health®®.

8. The Commission shall be | deleted deleted
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for
determining the high degree of
specific risk referred to in point (a)
of paragraph 2.

9. The Commission may set | deleted deleted
out standard forms and procedures
for prior authorisations and
consultations referred  to  in
paragraphs 1 and 2, and standard

264

| E scrutiny reservation on deletion.
265

SE scrutiny reservation.
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forms and procedures for informing
the supervisory authorities pursuant
to paragraph 6. Those
implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article
87(2).
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Article 35 Article 35 Article 35
Designation of the data protection | Designation of the data protection | Designation of the data protection
officer officer officer
Amendment 132
1 The controller and the 1. The controller and—or the

processor shall designate a data
protection officer in any case
where:

1. The controller and the pr r
shall desi gnmwﬁn
officer in any ¢ here :

processor may,or where required
by Union or Member State law
shall*® designate a data protection

officer-tn-any-case where:.

(@ the processing is carried out
by a public authority or body; or

(a) the processing is carrtedout by a
public ity or body; or

deleted

(b the processing is carried out
by an enterprise employing 250
persons or more; or

(b) the processing is carried out by

persons-ormore a legal person and
relates to more than 5000 data

subjects in any consecutive 12-
month period; or

deleted

266 Made optional further to decision by the Council. AT scrutiny reservation. DE, HU and AT would have preferred to define cases of a mandatory appointment of DPA in the
Regulation itself and may want to revert to thisissue at a later stage. COM reservation on optional nature and deletion of points a) to c).
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(© the core activities of the
controller or the processor consist
of processing operations which, by
virtue of their nature, their scope
and/or their purposes, require
regular and systematic monitoring
of data subjects.

(c) the core activities of the
controller or the processor consist
of processing operations which, by
virtue of their nature, their scope
and/or their purposes, require
regular and systematic monitoring
of data subjects; or

deleted

(d) the core activities of the
controller or the processor consist
of processing special categories of
data pursuant to Article 9(1),
location data or data on children
or employees in large scale filing
systems.

2. In the case referred to in
point (b) of paragraph 1, a group of
undertakings may appoint a single
data protection officer.

2. Inthe case referred to in-point (b)
of—paragraph—1—a—A group of
undertakings may appoint a siagle
main responsible data protection
officer, provided it is ensured that a
data protection officer is easly

2. In-the case referred to-in-point
(b)—of—paragraph-+—a-A_group of
undertakings may appoint a single
data protection officer.

accessible from each
establishment.
3. Where the controller or the| 3. Where the controller he | 3. Where the controller or the

processor is a public authority or
body, the data protection officer
may be designated for severa of its
entities, taking account of the
organisational  structure of the

processor is a public ority or
body, the data ection officer
may be des ed for several of its
entities,“taking account of the

anisational structure of the

processor is a public authority or
body, the-a single data protection
officer may be designated for
several——of——its——entitiessuch
authorities or bodies, taking
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public authority or body.

public authority or body.

account of their organisationa

structure-of-thepublic-autherityor
bedyand size.

4. In cases other than those
referred to in paragraph 1, the
controller  or  processor  or
associations and other bodies
representing categories of
controllers or processors may
designate a data protection officer.

4. In cases other than those referred
to in paragraph 1, the coptroller or
processor or associatiens and other
bodies repr H1g categories of
controllers_-or  processors may
designate’a data protection officer.

deleted

5. The controller or processor
shall designate the data protection
officer on the basis of professional
gualities and, in particular, expert
knowledge of data protection law
and practices and ability to fulfil
the tasks referred to in Article 37.
The necessary level of expert
knowledge shall be determined in
particular according to the data

5. The controller or processor sh

designate the data protection officer
on the basis of professional qualities
and, in particular, expert knowledge
of data protection law practices
and ability to fulfi)” the tasks
referred to in Arficle 37. The
necessary level of gkpert knowledge
shall be determined in particular
according to the data processing

5. The controller or processor shalt
designate the-data protection officer
shall be designated on the basis of

professional qualities and, in
particular, expert knowledge of
data protection law and practices
and ability to fulfil the tasks
referred to in Article 37,
particularly the absence of any

conflict of interests.—Fhe-necessary

processing carried out and the| carried out” and the protection | tevel-ef-expertknowledge-shal-be

protection required for the personal | required /for the persona data | determined-thr—particular—aceording

data processed by the controller or | proc by the controller or the | to-the-data—processing—carried—out

the processor. processor. R
personal  data processed by the
e

6. The controller or the|6. The controller or ocessor | deleted

processor shall ensure that any | shal en a any other

other professional duties of the data

onal duties of the data
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protection officer are compatible
with the person's tasks and duties as
data protection officer and do not
result in a conflict of interests.

protection officer are compatibte
with the person's t duties as
data protecti ficer and do not
resultthra conflict of interests.

7. The controller or the
processor shall designate a data
protection officer for a period of at
least two years. The data protection
officer may be reappointed for
further terms. During their term of
office, the data protection officer
may only be dismissed, if the data
protection officer no longer fulfils
the conditions required for the
performance of their duties.

7. The controller or the processor
shall designate a data protection
officer for a period of at least twe
four years in case of an employee
or two yearsin case of an external
service contractor. The data
protection  officer may  be
regppointed for further terms.
During their his or her term of
office, the data protection officer
may only be dismissed, if the-data
protection—officer he or she no
longer fulfils the conditions
required for the performance of
their-his or her duties.

7. The controller or the processor
shall-designate-a-During their term
of office, the data protection officer
B T e
The—data—protection—officer—may,
apart from serious grounds under
the law of the Member State
concerned which justify the
dismissal of an employee or civil

servant, -bereappeintedfor-further
terms. During their term of office,
hed ; e I
be dismissed;only if the data
protection officer no longer fulfils
the conditions required for the
performance of—thel—dutieshis or
her tasks pursuant to Article 37.

8. The data protection officer
may be employed by the controller
or processor, or fulfil his or her
tasks on the basis of a service
contract.

8. The data protection offic ay
be employed by the troller or
processor, or fulfi his or her tasks
on the basi a service contract.

8. The data protection officer may

be employed-by-a staff member of

the controller or processor, or fulfil
his-or-her-the tasks on the basis of a
service contract.

9. The controller or the
processor shall communicate the
name and contact details of the data

9. The controller or t ocessor
shall com e the name and
details of the data protection

9. The controller or the processor
shal eemmunicate—publish the
narme-and-contact details of the data
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protection officer to the supervisory
authority and to the public.

officer to the supervisory autherity
and to the public.

protection officer and
communicate these to the
supervisory authority—and—te—the
Sl

10. Data subjects shall have the
right to contact the data protection
officer on al issues related to the
processing of the data subject’s
data and to request exercising the
rights under this Regulation.

10. Data subjects shall hav e
right to contact the data protection
officer on all issues related to the
processing of the data subject’s data
and to req exercising the rights
under thiS Regulation.

10. Data subjects shal—have-the
right—to—may contact the data
protection officer on all issues
related to the processing of the data

subject’s data and te—request

exereising-the-the exercise of their
rights under this Regulation.

11. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
core activities of the controller or
the processor referred to in point (C)
of paragraph 1 and the criteria for
the professional qualities of the
data protection officer referred to in

paragraph 5.

deleted

deleted
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Article 36 Article 36 Article 36
Position of the data protection Position of the data protection Position of the data protection
officer officer officer
Amendment 133
1. The controller or the| 1. The controller or the processor | 1. The controller or the processor

processor shall ensure that the data
protection officer is properly and in
a timely manner involved in al
issues which relate to the protection
of persona data.

shall ensure that the data protection
officer is properly and in a timely
manner involved in all issues which
relate to the protection of personal
data.

shall ensure that the data protection
officer is properly and in a timely
manner involved in all issues which
relate to the protection of personal
data.

2. The controller or processor
shall ensure that the data protection
officer performs the duties and
tasks independently and does not
receive any instructions as regards
the exercise of the function. The
data protection officer shall directly
report to the management of the
controller or the processor.

2. The controller or processor shall
ensure that the data protection
officer performs the duties and tasks
independently and does not receive
any instructions as regards the
exercise of the function. The data
protection officer shall directly
report to the executive management
of the controller or the processor.
The controller or processor shall
for this purpose designate an
executive management member
who shall be responsible for the
compliance with the provisions of
this Regulation.

2. The controller or processor shall
ensure—that—support  the data
protection officer in performsing
the duties-and-tasks referred to in
Article 37 by providing resources
necessary to carry out these tasks
as well as access to personal data
and processing
oper ationsindependenthy—and—dees
B e e
directly report to the management
e
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3. The controller or the
processor shall support the data
protection officer in performing the
tasks and shall provide staff,
premises, equipment and any other
resources necessary to carry out the
duties and tasks referred to in
Article 37.

3. The controller or the processor
shall support the data protection
officer in performing the tasks and
shall provide all means, including
staff, premises, equipment and any
other resources necessary to carry
out the duties and tasks referred to
in Article 37, and to maintain his
or her professional knowledge.

3. The controller or the-processor
shall suppert—ensure that the data
protection officer can act in an
independent manner with respect
to the performingance of hisor her
the-tasks and shal—providestaff;
e

duties and does not receive any
instructions regarding the exercise
of these tasksreferred-to-Hr-Article
37. He or she shall not be
penalised by the controller or the
processor for performing his tasks.
The data protection officer shall
directly report to the highest
management level of the controller
or the processor.

4. Data protection officers shall be
bound by secrecy concerning the
identity of data subjects and
concerning circumstances
enabling data subjects to be
identified, unless they are released
from that obligation by the data
subject.

4. The data protection officer may
fulfil other tasks and duties. The
controller or processor shall
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ensure that any such tasks and
duties do not result in a conflict of
interests.

Article 37

Article 37

Article 37

Tasks of the data protection officer

Tasks of the data protection officer

Tasks of the data protection officer

Amendment 134

1 The controller or the
processor shall entrust the data
protection officer at least with the
following tasks:

1—-The controller or the processor
shall entrust the data protection
officer at least with the following
tasks:

1. The controller or the processor
shall—entrust—the—data protection

officer atteastwith-shall have the
following tasks:

@ to inform and advise the
controller or the processor of their
obligations pursuant to this
Regulation and to document this
activity and the responses received,

(a) to raise awareness, to inform
and advise the controller or the
processor of their obligations
pursuant to this Regulation, in
particular with regard to technical
and organisational measures and
procedures, and to document this
activity and the responses received,

(@ to inform and advise the
controller or the processor and the
employees who are processing
personal data of their obligations
pursuant to this Regulation and-te

e e S
respenses—+eceivedother Union or

Member State data protection
provisions,

(b) to monitor the
implementation and application of
the policies of the controller or
processor in relation to the
protection of persona data,
including the assignment of
responsibilities, the training of staff

(b) to monitor the implementation
and application of the poljciés of the
controller or proc in relation to
the protection personal data,
including_~the assignment of
resp ilities, the training of staff
iavolved  in the  processing

(b) to monitor compliance with this
Regulation, with other Union or
Member State data protection
provisons  and with the
the—policies of the controller or
processor in relation to the
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involved in the processing
operations, and the related audits;

operations, and the related audits,

protection of persona  data,
including the assignment of
responsibilities, awareness-raising
and thetraining of staff involved in
the processing operations, and the
related audits,

(© to monitor the
implementation and application of
this Regulation, in particular as to
the requirements related to data
protection by design, data
protection by default and data
security and to the information of
data subjects and their requests in
exercising their rights under this
Regulation;

(c) to monitor the implementation
and application of this Regukétion,
in particular as to the regdirements
related to data protectjeh by design,
data protection by default and data
security and to-the information of
data subjects”and their requests in
exercising ther rights under this
Regukétion;

deleted

(d) to ensure that @ the
documentation referred to in Article
28 is maintained;

(d) to ensure that the do ation
referred to i rticle 28 is
mai ntained;

deleted

(e to monitor the
documentation, notification and
communication of persona data
breaches pursuant to Articles 31
and 32;

(e) to monitor the docum ion,
notification and com ication of
persona data b es pursuant to
Articles 31-and 32

deleted

(f) to monitor the performance
of the data protection impact
assessment by the controller or
processor and the application for

(f) to monitor the performance of
the data protection impact
assessment by the controller or
processor and the application for

(f) to monitor the performance of
provide advice where requested as
regards the data protection impact

assessment—by—the—contreler—or
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prior  authorisation or  prior
consultation, if required pursuant
Articles 33 and 34;

prior  authorisation——or——prior
consultation, if required pursuant to
Articles 32a, 33 and 34;

—
PrOCESSol elulel_tlne_ apphcation I.e'
consditation,——reguired—_monitor
its performance pursuant Articles
33 and 34,

(9) to monitor the response to
requests from the supervisory
authority, and, within the sphere of
the data protection officer's
competence, co-operating with the
supervisory authority at the latter's
request or on the data protection
officer’s own initiative;

(g) to monitor the response 1o
requests from the supervisory
authority, and, within the“Sphere of
the data protection  officer's
competence, co-operating with the
supervisory authority at the latter's
request on the data protection
officer’s own initiative;

(g) to monitor the—responses to
requests from the supervisory
authority, and, within the sphere of
the data protection officer's
competence, to CO-operating
operate with the supervisory
authority at the latter's request or on
the data protection officer’s own
initiative;

(h) to act as the contact point
for the supervisory authority on
issues related to the processing and
consult with the supervisory
authority, if appropriate, on his/her
own initiative.

(h) to act as the contact point for the
supervisory authority on_-issues
related to the processing and consult
with the supervisory authority, if
appropriate, 0 hisslher  own
initiative.

(h) to act as the contact point for
the supervisory authority on issues
related to the processing of pesonal
data, including the prior and
consultation referred to in Article
34, and consult, as —with—the

supervisory — authority, —if
appropriate, on—hisher—own

Haitiativeany other matter.

(i) to verify the compliance with
this Regulation under the prior
consultation mechanism laid out in
Article 34;
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() to inform the employee
representatives on data processing
of the employees.

2. The Commission shall be | deleted deleted
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for
tasks, certification, status, powers
and resources of the data protection
officer referred to in paragraph 1.

2a.  The data protection officer
shall in the performance hisor her
tasks have due regard to the risk
associated with the processing
operations, taking into account the
nature, scope, context and
purposes of the processing.
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Article 38

Article 38

Article 38

Codes of conduct

Codes of conduct

Codes of conduct %’

Amendment 135

1 The Member States, the
supervisory authorities and the
Commission shall encourage the
drawing up of codes of conduct
intended to contribute to the proper
application of this Regulation,
taking account of the specific
features of the various data
processing sectors, in particular in
relation to:

1. The Member States, the
supervisory authorities and the
Commission shall encourage the
drawing up of codes of conduct or
the adoption of codes of conduct
drawn up by a supervisory
authority intended to contribute to
the proper application of this
Regulation, taking account of the
specific features of the various data
processing sectors, in particular in
relation to:

1. The Member States, the
supervisory authorities, the
European Data Protection Board
and the Commission shall
encourage the drawing up of codes
of conduct intended to contribute to
the proper application of this
Regulation, taking account of the
specific features of the various data
processing sectors—-partiedtar—in
relation—te:and the specific needs
of micro, small and medium-sized
enterprises.

la. Associations and other bodies
representing categories of
controllers or processors may
prepare codes of conduct, or
amend or extend such codes, for

267

AT, FI, SK and PL scrutiny reservation.
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the purpose of specifying the
application of provisions of this
Regulation, such as:

processing;

@ far and transparent data

(@ far and transparent data

processing;

@ far and transparent data
processing;

(aa) respect for consumer rights,

(@aa) the legitimate interests
pursued by controllers in specific
contexts;

(b) the collection of datg;

(b) the collection of data;

(b) the collection of data;

(bb) the pseudonymisation of
personal data;

(© the information of
public and of data subjects;

the

(c) the information of the public and

of data subjects;

(c) the information of the
public and of data subjects;

exercise of thelr rights;

(d) requests of data subjects in

(d) requests of data jects
exercise of their rights;

in

(d) e
Hthe exercise of their rights of data
subjects;

of children;

(e information and protection

(e) information and prot
children;

of

(e information and protection
of children and the way to collect
the parent’s and guardian’s
consent;

(ee) measures and procedures
referred to in Articles 22 and 23
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and measures to ensure security of
processing referred to in Article
30;

(ef)  notification of personal
data breaches to supervisory
authorities and communication of
such breachesto data subjects,

() transfer of data to third | (f) transfer of datato thir ntries | deleted
countries or internationa | or international Isations;

organisations,

(9) mechanisms for monitoring | (g) mechanisms for monitoring and | deleted
and ensuring compliance with the | ensuring complian ith the code

code by the controllers adherent to | by the controlers adherent to it;

it;

(h) out-of-court  proceedings | (h) out-of-court proceedings and | deleted

and other dispute resolution
procedures for resolving disputes
between controllers and data
subjects with respect to the
processing of personal data,
without prejudice to the rights of
the data subjects pursuant to
Articles 73 and 75.

other dispute resolution prgeedures
for resolving disput between
controllers and dat bjects with
respect to the pr ing of personal
data, without rejudice to the rights
of the dafa subjects pursuant to
Articles 73 and 75.

lab. In addition to adherence by
controller or processor subject to
the regulation, codes of conduct
approved pursuant to paragraph 2
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may also be adhered to by
controllers or processors that are
not subject to this Regulation
according to Article 3 in order to
provide appropriate safeguards
within the framework of personal
data transfers to third countries or
international organisations under
the terms referred to in Article
42(2)(d). Such controllers or
processors shall make binding and
enforceable commitments, via
contractual instruments or
otherwise, to apply those
appropriate safeguards including
as regards data subjects’ rights.

1b. Such a code of conduct
shall contain mechanisms which
enable the body referred to in
paragraph 1 of article 38a to carry
out the mandatory”® monitoring
of compliance with its provisons
by the controllers or processors
which undertake to apply it,
without preudice to the tasks and
powers of the supervisory
authority which is competent
pursuant to Article 51 or 51a.

268

Version 21/04/15 - Council’s consolidated version of March 2015

CZ preferred this monitoring to be optional.

Page 389 of 630



2. Associations and  other
bodies representing categories of
controllers or processors in one
Member State which intend to draw
up codes of conduct or to amend or
extend existing codes of conduct
may submit them to an opinion of
the supervisory authority in that
Member State. The supervisory
authority may give an opinion
whether the draft code of conduct
or the amendment is in compliance
with  this Regulation. The
supervisory authority shall seek the
views of data subjects or their
representatives on these drafts.

2. Associations and other bodies
representing categories of
controllers or processors in one
Member State which intend to draw
up codes of conduct or to amend or
extend existing codes of conduct
may submit them to an opinion of
the supervisory authority in that
Member State. The supervisory
authority way shall without undue
delay give an opinion on whether
the processing under the draft code
of conduct or the amendment is in
compliance with this Regulation.
The supervisory authority shall seek
the views of data subjects or their
representatives on these drafts.

2. Associations and other bodies
referred to in paragraph 1la
. .

R
Member-State-which intend to draw
dp-prepare a codes of conduct or to
amend or extend existing codes,-e6f

eonduet—mayshall submit them—to
an—opinten—ofdraft code to the
supervisory  authority—r——that
Member—Statewhich is competent
pursuant to Article 51. The
supervisory authority ay—shall
give an opinion on whether the
draft code, or amended or extended
ef-conduct erthe-amendment-is in
compliance with this Regulation
and shall approve such draft,
amended or extended coded if it
finds that it provides sufficient
appropriate  safeguards—Fhe
: :
SHPERy |se£| ) EI i ?. shall-sed) EI H e

2a. Where the opinion referred to
in paragraph 2 confirms that the
code of conduct, or amended or
extended code, is in compliance
with this Regulation and the code
is approved, and if the code of
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conduct does not relate to
processing activities in several
Member States, the supervisory
authority shall register the code
and publish the details thereof.

2b.  Where the draft code of
conduct relates to processing
activities in  several Member
States, the supervisory authority
competent pursuant to Article 51
shall, before approval, submit it in
the procedure referred to in Article
57 to the European Data
Protection Board which shall give
an opinion on whether the draft
code, or amended or extended
code, is in compliance with this
Regulation or, in the situation
referred to in paragraph lab,
provides appropriate
safeguards®™.

3. Associations and  other
bodies representing categories of
controllers in several Member
States may submit draft codes of
conduct and amendments or
extensions to existing codes of

3. Associations and other bodies
representing categories of
controllers or processors in several
Member States may submit draft
codes of conduct and amendments
or extensions to existing codes of

3. . | other_bod
i .

R e

States-ay-submit-draft-Where the

opinion referred to in paragraph

2b confirms that the codes of

269

FR made a proposal for a paragraph 2c: 'Approved codes of conduct pursuant to paragraph 2a shall constitute an element of the contractual relationship between the controller and
the data subject. When such codes of conduct determine the compliance of the controller or processor with this Regulation, they shall be legally binding and enforceable.’
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conduct to the Commission.

conduct to the Commission.

conduct, and-or amendmentsed or
extensionsed—to—existing  eodes
code,of-conduct-to-the-Commission
is in compliance with this
Regulation, or, in the situation
referred to in paragraph 1lab,
provides appropriate safeguards
the European Data Protection
Board shall submit its opinion to
the Commission.

4. The Commission may adopt
implementing acts for deciding that
the codes of conduct and
amendments or extensons to
existing codes of conduct submitted
to it pursuant to paragraph 3 have
general validity within the Union.
Those implementing acts shall be
adopted in accordance with the
examination procedure set out in
Article 87(2).

4. The Commission may—adept
wmplementing——aets shall  be

empowered to adopt, after
requesting an opinion of the
European Data Protection Board,
delegated acts in accordance with
Article 86 for deciding that the
codes of conduct and amendments
or extensions to existing codes of
conduct submitted to it pursuant to
paragraph 3 are in line with this
Regulation and have genera
validity within the Union. Those

Hmplementing—acts—delegated acts
shall be adopted in-accordance with
the-examination-procedure set-out-n

Article—87(2) confer enforceable
rights on data subjects.

4. The Commission may adopt
implementing acts for deciding that
the approved codes of conduct and
amendments or extensons to
existing approved codes of
conduct submitted to it pursuant to
paragraph 3 have genera validity
within ~ the  Union. Those
implementing acts shall be adopted
in accordance with the examination
procedure set out in Article 87(2).
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5. The Commission shal |5. The Commission shall _ensure | 5. The Commission shall ensure
ensure appropriate publicity for the | appropriate publicity the codes | appropriate  publicity for the

codes which have been decided as | which have b ecided as having | approved codes which have been
having general  validity in | general vakidity in accordance with | decided as having genera validity
accordance with paragraph 4. paragraph 4. in accordance with paragraph 4.

5a. The  European Data
Protection Board shall collect all
approved codes of conduct and
amendments thereto in a register
and shall make them publicly
available through any appropriate
means, such as through the
European E-Justice Portal.

Article 38a

Monitoring of approved codes of
conduct?™

1. Without pregjudice to the
tasks and powers of the competent
supervisory  authority  under
Articles 52 and 53, the monitoring
of compliance with a code of
conduct pursuant to Article 38
(1b), may be carried out by a
body?”* which has an appropriate

270
271

AT, LU scrutiny reservation.
CZ, ES, LU are opposed to giving this role to such separate bodies. Concerns were raised, inter alia, on the administrative burden involved in the setting up of such bodies. Codes of
conduct are an entirely voluntary mechanism in which no controller isobliged to participate.

Version 21/04/15 — Council’s consolidated version of March 2015 Page 393 of 630



level of expertise in relation to the
subject-matter of the code and is
accredited for this purpose by the
competent supervisory authority.

2. A body referred to in
paragraph 1 may be accredited for
this purposeif:

@ it has demonstrated
its independence and expertise in
relation to the subject-matter of
the code to the satisfaction of the
competent supervisory authority;

(b) it has established
procedures which allow it to assess
the digibility of controllers and
processors concerned to apply the
code, to monitor their compliance
with its provisons and to
periodically review its operation;

(© it has established
procedures and structures to deal
with complaints about
infringements of the code or the
manner in which the code has
been, or is being, implemented by
a controller or processor, and to
make these procedures and
structures transparent to data
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subjects and the public;

(d) it demonstrates to the
satisfaction of the competent
supervisory authority that its tasks
and duties do not result in a
conflict of interests.

3. The competent supervisory
authority shall submit the draft
criteria for accreditation of a body
referred to in paragraph 1 to the
European Data Protection Board
pursuant to the consistency
mechanism referred to in
Article 57.

4, Without pregjudice to the
provisions of Chapter VIII, a body
referred to in paragraph 1 may,
subject to adeguate safeguards,
take appropriate action in cases of
infringement of the code by a
controller or processor, including
suspension or exclusion of the
controller or processor concerned
from the code. It shall inform the
competent supervisory authority of
such actions and the reasons for
taking them.
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5. The competent supervisory
authority shall revoke the
accreditation of a body referred to
in paragraph 1 if the conditions
for accreditation are not, or no
longer, met or actions taken by the
body are not in compliance with
this Regulation.

This article shall not apply to the
processing of personal data
carried out by public authorities
and bodies.

Article 39 Article 39 Article 39
Certification Certification Certification®"
Amendment 136

1 The Member States and the
Commission shal encourage, in
particular a European level, the
establishment of data protection
certification mechanisms and of
data protection seals and marks,
allowing data subjects to quickly
assess the level of data protection
provided by controllers and

deleted

1. The Member States, the
European Data Protection Board
and the Commission shall
encourage, in  particular at
European——Union  level, the
establishment of data protection
certification mechanisms and of
data protection seals and marks, for
the purpose of demonstrating

272

AT, FR, FI scrutiny reservation. FR thought the terminology used was unclear an that the DPA should be in a position to check compliance with certified data protection policies;

this should be clarified in Article 53.
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processors. The data protection
certifications mechanisms  shall
contribute to the proper application
of this Regulation, taking account
of the specific features of the
various sectors and different
processing operations.

compliance with this Regulation of
processing operations carried out
owi I b k]
e
provided—Dby controllers and
processors. The data—protection
ce “I.' cations—mechanisms . SI.'E'“
ee; ' IEII |_Iaute 0 IH e pl’epeli_ apphication
of—the—specific features—of—the
various—sectors—and—different
processihg——operationsneeds  of
micro, small and medium-sized
entreprises shall be taken into
account.

la. In addition to adherence by
controllers or processors subject to
this Regulation, data protection
certification mechanisms, seals or
marks approved pursuant to
paragraph 2a may also be
established for the purpose of
demonstrating the existence of
appropriate safeguards provided
by controllers or processors that
are not subject to this Regulation
according to Article 3 within the
framework of personal data
transfers to third countries or
international organisations under
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the terms referred to in Article
42(2)(e). Such controllers or
processors shall make binding and
enforceable commitments, via
contractual instruments or
otherwise, to apply those
appropriate safeguards, including
as regards data subjects’ rights.

la. Any controller or processor
may request any supervisory
authority in the Union, for a
reasonable fee taking into account
the administrative costs, to certify
that the processing of personal
data is performed in compliance
with this Regulation, in particular
with the principles set out in
Article 5, 23 and 30, the
obligations of the controller and
the processor, and the data
subject’s rights.

1b. The certification shall be
voluntary, affordable, and
available via a process that is
transparent and not unduly
burdensome.

1c. The supervisory authorities and
the European Data Protection
Board shall cooperate under the
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consistency mechanism pursuant
to Article 57 to guarantee a
harmonised data protection
certification mechanism including
harmonised fees within the Union.

1d. During the certification
procedure, the supervisory
autherity-authorities may accredit
specialised third party auditors to
carry out the auditing of the
controller or the processor on their
behalf. Third party auditors shall
have sufficiently qualified staff, be
impartial and free from any
conflict of interests regarding their
duties. Supervisory authorities
shall revoke accreditation, if there
are reasons to believe that the
auditor does not fulfil its duties
correctly. The final certification
shall be provided by the
supervisory authority.

le. Supervisory authorities shall
grant controllers and processors,
who pursuant to the auditing have
been certified that they process
personal data in compliance with
this Regulation, the standardised
data protection mark named
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" European Data Protection Seal" .

1f. The  "European Data
Protection Seal” shall be valid for
as long as the data processing
operations of the certified
controller or processor continue to
fully comply with this Regulation.

1g. Notwithstanding paragraph 1f,
the certification shall be valid for
maximum five years.

1h. The European Data Protection
Board shall establish a public
electronic register in which all
valid and invalid certificates which
have been issued in the Member
States can be viewed by the publc.

1li. The European Data Protection
Board may on its own initiative
certify that a data protection-
enhancing technical standard is
compliant with this Regulation.

2. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
data protection certification

2. The Commission shal be
empowered to adopt, after
requesting an opinion of the
European Data Protection Board
and consulting with stakeholders,
in particular industry and non-

Moved and modified underArticle
39 point 7
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mechanisms referred  to  in
paragraph 1, including conditions
for granting and withdrawal, and
requirements for recognition within
the Union and in third countries.

governmental organisations,
delegated acts in accordance with
Article 86 for the purpose of further
specifying the  criteria  and
requirements for the data protection
certification mechanisms referred to
in paragraph-tparagraphs la to 1h,
including requirements for
accreditation of auditors,
conditions for granting and
withdrawal, and requirements for
recognition within the Union and in
third countries. Those delegated
acts shall confer enforceable rights
on data subjects.

2. A certification pursuant to this
Article does not reduce the
responsibility of the controller or
the processor for compliance with
this Regulation and is without
prejudice to the tasks and powers
of the supervisory authority which
is competent pursuant to Article 51
or Sla.

2a. A certification pursuant to
this Article shall be issued by the
certification bodies referred to in
Article 39a, or where applicable,
by the competent supervisory
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authority on the basis of the
criteria approved by the competent
supervisory authority or, pursuant
to Article 57, the European Data
Protection Board®",

3. The Commission may lay | deleted Moved under 39a point 8.
down technica standards for

certification mechanisms and data
protection seals and marks and
mechanisms to promote and
recognize certification mechanisms
and data protection seals and
marks. Those implementing acts
shall be adopted in accordance with
the examination procedure set out
in Article 87(2).

3. The controller or processor
which submits its processing to the
certification  mechanism  shall
provide the certification body
referred to in Article 39a, or where
applicable, the competent
supervisory authority, with all
information and access to its
processing activities which are
necessary to conduct the
certification procedure.

23 Thisiswithout prejudice to the future discussion on the exact powers of the EDPB. This discussion will take place in the context of the discussion on the one-stop-shop mechanism.
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4, The certification shall be
issued to a controller or processor
for a maximum period of 3 years
and may be renewed under the
same conditions as long as the
relevant requirements continue to
be met. It shall be withdrawn by
the certification bodies referred to
in Article 39a, or where
applicable, by the competent
supervisory authority where the
requirements for the certification
arenot or no longer met.

5. The European Data
Protection Board shall collect all
certification mechanisms and data
protection seals in a register and
shall make them publicly available
through any appropriate means,
such as through the European E-
Justice Portal.

Article 39a

Certificationbody and procedure?”

1 Without pregjudice to the
tasks and powers of the competent

2 AT, FR, LU scrutiny reservation.
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supervisory  authority  under
Articles 52 and 53, the
certification shall be issued and
renewed by a certification body
which has an appropriate level of
expertise in relation to data
protection. Each Member State
shall provide whether these
certification bodies are accredited

by:

@ the supervisory authority
which is competent according to
Article 51 or 51a; and/or

(b) the National Accreditation
Body named in accordance with
Regulation (EC) 765/2008 of the
European parliament and the
Council of 9 July 2008 setting out
the requirements for accreditation
and market surveillance relating to
the marketing of products in
compliance with EN-1SO/IEC
17065/2012 and with  the
additional requirements
established by the supervisory
authority which is competent
according to Article 51 or 51a.

2. The certification  body
referred to in paragraph 1 may be
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accredited for this purpose only if:

@ it has demonstrated its
independence and expertise in
relation to the subject-matter of
the certification to the satisfaction
of the competent supervisory
authority;

(@aa) it hasundertaken to respect
the criteria referred to in
paragraph 2a of Article 39 and
approved by the supervisory
authority which is competent
according to Article 51 or 5la or ,
pursuant to Article 57, the
European Data Protection Board;

(b) it has established
procedures for the issue, periodic
review and withdrawal of data
protection seals and marks,

(b) it has established
procedures and structures to deal
with complaints about
infringements of the certification
or the manner in which the
certification has been, or is being,
implemented by the controller or
processor, and to make these
procedures and structures
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transparent to data subjects and
the public;

(© it demonstrates to the
satisfaction of the competent
supervisory authority that its tasks
and duties do not result in a
conflict of interests.

3. The accreditation of the
certification bodies referred to in
paragraph 1 shall take place on
the basis of criteria approved by
the supervisory authority which is
competent according to Article 51
or 5la or, pursuant to Article 57,
the European Data Protection
Board® . In case of an
accreditation pursuant to point (b)
of paragraph 1, these
requirements complement those
envisaged in Regulation 765/2008
and the technical rules that
describe  the methods and
procedures of the certification
bodies.

4, The certification  body
referred to in paragraph 1 shall be
responsible for the proper

275
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assessment leading to the
certification or the withdrawal of
such certification without
prejudice to the responsibility of
the controller or processor for
compliance with this Regulation.
The accreditation is issued for a
maximum period of five years and
can be renewed in the same
conditions as long as the body
meets the requirements.

5. The certification  body
referred to in paragraph 1 shall
provide the competent supervisory
authority with the reasons for
granting or withdrawing the
requested certification.

6. The requirements referred
to in paragraph 3, the criteria
referred to in paragraph 2a of
Article 39 shall be made public by
the supervisory authority in an
easily accesshle form. The
supervisory authorities shall also
transmit these to the European
Data Protection Board. The
European Data Protection Board
shall collect all certification
mechanisms and data protection
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seals in a register and shall make
them publicly available through
any appropriate means, such as
through the European E-Justice
Portal.

6a.  Without preudice to the
provisons of Chapter VIII, the
competent supervisory authority or
the National Accreditation Body
shall revoke the accreditation it
granted to a certification body
referred to in paragraph 1 if the
conditions for accreditation are
not, or no longer, met or actions
taken by the body are not in
compliance with this

Regulation®”®.

7. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86, for
the purpose of specifying the
criteria and requirements to be
taken into account for the data
protection certification
mechanisms referred to in
paragraph 1, [including contions

276
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for granting and revocation, and
requirements for recognition of
the certification and the
requirements for a standardised
‘European Data Protection Seal’
within the Union and in third
countries].

7a. The European Data
Protection Board shall give an
opinion to the Commission on the
criteria and requirements referred
toin paragraph 7%

3. The Commission may lay
down technical standards for
certification mechanisms and data
protection seals and marks and
mechanisms to promote and
recognize certification mechanisms
and data protection seals and
marks. Those implementing acts
shall be adopted in accordance with
the examination procedure set out
in Article 87(2).

deleted

8. The Commission may lay
down technical standards for
certification mechanisms and data
protection seds and marks and
mechanisms to promote and
recognize certification mechanisms
and data protection seals and
marks. Those implementing acts
shall be adopted in accordance with
the examination procedure set out
in Article 87(2)%"®.

277
278
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DE pleaded in favour of deleting the last two paragraphs and suggested adding a new paragraph: " The previous paragraphs shall not affect provisions governing the responsibility of
national certification bodies, the accreditation procedures and the specification of criteria for security and data protection. Commission’s power to adopt acts pursuant to paragraphs
7 and 8 shall not apply to national and international certification procedures carried out on this basis. Security certificates issued by the responsible bodies or bodies accredited by

them in the framework of these procedures shall be mutually recognized." ES also thought that this should not be left exclusively to the Commission.
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Article 40 Article 40 Article 40
General principlefor transfers General principlefor transfers General principlefor transfers
Any transfer of persona datawhich | Any transfer of person which | deleted
are undergoing processing or are| are undergoi rocessing or are
intended for processing after | i for processing after

279

280

281

282

In light of the fact that the public interest exception would in many cases be the main ground warranting an international transfer of personal data, some delegations (CZ, DE, LV,
UK) queried whether the 'old' adequacy principle/test should still maintained and set out in such detail, as it would in practice not be applied in that many cases. DE in particular
thought that the manifold exceptions emptied the adequacy rule of its meaning. Whilst they did not disagree with the goal of providing protection against transfer of personal data to
third countries, it doubted whether the adequacy principle was the right procedure therefore, in view of the many practical and political difficulties (the latter especially regarding the
risk of a negative adequacy decision, cf. DE, FR, UK). The feasibility of maintaining an adequacy-test was also questioned with reference to the massive flows of personal data in in
the context of cloud computing: BG, DE, FR, IT, NL, SK and UK. FR and DE asked whether a transfer of data in the context of cloud computing or the disclosure of personal data
on the internet constitutes an international transfer of data. DE also thought that the Regulation should create a legal framework for 'Safe Harbor-like' arrangements under which
certain guarantees to which companiesin a third country have subscribed on a voluntary basis are monitored by the public authorities of that country. The applicability to the public
sector of the rules set out in this Chapter was questioned (EE), as well as the delimitation to the scope of proposed Directive (FR). The impact of this Chapter on existing Member
State agreements was raised by several delegations (FR, PL).

NL and UK pointed out that under the 1995 Data Protection Directive the controller who wantsto transfer data is the first one to assess whether this possible in under the applicable
(EV) law and they would like to maintain this basic principle, which appears to have disappeared in the Commission proposal.

DE asked which law would apply to data transferred controllers established in third countries that come within the ambit of Article 3(2); namely whether this would be EU law in
accordance with that provision.

AT has made a number of proposals regarding this chapter set out in 10198/14 DATAPROTECT 82 JAI 363 M| 458 DRS 73 DAPIX 71 FREMP 103 COMI X 281 CODEC 1351.
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transfer to a third country or to an
international organisation may only
take place if, subject to the other
provisions of this Regulation, the
conditions laid down in this
Chapter are complied with by the
controller and processor, including
for onward transfers of personal
data from the third country or an
international organisation to
another third country or to another
international organisation.

transfer to a third country or to

international organisation may enly
take place if, subject to the” other
provisions of this Reguldtion, the
conditions laid down igrthis Chapter
are complied with by the controller
and processor, including for onward
transfers of persona data from the
third couptry or an internationa
organisafion to another third
couptry or to another international

anisation.

Article4l Article 41 Article 41
Transferswith an adequacy Transferswith an adequacy Transfers with an adequacy
decision decision decision®”
Amendment 137
1 A transfer may take place | 1. A transfer may take place where | 1. A transfer of personal data

where the Commission has decided
that the third country, or a territory
or a processing sector within that
third country, or the international
organisation in question ensures an

the Commission has decided that
the third country, or a territory or a
processing sector within that third
country, or the international
organisation in gquestion ensures an

to a third country or an
international organisation may
take place where the
Commission®®* has decided that the
third country, or a territory or oner

283

284

Some delegations raised concerns on the time taken up by adequacy procedures and stressed the need to speed up this process. COM stated that this should not be at the expense of

the quality of the process of adequacy.

CZ, DE and Sl reservation on giving such power to the Commission. NL and UK indicated that on this point the proposal seemed to indicate a shift from the 1995 Data Protection
Directive, which put the responsibility for assessing a third country's data protection legislation in the first place with the controller who wanted to transfer personal data. UK had
considerable doubts on the feasibility of the list in paragraph 2.
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adequate level of protection. Such
transfer shall not require any
further authorisation.

adequate level of protection. Such
transfer shal not require any
furtherspecific authorisation.

or more specified a—processing
sectors within that third country, or
the international organisation in
guestion ensures an adequate level
of protection. Such transfer shall
not require any further—specific
authorisation.

2. When assessing the
adequacy of the level of protection,
the Commission shal give
consideration to the following
elements:

2. When assessing the adequaey” of
the level of protection, the
Commission all give
consideration ~to the following
elements:

2. When assessing the
adequacy of the level of protection,
the  Commission shal, in
particular, take account of —give
eonsideration—te—the following
elements:

@ the rule of law, relevant
legislation in force, both general
and sectoral, including concerning
public security, defence, nationa
security and crimina law, the
professional rules and security
measures which are complied with
in that country or by that
international organisation, as well
as effective and enforceable rights
including effective administrative
and judicia redress for data
subjects, in particular for those data
subjects residing in the Union
whose persona data are being

(@ the rule of law, relevant
legidation in force, both general
and sectora, including concerning
public security, defence, nationa
security and criminal law as well as
the implementation of this
legislation, the professional rules
and security measures which are
complied with in that country or by
that internationa  organisation,
jurisprudential precedents, as well
as effective and enforceable rights
including effective administrative
and judicial redress for data
subjects, in particular for those data

@ the rule of law, respect for
human rights and fundamental
freedoms, relevant legidation—n
foree”™, both general and sectoral,

data protection e
. bli ity

mi , i rules
and security measures, including
rules for onward transfer of
personal data to another third
country or international
organisation, which are complied
with in that country or by—that
international organisation, as well

285

AT would have preferred including a reference to national security.
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transferred;

subjects residing in the Union
whose personal data are being
transferred;

as the existences of effective and
enforceable data subject rights
Heluding———-and effective
administrative and judicial redress
for data subjects—n—particular—for
I I o ding in
Unien—whose persona data are
being transferred®?®;

(b) the existence and effective
functioning of one or more
independent supervisory authorities
in the third country or international
organisation in question responsible
for ensuring compliance with the
data protection rules, for assisting
and advising the data subjects in
exercising their rights and for co-
operation with the supervisory
authorities of the Union and of
Member States, and

(b) the existence and effective
functioning of one or more
independent supervisory authorities
in the third country or international
organisation in question responsible
for ensuring compliance with the
data protection rules, including
sufficient sanctioning powers, for
assisting and advising the data
subjects in exercising their rights
and for co-operation with the
supervisory authorities of the Union
and of Member States; and

(b) the existence and effective
functioning of one or more
independent supervisory
authorities®® in the third country or
to which an international
organisation H-guestion-is subject,
with responsibleility for ensuring
and enforcing compliance with the
data protection rules including
adequate sanctioning powers for
assisting and advising the data
subjects in exercising their rights
and for co-operation with the
supervisory authorities of the Union
and of Member States;-and

(© the international
commitments the third country or

(c) the international commitments
the third country or international

(c) the international
commitments the third country or

286

287

NL thought that Article 41 was based on fundamental rights and legislation whereas Safe harbour is of a voluntary basis and that it was therefore useful to set out elements of Safe
Harbour in a separate Article. DE asked how Safe Harbour could be set out in Chapter V.
NL queried how strict this independence would need to be assessed. BE suggested adding a reference to independent judicial authorities, FI suggested to refer to 'authorities' tout

court.
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international organisation in
guestion has entered into.

organisation in question has entered
into, in particular any legally
binding conventions or
instruments with respect to the
protection of personal data.

international organisation A
guestion—concerned has entered
into or other obligations arising
from its  participation in
multilateral or regional systems, in
particular in relation to the
protection of personal data.

2a. The European Data
Protection Board shall give the
Commission an opinion®® for the
assessment of the adequacy of the
level of protection in a third
country or international
organization, including for the
assessment whether a third
country or the territory or the
international organization or the
specified sector no longer ensures
an adequate level of protection.

3. The Commission may
decide that a third country, or a
territory or a processing sector
within that third country, or an

3. The Commission mayshall be
empowered to adopt delegated acts
in accordance with Article 86 to
decide that a third country, or a

3. The Commission, after assessing
the adequacy®® of the level of
protection, may decide that a third
country, or a territory or one or

288
289

CZ would prefer stronger language on the COM obligation to request an opinion from the EDPB.
CZ, RO and Sl reservation on giving such power to the Commission. DE thought that stakeholders should be involved in this process. NL and UK indicated that on this point the
proposal seemed to indicate a shift from the 1995 Data Protection Directive, which put the responsibility for assessing a third country's data protection legislation in the first place
with the controller who wanted to transfer personal data.

Version 21/04/15 - Council’s consolidated version of March 2015

Page 414 of 630



international organisation ensures
an adequate level of protection
within the meaning of paragraph 2.
Those implementing acts shall be
adopted in accordance with the
examination procedure referred to
in Article 87(2).

territory or a processing sector
within that third country, or an
international organisation ensures
an adequate level of protection
within the meaning of paragraph 2.
Fhose—implementing—acts—Such
delegated acts shall be-adepted-in
procedure referred to in Article
872 provide for a sunset clause if
they concern a processing sector
and shall be revoked according to
paragraph 5 as soon as an
adequate level of protection
according to this Regulation is no
longer ensured.

mor e specified a-processing-sectors
within that third country, or an
international organisation ensures
an adequate level of protection
within the meaning of paragraph
2*®_ These implementing acts shall
specify its territorial and sectoral
application and, where applicable,
identify the (independent)
supervisory authority(ies)
mentioned in  point(b)  of
paragraph 2. The implementing
act shall be adopted in accordance
with the examination procedure
referred to in Article 87(2)*.

3a. Decisions adopted by the
Commission on the basis of Article
25(6) of Directive 95/46/EC shall
remain in force until amended,
replaced or repealed by the
Commission®” in accordance with

290

291

292

CZ, DE, DK, HR, IT, NL, PL, SK and RO thought an important role should be given to the EDPB in assessing these elements.COM has pointed out that there can be no additional
step in the Comitology procedure, in order to bein line with the Treaties and Regulation 182/2011.
DE queried the follow-up to such decisions and warned against the danger that third countries benefiting from an adegquacy decision might not continue to offer the same level of
data protection. COM indicated there was monitoring of third countries for which an adequacy decision was taken.
Moved from paragraph 8. CZ and AT thought an absolute maximum time period should be set (sunset clause), to which COM was opposed. NL, PT and Sl thought this paragraph 3a
was superfluous or at least unclear. Also RO thought that, if maintained, it should be moved to the end of the Regulation.
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the  examination procedure
referred to in Article 87(2)*%.

4. The implementing act shall
specify its geographica  and
sectoral application, and, where
applicable, identify the supervisory
authority mentioned in point (b) of
paragraph 2.

4. The implementingdelegated act
shall specify its
geographicalterritorial and sectoral
application, and, where applicable,
identify the supervisory authority
mentioned in point (b) of paragraph
2.

deleted

4a. The Commission shall, on an
on-going basis, monitor
developments in third countries
and international organisations
that could affect the elements listed
in paragraph 2 where a delegated
act pursuant to paragraph 3 has
been adopted.

4a. The Commission shall
monitor the functioning of
decisions adopted pursuant to
paragraph 3 and decisions adopted
on the basis of Article 25(6) or
Article  26(4) of Directive
95/46/EC*.

5. The Commission may
decide that a third country, or a
territory or a processing sector
within that third country, or an
international organisation does not
ensure an adequate level of
protection within the meaning of

5. The Commission mayshall be
empowered to adopt delegated acts
in accordance with Article 86 to
decide that a third country, or a
territory or a processing sector
within that third country, or an
international organisation does not

5. The Commission may decide that
a third country, or a territory or a
precessihg—specified sector within
that third country, or an
international organisation dees—net
no longer ensures an adequate level
of protection within the meaning of

293

DE and ES suggested to request the Board for an opinion. COM has pointed out that there can be no additional step in the Comitology procedure, in order to be in line with the
Treaties and Regulation 182/2011. DE asked if a decision in paragraph 3a lasted forever. |E considered paragraph 3a providing necessary flexibility. CZ thought that new States
should not be disadvantaged compared to those having received an adequacy decision under Directive 1995.

204 BE queried about the reference to the 1995 Directive. CZ perceives this as superfluous.
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paragraph 2 of this Article, in
particular in cases where the
relevant legisation, both genera
and sectoral, in force in the third
country or international
organisation, does not guarantee
effective and enforceable rights
including effective administrative
and judicia redress for data
subjects, in particular for those data
subjects residing in the Union
whose persona data are being
transferred. Those implementing
acts shall be adopted in accordance
with the examination procedure
referred to in Article 87(2), or, in
cases of extreme urgency for
individuals with respect to their
right to personal data protection, in
accordance with the procedure
referred to in Article 87(3).

ensure or no longer ensures an
adequate level of protection within
the meaning of paragraph 2 of this
Article, in particular in cases where
the relevant legidlation, both general
and sectoral, in force in the third
country or international
organisation, does not guarantee
effective and enforceable rights
including effective administrative
and judicial redress for data
subjects, in particular for those data
subjects residing in the Union
whose personal data are being
transferred. Fhese—implementing
acts-shall-be-adopted-i-accordance

paragraph 2 and may, where
necessary, repeal, amend or
suspend such decision without
retro-active effect ef-this-Articlein

particular —in cases where the

transferred. These implementing
acts shall be adopted in accordance
with the examination procedure
referred to in Article 87(2), or, in
cases of extreme urgency fer
right to personal data protection, in
accordance with the procedure
referred to in Article 87(3).%®

6. Where the Commission
decides pursuant to paragraph 5,
any transfer of personal data to the
third country, or a territory or a
processing sector within that third

6. Where the Commission decides
pursuant to paragraph 5, any
transfer of personal data to the third
country, or a territory or a
processing sector within that third

6. Where the  Commission
decidesA decison pursuant to
paragraph 5—any is wihtout
prejudice to transfers of persona
data to the third country, or a-the

295

FR and UK suggested the EDPB give an opinion before COM decided to withdraw an adegquacy decision.
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country, or the international
organisation in question shal be
prohibited, without prejudice to
Articles 42 to 44. At the
appropriate time, the Commission
shal enter into consultations with
the third country or international
organisation with a view to
remedying the situation resulting
from the Decision made pursuant to
paragraph 5 of this Article.

country, or the international
organisation in question shall be
prohibited, without prejudice to
Articles 42 to 44. At the appropriate
time, the Commission shall enter
into consultations with the third
country or international
organisation with a view to
remedying the situation resulting
from the Deeiston—decision made
pursuant to paragraph 5 of this
Article.

territory or a—proeessing-specified
sector within that third country, or
the international organisation in
question  shal—be—prohibited;
witheut—prefudice  pursuant to
Articles 42 to 44°° At the

4 .

6a. Prior to adopting a delegated
act pursuant to paragraphs 3 and
5, the Commission shall request
the European Data Protection
Board to provide an opinion on the
adequacy of the level of protection.
To that end, the Commission shall
provide the European Data
Protection Board with  all
necessary documentation,
including correspondence with the
government of the third country,
territory or processing sector
within that third country or the
international organisation.

296

DE asked for the deletion of paragraph 6. DK thought the moment when third countries should be consulted was unclear.
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7. The Commission shall
publish in the Official Journal of
the European Union alist of those
third countries, territories and
processing sectors within a third
country and international
organisations where it has decided
that an adequate level of protection
isor isnot ensured.

7. The Commission shall publish in
the Official Journal of the European
Union and on its website a list of
those third countries, territories and
processing sectors within a third
country and international
organisations where it has decided
that an adequate level of protection
isor isnot ensured.

7. The Commission shal
publish in the Official Journal of
the European Union a list of those
third countries, territories and
proeessing-specified sectors within
a third country and internationa
organisations where-it-has-decided
B e
is-er—s-not—ensured in respect of
which decisions have been taken
pursuant to paragraphs 3, 3a
and>b.

8. Decisions adopted by the
Commission on the basis of Article
25(6) or Article 26(4) of Directive
95/46/EC shall remain in force,
until amended, replaced or repealed
by the Commission.

8. Decisions adopted by the
Commission on the basis of Article
25(6) or Article 26(4) of Directive
95/46/EC shall remain in force until
five years after the entry into force
of this Regulation unless amended,
replaced or repeded by the
Commission before the end of this
period.

deleted
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Article 42

Article 42

Article 42

Transfers by way of appropriate

Transfers by way of appropriate

Transfers by way of appropriate

safeguards safeguards safeguards®’
Amendment 138
1. Where the Commission has | 1. Where the Commission has taken | 1. Wherethe Commission-hastaken

taken no decision pursuant to
Article 41, a controller or processor
may transfer personal datato athird
country or an internationa
organisation only if the controller
or processor has  adduced
appropriate safeguards with respect
to the protection of personal datain
alegally binding instrument.

no decision pursuant to Article 41,
or decidesthat a third country, or a
territory or processing sector
within that third country, or an
international organisation does not
ensure an adequate level of
protection in accordance with
Article 41(5), a controller or
processor may not transfer personal
data to a third country, territory or
an international organisation unless
the controller or processor has
adduced appropriate safeguards
with respect to the protection of
personal data in a legally binding
instrument.

ne—In the absence ofdecision
pursuant to paragraph 3 of Article
41, a controller or processor may
transfer personal data to a third
country or an internationa
organisation only if the controller
or processor has  adduced

appropriate safeguards-with-respect
I ) ; | dota i
R s e = S 120

covering onward transfers.

2. The appropriate safeguards
referred to in paragraph 1 shall be
provided for, in particular, by:

2. The appropriate Uards
referred to in par 1 shall be
provided for,in particular, by:

2. The appropriate safeguards
referred to in paragraph 1 shal-may
be provided for, n

partiedtarwithout  requiring any

297

UK expressed concerns regarding the length of authorisation procedures and the burdens these would put on DPA resources. The use of these procedures regarding data flowsin the
context of cloud computing was also questioned.
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specific authorisation from a
supervisory authority, by:

(c@) a legally binding and
enforceable instrument between
public authorities or bodies?®; or

@ binding corporate rules in
accordance with Article 43; or

(@ binding corporate €S in
accordance wit icle43; or

(@ binding corporate rules A
accordance—with—referred to in
Article43; or

(@a) a valid “European Data
Protection Seal” for the controller
and the recipient in accordance
with paragraph le of Article 39; or

(b) standard data protection
clauses adopted by the
Commission. Those implementing
acts shall be adopted in accordance
with the examination procedure
referred to in Article 87(2); or

deleted

(b) standard data protection clauses
adopted by the Commission—Fhese
- i hatl | I I
in accordance with the examination
procedure referred to in Article
87(2)*; or

(© standard data protection
clauses adopted by a supervisory
authority in accordance with the
consistency mechanism referred to

(c) standard data protecti auses
adopted by a supervisory authority
in accor with the consistency

anism referred to in Article 57

(c) standard data protection clauses
adopted by a supervisory authority

i accordance with the consistency
mopicm referred to in Articl

298

299

HU has serious concerns; the proposed general clause (“a legally binding instrument™) is too vague because the text does not define its content. Furthermore, the text does not
provide for previous examination by the DPA either. HU therefore suggests either deleting this point or subjecting such instrument to the authorisation of the DPA, as it bdieves that
thereisareal risk that transfers based on such a vague instrument might seriously undermine the rights of the data subjects.
FR reservation on the possibility for COM to adopt such standard clauses.
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in Article 57 when declared
generdly valid by the Commission
pursuant to point (b) of Article
62(1); or

when declared generally vali
the Commission pursu 0 point
(b) of Article 62(1):or

when declared generally valid and
adopted by the Commission
pursuant to peint—(b)—ef—Article
62(Hthe examination procedure
referred to in Article 87(2); or

(d) contractual clauses between
the controller or processor and the
recipient of the data authorised by a
supervisory authority in accordance
with paragraph 4.

(d) contractual clauses between the
controller or processor ang” the
recipient of the data authoriged by a
supervisory authority in &ccordance
with paragraph 4.

; hority | I
i -an approved code

of conduct pursuant to Article 38
together  with  binding and
enforceable commitments of the
controller or processor in the third
country to apply the appropriate
safeguards, including as regards
data subjects’ rights ; or

(e an approved certification
mechanism pursuant to Article 39
together  with  binding and
enforceable commitments of the
controller or processor in the third
country to apply the appropriate
safeguards, including as regards
data subjects’ rights.

2a. Subject to the authorisation
from the competent supervisory
authority, the appropriate
safeguards referred  to  in
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paragraph 1 may also be provided
for, in particular, by:

@ contractual clauses
between the controller or
processor and the controller,
processor or the recipient of the
data in the third country or
international organisation; or

() (.)
© ()

(d) provisions to be inserted
into administrative arrangements
between public authorities or
bodies.

3. A transfer based on standard
data protection clauses or binding
corporate rules as referred to in
points (a), (b) or (c) of paragraph 2
shall not require any further
authorisation.

3. A transfer based on standard data
protection clauses, a “European
Data Protection Seal” or binding
corporate rules as referred to in
point (a), (b} (aa) or (c) of
paragraph 2 shall not require any
furtherspecific authorisation.

deleted

4. Where atransfer is based on
contractual clauses as referred to in
point (d) of paragraph 2 of this
Article the controller or processor
shall obtain prior authorisation of
the contractual clauses according to
point (a) of Article 34(1) from the

4. Where a transfer is based on
contractual clauses as referred to in
point (d) of paragraph 2 of this
Article the controller or processor
shall obtain prior authorisation of

the contractual clauses aceerding-to
poeint{(a)-of Article-34(1) from the

deleted
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supervisory authority. If  the
transfer is related to processing
activities which concern data
subjects in another Member State
or other Member States, or
substantially  affect the free
movement of personal data within
the Union, the supervisory
authority  shall apply  the
consistency mechanism referred to
inArticle 57.

supervisory authority. If the transfer
is related to processing activities
which concern data subjects in
another Member State or other
Member States, or substantially
affect the free movement of
personal data within the Union, the
supervisory authority shall apply the
consistency mechanism referred to
inArticle 57.

5. Where the appropriate
safeguards with respect to the
protection of persona data are not
provided for in a legaly binding
instrument, the controller or
processor shall obtain  prior
authorisation for the transfer, or a
set of transfers, or for provisions to
be inserted into administrative
arrangements providing the basis
for such transfer. Such
authorisation by the supervisory
authority shall be in accordance
with point (&) of Article 34(1). If
the transfer is related to processing
activities which concern data
subjects in another Member State
or other Member States, or
substantially  affect the free

5. Where the-appropriate safeguards
" I . :

deleted
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movement of personal data within
the Union, the supervisory
authority  shall apply  the
consistency mechanism referred to
in Article 57. Authorisations by a
supervisory authority on the basis
of Article 26(2) of Directive
95/46/EC shal remain valid, until
amended, replaced or repealed by
that supervisory authority.

shall——apply—the——consistency

hapi : Lo o '
Authorisations by a supervisory
authority on the basis of Article
26(2) of Directive 95/46/EC shall
remain valid; until two years after
the entry into force of this
Regulation unless  amended,
replaced or repealed by that
supervisory authority before the
end of that period.

5a. The supervisory authority
shall apply the consistency
mechanism in the cases referred to
in points (ca), (d), (e) and (f) of
Article 57 (2).

5b.  Authorisations by a
Member State or supervisory
authority on the basis of Article
26(2) of Directive 95/46/EC shall
remain valid until amended,
replaced or repealed by that
supervisory authority®®. Decisions
adopted by the Commission on the
basis of Article 26(4) of Directive

300

UK and ES disagreed with the principle of subjecting non-standardised contracts to prior authorisation by DPAs. IT was thought that this was contrary to the principle of
accountability. DE emphasised the need of monitoring.
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95/46/EC shall remain in force
until  amended, replaced or
repealed by the Commission®* in
accordance with the examination
procedure referred to in Article
87(2)%=

Article 43 Article 43 Article 43
Transfers by way of binding Transfers by wa ing Franstersby-way-ef-bBinding
corporaterules oraterules corporate rules’®
Amendment 139

1 A supervisory  authority
shall in accordance with the
consistency mechanism set out in
Article 58 approve binding
corporate rules, provided that they:

1. AThe supervisory authority shall
in accordance with the consistency
mechanism set out in Article 58
approve binding corporate rules,
provided that they:

1. A—The competent supervisory
authority shall approve®™ binding
corporate rules in accordance with
the consistency mechanism set out
in Article 5857—approve—binding
corperaterules, provided that they:

@ are legaly binding and
apply to and are enforced by every
member within the controller’s or

(a) are legally binding and apply to
and are enforced by every member
within the controller’s group of

(a) are legally binding and apply to
and are enforced by every member
concerned of the within—the

301
302

303

304

AT thought an absolute time period should be set.

DE and ES have suggested to reguest the Board for an opinion. COM has pointed out that there can be no additional step in the Comitology procedure, in order to bein line with the

Treaties and Regulation 182/2011.

NL thought it should be given a wider scope. BE and NL pointed to the need for a transitional regime allowing to 'grandfather' existing BCRs. NL asked whether the BCRs should
also be binding upon employees. Sl thought BCRs should also be possible with regard to some public authorities, but COM stated that it failed to see any cases in the public sector
where BCRs could be applied. HU said that it thought that BCRs were used not only by profit-seeking companies but also by international bodies and NGOs.

DE and UK expressed concerns on the lengthiness and cost of such approval procedures. The question was raised which DPAs should be involved in the approval of such BCRs in

the consistency mechanism.

Version 21/04/15 - Council’s consolidated version of March 2015

Page 426 of 630



processor's group of undertakings,
and include their employees,

undertakings and those external
subcontractors that are covered by
the scope of the binding corporate
rules, and include their employees,

controller’s or processor's group of
undertakings or  group  of
enterprises engaged in a joint
economic activity-and-aetude their
employees;

(b) expressly confer
enforceable rights on data subjects;

(b) expressly confer enforc
rights on data subjects;

(b) expressly confer enforceable
rights on data subjects with regard
to the processing of their personal
data;

(© fulfil the requirementslaid
down in paragraph 2.

(c) fulfil the requirements laid down
in paragraph 2

(c) fulfil the requirements laid
down in paragraph 2.

la. With regard to employment
data, the representatives of the
employees shall be informed about
and, in accordance with Union or
Member State law and practice, be
involved in the drawing-up of
binding corporate rules pursuant
to Article 43.

2. The binding corporate rules
shall at least specify:

2. The binding corporat shall
at least specif

2. The binding corporate rules
referred to in paragraph 1 shall at
least-specify at least :

@ the structure and contact
details of the group of undertakings
and its members;

(@) the structure and contact details
of the group of undertakings and its
members and those external
subcontractors that are covered by
the scope of the binding corporate

(a) the structure and contact details
of the concerned group ef

dhdertakings—and of each of its

members;
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rules;

(b) the data transfers or set of
transfers, including the categories
of personal data, the type of
processing and its purposes, the
type of data subjects affected and
the identification of the third
country or countries in question;

(b) the data transfers or of
transfers, including the categories of
personal data, the type of processing
and its purposes, the type of data
subjects  affeCted and the
identificatjen of the third country or
countries in question;

(b) the data transfers or set
categories of transfers, including
the eategeries—types of personal
data, the type of processing and its
purposes, the type of data subjects
affected and the identification of
the third country or countries in
guestion;

(© their legaly binding nature,
both internally and externally;

(c) their legally binding nature, both
internally and externally;

(c) their legaly binding nature,
both internally and externally;

(d) the general data protection
principles, in particular purpose
limitation, data quality, legal basis
for the processing, processing of
sensitive personal data; measures to
ensure data security; and the
requirements for onward transfers
to organisations which are not
bound by the policies,

(d) the general data protection
principles, in particular purpose
l[imitation, data  minimisation,
limited retention periods, data
guality, data protection by design
and by default, legal basis for the
processing, processing of sensitive
personal data; measures to ensure
data security; and the requirements
for onward transfers to
organisations which are not bound
by the policies;

(d) application of the general data
protection principles, in particular
purpose limitation, data quality,
legal basis for the processing,
processing of sensitive—special
categories of personal data;,
measures to ensure data securitys;,
and the requirements for-in respect

of onward transfers to erganisations
bodies which-are-not bound by the

peketesbinding corporate rules;

(e the rights of data subjects
and the means to exercise these
rights, including the right not to be
subject to a measure based on
profiling in accordance with Article

(e) the rights of data subj and
the means to exerci ese rights,
including the right not to be subject
to a meastre based on profiling in

rdance with Article 20, the

(e) the rights of data subjects in
regard to the processing of their
personal data and the means to
exercise these rights, including the
right not to be subject to a-measdre
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20, the right to lodge a complaint
before the competent supervisory
authority and before the competent
courts of the Member States in
accordance with Article 75, and to
obtain  redress and, where
appropriate, compensation for a
breach of the binding corporate
rules,

right to lodge a complaint beforet
competent supervisory authority
and before the competent edurts of
the Member States in-accordance
with Article 75, dnd to obtain
redress and, ere appropriate,
compensation” for a breach of the
binding corporate rules,

based—en—profiling in accordance
with Article 20, the right to lodge a
complaint before the competent
supervisory authority and before
the competent courts of the
Member States in accordance with
Article 75, and to obtain redress
and, where appropriate,
compensation for a breach of the
binding corporate rules,

(f) the acceptance by the
controller or processor established
on the territory of a Member State
of liability for any breaches of the
binding corporate rules by any
member of the group of
undertakings not established in the
Union; the controller or the
processor may only be exempted
from this liability, in whole or in
part, if he proves that that member
IS not responsible for the event
giving rise to the damage;

(f) the acceptance by the controller
or—processor  established on the
territory of a Member State of
liability for any breaches of the
binding corporate rules by any
member of the group of
undertakings not established in the
Union; the controller er—the
proeessor may only be exempted
from this liability, in whole or in
part, if he proves that that member
iSs not responsible for the event
giving rise to the damage;

(f) the acceptance by the controller
or processor established on the
territory of a Member State of
liability for any breaches of the
binding corporate rules by any

member concerned of-the-greup-of
dhdertakings-not established in the

Union; the controller or the
processor may only be exempted
from this liability, in whole or in
part, H-he-proves-on proving that
that member is not responsible for
the event giving rise to the

damagesOS;

(9) how the information on the
binding corporate rules, in
particular on the provisions referred
to in points (d), (e) and (f) of this

(g9 how the informatio the
binding  corpor rules, in
particular e provisions referred

points (d), (e) and (f) of this

(g) how the information on the
binding corporate rules, in
particular on the provisions referred
to in points (d), (e) and (f) of this

305

DE thought that the reference to exemptions should be deleted here.
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paragraph is provided to the data
subjects in accordance with Article
11,

paragraph is provided to a
subjects in accor with Article
11,

paragraph is provided to the data
subjectsin accordance with Articles
1114 and 142;

(h) the tasks of the data
protection officer designated in
accordance with  Article 35,
including monitoring within the
group  of  undertakings the
compliance with the binding
corporate rules, as wel as
monitoring the training and
complaint handling;

(h) the tasks of the data protection
officer designated in accgrdance
with  Article 35, _ihcluding
monitoring within thé group of
undertakings the eompliance with
the binding corporate rules, as well
as monitoring the training and
complaipt’handling;

(h) the tasks of the—any data
protection officer designated in
accordance with Article 35 or any
other person or entity in charge of
the —heluding—monitoring within
the group of undertakings the
compliance with the binding
corporate rules within the group, as
well as monitoring the training and
complaint handling;

(hh)  the complaint procedures;

(1) the mechanisms within the
group of undertakings aiming at
ensuring the verification  of
compliance with the binding
corporate rules,

(i) the mechanisms within the gro

of undertakings aiming at ensyring
the verification of compliangé with
the binding corporate rules;

(i) the mechanisms within the
group ef-undertakings-aiming-at-for
ensuring the verification  of
compliance with the binding
corporate rules. Such mechanisms
shall include data protection
audits and methods for ensuring
corrective actions to protect the
rights of the data subject. Results
of such verification should be
communicated to the person or
entity referred under point h) and
to the board of the controlling
undertaking or of the group of
enterprises, and should be
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available upon request to the
competent supervisory authority;

() the mechanisms for
reporting and recording changes to
the policies and reporting these
changes to the supervisory
authority;

() the mechanisms for r ing
and recording ch to the
policiesand r ing these changes
to the supervisory authority;

() the mechanisms for reporting
and recording changes to the
pelicies-rules and reporting these
changes to the supervisory
authority;

(k) the co-operation mechanism
with the supervisory authority to
ensure compliance by any member
of the group of undertakings, in
particular by making available to
the supervisory authority the results
of the verifications of the measures
referred to in point (i) of this
paragraph.

(k) the co-operation mech
with the supervisory authority to
ensure compliance by member
of the group of updertakings, in
particular by making available to
the supervi authority the results
of the verifications of the measures
referred to in point (i) of this
paragraph.

(k) the co-operation mechanism
with the supervisory authority to
ensure compliance by any member
of the group—ef—undertakings, in
particular by making available to
the supervisory authority the results
of theverifications of the measures
referred to in point (i) of this
paragraph;3°6

() the mechanisms  for
reporting to the competent
supervisory authority any legal
requirements to which a member
of the group is subject in a third
country which are likely to have a
substantial adverse effect on the
guarantees provided by the
binding corporate rules®’; and

306
307

BE suggested making this more explicit in case of a conflict between the'local’ legislation applicable to a member of the group and the BCR.

CZ expressed concerns about the purpose of this provision and its application. UK found this point very prescriptive and wanted BCRs to be flexible to be able to be used for different

circumstances.
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(m) the appropriate  data
protection training to personnel
having permanent or regular
access to personal data (...).

3. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for
binding corporate rules within the
meaning of this Article, in
particular as regards the criteria for
their approval, the application of
points (b), (d), (¢) and (f) of
paragraph 2 to binding corporate
rules adhered to by processors and
on further necessary requirements
to ensure the protection of personal
data of the data subjects concerned.

3. The Commission shal be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying the
format, procedures, criteria and
requirements for binding corporate
rules within the meaning of this
Article, in particular as regards the
criteriafor their approval, including
transparency for data subjects, the
application of points (b), (d), (e) and
(f) of paragraph 2 to binding
corporate rules adhered to by
processors and on further necessary
requirements to ensure the
protection of persona data of the
data subjects concerned.

[3. The Commission shal be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for
binding corporate rules within the
meaning of this Article, in
particular as regards the criteria for
their approval, the application of
points (b), (d), (¢) and (f) of
paragraph 2 to binding corporate
rules adhered to by processors and
on further necessary requirements
to ensure the protection of personal
data of the data subjects
concerned.]*®

4, The Commission may
specify the format and procedures
for the exchange of information by
electronic means between
controllers, processors and
supervisory authorities for binding

deleted

4. The Commission may specify the
format and procedures for the
exchange of information by
electronic———means——between
controllers, processors and
supervisory authorities for binding

308

CZ, 1T, SE and NL reservation. FR scrutiny reservation regarding (public) archives. RO and HR thought the EDPB should be involved. PL and COM wanted to keep paragraph 3.
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corporate rules within the meaning
of this Article. Those implementing
acts shall be adopted in accordance
with the examination procedure set
out in Article 87(2).

corporate rules within the meaning
of this Article. Those implementing
acts shall be adopted in accordance
with the examination procedure set
out in Article 87(2).

Amendment 140

Article 43a (new)

Transfers or disclosures not
authorised by Union law

1. No judgment of a court or
tribunal and no decison of an
administrative authority of a third
country requiring a controller or
processor to disclose personal data
shall be recognised or be
enforceable in any manner,
without prejudice to a mutual legal
assistance treaty or an
international agreement in force
between the requesting third
country and the Union or a
Member State.

2. Where a judgment of a court or
tribunal or a decison of an
administrative authority of a third
country requests a controller or
processor to disclose personal data,
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the controller or processor and, if
any, the controller's representative,
shall notify the supervisory
authority of the request without
undue delay and must obtain prior
authorisation for the transfer or
disclosure by the supervisory
authority.

3. The supervisory authority shall
assess the compliance of the
requested disclosure with the
Regulation and in particular
whether the disclosure is necessary
and legally required in accordance
with points (d) and (e) of Article
44(1) and Article 44(5). Where
data subjects from other Member
States are affected, the supervisory
authority  shall apply  the
consistency mechanism referred to
in Article 57.

4. The supervisory authority shall
inform the competent national
authority of the request. Without
prgudice to Article 21, the
controller or processor shall also
inform the data subjects of the
request and of the authorisation by
the supervisory authority and
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where applicable inform the data
subject whether personal data was
provided to public authorities
during the last consecutive 12-
month period, pursuant to point
(ha) of Article 14(1).

Article 44 Article44 Article44
Derogations D 5NS Deroggﬂon;sfor o$9 ecific
situations’
Amendment 141
1. In the absence of an| 1. In the absence of an adequacy | 1. In the absence of an adequacy

adequacy decision pursuant to
Article 41 or of appropriate
safeguards pursuant to Article 42, a
transfer or a set of transfers of
persona data to a third country or
an international organisation may
take place only on condition that:

decision pursuant to Article 4Xor of
appropriate safeguards pursuant to
Article 42, a transfezor a set of
transfers of personal” data to a third
country or ~an international
organisationmay take place only on
conditignrthat:

decision pursuant to paragraph 3
of Article 41, or of appropriate
safeguards pursuant to Article 42,
including binding corporate rules
a transfer or a set—category of
transfers of personal data to a third
country or an internationad
organisation may take place only
on condition that:

@ the data subject has
consented to the proposed transfer,
after having been informed of the

(a) the data subject has ted to
the propo er, after having
mformed of the risks of such

(a) the data subject has explicitly*'°
consented to the proposed transfer,
after having been informed of-the

309

310

EE reservation. NL parliamentary reservation. CZ, EE and UK and other delegations that in reality these 'derogations would become the main basis for international data transfers
and this should be acknowledged as such by the text of the Regulation.
UK thought the question of the nature of the consent needed to be discussed in a horizontal manner.
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risks of such transfers due to the
absence of an adequacy decision
and appropriate safeguards; or

transfers due to the absence
adequacy decision and ropriate
safeguards; or

risks—of—that such transfers may
involve risks for the data subject
due to the absence of an adequacy
decision and appropriate
safeguards; or

(b) the transfer is necessary for
the performance of a contract
between the data subject and the
controller or the implementation of
pre-contractual measures taken at
the data subject's request; or

(b) the transfer is necessary for the
performance of a contract between
the data subject and the controller or
the implementation of pre
contractual measures taken at the
data subject's request; or

(b) the transfer is necessary for the
performance of a contract between
the data subject and the controller
or the implementation of pre-
contractual measures taken at the
data subject's request; or

(© the transfer is necessary for
the conclusion or performance of a
contract concluded in the interest of
the data subject between the
controller and another natural or
legal person; or

(c) the transfer is necessary for the
conclusion or performance of a
contract concluded in the interest of
the data subject between the
controller and another natural or
legal person; or

(c) the transfer is necessary for the
conclusion or performance of a
contract concluded in the interest of
the data subject between the
controller and another natural or
legal person; or

(d) the transfer is necessary for
important grounds of public
interest; or

(d) the transfer is n y for
important r S of public
interest;

(d) the transfer is necessary for

important  greunds—reasons  of

public interest®; or

(e the transfer is necessary for
the establishment, exercise or
defence of legal claims; or

(e) the transfer is necessary for the
establishment, exercise or defence
of legal claims; or

(e) the transfer is necessary for the
establishment, exercise or defence
of legal claims; or

311

DE remarked that the effects of (d) in conjunction with paragraph 5 need to be examined, in particular with respect to the transfer of data on the basis of court judgments and
decisions by administrative authorities of third states, and with regard to existing mutual legal assistance treaties. | T reservation on the (subjective) use of the concept of public
interest. HR suggested adding 'which is not overridden by the legal interest of the data subject’.
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(f) the transfer is necessary in
order to protect the vital interests of
the data subject or of another
person, where the data subject is
physically or legaly incapable of
giving consent; or

(f) the transfer is necessary i er
to protect the vita int s of the
data subject or of another person,

where the d bject is physicaly
or | incapable of giving
co t; or

(f) the transfer is necessary in order
to protect the vital interests of the
data subject or of another persons,
where the data subject is physically
or legaly incapable of giving
consent; or

(9) the transfer is made from a
register which according to Union
or Member State law is intended to
provide information to the public
and which is open to consultation
either by the public in general or by
any person who can demonstrate
legitimate interest, to the extent that
the conditions laid down in Union
or Member State law for
consultation are fulfilled in the
particular case; or

(g) the transfer is made from a
register which according to Union
or Member State law is intended to
provide information to the public
and which is open to consultation
either by the public in genera or by
any person who can demonstrate
legitimate interest, to the extent that
the conditions laid down in Union
or Member State law for
consultation are fulfilled in the
particular case.

(g) the transfer is made from a
register which according to Union
or Member State law is intended to
provide information to the public
and which is open to consultation
either by the public in general or by
any person who can demonstrate a
legitimate interest; but only to the
extent that the conditions laid down
in Union or Member State law for
consultation are fulfilled in the
particular case; or

(h) the transfer is necessary for
the purposes of the legitimate
interests pursued by the controller
or the processor, which cannot be
qualified as frequent or massive,
and where the controller or

deleted

(h) the transfer, which is not large
scale or frequent®?, is necessary
for the purposes of the legitimate
interests pursued by the controller
which are not oveerriden by the
interests or rights and freedoms of

312

AT, ES, HU, MT, PL, PT and SI would prefer to have this derogation deleted as they think it is too wide; it was stated that data transfers based on the legitimate interest of the data
controller and directed into third countries that do not provide for an adequate level of protection with regard to the right of the data subjects would entail a serious risk of lowering
the level of protection the EU acquis currently provides for.) DE and ES scrutiny reservation on the terms 'frequent or massive'. DE, supported by SI, proposed to narrow it by
referring to 'overwhelming legitimate interest’. ES proposed to replace it by 'are small-scale and occasional’; UK asked why it was needed to add another qualifier to the legitimate
interest of the transfer and thought that such narrowing down of this derogation was against the risk-based approach.
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processor has assessed al the
circumstances surrounding the data
transfer operation or the set of data
transfer operations and based on
this assessment adduced
appropriate safeguards with respect
to the protection of persona data,
where necessary.

the data subject ertheproecesser;

et I lified
frequent-ermassive-and where the
controller erproecesser-has assessed
al the circumstances surrounding
the data transfer operation or the set
of data transfer operations and
based on this assessment adduced

appropriate—suitable safeguards™®
with respect to the protection of

personal data,-where-necessary.

2. A transfer pursuant to point
(g) of paragraph 1 shall not involve
the entirety of the personal data or
entire categories of the persond
data contained in the register. When
the register is intended for
consultation by persons having a
legitimate interest, the transfer shall
be made only at the request of those
persons or if they are to be the
recipients.

2. A transfer pursuant to point (g) of
paragraph 1 shall not involve the
entirety of the persona data or
entire categories of the persona
data contained in the register. When
the register is intended for
consultation by persons having a
legitimate interest, the transfer shall
be made only at the request of those
persons or if they are to be the
recipients.

2. A transfer pursuant to point (g)
of paragraph 1 shall not involve the
entirety of the persona data or
entire categories of the personal
data contained in the register. When
the register is intended for
consultation by persons having a
legitimate interest, the transfer shall
be made only at the request of those
persons or if they are to be the
recipients.

3. Where the processing is
based on point (h) of paragraph 1,
the controller or processor shall
give particular consideration to the
nature of the data, the purpose and
duration of the proposed processing

deleted

deleted

313

AT and NL reservation: it was unclear how thisreference to appropriate safeguards relates to appropriate safeguardsin Article 42.
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operation or operations, as well as
the situation in the country of
origin, the third country and the
country of final destination, and
adduced appropriate safeguards
with respect to the protection of
persona data, where necessary.

4. Points (b), (¢) and (h) of
paragraph 1 shall not apply to
activities carried out by public
authorities in the exercise of their
public powers.

4. Points (b); and (c) anrd—{h) of
paragraph 1 shal not apply to
activities carried out by public
authorities in the exercise of their
public powers.

4. Points (a), (b), (c) and (h) of
paragraph 1 shall not apply to
activities carried out by public
authorities in the exercise of their
public powers®*,

5. The public interest referred
to in point (d) of paragraph 1 must
be recognised in Union law or in
the law of the Member State to
which the controller is subject.

5. The public interest referredto in
point (d) of paragr must be
recognised in Union law or in the
law of t ember State to which
the centroller is subject.

5. The public interest referred to in
point (d) of paragraph 1 must be
recognised in Union law or in the
national law of the Member State
to which the controller is subject.

5a. In the absence of an
adequacy decision, Union law or
Member State law may, for
important reasons of public
interest, expressly set limits to the
transfer of specific categories of
personal data to a third country or

314

BE scrutiny reservation. FR has a reservation concerning the exception of public authorities.
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an international organisation®™.
Member States shall notify such
provisions to the Commission®,

6. The controller or processor
shall document the assessment as
well as the appropriate safeguards
adduced referred to in point (h) of
paragraph 1 of this Article in the
documentation referred to in Article
28 and shall inform the supervisory

deleted

6. The controller or processor shall
document the assessment as well as
the appropriate-suitable safeguards
addueed-referred to in point (h) of
paragraph 1 ef-this-Asticle-in the
doeumentation-recoreds referred to
in Article 28-and-shall-inform-the

authority of the transfer. supervisory — authority — of — the
e,
7. The Commission shall be | 7. The Commission European Data | deleted

empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
‘important grounds of public
interest’ within the meaning of
point (d) of paragraph 1 as well as
the criteria and requirements for
appropriate safeguards referred to
in point (h) of paragraph 1.

Protection  Board shall be
empowered to-adopt delegated-acts
. I i »

entrusted with the task of issuing
guidelines, recommendations and
best practices in accordance with
point (b) of Article 66(1) for the
purpose of further specifying

‘important  grounds of  public
. * within gt . f oo

(e}t paragraph—1—as—wellas the
criteria  and requirements for

appropriate safeguardsreferred-to-n

315

Sl and UK scrutiny reservation. FR and ES proposed that this provision should be included in another provision.

316 Some delegations (FR, PL, SI) referred to the proposal made by DE (for new Article 42a; 12884/13 DATAPROTECT 117 JAI 689 M1 692 DRS 149 DAPI X 103 FREMP 116 COMI X
473 CODEC 186) and the amendment voted by the European Parliament (Article 43a), which will imply discussions at a later stage.
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peint-{h) data transfers on the basis
of paragraph 1.

Article 45

Article 45

Article 45

I nternational co-operation for the
protection of personal data

I nternational co-operation for the
protection of personal data

I nternational co-operation for the
protection of personal data®’

Amendment 142

1. In relation to third countries
and international organisations, the
Commission and  supervisory
authorities shall take appropriate
steps to:

1. In relation to third countries and
international  organisations,  the
Commission and  supervisory
authorities shall take appropriate
stepsto:

1. In relation to third countries and
international  organisations, the
Commission and  supervisory
authorities shall take appropriate
steps to:

@ develop effective
international co-operation
mechanisms to facilitate the
enforcement of legidation for the
protection of personal data;

(@) develop effective international
co-operation mechanisms  to
faettitate ensure the enforcement of
legidlation for the protection of
personal data;

(@) develop effective-internationa
co-operation mechanisms  to
facilitate the effective enforcement
of legidation for the protection of
personal data;

(b) provide international mutual
assistance in the enforcement of
legislation for the protection of
persona data, including through
notification, complaint referral,
investigative assistance and

(b) provide international ua
assistance in the enf ent of
legidlation for the protection of
persona d including through
notification, complaint referral,
jpvestigative assistance and

(b) provide internationa mutual
assistance in the enforcement of
legidlation for the protection of
personal data, including through
petification,—complaint  referral,
investigative assistance and

s PL thought (part of) Article 45 could be inserted into the preamble. NL, RO and UK also doubted the need for this article in relation to adequacy and thought that any other

international co-operation between DPAs should be dealt with in Chapter VI. NL thought this article could be deleted. ES has made an alternative proposal, set out in 6723/6/13
REV 6 DATAPROTECT 20 JAI 130 MI 131 DRS 34 DAPIX 30 FREMP 15 COMIX 111 CODEC 394.
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information exchange, subject to
appropriate safeguards for the
protection of personal data and
other fundamental rights and
freedoms;

information exchange, subj 0
appropriate  safeguard or the
protection of nal data and
other f ental rights and
fr S,

information exchange, subject to
appropriate safeguards for the
protection of personal data and
other fundamental rights and
freedoms®®;

(© engage relevant
stakeholders in discussion and
activities amed a furthering
international co-operation in the
enforcement of legislation for the
protection of personal data;

(c) engage relevant stakeholders
in discussion and activitiesamed at
furthering internati co-operation
in the enforc t of legidation for
the proteetion of personal data;

(c) engage relevant stakeholders in
discussion and activities aimed at
furthering—promoting international
co-operation in the enforcement of
legislation for the protection of
personal data;

(d) promote the exchange and
documentation of personal data
protection legislation and practice.

d) promote the exchange and
documentation of persona data
protection legislation and practice.;

(d) promote the exchange and
documentation of personal data
protection legislation and practice.

Amendment 143

(da) clarify and consult on
jurisdictional conflicts with third
countries.

2. For the purposes of
paragraph 1, the Commission shall
take appropriate steps to advance
the relationship with third countries
or international organisations, and
in particular their supervisory
authorities, where the Commission

2. For the purposes —of
paragraph 1, the Commission shall
take appropriate st to advance
the relationshipwith third countries
or international organisations, and
in icular their supervisory

orities, where the Commission

deleted

318

AT and FI thought this subparagraph was unclear and required clarification.
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has decided that they ensure an | has decided that they an
adequate level of protection within | adequate level o ection within

the meaning of Article 41(3). the meaning of Article 41(3).
Amendment 144
Article 45a (new)
Report by the Commission

The Commission shall submit to
the European Parliament and the
Council at regular intervals,
starting not later than four years
after the date referred to in Article
91(1), a report on the application
of Articles 40 to 45. For that
purpose, the Commission may
request information from the
Member States and supervisory
authorities, which shall be supplied
without undue delay. The report
shall be made public.
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SECTION1 SECTION1 SECTION1
INDEPENDENT STATUS INDEPENDENT STATUS INDEPENDENT STATUS
Article 46 Article 46 Article 46
Supervisory authority Supervisory authority Supervisory authority®!°

1 Each Member State shall
provide that one or more public
authorities are responsible for
monitoring the application of this
Regulation and for contributing to
its consistent application
throughout the Union, in order to
protect the fundamental rights and
freedoms of natura persons in
relation to the processing of their
persona data and to facilitate the
free flow of persona data within
the Union. For these purposes, the
supervisory authorities shall co-

1. Each Member State shall provige
that one or more public authoyities
are responsible for monitoring the
application of this Reguletion and
for contributing to 18" consistent
application throughaout the Union, in
order to protect the fundamental
rights and freedoms of natural
persons in relétion to the processing
of their fersonal data and to
facilitae the free flow of personal
data Avithin the Union. For these
pUrposes, the supervisory

thorities shall co-operate with

1. Each Member State shall provide

that one or more independent

public authorities are responsible

for monitoring the application of

this Regul ation-and-fer-contributing
) . licati

319

At the request of IT, COM clarified that this DPA could be the same as the one designated/set up under the future Data Protection Directive. ES asked for clarification that a DPA
may be composed of more members, but t thisis already sufficiently clear from the current text. DE indicated that it would require an intra-German consistency mechanism between

theitsvarious DPAs.
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operate with each other and the
Commission.

each other and the Commi

operate with each other and the

la Each supervisory authority
shall contribute to the consistent
application of this Regulation
throughout the Union. For this
purpose, the supervisory
authorities shall co-operate with
each other and the Commission in
accordance with Chapter VI1.

2. Where in a Member State
more than one  supervisory
authority are established, that
Member State shall designate the
supervisory authority ~ which
functions as a single contact point
for the effective participation of
those authorities in the European
Data Protection Board and shall set
out the mechanism to ensure
compliance by the other authorities
with the rules relating to the
consistency mechanism referred to
inArticle 57.

2. Where in a Member State mgre
than one supervisory authority are
established, that Member Staté shall
designate the supervisory Aauthority
which functions as a siygle contact
point for the effectiyve participation
of those authorities’in the European
Data Protection Board and shall set
out the meChanism to ensure
compliance’by the other authorities
with t rules relating to the
consistency mechanism referred to
in Afticle 57.

2. Where in a Member State more
than one supervisory authority are
established, that Member State
shal designate the supervisory
authority which funetions—as—a
e
effective participation of  shall

represent those authorities in the
European Data Protection Board
and shall set out the mechanism to
ensure compliance by the other
authorities with the rules relating to
the consistency mechanism referred
toin Article 57.

3. Each Member State shal
notify to the Commission those
provisons of its law which it
adopts pursuant to this Chapter, by
the date specified in Article 91(2) at

3. Each Member State shall notify
to the Commission t provisions
of its law which-it adopts pursuant
to thi hapter, by the date

ified in Article 91(2) at the

[3. Each Member State shall
notify to the Commission those
provisions of its law which it
adopts pursuant to this Chapter, by
the date specified in Article 91(2) at
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the latest and, without delay, any
subsequent amendment affecting

latest and, without del y
subsequent am t affecting

the latest and, without delay, any
subsequent amendment affecting

them. them. them®® ]
Article 47 Article 47 Article 47
I ndependence I ndependence I ndependence
Amendment 145
1 The supervisory authority | 1. The supervisory authority shall | 1. Fhe-Each supervisory authority

shall act with complete
independence in exercising the
duties and powers entrusted to it.

act with complete independence in
exercising the duties and powers
entrusted to it, notwithstanding co-
operative and consistency
arrangements related to Chapter
VI _of this Regulation.

shall act with complete
independence in performing the
duties’ and exercising the duties
and—powers entrusted to it in
accordance with this Regulation..

2. The members of the
supervisory authority shall, in the
performance of their duties, neither
seek nor take instructions from
anybody.

2. The members of e
supervisory authority shall, in the
performance of their dugies, neither
seek nor take ingtractions from
anybody.

2. The member or members of the
each supervisory authority shall, in
the performance of their duties and
exercise of ther powers in
accordance with this Regulation,
remain  free from external
influence, whether direct or
indirect; and neither seek nor take

instructions from anybody?#.

320
321
322

DE, FR and EE that thought that this paragraph could be moved to the final provisions.

GR scrutiny reservation.

| E reservation: | E thought the latter part of this paragraph was worded too strongly.
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3. Members of the supervisory
authority shall refrain from any
action incompatible with their
duties and shall not, during their
term of office, engage in any
incompatible occupation, whether
gainful or not.

3. Members of the supervisory
authority shall refrain m any
action incompatible~with their
duties and shal not, during their
term of iCe, engage in any
incompatible occupation, whether
gainful or not.

deleted®”

4. Members of the supervisory
authority shall behave, after their
term of office, with integrity and
discretion as regards the acceptance
of appointments and benefits.

4, Members of the supervisory
authority shall behave—after their
term of office,_with integrity and
discretio regards the acceptance
of appointments and benefits.

deleted™

5. Each Member State shall
ensure that the supervisory
authority is provided with the
adequate human, technical and
financial resources, premises and
infrastructure necessary for the
effective performance of its duties
and powers, including those to be
carried out in the context of mutual
assistance, co-operation and
participation in the European Data
Protection Board.

5. Each Member State sh
ensure that the supervisory authaority
is provided with the adequate
human, technical and ~financia
resources, premi and
infrastructure nec y for the
effective performance of its duties
and powers, inCluding those to be
carried out jn the context of mutual
assistance; co-operation and
participation in the European Data
Protéction Board.

5. Each Member State shal
ensure that the—each supervisory
authority is provided with the
adeguate—human, technical and
financial resources, premises and
infrastructure necessary for the
effective performance of its duties
and exercise of its powers,
including those to be carried out in
the context of mutual assistance,
co-operation and participation in
the European Data Protection
Board.

323
324

AT, BE, DE and HU would prefer to reinstate thistext. CZ, EE and SE were satisfied with the deletion.
COM and DE, AT reservation on deletion of paragraphs 3 and 4.
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6. Each Member State shall
ensure that the supervisory
authority hasits own staff which
shall be appointed by and be
subject to the direction of the head
of the supervisory authority.

6. Each Member State stall
ensure that the supervisory aathority
has its own staff ich shall be
appointed by e subject to the
direction the head of the
supervisory authority.

6. Each Member State shall
ensure that the—each supervisory
authority has its own staff which
shall be appeinted—by—and—be
subject to the direction of the
member or members head-of the
supervisory authority.

7. Member States shall ensure
that the supervisory authority is
subject to financia control which
shall not affect its independence.
Member States shall ensure that the
supervisory authority has separate
annual budgets. The budgets shall
be made public.

7. Member States shall ensure
that the supervisory authority is
subject to financial contrel” which
shall not affect its independence.
Member States shall €nsure that the
supervisory authefity has separate
annual budgets. The budgets shal
be made public.

7. Member States shall ensure
that the-each supervisory authority
is subject to financia control®*
which shall not affect its
independence. Member States shall
ensure that the-each supervisory
authority has separate, public,
annual budgets, which may be part
of the overall state or national
budget. Fhe budgetsshal-be-made
public.

Amendment 146

7a. Each Member State shall
ensure that the supervisory
authority shall be accountable to
the national parliament for reasons
of budgetary control.

325

EE reservation.
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Article 48

Article 48

Article 48

General conditionsfor the
members of the supervisory
authority

General conditionsfor the
members of the supervisory
authority

General conditions for the
members of the supervisory
authority

1. Member States  shal
provide that the members of the
supervisory authority must be
appointed either by the parliament
or the government of the Member
State concerned.

1. Member States shall provide t
the members of the supervisory
authority must be appointed either
by the parliament or the government
of the Member State concerned.

1. Member States shall provide that
the member or members of the
each supervisory authority must be
appointed eitherby the parliament
and/or the government of head of
State of the Member State
concerned_or by an independent
body entrusted by Member State
law with the appointment by
means of a transparent
procedure®,

2. The members shal be
chosen from persons whose
independence is beyond doubt and
whose experience and skills
required to perform their duties
notably in the area of protection of
personal data are demonstrated.

2. The members shal be ch
from persons whose independence
is beyond doubt whose
experience and skills” required to
perform their dytiés notably in the
area of proteetion of personal data
are demanstrated.

2. The member or members shall
have the qualifications, be-chosen
from persons whose independence
e
experience and skills required to
perform their duties-retablyin-the

area of protection of personal data
are-demenstratedand exercise their

powers.

326

Several delegations (FR, SE, Sl and UK) thought that other modes of appointment should have been allowed for. FR (and RO) thought that a recital should clarify that " independent

body" also covers courts.
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3. The duties of a member
shall end in the event of the expiry
of the term of office, resignation or

3. The duties of a member shall end
in the event of the expiry” of the
teem of office, resignation or

3. The duties of a member shall end
in the event of the expiry of the
teem of office, resignation or

compulsory retirement in | compulsory irement in | compulsory retirement in

accordance with paragraph 5. accordance paragraph 5. accordance with—paragraph—5the
law of the Member State
concerned®”.

4. A  member may be|4. A member may be dismi or | deleted

dismissed or deprived of the right | deprived of the right to a peasion or

to a pension or other benefits in its | other benefits in its by the

stead by the competent national | competent national”court, if the

court, if the member no longer | member no tonger fulfils the

fulfils the conditions required for | condition required for the

the performance of the duties or is | performrance of the duties or is

guilty of serious misconduct. Hty of serious misconduct.

5. Where the term of office | 5. Where the term of office expires | deleted®”

expires or the member resigns, the
member shall continue to exercise
the duties until a new member is
appointed.

or the member resigns,the member
shall continue to-exercise the duties
until an ember is appointed.

327

328

COM reservation and DE scrutiny reservation on the expression " in accordance with the law of the Member States concerned” . The question is whether this means that the Member
States are being granted the power to define the duties further or whether the wording should be understood as meaning that only congtitutional conditions or other legal framework
conditions (e.g. civil service law) should be taken into account. DE and HU also suggest that rules in the event of death or invalidity be added (see, for example, Article 42(4) of
Regulation (EC) No 45/2001) as well asreferring to a procedure for the nomination of a representative in case the member is prevented from performing his or her duties. CZ, NO,

SE see no need for paragraph 3

COM, DE and AT scrutiny reservation on deletion of paragraphs4 and 5.
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Article 49

Article 49

Article 49

Rules on the establishment of the
supervisory authority

Rules on the establishment of the
supervisory authority

Rules on the establishment of the
supervisory authority®*

Each Member State shall provide
by law within the limits of this

Each Member State shall ide by
law within imits of this

Each Member State shall provide
by law within the limi b

Regulation: R Regulationfor:

@ the establishment and status | (a) the establishm atus of | (a) the establishment and-status-of
of the supervisory authority; the supervi authority; the-each supervisory authority;

(b) the qualifications, | (b) the qualifications, fence | (b) the qualifications—experience
experience and skills required to | and skills required te—perform the | and-skils required to perform the
perform the duties of the members | duties of members of the| duties of the members of the
of the supervisory authority; supervisory authority; supervisory authority®*’;

(© the rules and procedures for
the appointment of the members of
the supervisory authority, as well
the rules on actions or occupations
incompatible with the duties of the
office;

(c) the rules and procedures f e
appointment of the m s of the
supervisory authority; as well the
rules on actiens or occupations
incompattle with the duties of the
offieg,

(c) the rules and procedures for the
appointment of the member or
members of the-each supervisory
authority;—as—well—the—rules—en
ae_tllel lls oF 06 eraHle' S .|ee|;| patible

(d) the duration of the term of
the members of the supervisory
authority which shall be no less
than four years, except for the first

(d) the duration of the t the
members  of supervisory
authorit rch shall be no less than

f years, except for the first

(d) the duration of the term of the
member or members of the-each
supervisory authority which shall
not be ne—less than four years,

329

330

AT scrutiny reservation. DE and FR queried which was the leeway given to Member States by this article as compared to the rules flowing from the previous Articles from the
Regulation. Several delegations (FR, GR, SE, SI UK) thought that some of these rules, in particular those spelled out in subparagraphs (c) and (d) were too detailed.
| E reservation: | E thought these qualifications need not be laid down in law.
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appointment after entry into force
of this Regulation, part of which
may take place for a shorter period
where this is necessary to protect
the independence of the supervisory
authority by means of a staggered
appointment procedure;

appointment after entry into force
this Regulation, part of which"may
take place for a shg period
where this is nec y to protect
the independence of the supervisory
authority means of a staggered
appointment procedure;

except for the first appointment
after entry into force of this
Regulation, part of which may take
place for a shorter period where this
IS necessary to protect the
independence of the supervisory
authority by means of a staggered
appointment procedure;

(e whether the members of the
supervisory authority shall be
eligible for reappointment;

(e) whether the members the
supervisory authority—=shall be
eigiblefor r rtment;

(e) whetherand, if so, for how
many terms the member or
members of the—eachsupervisory
authority shal be eligible for
reappointment;

() the regulations and common
conditions governing the duties of
the members and staff of the
supervisory authority;

(f) the regulations and common
conditions governing the dytiés of
the members and staff” of the
supervisory authority;

(f) the regulations—and—eommen
conditions governing the duties
obligations of the member or
members and staff of the—each
supervisory authority, prohibitions
on actions and occupations
incompatible therewith during and
after the term of office and rules
governing the cessation of
employment;

(9 the rules and procedures on
the termination of the duties of the
members of the supervisory
authority, including in case that

(g) the rules and procedures-on the
termination of t uties of the
members the supervisory

rity, including in case that they

deleted®*

331

CZ, DE scrutiny reservation on deletion of this paint.
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they no longer fulfil the conditions
required for the performance of
their duties or if they are guilty of
serious misconduct.

no longer fulfil the conditiens
required for the mance of
their duties or-ifthey are guilty of
Seri Isconduct.

2. The member or members and
the dtaff of each supervisory
authority shall, in accordance with
Union or Member State law, be
subject to a duty of professional
secrecy both during and after their
term of office, with regard to any
confidential information which
has come to their knowledge in the
course of the performance of their
duties or exercise of their powers

Article 50

Article 50

Article 50

Professional secrecy

Professional secrecy

Professional secrecy>2

Amendment 147

The members and the staff of the
supervisory authority shall be
subject, both during and after their
teem of office, to a duty of
professional secrecy with regard to

The members and the staff of the
supervisory authority shall be
subject, both during and after their
term of office and in conformity
with national legidation and

deleted

332

UK pointed out that also transparency concerns should be taken into acco