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Article 2 - Access to traffic data

Member States shall take adequate measures to allow the authorities responsible for criminal
investigations and prosecutions to have access to the traffic data needed to accomplish their task.

Article 3 - Retention of traffic data and access to data retained

1. The measures envisaged in article 1 include in particular the obligation to retain for the
purpose of criminal investigations and prosecutions, either on the part of the
telecommunications service provider who holds the data in question, or on the part of a
trusted third party, for a period of 12 months minimum and 24 months maximum, the
following categories of traffic data:

a) Data necessary to follow and identify the source of a communication;
b) Data necessary to identify the destination of a communication;

¢) Data necessary to identify the time of a communication;

d) Data necessary to identify the subscriber;

e) Data necessary to identify the communication device.

2. Each Member State shall take the necessary measure in order to determine with the
appropriate precision the exact types of data which must be retained in application of
paragraph. 1. These types of date shall be limited to what is necessary in a democratic
society for criminal investigation and prosecution. These types of data shall not concemn the
content of the exchanged correspondence or the consulted information, in any form, in the
framework of telecommunications.

3. Inimplementing paragraph 2, Member States mform each other on the avancement of their
work and collaborate with the Commission.

4. The measures envisaged in article 1 shall also include access by the authorities responsible
for criminal investigations and prosecutions to data, the retention of which occurred in
application of this article. Each Member State determines the offences for the prosecution of
which access to traffic data will be possible. In doing so, he makes sure that these offences
are sufficiently serious taking into account the limitation of the right to privacy which
constitutes this access. He also makes sure that the following offences as defined in national
law are at Jeast inctuded :

- offences under the CGonvention of the Council of Europe no.185 on
cybercrime of 23 November 2001

- participation in a criminal organisation ,

- terrorism,

- trafficking in human beings,

- sexual exploitation of children and child pornography,
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illicit trafficking in narcotic drugs and psychotropic substances,

illicit trafficking in weapons, munitions and explosives,

corruption,

fraud, including that affecting the financial interests of the European
Communities within the meaning of the Convention of 26 July 1995 on
the protection of the European Communities' financial interests,
laundering of the proceeds of crime,

counterfeiting of the euro,

computer-related crime,

environmental crime, including illicit trafficking in endangered animal
species and in endangered plant species and varieties, '
facilitation of unauthorised entry and residence, .

murder, grievous bodily injury,

illicit trade in human organs and tissue,

kidnapping, illegal restraint and hostage-taking,

racism and xenophobia,

organised or armed robbery,

illicit trafficking in cultural goods, including antiques and works of art,
swindling, '

racketeering and extortion,

counterfeiting and product piracy,

forgery of administrative documents and trafficking therein,

forgery of means of payment, '

illicit trafficking in hormonal substances and other growth promoters,
illicit trafficking in nuclear or radioactive materials,

motor vehicle crime,

rape,

arson,

crimes within the jurisdiction of the International Criminal Tribunal,
unlawful seizure of aircraft/ships,

sabotage.

Article 4 — Procedural rules and data protection

I. Inimplementing article 3, Member States take the necessary.measure to make sure that :

Access to retained traffic data is given only to judicial authorities or, in the extent that
they have autonomous power in criminal investigation prosecution, to police authorities;
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Access to retained traffic:data is not authorised when other measures are possible which - - -
are less intrusive in terms of privacy and leading to similar results regarding criminal
_investigation and prosecution,

The process to be followed in order to get access to retained traffic data is defined with
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_ precision;
- Confidentiality and integrity of retained traffic data are ensured,

- Datato which access has not been asked at the end of the period of mandatory retention
are destroyed ; '

- Providers of tefecommunication services respect the obligation of data retention.

2. Rules mentioned in paragraph 1 are without prejudice to the rules applicable in national law to
access to data during their transmission, including tracking, interception and recording of
telecommunications.

Article 5 — Obligation to execute a decision of access to retained traffic data

Member States shall undertake to execute, in conformity with this framework decision and on
the basis of the principle of mutual recognition, any decision of access to retained traffic data
taken by a competent authority of a Member State on the ground of provisions adopted in this

Member State in order to implement articles 3 and 4 and transmitted in accordance with article
6to 8.

Article 6 — Determination of the competent authorities

1. The issuing authority shall be the authority of the issuing State which is competent to issue
a decision of access to retained traffic data by virtue of the law of the issuing State.

* 2. The executing authority shall be judicial authority of the executing State which is
competent by virtue of the law of the executing State.

3. Each Member State shall inform the General Secretariat of the Council of the competent
authorities under its law.

Article 7 — Transmission of the decision of access to retained traffic data

1. A decision of access to retained traffic data may be transmitted by the issuing authority to
the executing authority of a Member State in which the provider of telecommunications
services which must have retained the concerned traffic data is located.

2. The decision is accompanied with the following infonnation, in the form of certificate - - -
mentioned in paragraph 3:

a) the issuing authority;
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