- Council of the
European Union

Interinstitutional File:
2012/0011 (COD)

Brussels, 8 October 2015
(OR. en)

12733/1/15

REV 1

LIMITE
DATAPROTECT 157

JAI 721
MI 610
DIGIT 70
DAPIX 165
FREMP 205
COMIX 469
CODEC 1302

NOTE

From: Presidency

To: Delegations

No. prev. doc.: 12196/15, 11696/15

Subject: Proposal for a Regulation of the European Parliament and of the Council
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- Chapter Il - Presidency de-briefing on the outcome of the trilogue on
16/17 September 2015 and Preparation for trilogue

1. On16™and 17" September 2015, and on 29™ September 2015, the representatives of the
Council, the European Parliament and the Commission discussed in a trilogue on the General

Data Protection Regulation the provisions related to chapter 11 on principles and to chapter IlI

on the rights of the data subject. The Presidency’s interventions were based on the Council’s

General Approach and the discussions that took place in the DAPIX meetings of 23 July
2015 and 2" September 2015, and in the JHA Counsellors meetings of 7" and 11" September

2015.

Delegations have already received a written debrief on chapter Il in document 12196/15.
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As regards chapter 111, tentative solutions could be found on a number of provisions. These
are indicated in the 4™ column. Delegations will note that the Council’s General Approach
could be maintained on a significant amount of issues. Still, on a certain number of elements,
the positions of the co-legislators are diverging. Seeking the additional views of delegations
on these remaining open issues, the Presidency considers they need to be looked at

comprehensively in a spirit of compromise.

2 In Article 4(7) relating to the definition of ‘recipient’, the European Parliament expressed
strong concerns about the Council’s addition “however, authorities which may receive data in
the framework of a particular inquiry shall not be regarded as recipients” which it considered
as a potential loophole. The Presidency considers that Article 21 allows Member States to
foresee derogations for public authorities, accompanied by necessary safeguards. Delegations
are invited to indicate their flexibility on the addition in definition (7).

3. In Article 12(4), the European Parliament insisted on a reference to “information and action
taken” where the Council’s General Approach refers to “information and communication” to
be provided by the controller. In a spirit of compromise, the co-legislators tentatively agreed
on referring to information, communication and action taken.

Based on the Council’s General Approach, the European Parliament also insisted on including
Article 15 in Article 12(4) in order to ensure that the right of access is also provided free of
charge — unless requests are manifestly unfounded or excessive in which case the controller
can either refuse to act or charge a reasonable fee. In Article 15, the Council’s General
Approach had already foreseen that this right can be exercised free of charge and at
reasonable intervals. The notion of “reasonable intervals” suggests a certain room for
manoeuver for the controller in the same way as the reference to “manifestly unfounded or
excessive requests” in Article 12(4). Therefore, Article 15 has been included in the list of
Articles in Article 12(4) and Article 15(1) has been adapted accordingly. The Presidency
considers these adaptations as more complete, without changing the objective of the Council’s

General Approach.
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When it comes to Article 13a, the European Parliament gave the following explanations on
the use of icons:
- The icons are to be provided at the same time as the information in Articles 14
and 14a;

- The icons have to be defined in a harmonised way, via delegated acts. The
European Parliament therefore no longer insists on defining the icons in the
Regulation;

- The icons are to be provided on a mandatory basis by controllers, except for
SMEs.

The Presidency insisted on a voluntary scheme. The following text is proposed by the
European Parliament: “The information pursuant to Article 14 shall be provided also by
standardised icons showing the data subject a meaningful overview of the intended
processing. These icons shall be presented in an easily visible and clearly legible way. Where
the icons are presented electronically, they shall be machine readable. “ Further, the
European Parliament suggests a delegated act to empower the Commission “to specify and
make binding the exact information to be presented by the icons as well as the procedures for

providing standardised icons”.

Based on the French proposal during the negotiations in Council leading up to the General
Approach, and in order to find a compromise with the European Parliament, the Presidency
suggests delegations to consider the following wording: “In order to ensure that the
information to be provided to the data subjects according to this Regulation will be presented
in an easily visible and clearly legible way and will appear in a language easily understood
by the data subjects concerned, the Commission shall be empowered to adopt delegated acts
in accordance with Article 86 for the purpose to set out the requirements for such icons.”
This does not preclude the European Data Protection Board, on the basis of Article 66, to

issue guidelines, recommendations and best practices on such icons.

Delegations are invited to comment on these options.
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5. When it comes to the two-step structure in both Articles 14 and 14a relating to the
information to be provided to the data subject, the European Parliament prefers to have the
information in Article 14(1a) and Article 14a(2) to be provided in all cases, “if applicable”.
The Presidency, while insisting on the more proportionate approach of the Council, invites

comments from delegations on this point.

6.  Asregards Articles 14(1a(h)) and 14a(2(h)) of the Council’s General Approach relating to the
existence of automated decision making including profiling and information concerning the
logic involved , the European Parliament could accept such a reference on the condition that it
would be aligned with the wording of Article 12 of Directive 1995/46/EC. Delegations are

invited to indicate their flexibility on this point as indicated in the 4™ column.

7. In Article 14a(2)(g), the European Parliament proposes that “where the data originate from
publicly accessible sources, a general indication may be given”. The Presidency considers
that, in a spirit of compromise, the following wording could be acceptable: ““(g) from which
source the personal data originate and whether it came from publicly accessible sources”.

Delegations are invited to indicate their flexibility in this regard.

8.  In Article 14a(4)(b), the European Parliament wants to limit the exemption to only “data that
are processed in the public interest for archiving purposes, or for historical, statistical or
scientific research purposes”. Notwithstanding an agreement on the exact wording when it
comes to these purposes, the Presidency considers such a restriction as not acceptable, but
suggests, in a spirit of compromise, to base the exemption on the wording of Directive
1995/46/EC, as indicated in the 4™ column.

9. Inrelation to Article 14a(4)(d), the European Parliament suggests to complete the
Presidency’s compromise suggestion by a reference to “statutory obligation”. The
Commission, concerned about the potentially large exemption from the obligation to provide
information, suggests the following wording: “where the provision of such information will
impair the rights and freedoms of others, as defined in Union or member State law in
accordance with Article 21, including where the data must remain confidential for such

reasons”. Delegations are invited to comment on this option.
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10.

11.

12.

13.

14.

In Article 15(1b), the European Parliament understands the “copy of the personal data
undergoing processing” as referring to a first communication of those personal data as
provided in accordance with Article 15(1) which should be provided free of charge. The
Presidency takes the view that Article 15(1), when referring to the access to the data, means a
first copy and therefore Article 15(1b) covers the situation where further copies are requested
by the data subject, for which a reasonable fee can be charged. Delegations are invited to
confirm the Presidency’s reading.

Furthermore, the European Parliament wants a reference that such requests can be made
electronically and that the information shall be provided in an electronic and machine-

readable format. The Presidency considers this as acceptable.

In relation to Article 17, the European Parliament can accept the substance of Article 17(1a)
relating to information society services, but for reasons of readability of the Article, suggests
to move it as a new point (f) in Article 17(1) without changing the content. The Presidency

takes the view that this is acceptable.

The European Parliament insists on a delegated act for the Commission in Article 17(9),
while being flexible on the exact specifications that such a delegated act would have to cover.
The Presidency considers there could be merit in such a harmonised application of this

Article. Delegations are invited to indicate their flexibility as regards this point.

In Article 17a(3), the European Parliament expresses concerns about the reference to
“important public interest” with no further safeguards. The co-legislators tentatively agreed to
frame this provision drawing on the wording of Article 21: “important public interest of the
Union or of a Member State”. The Presidency takes the view that this is acceptable.

In its Article 20(1), the European Parliament foresees a right to object to profiling. The
Presidency insisted on the Council’s General Approach to automated individual decision
making in Article 20. In view of finding a compromise, the European Parliament could accept
an explicit reference to profiling in Article 19(1). Delegations are invited to comment on this,
keeping in mind that such a right to object to profiling cannot be exercised in the cases listed
in Article 20(1a).
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15. Taking into account the overall balance of this chapter, subject to alignment of the relevant
recitals, and recalling that nothing is agreed until everything is agreed, the Presidency invites

the views of delegations on these issues.
The markings in this table are to be read as follows:

— Second column with first reading Position of the European Parliament: new text is marked in
bold italics; deleted parts of the text are marked in strikethrough, text identical with the
Commission proposal is marked - with a diagonal line in the box.

— Third column with General Approach of the Council: new text is marked in bold italics; deleted
parts of the text are marked in strikethrough, parts of the text that have been moved up or down

are marked in bold.

— Fourth column: the diagonal line in the box indicates that the text is identical for all three

institutions; text tentatively agreed is included.
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ANNEX

COM (2012)0011

EP Position / First Reading

Council General Approach
(15/06/2015)

Comments / compromise
suggestions

(46) The principle of transparency
requires that any information
addressed to the public or to the data
subject should be easily accessible
and easy to understand, and that clear
and plain language is used. This is in
particular relevant where in situations,
such as online advertising, the
proliferation of actors and the
technological complexity of practice
makes it difficult for the data subject
to know and understand if personal
data relating to them are being
collected, by whom and for what
purpose. Given that children deserve
specific protection, any information
and communication, where
processing is addressed specifically to
a child, should be in such a clear and
plain language that the child can
easily understand.

(46) The principle of
transparency requires that any
information addressed to the
public or to the data subject
should be easily accessible and
easy to understand, and that clear
and plain language is used. This
is in particular relevant where in
situations, such as online
advertising, the proliferation of
actors and the technological
complexity of practice makes it
difficult for the data subject to
know and understand if personal
data relating to him or her are
being collected, by whom and for
what purpose. Given that
children deserve specific
protection, any information and
communication, where
processing is addressed
specifically to a child, should be

(46) The principle of transparency
requires that any information
addressed to the public or to the
data subject should be easily
accessible and easy to understand,
and that clear and plain language
and, additionally, where
appropriate, visualisation is used.
This information could be
provided in electronic form, for
example, when addressed to the
public, through a website. This is
in particular relevant where in
situations, such as online
advertising, the proliferation of
actors and the technological
complexity of practice makes it
difficult for the data subject to
know and understand if personal
data relating to them are being
collected, by whom and for what
purpose. Given that children

To be aligned with the relevant
article(s)
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in such a clear and plain
language that the child can easily
understand.

deserve specific protection, any
information and communication,
where processing is addressed
speetfically-to a child, should be in
such a clear and plain language that
the child can easily understand.

Amendment 23

(47) Modalities should be provided
for facilitating the data subject’s
exercise of their rights provided by
this Regulation, including
mechanisms to request, free of charge,
in particular access to data,
rectification, erasure and to exercise
the right to object. The controller
should be obliged to respond to
requests of the data subject within a
fixed deadline and give reasons, in
case he does not comply with the data
subject's request.

(47) Modalities should be
provided for facilitating the data
subject’s exercise of his or her
rights provided by this
Regulation, including
mechanisms to reguest-obtain,
free of charge, in particular
access to data, rectification,
erasure and to exercise the right
to object. The controller should
be obliged to respond to requests
of the data subject within a fixed
reasonable deadline and give
reasons, in case he does not
comply with the data subject’s
request.

(47) Modalities should be provided
for facilitating the data subject’s
exercise of their rights provided by
this Regulation, including
mechanisms to request, free-of
charge; in particular access to data,
rectification, erasure and to exercise
the right to object. Thus the
controller should also provide
means for requests to be made
electronically, especially where
personal data are processed by
electronic means. The controller
should be obliged to respond to
requests of the data subject without
undue delay and at the latest
within a fixed deadline of one
month and give reasons where the
controller €ase-he does not
intend to comply with the data
subject's request.

To be aligned with the relevant
article(s)
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Amendment 24

(48) The principles of fair and

transparent processing require that the

data subject should be informed in
particular of the existence of the

processing operation and its purposes,

how long the data will be stored, on
the existence of the right of access,
rectification or erasure and on the

right to lodge a complaint. Where the

data are collected from the data
subject, the data subject should also

be informed whether they are obliged

to provide the data and of the
consequences, in cases they do not
provide such data.

(48) The principles of fair and
transparent processing require that
the data subject should be
informed in particular of the
existence of the processing
operation and its purposes, how
long the data will be likely stored
for each purpose, if the data are
to be transferred to third parties
or third countries, on the
existence of measures to object
and of the right of access,
rectification or erasure and on the
right to lodge a complaint. Where
the data are collected from the data
subject, the data subject should
also be informed whether they are
obliged to provide the data and of
the consequences, in cases they do
not provide such data. This
information should be provided,
which can also mean made
readily available, to the data
subject after the provision of
simplified information in the
form of standardised icons. This
should also mean that personal
data are processed in a way that
effectively allows the data subject
to exercise his or her rights.

(48) The principles of fair and
transparent processing require that
the data subject should be informed
inparticular of the existence of the
processing operation and its
purposes-hew-tong-the-data-wit-be
stﬁeled 9"' the _e;_uste_nee oFthe right
and on the right to lodge a
complaint: The controller should
provide the data subject with any
further information necessary to
guarantee fair and transparent
processing. Furthermore the data
subject should be informed about
the existence of profiling, and the
consequences of such profiling.
Where the data are collected from
the data subject, the data subject
should also be informed whether
they are obliged to provide the data
and of the consequences, in cases
they do not provide such data.

To be aligned with the relevant
article(s)
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(49) The information in relation to the
processing of personal data relating to
the data subject should be given to
them at the time of collection, or,
where the data are not collected from
the data subject, within a reasonable
period, depending on the
circumstances of the case. Where data
can be legitimately disclosed to
another recipient, the data subject
should be informed when the data are
first disclosed to the recipient.

(49) The information in relation
to the processing of personal
data relating to the data subje
should be given to them at t
time of collection, or, wherg the
data are not collected from the
data subject, within a regéonable
period, depending on t
circumstances of the case. Where
data can be legitimatgly
disclosed to anothey recipient,
the data subject should be
informed when the data are first
disclosed to the/recipient.

(49) The information in relation to
the processing of personal data
relating to the data subject should
be given to them at the time of
collection, or, where the data are
not collected from the data subject,
within a reasonable period,
depending on the circumstances of
the case. Where data can be
legitimately disclosed to another
recipient, the data subject should be
informed when the data are first
disclosed to the recipient. Where
the controller intends to process
the data for a purpose other than
the one for which the data were
collected the controller should
provide the data subject prior to
that further processing with
information on that other purpose
and other necessary information.
Where the origin of the data could
not be provided to the data subject
because various sources have been
used, the information should be
provided in a general manner.

To be aligned with the relevant
article(s)
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Amendment 25

(50) However, it is not necessary to
impose this obligation where the data
subject already disposes of this
information, or where the recording or
disclosure of the data is expressly laid
down by law, or where the provision
of information to the data subject
proves impossible or would involve
disproportionate efforts. The latter
could be particularly the case where

(50) However, it is not necessary
to impose this obligation where
the data subject already dispeses
of knows this information, or
where the recording or disclosure
of the data is expressly laid down
by law, or where the provision of
information to the data subject
proves impossible or would
involve disproportionate efforts.

(50) However, it is not necessary to
impose this obligation where the
data subject already dispeses
possesses ef-this information, or
where the recording or disclosure of
the data is expressly laid down by
law, or where the provision of
information to the data subject
proves impossible or would involve
disproportionate efforts. The latter

To be aligned with the relevant
article(s)

processing is for historical, statistical | Fhelattercould-be-particularly could be particularly the case where
or scientific research purposes; in this | the-case-where-processing-isfor | processing is for archiving purpose
regard, the number of data subjects, historical,-statistical-or-scientific | in the public interest, for historical,
the age of the data, and any research-purpeses;-in-thisregard; | statistical or scientific
compensatory measures adopted may | the-number-of data-subjects-the | researchpurposes; in this regard, the
be taken into consideration. age-of the-data,and-any number of data subjects, the age of
compensatory-measures-adopted | the data, and any eempensatory
may-be-taken-into-consideration: | measures-appropriate safeguards
adopted may be taken into
consideration.
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Amendment 26

(51) Any person should have the right
of access to data which has been
collected concerning them, and to
exercise this right easily, in order to
be aware and verify the lawfulness of
the processing. Every data subject
should therefore have the right to
know and obtain communication in
particular for what purposes the data
are processed, for what period, which
recipients receive the data, what is the
logic of the data that are undergoing
the processing and what might be, at
least when based on profiling, the
consequences of such processing. This
right should not adversely affect the
rights and freedoms of others,
including trade secrets or intellectual
property and in particular the
copyright protecting the software.
However, the result of these
considerations should not be that all
information is refused to the data
subject.

(51) Any person should have the
right of access to data which
have been collected concerning
them, and to exercise this right
easily, in order to be aware and
verify the lawfulness of the
processing. Every data subject
should therefore have the right to
know and obtain communication
in particular for what purposes
the data are processed, for what
estimated period, which
recipients receive the data, what
is the general logic of the data
that are undergoing the
processing and what might be-at
least-when-based-en-profiting; the
consequences of such processing.
This right should not adversely
affect the rights and freedoms of
others, including trade secrets or
intellectual property ane-in
partictlar, such as in relation to
the copyright protecting the
software. However, the result of
these considerations should not
be that all information is refused
to the data subject.

(51) Any-A natural person should
have the right of access to data
which has been collected
concerning themhim or her, and to
exercise this right easily and at
reasonable intervals, in order to be
aware of and verify the lawfulness
of the processing. This includes
the right for individuals to have
access to their personal data
concerning their health, for
example the data in their medical
records containing such
information as diagnosis,
examination results, assessments
by treating physicians and any
treatment or interventions
provided. Every data subject
should therefore have the right to
know and obtain communication in
particular for what purposes the
data are processed, where possible
for what period, which recipients
receive the data, what is the logic
involved in any automatic ef-the
data that are undergoing the
processing and what might be, at
least when based on profiling, the
consequences of such processing.

To be aligned with the relevant
article(s)
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This right should not adversely
affect the rights and freedoms of
others, including trade secrets or
intellectual property and in
particular the copyright protecting
the software. However, the result of
these considerations should not be
that all information is refused to the
data subject. Where the controller
processes a large quantity of
information concerning the data
subject, the controller may request
that before the information is
delivered the data subject specify
to which information or to which
processing activities the request
relates.

(52) The controller should use all
reasonable measures to verify the
identity of a data subject that requests
access, in particular in the context of
online services and online identifiers.
A controller should not retain personal
data for the unique purpose of being
able to react to potential requests.

(52) The controller should use
reasonable measures to veri
identity of a data subject that
requests access, in particular in
the context of onling/Services and
online identifiers,/A controller
should not retgi personal data
for the unigue purpose of being
able to react to potential requests.

the

(52) The controller should use all
reasonable measures to verify the
identity of a data subject thatwho
requests access, in particular in the
context of online services and
online identifiers. Identification
should include the digital
identification of a data subject, for
example through authentication
mechanism such as the same
credentials, used by the data
subject to log-into the on-line

To be aligned with the relevant
article(s)
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service offered by the data
controller. A controller should not
retain personal data for the unigue
sole purpose of being able to react
to potential requests.

Amendment 27

(53) Any person should have the right
to have personal data concerning them
rectified and a 'right to be forgotten’
where the retention of such data is not
in compliance with this Regulation. In
particular, data subjects should have
the right that their personal data are
erased and no longer processed, where
the data are no longer necessary in
relation to the purposes for which the
data are collected or otherwise
processed, where data subjects have
withdrawn their consent for
processing or where they object to the
processing of personal data
concerning them or where the
processing of their personal data
otherwise does not comply with this
Regulation. This right is particularly
relevant, when the data subject has
given their consent as a child, when

(53) Any person should have the
right to have personal data
concerning them rectified and a
'right to be-fergetten-erasure’
where the retention of such data
is not in compliance with this
Regulation. In particular, data
subjects should have the right
that their personal data are erased
and no longer processed, where
the data are no longer necessary
in relation to the purposes for
which the data are collected or
otherwise processed, where data
subjects have withdrawn their
consent for processing or where
they object to the processing of
personal data concerning them or
where the processing of their
personal data otherwise does not
comply with this Regulation.

(53) Any A natural person should
have the right to have personal data
concerning them rectified and a
'right to be forgotten' where the
retention of such data is not in
compliance with this Regulation or
with Union or Member State law to
which the controller is subject. In
particular, data subjects should
have the right that their personal
data are erased and no longer
processed, where the data are no
longer necessary in relation to the
purposes for which the data are
collected or otherwise processed,
where data subjects have withdrawn
their consent for processing or
where they object to the processing
of personal data concerning them or
where the processing of their
personal data otherwise does not

To be aligned with the relevant
article(s)

not being fully aware of the risks Fhisrightis-particularhy-relevant; | comply with this Regulation. This

right is particttarhy in particular
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involved by the processing, and later
wants to remove such personal data
especially on the Internet. However,
the further retention of the data should
be allowed where it is necessary for
historical, statistical and scientific
research purposes, for reasons of
public interest in the area of public
health, for exercising the right of
freedom of expression, when required
by law or where there is a reason to
restrict the processing of the data
instead of erasing them.

Internet-However, the further
retention of the data should be
allowed where it is necessary for
historical, statistical and
scientific research purposes, for
reasons of public interest in the
area of public health, for
exercising the right of freedom of
expression, when required by law
or where there is a reason to
restrict the processing of the data
instead of erasing them. Also, the
right to erasure should not apply
when the retention of personal
data is necessary for the
performance of a contract with
the data subject, or when there

is a legal obligation to retain
this data.

relevant, when the data subject has
given their consent as a child, when
not being fully aware of the risks
involved by the processing, and
later wants to remove such personal
data especially on the Internet. The
data subject should be able to exercise
this right notwithstanding the fact
that he or she is no longer a child.
However, the further retention of
the data should be aHewed lawful
where it is necessary fer-historical;
purpesesforreasens-of public

for exercising the right of freedom
of expression and information, for
compliance with a legal obligation,
for the performance of a task
carried out in the public interest or
in the exercise of official authority
vested in the controller, for
reasons of public interest in the
area of public health, for
archiving purposes in the public
interest, for historical, statistical
and scientific purposes or for the
establishment, exercise or defence

of legal claims-whenreguired-by

law-orwhere- there-is-areasonto
et 1 . f the d
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Amendment 28
(54) To strengthen the 'right to be (54) To strengthen the 'right to be | (54) To strengthen the 'right to be To be aligned with the relevant
forgotten' in the online environment, | forgotten-erasure' in the online | forgotten' in the online article(s)
the right to erasure should also be environment, the right to erasure | environment, the right to erasure
extended in such a way that a should also be extended in such a | should also be extended in such a
controller who has made the personal | way that a controller who has way that a controller who has made
data public should be obliged to made the personal data public the personal data public should be
inform third parties which are without legal justification should | obliged to inform third-parties the
processing such data that a data be obliged to inform-third-parties | controllers which are processing
subject requests them to erase any which-are-processing-such-data such data thata-data-subjeet
links to, or copies or replications of that-a-data-subjectrequests-them | requests-them to erase any links to,
that personal data. To ensure this to-erase-any-Hnks-to-ercopies-or | or copies or replications of that
information, the controller should take | replications-efthatpersenal-data- | personal data. To ensure this the
all reasonable steps, including Fo-ensure-this-information,-the above mentioned information, the
technical measures, in relation to data | eentroHershould-take-al controller should take alreasonable
for the publication of which the reasonable-steps;-including steps, taking into account available
controller is responsible. In relation to | technical-measures,tr+elationte | technology and the means
a third party publication of personal data-for-the-publication-ofwhich | available to the controller,
data, the controller should be the controller is responsible. In including technical measures, in
considered responsible for the relation-to-a-third-party relation to data for the publication
publication, where the controller has | publication-of personal-datar-the | of which the controller is
authorised the publication by the third | eontrolershould-be-considered | responsible. {a-relation-to-a-third
party. responsible for the publication, party publication of personal data,
where the controller has the controller should be considered
horised t blication by ible-for the publication.
third-party-take all necessary where the controller has authorised
steps to have the data erased, the-publication-by-the-third-party-
including by third parties,
without prejudice to the right of
the data subject to claim
compensation.
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Amendment 29

(54a) Data which are contested
by the data subject and whose
accuracy or inaccuracy cannot
be determined should be blocked
until the issue is cleared.

To be aligned with the relevant
article(s)

(54a) Methods to restrict
processing of personal data could
include, inter alia, temporarily
moving the selected data to
another processing system or
making the selected data
unavailable to users or temporarily
removing published data from a
website. In automated filing
systems the restriction of
processing of personal data should
in principle be ensured by
technical means; the fact that the
processing of personal data is
restricted should be indicated in
the system in such a way that it is
clear that the processing of the
personal data is restricted.

To be aligned with the relevant
article(s)
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Amendment 30

(55) To further strengthen the control
over their own data and their right of
access, data subjects should have the
right, where personal data are
processed by electronic means and in
a structured and commonly used
format, to obtain a copy of the data
concerning them also in commonly
used electronic format. The data
subject should also be allowed to
transmit those data, which they have
provided, from one automated
application, such as a social network,
into another one. This should apply
where the data subject provided the
data to the automated processing
system, based on their consent or in
the performance of a contract.

(55) To further strengthen the
control over their own data and
their right of access, data subjects
should have the right, where
personal data are processed by
electronic means and in a
structured and commonly used
format, to obtain a copy of the
data concerning them also in
commonly used electronic
format. The data subject should
also be allowed to transmit those
data, which they have provided,
from one automated application,
such as a social network, into
another one. Data controllers
should be encouraged to develop
interoperable formats that
enable data portability. This
should apply where the data
subject provided the data to the
automated processing system,
based on theirhis or her consent
or in the performance of a
contract. Providers of
information society services
should not make the transfer of
those data mandatory for the
provision of their services.

(55) To further strengthen the
control over their own data and
heir riaht of d bi
ight-where the
processing of personal data are
processed-is carried out by
electronic automated means ang-in
a structured and commonly used
format,to-obtaina-copy-of-the-data
e i leo i I
used-electronicformat—The the data
subject should also be allowed to
transmit-receivethese-the personal
data concerning him or her, which

they-have he or she has provided ;
such-as-a-socikal-networknto to a
controller, in a structured and
commonly used and machine-
readable format and transmit to
another enecontroller.

This right should apply where the
data subject provided the personal
data to the automated processing
system;-based on thei-his or her
consent or in the performance of a
contract. It should not apply where
processing is based on another
legal ground other than consent or

To be aligned with the relevant
article(s)
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contract. By its very nature this
right should not be exercised
against controllers processing data
in the exercise of their public
duties. It should therefore in
particular not apply where
processing of the personal data is
necessary for compliance with a
legal obligation to which the
controller is subject or for the
performance of a task carried out
in the public interest or in the
exercise of an official authority
vested in the controller.

The data subject’s right to transmit
personal data does not create an
obligation for the controllers to
adopt or maintain data processing
systems which are technically
compatible.

Where, in a certain set of personal
data, more than one data subject is
concerned, the right to transmit
the data should be without
prejudice to the requirements on
the lawfulness of the processing of
personal data related to another
data subject in accordance with
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this Regulation. This right should
also not prejudice the right of the
data subject to obtain the erasure
of personal data and the
limitations of that right as set out
in this Regulation and should in
particular not imply the erasure of
personal data concerning the data
subject which have been provided
by him or her for the performance
of a contract, to the extent and as
long as the data are necessary for
the performance of that contract.
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Amendment 31

(56) In cases where personal data
might lawfully be processed to protect
the vital interests of the data subject,
or on grounds of public interest,
official authority or the legitimate
interests of a controller, any data
subject should nevertheless be entitled
to object to the processing of any data
relating to them. The burden of proof
should be on the controller to
demonstrate that their legitimate
interests may override the interests or
the fundamental rights and freedoms
of the data subject.

(56) In cases where personal data
might lawfully be processed to
protect the vital interests of the
data subject, or on grounds of
public interest, official authority
or the legitimate interests of a
controller, any data subject
should nevertheless be entitled to
object to the processing of any
data relating to themhim or her,
free of charge and in a manner
that can be easily and effectively
invoked. The burden of proof
should be on the controller to
demonstrate that their legitimate
interests may override the
interests or the fundamental
rights and freedoms of the data
subject.

(56) In cases where personal data
might lawfully be processed to
protectthe-vital-interests-of the-data
subjeet-or-because processing is
necessary for the performance of a
task carried out in the public
interest or in the exercise of
official authority vested in the
controller or on grounds of public
interest, official authority or the
legitimate interests of a controller
or a third party, any data subject
should nevertheless be entitled to
object to the processing of any data
relating to themtheir particular
situation. Fhe-burden-ofproof-It
should be en-for the controller to
demonstrate that their compelling
legitimate interests may override
the interests or the fundamental
rights and freedoms of the data
subject.

To be aligned with the relevant
article(s)
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Amendment 32

(57) Where personal data are
processed for the purposes of direct
marketing, the data subject should
have the right to object to such
processing free of charge and in a
manner that can be easily and
effectively invoked.

(57) Where personal-data-are

processed for the purposes of
direct-marketing; the data subject
sheuld-have has the right to

object to sueh the processing free
of charge and in a manner that

can be easily and effectively
inveoked, the controller should
explicitly offer it to the data
subject in an intelligible manner
and form, using clear and plain
language and should clearly
distinguish it from other
information.

(57) Where personal data are
processed for the purposes of direct
marketing, the data subject should
have the right to object to such
processing, whether the initial or
further processing, free of charge
and in a manner that can be easily
and effectively invoked.

To be aligned with the relevant
article(s)
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Amendment 33

(58) Every natural person should have
the right not to be subject to a measure
which is based on profiling by means
of automated processing. However,
such measure should be allowed when
expressly authorised by law, carried
out in the course of entering or
performance of a contract, or when
the data subject has given his consent.
In any case, such processing should be
subject to suitable safeguards,
including specific information of the
data subject and the right to obtain
human intervention and that such
measure should not concern a child.

(58) Without prejudice to the
lawfulness of the data
processing, every natural person
should have the right ret-te-be
subjeet to object to a+neasure
which-is-based-on profiling by

However, such measure.
Profiling which leads to
measures producing legal
effects concerning the data
subject or does similarly
significantly affect the interests,
rights or freedoms of the
concerned data subject should
only be allowed when expressly
authorised by law, carried out in
the course of entering or
performance of a contract, or
when the data subject has given
his consent. Fhe In any case,
such processing should be
subject to suitable safeguards,
including specific information of
the data subject and the right to
obtain human intervention
assessment and that such
measure should not concern a

(58) Every-natural-person-The data

subject should have the right not to
be subject to a measure-a decision
evaluating personal aspects
relating to him or her which is
based solely on prefiting-by-means
ef-automated processing, which
produces legal effects concerning
him or her or significantly affects
him or her, like automatic refusal
of an on-line credit application or
e-recruiting practices without any
human intervention. Such
processing includes also ‘profiling’
consisting in any form of
automated processing of personal
data evaluating personal aspects
relating to a natural person, in
particular to analyse or predict
aspects concerning performance at
work, economic situation, health,
personal preferences or interests,
reliability or behaviour, location or
movements as long as it produces
legal effects concerning him or her
or significantly affects him or her.
However, such-measure-decision
making based on such processing,

To be aligned with the relevant
article(s)
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child. Such measures should not
lead to discrimination against
individuals on the basis of race
or ethnic origin, political
opinions, religion or beliefs,
trade union membership, sexual
orientation or gender identity.

including profiling, should be
allowed when expresshy-authorised
by Union or Member State law;
carried out in the course of 1o
which the controller is subject,
including for fraud and tax
evasion monitoring and prevention
purposes and to ensure the
security and reliability of a service
provided by the controller, or
necessary for the entering or
performance of a contract between
the data subject and a controller,
or when the data subject has given
his or her explicit consent. In any
case, such processing should be
subject to suitable safeguards,
including specific information of
the data subject and the right to
obtain human intervention and-that
sueh-measure-shotd-notconcerna
child, to express his or her point of
view, to get an explanation of the
decision reached after such
assessment and the right to contest
the decision. In order to ensure
fair and transparent processing in
respect of the data subject, having
regard to the specific
circumstances and context in
which the personal data are
processed, the controller should
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use adequate mathematical or
statistical procedures for the
profiling, implement technical and
organisational measures
appropriate to ensure in particular
that factors which result in data
inaccuracies are corrected and the
risk of errors is minimized, secure
personal data in a way which takes
account of the potential risks
involved for the interests and
rights of the data subject and
which prevents inter alia
discriminatory effects against
individuals on the basis of race or
ethnic origin, political opinions,
religion or beliefs, trade union
membership, genetic or health
status, sexual orientation or that
result in measures having such
effect. Automated decision making
and profiling based on special
categories of personal data should
only be allowed under specific
conditions.
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Amendment 34

(58a) Profiling based solely on
the processing of pseudonymous
data should be presumed not to
significantly affect the interests,
rights or freedoms of the data
subject. Where profiling,
whether based on a single
source of pseudonymous data or
on the aggregation of
pseudonymous data from
different sources, permits the
controller to attribute
pseudonymous data to a specific
data subject, the processed data
should no longer be considered
to be pseudonymous.

To be aligned with the relevant
article(s)
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(58a) Profiling as such is subject
to the (general) rules of this
Regulation governing processing
of personal data (legal grounds of
processing, data protection
principles etc.) with specific
safeguards (for instance the
obligation to conduct an impact
assessment in some cases or
provisions concerning specific
information to be provided to the
concerned individual). The
European Data Protection Board
should have the possibility to issue
guidance in this context.

To be aligned with the relevant
article(s)
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Article 4

Article 4

Article 4

Definitions

Definitions

Definitions

Amendment 98

(2b) ‘encrypted data’ means
personal data, which through
technological protection measures
is rendered unintelligible to any
person who is not authorised to
access them;

Tentative agreement to mention the
process of encryption in recital 66.

(3a) 'profiling” means any form of
automated processing of personal
data intended to evaluate certain
personal aspects relating to a
natural person or to analyse or
predict in particular that natural
person’s performance at work,
economic situation, location,
health, personal preferences,
reliability or behaviour;

Tentative agreement in trilogue:

(3a) 'profiling' means any form of
automated processing of personal
data consisting of using those data
to evaluate certain personal aspects
relating to a natural person, in
particular to analyse or predict
aspects concerning that natural
person's performance at work,
economic situation, health, personal
preferences, interests, reliability,
behaviour, location or movements.
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(3a) 'restriction of processing’
means the marking of stored
personal data with the aim of
limiting their processing in the
future;

Tentative agreement in trilogue:

(3a) 'restriction of processing'
means the marking of stored
personal data with the aim of
limiting their processing in the
future;

Subject to further clarifications in a
recital.

(4) 'filing system' means any
structured set of personal data
which are accessible according to
specific criteria, whether
centralized, decentralized or
dispersed on a functional or
geographical basis;

(4) 'filing system' means any
structured set of personal data
which are accessible according to
specific criteria, whether
centralized, decentralized or
dispersed on a functional or
geographical basis;

(4) filing system' means any
structured set of personal data
which are accessible according to
specific criteria, whether
centralized, decentralized or
dispersed on a functional or
geographical basis;

(4) 'filing system' means -any
structured set of pers data
which are accessible-dccording to
specific critefria, whether
centralized decentralized or
dispers on a functional or
geoegraphical basis;

(7) 'recipient’ means a natural or
legal person, public authority,
agency or any other body to which
the personal data are disclosed;

(7) 'recipient’ means a natural or
legal person, public authority;
agency or any other body 10 which
the personal data are disclosed;

(7) 'recipient’ means a natural or
legal person, public authority,
agency or any other body to which
the personal data are disclosed,
whether a third party or not;
however, authorities which may
receive data in the framework of a
particular inquiry shall not be
regarded as recipients;

To be rediscussed at a later stage
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(7a) ‘third party’ means any
natural or legal person, public
authority, agency or any other
body other than the data subject,
the controller, the processor and
the persons who, under the direct
authority of the controller or the
processor, are authorized to
process the data;

Tentative agrrement in trilogue:

(7a) “third party’ means any natural
or legal person, public authority,
agency or any other body other than
the data subject, the controller, the
processor and the persons who,
under the direct authority of the
controller or the processor, are
authorized to process the data;

(12a) *profiling’ means any form
of automated processing of
personal data consisting of using
those data to evaluate personal
aspects relating to a natural
person, in particular to analyse
and predict aspects concerning
performance at work, economic
situation, health, personal
preferences, or interests, reliability
or behaviour, location or
movements;

see definition 3a
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SECTION1
TRANSPARENCY AND
MODALITIES

SECTION 1
TRANSPARENCY AND
MODALITIES

SECTION1
TRANSPARENCY AND
MODALITIES

Article 10 a (new)

deleted

Amendment 105

General principles for the rights of
the data subject rights

deleted

1. The basis of data protection is
clear and unambiguous rights for
the data subject which shall be
respected by the data controller.
The provisions of this Regulation
aim to strengthen, clarify,
guarantee and where appropriate,
codify these rights.

deleted
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2. Such rights include, inter alia,
the provision of clear and easily
understandable information
regarding the processing of the
data subject’s his-er-her personal
data, the right of access,
rectification and erasure of their
his or her data, the right to obtain
data, the right to object to
profiling, the right to lodge a
complaint with the competent data
protection authority and to bring
legal proceedings as well as the
right to compensation and
damages resulting from an
unlawful processing operation.
Such rights shall in general be
exercised free of charge. The data
controller shall respond to requests
from the data subject within a
reasonable period of time.

deleted

12733/1/15REV 1
ANNEX

DGD 2C

VH/np
LIMITE

32
EN




Article 11 Article 11 Article 11
Transparent information and Transparent information and Transparent information and
communication communication communication
Amendment 106
1. The controller shall have 1. The controller shall have deleted deleted
transparent and easily accessible concise, transparent, clear and
policies with regard to the easily accessible policies with
processing of personal data and for | regard to the processing of personal
the exercise of data subjects' rights. | data and for the exercise of data
subjects' rights
2. The controller shall provide any | 2. The controller shall provide any | deleted deleted
information and any information and any
communication relating to the communication relating to the
processing of personal data to the processing of personal data to the
data subject in an intelligible form, | data subject in an intelligible form,
using clear and plain language, using clear and plain language,
adapted to the data subject, in aclapted to the data subject, in
particular for any information particular for any information
addressed specifically to a child. addressed specifically to a child.
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Article 12

Article 12

Article 12

Article 12

Procedures and mechanisms for

Procedures and mechanis or

Procedures-and-mechanisms

Transparent information,

exercising the rights of the data exercising the right he data Transparent information, communication and modalities for
subject subject communication and modalities exercising the rights of the data
for exercising the rights of the subject
data subject
Amendment 107

1. The controller shall establish 1. Fhe-controllershal-establish 1. The controller shall establish Tentative agreement in trilogue:
procedures for providing the procedures for providing the procedures for providing the take
information referred to in Article 14 | informationreferred-to-i-Article-14 | appropriate measured to provide
and for the exercise of the rights of | and-ferthe-exercise-oftherightsof | any information referred to in
data subjects referred to in Article | data-subjectsreferred-to-in-Article | Article 14 and 14a forthe-exercise | 1. The controller shall take
13 and Articles 15 to 19. The 13-and-Articles 15019 The of the rights-of data-subjects appropriate measures to provide
controller shall provide in particular | controllershall-provide-in-particular | referredto-in-Article13 and any any information referred to in
mechanisms for facilitating the mechanisms-forfacilitatingthe communication under Articles 15 | Article 14 and 14a and any
request for the actions referred to in | requestfor-the-actionsreferredto-in | to 19 and 32 relating to the communication under Articles 15 to
Article 13 and Avrticles 15 to 19. Article13-and-Articles 15 to-19. processing of personal data to the | [19/20], and 32 relating to the

Where personal data are processed
by automated means, the controller
shall also provide means for

requests to be made electronically.

Where personal data are processed
by automated means, the controller
shall also provide means for
requests to be made electronically
where possible.

data subject in an intelligible and
easily accessible form, using clear
and plain language. The
information shall be provided in
writing, or by other means, where
appropriately in electronic form.
Where the data subject makes the
request in electronic form, the
information may as a rule be
provided in electronic form, unless
otherwise requested by the data
subject. When requested by the

processing of personal data to the
data subject in a concise,
transparent, intelligible and easily
accessible form, using clear and
plain language, in particular for any
information addressed specifically
to a child. The information shall be
provided in writing, or by other
means, where appropriately in
electronic form. When requested by
the data subject, the information
may be given orally provided that
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data subject, the information may
be given orally provided that the
identity of the data subject is
proven other means. Fhe-controller

shal-provide-tn-particular

the identity of the data subject is
proven other means.

Reference to Article 20 to be
discussed when agreement on
Article 20(1)

l1a. The controller shall facilitate
the exercise of data subject rights
under Articles 15 to 19. In cases
referred to in Article 10 (2) the
controller shall not refuse to act on
the request of the data subject for
exercising his/her rights under
Articles 15 to 19, unless the
controller demonstrates that
he/she is not in a position to
identify the data subject.

Tentative agreement in trilogue:

1a. The controller shall facilitate the
exercise of data subject rights under
Articles 15 to [19/20].

Reference to Article 20 to be
discussed when agreement on
Article 20(1)
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2. The controller shall inform the
data subject without delay and, at
the latest within one month of
receipt of the request, whether or
not any action has been taken
pursuant to Article 13 and Articles
15 to 19 and shall provide the
requested information. This period
may be prolonged for a further
month, if several data subjects
exercise their rights and their
cooperation is necessary to a
reasonable extent to prevent an
unnecessary and disproportionate
effort on the part of the controller.
The information shall be given in
writing. Where the data subject
makes the request in electronic
form, the information shall be
provided in electronic form, unless
otherwise requested by the data
subject.

2. The controller shall inform the
data subject without undue delay
and, at the latest within enre-menth
40 calendar days of receipt of the
request, whether or not any action
has been taken pursuant to Article
13 and Articles 15 to 19 and shall
provide the requested information.
This period may be prolonged for a
further month, if several data
subjects exercise their rights and
their cooperation is necessary to a
reasonable extent to prevent an
unnecessary and disproportionate
effort on the part of the controller.
The information shall be given in
writing and, where possible, the
controller may provide remote
access to a secure system which
would provide the data subject
with direct access to theH-his or
her personal data. Where the data
subject makes the request in
electronic form, the information
shall be provided in electronic form
where possible, unless otherwise
requested by the data subject.

2. The controller shall provide
information on action taken on a

request under Articles 15 and 16 to

19 to the data subject without
undue delay and, at the latest
within one month of receipt of the
request;-whether-or-notany-action

has-been-takenpursuant-to-Article
13-and-Articles1510-19-and-shall

o 1 L inf
This period may be prelonged
extended for a further two months
when necessary, taking into
account the complexity of the
request and the number of the
requests.-H-several-data-subjeets
EXEFEise .H'e'.' Hgnts-ana-tnek
reasonable-exentto-prevent-an
Ll .
effortonthe-partof-the-controller

The information shall be given in
wiriting: Where the extended period
applies, the data subject makes-the
nformation shall be ided i

I ic formunl I .

requested-by-the-data
subjeetinformed within one month
of receipt of the request of the
reasons for the delay.

Tentative agreement in trilogue:

2. The controller shall provide
information on action taken on a
request under Articles 15 to 20 to
the data subject without undue
delay and, at the latest within one
month of receipt of the request.
This period may be extended for a
maximum of two further months
when necessary, taking into account
the complexity of the request and
the number of the requests. Where
the extended period applies, the
data subject shall be informed
within one month of receipt of the
request of the reasons for the delay.
Where the data subject makes the
request in electronic form, the
information shall be provided in
electronic form where possible,
unless otherwise requested by the
data subject.
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3. If the controller refuses to take
action on the request of the data
subject, the controller shall inform
the data subject of the reasons for
the refusal and on the possibilities
of lodging a complaint to the
supervisory authority and seeking a
judicial remedy.

3. If the controller refusesto does
not take action at the request of the
data subject, the controller shall
inform the data subject of the
reasons for the refusatinaction and
on the possibilities of lodging a
complaint to the supervisory
authority and seeking a judicial
remedy.

3. If the controller refuses-todoes
not take action on the request of the
data subject, the controller shall
inform the data subject without
delay and at the latest within one
month of receipt of the request of
the reasons for therefusalnot
taking action and on the
possibitities-possibility of lodging a
complaint to the a supervisory
authority and-seeking-ajudicial
remedy.

Tentative agreement in trilogue:

3. If the controller does not take
action on the request of the data
subject, the controller shall inform
the data subject without delay and
at the latest within one month of
receipt of the request of the reasons
for not taking action and on the
possibility of lodging a complaint
to a supervisory authority and
seeking a judicial remedy.

4. The information and the actions
taken on requests referred to in
paragraph 1 shall be free of charge.
Where requests are manifestly
excessive, in particular because of
their repetitive character, the
controller may charge a fee for
providing the information or taking
the action requested, or the
controller may not take the action

4. The information and the actions
taken on requests referred to in
paragraph 1 shall be free of charge.
Where requests are manifestly
excessive, in particular because of
their repetitive character, the
controller may charge a reasonable
fee taking into account the
administrative costs for providing
the information or taking the action

4. Fhe-tInformation and-the-actions
taken-enrequestsreferred-to-in
paragraph-Lprovided under Articles
14 and 14a and any
communication under Articles 16
to 19 and 32_shall be provided free
of charge. Where requests from a
data subject are manifestly
unfounded or excessive, in
particular because of their repetitive

Tentative agreement in trilogue:

4. Information provided under
Articles 14 and 14a and any
communication and any actions
taken under Articles 15 to [19/20]
and 32 shall be provided free of
charge. Where requests from a data

requested. In that case, the requested-erthe-controllermay-net | character, the controller may eharge SUbJeCt' are_manlf_estly unfounded or
controller shall bear the burden of ' . In that afee for providing the information | xcessive, in particular because of
proving the manifestly excessive | case, the controller shall bear the | ortaking the-actionrequestedor | their repetitive character, the
character of the request. burden of proving the manifestly the-controler-may-nottake-the controller may charge a reasonable
excessive character of the request. | action-requested refuse to acton | fee taking into account the
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the request. In that case, the
controller shall bear the burden of
proving demonstrating the
manifestly unfounded or excessive
character of the request.

administrative costs for providing
the information or the
communication or taking the action
requested, or the controller may
refuse to act on the request. In these
cases, the controller shall bear the
burden of demonstrating the
manifestly unfounded or excessive
character of the request.

4a. Without prejudice to Article 10,
where the controller has
reasonable doubts concerning the
identity of the individual making
the request referred to in Articles
15 to 19, the controller may
request the provision of additional
information necessary to confirm
the identity of the data subject.

Tentative agreement in trilogue:

4a. Without prejudice to Article 10,
where the controller has reasonable
doubts concerning the identity of
the individual making the request
referred to in Articles 15 to 19, the
controller may request the provision
of additional information necessary
to confirm the identity of the data
subject.

5. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and conditions for the
manifestly excessive requests and
the fees referred to in paragraph 4.

deleted

deleted

deleted
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6. The Commission may lay down
standard forms and specifying
standard procedures for the
communication referred to in
paragraph 2, including the
electronic format. In doing so, the
Commission shall take the
appropriate measures for micro,
small and medium-sized
enterprises. Those implementing
acts shall be adopted in accordance
with the examination procedure
referred to in Article 87(2).

deleted

deleted

deleted
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Article 13 Article 13 Article 13 deleted
Amendment 108
Rights in relation to recipients Rights in relation to recipients Rights in relation to recipients deleted
Notification requirement in the
event of rectification and erasure
The controller shall communicate | The controller shall communicate deleted deleted
any rectification or erasure carried | any rectification or erasure carried
out in accordance with Articles 16 | out in accordance with Articles 16
and 17 to each recipient to whom and 17 to each recipient to whom
the data have been disclosed, unless | the data have been disclosed
this proves impossible or involves a | transferred, unless this proves
disproportionate effort. impossible or involves a
disproportionate effort. The
controller shall inform the data
subject about those recipients if
the data subject requests this.
12733/1/15REV 1 VH/np 40
ANNEX DGD 2C LIMITE EN




SECTION 2

SECTION 2

SECTION 2

INFORMATION AND
ACCESS TO DATA

INFORMATION AND
ACCESS TO DATA

INFORMATION AND
ACCESS TO DATA

Article 13 a (new)

Amendment 109

Standardised information policies

1. Where personal data relating to
a data subject are collected, the
controller shall provide the data
subject with the following
particulars before providing
information pursuant to Article
14:

(a) whether personal data are
collected beyond the minimum
necessary for each specific
purpose of the processing;

(b) whether whether personal data
are retained beyond the minimum
necessary for each specific
purpose of the processing;
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(c) whether personal data are
processed for purposes other than
the purposes for which they were
collected;

(d) whether personal data are
disseminated to commercial third
parties;

(e) whether personal data are sold
or rented out;

(f) whether personal data are
retained in encrypted form.

2. The particulars referred to in
paragraph 1 shall be presented
pursuant to Annex to this
Regulation in an aligned tabular
format, using text and symbols, in
the following three columns:

(a) the first column depicts
graphical forms symbolising those
particulars;

(b) the second column contains
essential information describing
those particulars;
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(c) the third column depicts
graphical forms indicating
whether a specific particular is
met.

3. The information referred to in
paragraphs 1 and 2 shall be
presented in an easily visible and
clearly legible way and shall
appear in a language easily
understood by the consumers of
the Member States to whom the
information is provided. Where the
particulars are presented
electronically, they shall be
machine readable.

4. Additional particulars shall not
be provided. Detailed explanations
or further remarks regarding the
particulars referred to in
paragraph 1 may be provided
together with the other
information requirements
pursuant to Article 14.
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5. The Commission shall be
empowered to adopt, after
requesting an opinion of the
European Data Protection Board,
delegated acts in accordance with
Article 86 for the purpose of
further specifying the particulars
referred to in paragraph 1 and
their presentation as referred to in
paragraph 2 and in the Annex to
this Regulation.
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Article 14

Article 14

Information to the data subject

Information to the data subject

Information to be provided where
the data are collected from the
data subject

Amendment 110

1. Where personal data relating to a
data subject are collected, the
controller shall provide the data
subject with at least the following
information:

1. Where personal data relating to a
data subject are collected, the
controller shall provide the data
subject with at least the following
information, after the particulars
pursuant to Article 13a have been
provided:

1. Where personal data relating to a
data subject are collected from the
data subject, the controller shall, at
the time when personal data are
obtained, provide the data subject
with atdeast the following
information:

Structure of Article to be discussed
at a later stage

(a) the identity and the contact
details of the controller and, if any,
of the controller's representative
and of the data protection officer;

(a) the identity and the contact
details of the controller and, jfany,
of the controller's represeptative
and of the data protection officer;

(a) the identity and the contact
details of the controller and, if any,
of the controller's representative;
the controller shall also include
the contact details and of the data
protection officer, if any;

Tentative agreement in trilogue:

(a) the identity and the contact
details of the controller and, if any,
of the controller's representative;
the controller shall also include the
contact details of the data
protection officer, if any;
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(b) the purposes of the processing
for which the personal data are
intended, including the contract
terms and general conditions
where the processing is based on
point (b) of Article 6(1) and the
legitimate interests pursued by the
controller where the processing is
based on point (f) of Article 6(1);

(b) the purposes of the processing
for which the personal data are
intended, as well as information
regarding the security of the
processing of personal data,
including the contract terms and
general conditions where the
processing is based on point (b) of

Article 6(1) and the-legitimate
nterestspursued-by-the-controler
| | e ic | Lon.

where applicable, information on
how they implement and meet the
requirements of point (f) of Article
6(1);

(b) the purposes of the processing
for which the personal data are

intended;-reluding-the-contract
e

terms-and genel al-conditions .”I'e'e
! lﬁe PO elessuglgz N blasleellen_p_emt 0
wterests-prrsued-by-the-controller

I I o ic | I

i i -as well as
the legal basis of the processing.

Tentative agreement in trilogue:

(b) the purposes of the processing
for which the personal data are
intended as well as the legal basis
of the processing.

la. In addition to the information
referred to in paragraph 1, the
controller shall at the time when
personal data are obtained provide
the data subject with such further
information that is necessary to
ensure fair and transparent
processing, having regard to the
specific circumstances and context
in which the personal data are
processed:

Structure of Article to be discussed
at a later stage
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(c) the period for which the
personal data will be stored,

(c) the period for which the
personal data will be stored, or if
this is not possible, the criteria
used to determine this period;

deleted

Tentative agreement in trilogue:

(@) the period for which the
personal data will be stored, or if
this is not possible, the criteria used
to determine this period;

(b) where the processing is based
on point (f) of Article 6(1), the
legitimate interests pursued by the
controller or by a third party;

To be discussed at a later stage

(fc) the recipients or categories of
recipients of the personal data;

Tentative agreement in trilogue:

(c) the recipients or categories of
recipients of the personal data;
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(gd) where applicable, that the
controller intends to transfer
personal data to a recipient in a
third country or international
organisation-and-en-the-level-of
: )
protection E'!||8IG|EE|. by that-third
COuRtry-Of trternational
OFganisation Ie_y_lelmenee to-an
aelequa_ey_elee;lsmn by-the

Tentative agreement in trilogue:

(d) where applicable, that the
controller intends to transfer
personal data to a third country or
international organisation and the
existence or absence of an
adequacy decision by the
Commission, or in case of transfers
referred to in Article 42 or 43, or
point (h) of Article 44(1), reference
to the appropriate or suitable
safeguards and the means to obtain
a copy of them or where they have
been made available;

(d) the existence of the right to
request from the controller access
to and rectification or erasure of the
personal data concerning the data
subject or to object to the
processing of such personal data;

(d) the existence of the right to
request from the controller access
to and rectification or erasure of the
personal data concerning the data
subject, erto object to the
processing of such personal data, or
to obtain data;

(de) the existence of the right to
request from the controller access
to and rectification or erasure of the
personal data or restriction of
processing of personal data
concerning the data subject er-and
to object to the processing of such
personal data as well as the right to
data portability;

Tentative agreement in trilogue:

(e) the existence of the right to
request from the controller access
to and rectification or erasure of the
personal data or restriction of
processing of personal data
concerning the data subject or to
object to the processing of such
personal data as well as the right to
data portability;
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(ea) where the processing is based
on point (a) of Article 6(1) or point
(a) of Article 9(2), the existence of
the right to withdraw consent at
any time, without affecting the
lawfulness of processing based on
consent before its withdrawal;

Tentative agreement in trilogue:

(ea) where the processing is based
on point (a) of Article 6(1) or point
(@) of Article 9(2), the existence of
the right to withdraw consent at any
time, without affecting the
lawfulness of processing based on
consent before its withdrawal;

(e) the right to lodge a complaint to
the supervisory authority and the
contact details of the supervisory
authority;

(e) the right to lodge a complaint
towith the supervisory authority and
the contact details of the
supervisory authority;

(ef) the right to lodge a complaint
to the-a supervisory authority-and
the contact details of the

. hority:

Tentative agreement in trilogue:

(F) the right to lodge a complaint to
a supervisory authority;

(F) the recipients or categories of
recipients of the personal data;

(f) the recipients or categories of
recipients of the personal data;

moved under (c)

moved under (c)
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(9) where applicable, that the
controller intends to transfer to a
third country or international
organisation and on the level of
protection afforded by that third
country or international
organisation by reference to an
adequacy decision by the
Commission;

(g) where applicable, that the
controller’s intends to transfer the
data to a third country or
international organisation and en

the level of protection afforded by

isati the
existence or absence of an
adequacy decision by the
Commission, or in case of
transfers referred to in Article 42;
Articleor 43, or point (h) of Article
44(1), reference to the appropriate
safeguards and the means to
obtain a copy of them;

moved under (d) modified

moved under (d) modified

(9) whether the provision of
personal data is a statutory or
contractual requirement, or a
requirement necessary to enter
into a contract, as well as whether
the data subject is obliged to
provide the data and of the
possible consequences of failure to
provide such data;

Tentative agreement in trilogue:

(9) whether the provision of
personal data is a statutory or
contractual requirement, or a
requirement necessary to enter into
a contract, as well as whether the
data subject is obliged to provide
the data and of the possible
consequences of failure to provide
such data;
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(ga) where applicable, information
about the existence of profiling, of
measures based on profiling, and
the envisaged effects of profiling
on the data subject;

(gb) meaningful information about
the logic involved in any
automated processing;

(h) the existence of automated Tentative agreement in trilogue:
decision making including

profiling referred to in Article (h) the existence of automated
20(1) and (3) and information decision making including profiling
concerning the logic involved, as | referred to in Article 20[(1) and (3)]
well as the significance and the and at least in those cases,
envisaged consequences of such meaningful information about the
processing for the data subject. logic involved, as well as the

significance and the envisaged
consequences of such processing
for the data subject.

12733/1/15 REV 1 VH/np 51
ANNEX DGD 2C LIMITE EN




(h) any further information (h) any further information which is | deleted deleted
necessary to guarantee fair necessary to guarantee fair
processing in respect of the data processing in respect of the data
subject, having regard to the subject, having regard to the
specific circumstances in which the | specific circumstances in which the
personal data are collected. personal data are collected or
processed, in particular the
existence of certain processing
activities and operations for which
a personal data impact assessment
has indicated that there may be a
high risk;
(ha) where applicable, information deleted
whether personal data was were
provided to public authorities
during the last consecutive 12-
month period.
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1b. Where the controller intends to
further process the data for a
purpose other than the one for
which the data were collected the
controller shall provide the data
subject prior to that further
processing with information on
that other purpose and with any
relevant further information as
referred to in paragraph la.

Tentative agreement in trilogue:

1b. Where the controller intends to
further process the data for a
purpose other than the one for
which the data were collected the
controller shall provide the data
subject prior to that further
processing with information on that
other purpose and with any relevant
further information as referred to in
paragraph la.

2. Where the personal data are 2. Where the personal data are deleted deleted
collected from the data subject, the | collected from the data subject, the
controller shall inform the data controller shall inform the data
subject, in addition to the subject, in addition to the
information referred to in paragraph | information referred to in paragraph
1, whether the provision of personal | 1, whether the provision of personal
data is obligatory or voluntary, as data is ebhgatery mandatory or
well as the possible consequences veluntaryoptional, as well as the
of failure to provide such data. possible consequences of failure to
provide such data.
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2a. In deciding on further Structure of Article to be discussed
information which is necessary to at a later stage
make the processing fair under
point (h) of paragraph 1,
controllers shall have regard to
any relevant guidance under
Article 3834.
3. Where the personal data are not | 3. Where the personal data are not | deleted Tentative agreement to move to
collected from the data subject, the | collected from the data subject, the Article 14a
controller shall inform the data controller shall inform the data
subject, in addition to the subject, in addition to the
information referred to in paragraph | information referred to in paragraph
1, from which source the personal 1, from which source the specific
data originate. personal data originate. If personal
data originate from publicly
available sources, a general
indication may be given.
4. The controller shall provide the | 4. The controller shall providethe | deleted Structure of Article to be discussed
information referred to in information re toin at a later stage
paragraphs 1, 2 and 3: para s1,2and3:
(a) at the time when the personal (a) at the time when the personal deleted Structure of Article to be discussed
data are obtained from the data data are obtained from the data at a later stage
subject; or subject or without undue delay
where the above is not feasible; or
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(aa) en-at the request by-of a body, Structure of Article to be discussed
organization or association at a later stage
referred to in Article 73;
(b) where the personal data are not | (b) where the personal data are not | deleted Tentative agreement to move to
collected from the data subject, at collected from the data subject, at Article 14a
the time of the recording or within a | the time of the recording or within a
reasonable period after the reasonable period after the
collection, having regard to the collection, having regard to the
specific circumstances in which the | specific circumstances in which the
data are collected or otherwise data are collected or otherwise
processed, or, if a disclosure to processed, or, if a disclosure
another recipient is envisaged, and | transfer to another recipient is
at the latest when the data are first | envisaged, and at the latest when
disclosed. the-dataare-first-disclosed-at the
time of the first transfer, or, if the
data are to be used for
communication with the data
subject concerned, at the latest at
the time of the first
communication to that data
subject; or
(ba) only on request where the Structure of Article to be discussed
data are processed by a small or at a later stage
micro enterprise which processes
personal data only as an ancillary
activity.
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5. Paragraphs 1 to 4 shall not apply,
where:

5. Paragraphs 1 to 4 shall not apply,
where:

5. Paragraphs 1, te-41a and 1b shall
not apply; where and insofar as the
data subject already has the
information.

Tentative agreement in trilogue:

5. Paragraphs 1, 1a and 1b shall not
apply where and insofar as the data
subject already has the
information.

(a) the data subject has already the
information referred to in
paragraphs 1, 2 and 3; or

(a) the data subject has already the
information referred to in
paragraphs 1, 2 and 3; or

merged with above 5.

merged with above 5.

(b) the data are not collected from (b) the data are processed for deleted Tentative agreement to move to
the data subject and the provision of | historical, statistical or scientific Article 14a
such information proves impossible | research purposes subject to the
or would involve a disproportionate | conditions and safeguards referred
effort; or to in Articles 81 and 83, are not
collected from the data subject and
the provision of such information
proves impossible or would involve
a disproportionate effort and the
controller has published the
information for anyone to retrieve;
or
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(c) the data are not collected from (c) the data are not collected from deleted Tentative agreement to move to
the data subject and recording or the data subject and recording or Article 14a
disclosure is expressly laid down by | disclosure is expressly laid down by
law; or law to which the controller is
subject, which provides
appropriate measures to protect
the data subject’s legitimate
interests, considering the risks
represented by the processing and
the nature of the personal data; or
(d) the data are not collected from (d) the data are not collected from deleted Tentative agreement to move to
the data subject and the provision of | the data subject and the provision of Article 14a
such information will impair the such information will impair the
rights and freedoms of others, as rights and freedoms of ethers-other
defined in Union law or Member natural persons, as defined in
State law in accordance with Union law or Member State law in
Article 21. accordance with Article 21;
(da) the data are processed in the Tentative agreement to move to
exercise of his profession by, or Article 14a
are entrusted or become known to,
a person who is subject to an
obligation of professional secrecy
regulated by Union or Member
State law or to a statutory
obligation of secrecy, unless the
data is collected directly from the
data subject.
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6. In the case referred to in point (b)
of paragraph 5, the controller shall
provide appropriate measures to
protect the data subject's legitimate
interests.

6. In the case referred to in point (b)
of paragraph 5, the controller shall
provide appropriate measures to
protect the data subject's rights or
legitimate interests.

deleted

deleted

7. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria for categories of
recipients referred to in point (f) of
paragraph 1, the requirements for
the notice of potential access
referred to in point (g) of paragraph
1, the criteria for the further
information necessary referred to in
point (h) of paragraph 1 for specific
sectors and situations, and the
conditions and appropriate
safeguards for the exceptions laid
down in point (b) of paragraph 5. In
doing so, the Commission shall take
the appropriate measures for micro,
small and medium-sized-
enterprises.

deleted

deleted

deleted
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8. The Commission may lay down
standard forms for providing the
information referred to in
paragraphs 1 to 3, taking into
account the specific characteristics
and needs of various sectors and
data processing situations where
necessary. Those implementing acts
shall be adopted in accordance with
the examination procedure referred
to in Article 87(2).

deleted

deleted

deleted
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Article 14a

Article 14a

Information to be provided where
the data have not been obtained
from the data subject

Information to be provided where
the data have not been obtained
from the data subject

1. Where personal data have not
been obtained from the data
subject, the controller shall
provide the data subject with the
following information:

Structure of Article to be discussed
at a later stage

(a) the identity and the contact
details of the controller and, if any,
of the controller's representative;
the controller shall also include
the contact details of the data
protection officer, if any;

Tentative agreement in trilogue:

(a) the identity and the contact
details of the controller and, if any,
of the controller's representative;
the controller shall also include the
contact details of the data
protection officer, if any;

(b) the purposes of the processing
for which the personal data are
intended as well as the legal basis
of the processing.

Tentative agreement in trilogue:

(b) the purposes of the processing
for which the personal data are
intended as well as the legal basis
of the processing.
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2. In addition to the information
referred to in paragraph 1, the
controller shall provide the data
subject with such further
information that is necessary to
ensure fair and transparent
processing in respect of the data
subject, having regard to the
specific circumstances and context
in which the personal data are
processed :

Structure of Article to be discussed
at a later stage

(a) the categories of personal data
concerned,

Tentative agreement in trilogue:

(a) the categories of personal data
concerned,

@_

Tentative agreement in trilogue:

(b) the period for which the
personal data will be stored, or if
this is not possible, the criteria used
to determine this period;

(c) where the processing is based
on point (f) of Article 6(1), the
legitimate interests pursued by the
controller or by a third party;

To be discussed at a later stage
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(d) the recipients or categories of
recipients of the personal data;

Tentative agreement in trilogue:

(d) the recipients or categories of
recipients of the personal data;

(da) where applicable, that the
controller intends to transfer
personal data to a recipient in a
third country or international
organisatio;

Tentative agreement in trilogue:

c) where applicable, that the
controller intends to transfer
personal data to a third country or
international organisation and the
existence or absence of an
adequacy decision by the
Commission, or in case of transfers
referred to in Article 42 or 43, or
point (h) of Article 44(1), reference
to the appropriate or suitable
safeguards and the means to obtain
a copy of them or where they have
been made available;

(e) the existence of the right to
request from the controller access
to and rectification or erasure of
the personal data or restriction of
processing of personal data
concerning the data subject and to
object to the processing of such
personal data as well as the right
to data portability;

Tentative agreement in trilogue:

(e) the existence of the right to
request from the controller access
to and rectification or erasure of the
personal data or restriction of
processing of personal data
concerning the data subject and to
object to the processing of such
personal data as well as the right to
data portability;
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(ea) where the processing is based
on point (a) of Article 6(1) or point
(a) of Article 9(2), the existence of
the right to withdraw consent at
any time, without affecting the
lawfulness of processing based on
consent before its withdrawal;

Tentative agreement in trilogue:

(ea) where the processing is based
on point (a) of Article 6(1) or point
(@) of Article 9(2), the existence of
the right to withdraw consent at any
time, without affecting the
lawfulness of processing based on
consent before its withdrawal;

(f) the right to lodge a complaint to
a supervisory authority;

Tentative agreement in trilogue:

() the right to lodge a complaint to
a supervisory authority;

(g) from which source the personal
data originate, unless the data
originate from publicly accessible
sources;

To be discussed at a later stage

(h) the existence of automated
decision making including
profiling referred to in Article
20(1) and (3) and information
concerning the logic involved, as
well as the significance and the
envisaged consequences of such
processing for the data subject.

Tentative agreement in trilogue:

(h) the existence of automated
decision making including profiling
referred to in Article 20[(1) and (3)]
and at least in those cases,
meaningful information about the
logic involved, as well as the
significance and the envisaged
consequences of such processing
for the data subject
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3. The controller shall provide the
information referred to in
paragraphs 1 and 2:

Tentative agreement in trilogue:

3. The controller shall provide the
information referred to in
paragraphs 1 and 2:

(a) within a reasonable period
after obtaining the data, but at the
latest within one month, having
regard to the specific
circumstances in which the data
are processed, or

Tentative agreement in trilogue:

(a) within a reasonable period after
obtaining the data, but at the latest
within one month, having regard to
the specific circumstances in which
the data are processed, or

Tentative agreement in trilogue:

(b) if the data are to be used for
communication with the data
subject, at the latest at the time of
the first communication to that data
subject; or

(b) if a disclosure to another
recipient is envisaged, at the latest
when the data are first disclosed.

Tentative agreement in trilogue:

(c) if a disclosure to another
recipient is envisaged, at the latest
when the data are first disclosed.
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3a. Where the controller intends to
further process the data for a
purpose other than the one for
which the data were obtained, the
controller shall provide the data
subject prior to that further
processing with information on
that other purpose and with any
relevant further information as
referred to in paragraph 2

Tentative agreement in trilogue:

3a. Where the controller intends to
further process the data for a
purpose other than the one for
which the data were obtained, the
controller shall provide the data
subject prior to that further
processing with information on that
other purpose and with any relevant
further information as referred to in
paragraph 2.

4. Paragraphs 1 to 3a shall not
apply where and insofar as:

Tentative agreement in trilogue:

4. Paragraphs 1 to 3a shall not
apply where and insofar as:

(a) the data subject already has the
information; or

Tentative agreement in trilogue:

(a) the data subject already has the
information; or
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(b) the provision of such
information proves impossible or
would involve a disproportionate
effort; in such cases the controller
shall take appropriate measures to
protect the data subject’s rights
and freedoms and legitimate
interests; or

Tentative agreement in trilogue:

(b) the provision of such
information proves impossible or
would involve a disproportionate
effort; in particular for processing
[for archiving purposes or for
historical, statistical or scientific
research purposes subject to the
conditions and safeguards referred
to in Articles 81, 83, and 83a]; in
such cases the controller shall take
appropriate measures to protect the
data subject's rights and freedoms
and legitimate interests, [including
making the information publicly
available]; or

(c) obtaining or disclosure is
expressly laid down by Union or
Member State law to which the
controller is subject, which
provides appropriate measures to
protect the data subject’s legitimate
interests; or

Tentative agreement in trilogue:

(c) obtaining or disclosure is
expressly laid down by Union or
Member State law to which the
controller is subject, which
provides appropriate measures to
protect the data subject's legitimate
interests; or

@_
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(e) where the data must remain
confidential in accordance with
Union or Member State law .

To be rediscussed at a later stage
on the Commission’s proposal:

(d) where the provision of such
information will impair the rights
and freedoms of others, as defined
in Union or Member State law in
accordance with Article 21,
including where the data must
remain confidential for such
reasons.
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Article 15

Article 15

Article 15

Amendment 111

Right of access for the data subject

Right ef-to access and to obtain
data for the data subject

Right of access for the data subject

Right of access for the data subject

1. The data subject shall have the
right to obtain from the controller at
any time, on request, confirmation
as to whether or not personal data
relating to the data subject are being
processed. Where such personal
data are being processed, the
controller shall provide the
following information:

1. FheSubject to Article 12(4), the
data subject shall have the right to
obtain from the controller at any
time, on request, confirmation as to
whether or not personal data
relating to the data subject are being
processed—\Where-such-personal
dataare-beingprocessed; and, in
clear and plain language, the
controHer-shalprovide the

following information:

1. The data subject shall have the
right to obtain from the controller at
reasonable intervals and free of
charge any-time-enrequest;
confirmation as to whether or not
personal data relating-te-the-data
subjeet-concerning him or her are
being processed and —A/where such
personal data are being processed;
the-controHershal-provideaccess to
the data and the following
information:

Tentative agreement in trilogue:

1. The data subject shall have the
right to obtain from the controller
confirmation as to whether or not
personal data concerning him or her
are being processed, and where
such personal data are being
processed, access to the data and
the following information:

(a) the purposes of the processing;

(a) the purposes of the processing
for each category of personal data;

(a) the purposes of the processing;

Tentative agreement in trilogue:

(a) the purposes of the processing;

(b) the categories of personal data (b) the categories of personal data | deleted Tentative agreement in trilogue:
concerned, concerned,;
(b) the categories of personal data
concerned,;
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(c) the recipients or categories of
recipients to whom the personal
data are to be or have been
disclosed, in particular to recipients
in third countries;

(c) the recipients ercategoriesof
reeipients to whom the personal
data are to be or have been

disclosed, tparticutar including to

recipients in third countries;

(c) the recipients or categories of
recipients to whom the personal
data are-te-be-or have been or will
be disclosed, in particular to
recipients in third countries or
international organisations;

Tentative agreement in trilogue:

(c) the recipients or categories of
recipients to whom the personal
data have been or will be disclosed,
in particular to recipients in third
countries or international
organisations;

(d) the period for which the
personal data will be stored;

(d) the period for which the
personal data will be stored, or if
this is not possible, the criteria
used to determine this period;

(d) where possible, the envisaged
period for which the personal data
will be stored;

Tentative agreement in trilogue:

(d) the period for which the
personal data will be stored, or if
this is not possible, the criteria used
to determine this period;

(e) the existence of the right to
request from the controller
rectification or erasure of personal
data concerning the data subject or
to object to the processing of such
personal data;

(e) the existence of the right to
request from the controller
rectification or erasure of personal
data concerning the data subject or
to object to the processing of such
personal data;

(e) the existence of the right to
request from the controller
rectification or erasure of personal
data or restriction of the
processing of personal data
concerning the data subject or to
object to the processing of such
personal data;

Tentative agreement in trilogue:

(e) the existence of the right to
request from the controller
rectification or erasure of personal
data or restriction of the
processing of personal data
concerning the data subject or to
object to the processing of such
personal data;
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(F) the right to lodge a complaint to
the supervisory authority and the
contact details of the supervisory
authority;

(f) the right to lodge a complaint te
with the supervisory authority and
the contact details of the
supervisory authority;

(f) the right to lodge a complaint to
a supervisory authority;

Tentative agreement in trilogue:

() the right to lodge a complaint to
a supervisory authority;

(g) communication of the personal
data undergoing processing and of
any available information as to their
source;

deleted

(9) where eommunication-of the

personal data undergeing
processing-and-ef are not collected

from the data subject, any available
information as to their source;

Tentative agreement in trilogue:

(9) where the personal data are not
collected from the data subject, any
available information as to their
source;

(h) the significance and envisaged
consequences of such processing, at
least in the case of measures
referred to in Article 20.

(h) the significance and envisaged
consequences of such processing;-at
feastin-the-case-ef-measures
referred to in Article 20.;

(h) in the case of decisions based
on automated processing including
profiling referred to in Article
20(1) and (3), information
concerning the logic involved as
well as the significance and
envisaged consequences of such
processing-atteastin-the-case-of

Tentative agreement in trilogue:

(h) the existence of automated
decision making including profiling
referred to in Article 20[(1) and (3)]
and at least in those cases,
meaningful information about the
logic involved, as well as the

measuresreferred-to-inArticle20. | significance and the envisaged
consequences of such processing
for the data subject.
(ha) meaningful information Covered by (h)
about the logic involved in any
automated processing;
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(hb) without prejudice to Article
21, in the event of disclosure of
personal data to a public authority
as a result of a public authority
request, confirmation of the fact

that such a request has been made.

deleted

la. Where personal data are
transferred to a third country or to
an international organisation, the
data subject shall have the right to
be informed of the appropriate
safeguards pursuant to Article 42
relating to the transfer.

Tentative agreement in trilogue:

1a. Where personal data are
transferred to a third country or to
an international organisation, the
data subject shall have the right to
be informed of the appropriate
safeguards pursuant to Article 42
relating to the transfer.

1b. On request and without an
excessive charge, the controller
shall provide a copy of the
personal data undergoing
processing to the data subject.

Tentative agreement in trilogue:

1b. The controller shall provide a
copy of the personal data
undergoing processing. For any
further copies requested by the data
subject, the controller may charge a
reasonable fee based on
administrative costs. Where the
data subject makes the request in
electronic form, and unless
otherwise requested by the data
subject, the information shall be
provided in an electronic form,
which is commonly used.
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2. The data subject shall have the
right to obtain from the controller
communication of the personal data
undergoing processing. Where the
data subject makes the request in
electronic form, the information
shall be provided in electronic
form, unless otherwise requested by
the data subject.

2. The data subject shall have the
right to obtain from the controller
communication of the personal data
undergoing processing. Where the
data subject makes the request in
electronic form, the information
shall be provided in an electronic
ferm-and structured format, unless
otherwise requested by the data
subject. Without prejudice to
Article 10, the controller shall take
all reasonable steps to verify that
the person requesting access to the
data is the data subject.

deleted

- see Article 18 Council text

Tentative agreement in trilogue to
move to a recital:

Where possible, the controller may
provide remote access to a secure
system which would provide the
data subject with direct access to
his or her personal data.
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2a. Where the data subject has
provided the personal data where
the personal data are processed by
electronic means, the data subject
shall have the right to obtain from
the controller a copy of the
provided personal data in an
electronic and interoperable
format which is commonly used
and allows for further use by the
data subject without hindrance
from the controller from whom the
personal data are withdrawn.
Where technically feasible and
available, the data shall be
transferred directly from controller
to controller at the request of the
data subject.

deleted

2b. This Article shall be without deleted

prejudice to the obligation to delete

data when no longer necessary

under point (e) of Article 5(1).
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2c. There shall be no right of
access in accordance with
paragraphs 1 and 2 when data
within the meaning of point (da) of
Article 14(5) are concerned, except
if the data subject is empowered to
lift the secrecy in question and acts
accordingly.

deleted

2a. The right to obtain a copy
referred to in paragraph 1b shall
not apply where such copy cannot
be provided without disclosing
personal data of other data
subjects or confidential data of the
controller. Furthermore, this right
shall not apply if disclosing
personal data would infringe
intellectual property rights in
relation to processing of those
personal data.

Tentative agreement in trilogue:

2a. The right to obtain a copy
referred to in paragraph 1b shall not
adversely affect the rights and
freedoms of others.

3. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
communication to the data subject
of the content of the personal data
referred to in point (g) of

paragraph 1.

deleted

deleted

deleted
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4. The Commission may specify
standard forms and procedures for
requesting and granting access to
the information referred to in
paragraph 1, including for
verification of the identity of the
data subject and communicating the
personal data to the data subject,
taking into account the specific
features and necessities of various
sectors and data processing
situations. Those implementing acts
shall be adopted in accordance with
the examination procedure referred
to in Article 87(2).

deleted

deleted

deleted
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Article 16

Article 16

Article 16

Right to rectification

Right to rectification

Right to rectification

Ri ification

The data subject shall have the right
to obtain from the controller the
rectification of personal data
relating to them which are
inaccurate. The data subject shall
have the right to obtain completion
of incomplete personal data,
including by way of supplementing
a corrective statement.

The data subject shall have the ri
to obtain from the controller th
rectification of personal data
relating to them which are
inaccurate. The data subject shall
have the right to obtgif completion
of incomplete persghal data,
including by way of supplementing
a corrective stdtement.

The data subject shall have the right
to obtain from the controller
without undue delay the
rectification of personal data
relating-to-them concerning him or
her which are inaccurate. Having
regard to the purposes for which
data were processed, Fhe the data
subject shall have the right to obtain
completion of incomplete personal
data, including by way-means of

Tentative agreement in trilogue:

The data subject shall have the right
to obtain from the controller
without undue delay the
rectification of personal data
concerning him or her which are
inaccurate. Having regard to the
purposes for which data were
processed, the data subject shall
have the right to obtain completion

supplementing-providing a of incomplete personal data,

eorrective-supplementary including by means of providing a

statement. supplementary statement.
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Article 17 Article 17 Article 17
Amendment 112
Right to be forgotten and to Right to be-fergetten-and-te Right to erasure and to be Tentative agreement in trilogue:
erasure erasure forgotten and-to-erasure

Right to erasure (“right to be
forgotten™)

1. The data subject shall have the
right to obtain from the controller
the erasure of personal data relating
to them and the abstention from
further dissemination of such data,
especially in relation to personal
data which are made available by
the data subject while he or she was
a child, where one of the following
grounds applies:

1. The data subject shall have the
right to obtain from the controller
the erasure of personal data relating
to him or her and the abstention
from further dissemination of such

data, especiadhy—nrelationto
personal data which are made

avatable-by-the-data-subject-while
he-ershe-was-a-child; and to obtain
from third parties the erasure of
any links to, or copy or replication
of, those data where one of the
following grounds applies:

1. The data-subjectshal-have-the
right-to-ebtain-frem-the controller

shall have the obligation to erase
the-erasure-of personal data relating
I | the al on £
curthor di e ¢ such data.
1l in relati |
data which are made available by
without undue delay, especially in
relation to personal which are
collected when the data subject
while-he-er-she was a child, and the
data subject shall have the right to
obtain from the controller the
erasure of personal data
concerning him or her without
undue delay where one of the
following grounds applies:

Tentative agreement in trilogue:

1. The data subject shall have the
right to obtain from the controller
the erasure of personal data
concerning him or her without
undue delay and the controller shall
have the obligation to erase
personal data without undue delay
where one of the following grounds
applies:
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(a) the data are no longer necessary
in relation to the purposes for which
they were collected or otherwise
processed;

(a) the data are no longer necessary
in relation to the purposes for which
they were collected or otherwise
processed,;

(a) the data are no longer necessary
in relation to the purposes for which
they were collected or otherwise
processed;

Tentative agreement in trilogue:

"(a) the data are no longer
necessary in relation to the
purposes for which they were
collected or otherwise processed;"

(b) the data subject withdraws
consent on which the processing is
based according to point (a) of
Article 6(1), or when the storage
period consented to has expired,
and where there is no other legal
ground for the processing of the
data;

(b) the data subject withdraws
consent on which the processing is
based according to poin of
Article 6(1), or whepthe storage
period consented 10 has expired,
and where there is no other legal
ground for'the processing of the
data;

(b) the data subject withdraws
consent on which the processing is
based according to point (a) of
Article 6(1), or point (a) of Article
9(2) and when-the-storage-period

there is no other legal ground for
the processing of the data;

Tentative agreement in trilogue:

(b) the data subject withdraws
consent on which the processing is
based according to point (a) of
Article 6(1), or point (a) of Article
9(2), and where there is no other
legal ground for the processing of
the data;

(c) the data subject objects to the
processing of personal data
pursuant to Article 19;

(c) the data subject objects to the
processing of personal data
pursuant to Article 19;

(c) the data subject objects to the
processing of personal data
pursuant to Article 19(1) and there
are no overriding legitimate
grounds for the processing or the
data subject objects to the
processing of personal data
pursuant to Article 19(2) ;

Tentative agreement in trilogue:

(c) the data subject objects to the
processing of personal data
pursuant to Article 19(1) and there
are no overriding legitimate
grounds for the processing, or the
data subject objects to the
processing of personal data
pursuant to Article 19(2);
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(ca) a court or regulatory authority
based in the Union has ruled as
final and absolute that the data
concerned must be erased;

deleted

(d) the processing of the data does
not comply with this Regulation for
other reasons.

(d) the precessing-of-the data does

s with hi lation §
otherreasens-has-have been
unlawfully processed.

(d) the proeessing-ef-the data dees

s with thi lation f
etherreasens-have been unlawfully
processed;

Tentative agreement in trilogue:

(d) they have been unlawfully
processed

(e) the data have to be erased for
compliance with a legal obligation
to which the controller is subject.

Tentative agreement in trilogue:

(e) the data have to be erased for
compliance with a legal obligation
in Union or Member State law to
which the controller is subject.

la. The application of paragraph 1
shall be dependent upon the ability
of the controller to verify that the
person requesting the erasure is
the data subject.

Tentative agreement in trilogue:

(f) the data have been collected in
relation to the offering of
information society services
referred to in Article 8(1).
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la. The data subject shall have moved to new 17(1) (f)
also the right to obtain from the
controller the erasure of personal
data concerning him or her,
without undue delay, if the data
have been collected in relation to
the offering of information society
services referred to in Article 8(1).
2. Where the controller referred to | 2. Where the controller referred to in | deleted To be rediscussed at a later stage
in paragraph 1 has made the paragraph 1 has made the personal
personal data public, it shall take all | data public without a justification
reasonable steps, including based on Article 6(1), it shall take all
technical measures, in relationto | reasonable steps—including-technical
data for the publication of which freasures—iA-relation-to-data-for the
the controller is responsible, to publication-of-which-the-controlleris
inform third parties which are responsiblerto-inform-third parties
processing such data, that a data whreh%preeeswrg%uehﬂa{a—tha{
subject requests them to erase any %Wmhemm
links to, or copy or replication of al' ks te,lenl ee|e!5! !gl ' |e|ellleat|en o
that personal data. Where the roller | I. iseda third
controller has authorised a third publication-of-personal datathe
party publication of personal data, | cooronar chall be considered
the controller shall be considered responsible-for that publication to
responsible for that publication. have the data erased, including by
third parties, without prejudice to
Article 77. The controller shall
inform the data subject, where
possible, of the action taken by the
relevant third parties.
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2a. Where the controller has made
the personal data public and is
obliged pursuant to paragraph 1 to
erase the data, the controller,
taking account of available
technology and the cost of
implementation, shall take
reasonable steps, including
technical measures, to inform
controllers which are processing
the data, that the data subject has
requested the erasure by such
controllers of any links to, or copy
or replication of that personal
data.

Tentative agreement in trilogue:

3. The controller shall carry out the
erasure without delay, except to the
extent that the retention of the
personal data is necessary:

3. The controller and, where
applicable, the third party shall
carry out the erasure without delay,
except to the extent that the
retention of the personal data is
necessary:

3. Fhe-controlershall-carryoutthe
erasure without delay, except
Paragraphs 1 and 2a shall not
apply to the extent that the-retention
processing of the personal data is
necessary:

Tentative agreement in trilogue:

3. Paragraphs 1 and 2 shall not
apply to the extent that processing
of the personal data is necessary:

(a) for exercising the right of
freedom of expression in

(a) for exercising the right of
freedom of expression in

(a) for exercising the right of
freedom of expression

To be rediscussed at a later stage

accordance with Article 80; accordance with Article 80; accordancewith-Article 80-and

information;
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(b) for compliance with a legal
obligation which requires
processing of personal data by
Union or Member State law to
which the controller is subject or
for the performance of a task
carried out in the public interest or
in the exercise of official authority
vested in the controller;

Tentative agreement in trilogue:

(b) for compliance with a legal
obligation which requires
processing of personal data by
Union or Member State law to
which the controller is subject or
for the performance of a task
carried out in the public interest or
in the exercise of official authority
vested in the controller;

(b) for reasons of public interest in
the area of public health in
accordance with Article 81,

(b) for reasons of public in in
the area of public h in
accordance Article 81;

(bc) for reasons of public interest in
the area of public health in
accordance with Article 819(2)(h)
and (hb) as well as Article 9(4);

To be rediscussed at a later stage

(c) for historical, statistical and
scientific research purposes in
accordance with Article 83;

(c) for historical, statistical and
scientific research purposes in
accordance with Article 83;

(ed) for archiving purposes in the
public interest or for scientific,
historical, statistical and
historicalscientificresearch
purposes in accordance with Article
83;

To be rediscussed at a later stage
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(d) for compliance with a legal (d) for compliance with a legal deleted deleted
obligation to retain the personal obligation to retain the perso

data by Union or Member State law | data by Union or Member State law

to which the controller is subject; to which the controllegAs subject;

Member State laws shall meet an Member State laws-shall meet an

objective of public interest, respect | objective of puptic interest, respect

the essence of the right to the the right to the protection of

protection of personal data and be persona).data and be proportionate

proportionate to the legitimate aim | to thelegitimate aim pursued,;

pursued;

(e) in the cases referred to in (e) in the cases refer n deleted deleted
paragraph 4. paragr

(g) for the establishment, exercise
or defence of legal claims.

Tentative agreement in trilogue:

(e) for the establishment, exercise
or defence of legal claims.

4. Instead of erasure, the controller | 4. Instead of erasure, the controller | deleted Tentative agreement in trilogue to
shall restrict processing of personal | shall restrict processing of personal move to Article 17a
data where: data in such a way that it is not

subject to the normal data access

and processing operations and

cannot be changed anymore,

where:
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(a) their accuracy is contested by (a) their accuracy is contes y deleted Tentative agreement in trilogue to
the data subject, for a period the data subject, for aperiod move to Article 17a
enabling the controller to verify the | enabling th troller to verify the
accuracy of the data; acc of the data;
(b) the controller no longer needs (b) the controller no longer needs deleted Tentative agreement in trilogue to
the personal data for the the personal data for t move to Article 17a
accomplishment of its task but they | accomplishmentefits task but they
have to be maintained for purposes | have to benmaintained for purposes
of proof; of proof;
(c) the processing is unlawful and (c) the processing is unlaw nd deleted Tentative agreement in trilogue to
the data subject opposes their the data subject op S their move to Article 17a
erasure and requests the restriction | erasure and ests the restriction
of their use instead; of theiruse instead;
(ca) a court or regulatory authority Tentative agreement in trilogue to
based in the Union has ruled as move to Article 17a
final and absolute than the
processing thatthe-data concerned
must be restricted;
(d) the data subject requests to (d) the data subject requests to deleted Tentative agreement in trilogue to
transmit the personal data into transmit the personal data into move to Article 17a
another automated processing another automated processing
system in accordance with Article | system in accordance with
18(2). paragraphs 2a of Article 18{2)-15;
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(da) the particular type of storage Tentative agreement in trilogue to
technology does not allow for move to Article 17a
erasure and has been installed
before the entry into force of this
Regulation.
5. Personal data referred to in 5. Personal data referred to in deleted Tentative agreement in trilogue to
paragraph 4 may, with the paragraph 4 may, with the move to Article 17a
exception of storage, only be exception of storage, onty be
processed for purposes of proof, or | processed for purposes of proof, or
with the data subject's consent, or with the data subject’s consent, or
for the protection of the rights of for the proteCtion of the rights of
another natural or legal person or anothernatural or legal person or
for an objective of public interest. foran objective of public interest.
6. Where processing of personal 6. Where processing of perso deleted Tentative agreement in trilogue to
data is restricted pursuant to data is restricted pursuantto move to Article 17a
paragraph 4, the controller shall paragraph 4, the eontroller shall
inform the data subject before inform the¢ata subject before
lifting the restriction on processing. | liftingthe restriction on processing.
7. The controller shall implement deleted deleted deleted
mechanisms to ensure that the time
limits established for the erasure of
personal data and/or for a periodic
review of the need for the storage
of the data are observed.
8. Where the erasure is carried out, | 8. Where the erasure is carried out, | deleted deleted
the controller shall not otherwise the controller s ot otherwise
process such personal data. proc ch personal data.
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8a. The controller shall implement To be rediscussed at a later stage
mechanisms to ensure that the
time limits established for the
erasure of personal data and/or for
a periodic review of the need for
the storage of the data are
observed.
9. The Commission shall be 9. The Commission shall be deleted To be rediscussed at a later stage
empowered to adopt delegated acts | empowered to adopt, after
in accordance with Article 86 for requesting an opinion of the
the purpose of further specifying: European Data Protection Board,
delegated acts in accordance with
Article 86 for the purpose of further
specifying:
(a) the criteria and requirements for | (a) the criteria and require for | deleted To be rediscussed at a later stage
the application of paragraph 1 for the application of raph 1 for
specific sectors and in specific data | specific sectorsand in specific data
processing situations; processing situations;
(b) the conditions for deleting links, | (b) the conditions for deleting-hinks, | deleted To be rediscussed at a later stage
copies or replications of personal copies or replications ersonal
data from publicly available data from publiclyavailable
communication services as referred | communication services as referred
to in paragraph 2; to inparagraph 2;
(c) the criteria and conditions for (c) the criteria and conditio r deleted To be rediscussed at a later stage
restricting the processing of restricting the processing of
personal data referred to in personal da erred to in
paragraph 4. par. 4,
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Article 17a

Article 17a

Right to restriction of processing

Right to restriction of processing

1. The data subject shall have the

right to obtain from the controller
the restriction of the processing of
personal data where:

Tentative agreement in trilogue:

1. The data subject shall have the

right to obtain from the controller
the restriction of the processing of
personal data where:

(a) the accuracy of the data is
contested by the data subject, for a
period enabling the controller to
verify the accuracy of the data;

Tentative agreement in trilogue:

(a) the accuracy of the data is
contested by the data subject, for a
period enabling the controller to
verify the accuracy of the data;

Tentative agreement in trilogue:

(ab) the processing is unlawful and
the data subject opposes the erasure
of the data and requests the
restriction of their use instead,;

12733/1/15REV 1

VH/np 87

DGD 2C

LIMITE EN




(b) the controller no longer needs
the personal data for the purposes
of the processing, but they are
required by the data subject for the
establishment, exercise or defence
of legal claims; or

Tentative agreement in trilogue:

(b) the controller no longer needs
the personal data for the purposes
of the processing, but they are
required by the data subject for the
establishment, exercise or defence
of legal claims; or

(c) he or she has objected to
processing pursuant to Article
19(1) pending the verification
whether the legitimate grounds of
the controller override those of the
data subject.

To be rediscussed at a later stage

2. Where processing of personal
data has been restricted under
paragraph 1, such data may, with
the exception of storage, only be
processed with the data subject’s
consent or for the establishment,
exercise or defence of legal claims
or for the protection of the rights
of another natural or legal person
or for reasons of important public
interest.

Tentative agreement in trilogue:

2. Where processing of personal
data has been restricted under
paragraph 1, such data may, with
the exception of storage, only be
processed with the data subject’s
consent or for the establishment,
exercise or defence of legal claims
or for the protection of the rights of
another natural or legal person or
for reasons of important public
interest of the Union or of a
Member State.
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3. A data subject who obtained the
restriction of processing pursuant
to paragraph 1 shall be informed
by the controller before the
restriction of processing is lifted.

Tentative agreement in trilogue:

3. A data subject who obtained the
restriction of processing pursuant to
paragraph 1 shall be informed by
the controller before the restriction
of processing is lifted.
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Article 17b

Article 17b

Notification obligation regarding
rectification, erasure or restriction

Notification obligation regarding
rectification, erasure or restriction

The controller shall communicate
any rectification, erasure or
restriction of processing carried
out in accordance with Articles 16,
17(1) and 17a to each recipient to
whom the data have been
disclosed, unless this proves
impossible or involves
disproportionate effort.

Tentative agreement in trilogue:

The controller shall communicate
any rectification, erasure or
restriction of processing carried out
in accordance with Articles 16,
17(1) and 17a to each recipient to
whom the data have been disclosed,
unless this proves impossible or
involves disproportionate effort.
The controller shall inform the data
subject about those recipients if the
data subject requests this.
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Article 18

Article 18

Article 18

Article 18

Amendment 113

Right to data portability

Right to data portability

Right to data portability

Right to data portability

1. The data subject shall have the
right, where personal data are
processed by electronic means and
in a structured and commonly used
format, to obtain from the controller
a copy of data undergoing
processing in an electronic and
structured format which is
commonly used and allows for
further use by the data subject.

deleted

deleted

deleted

2. Where the data subject has
provided the personal data and the
processing is based on consent or
on a contract, the data subject shall
have the right to transmit those
personal data and any other
information provided by the data
subject and retained by an
automated processing system, into
another one, in an electronic format
which is commonly used, without
hindrance from the controller from
whom the personal data are
withdrawn.

deleted

2. Where-tThe data subject has
provided shall have the right to
receive the personal data
concerning him or her, which he
or she has provided and-the

processing is based on consent or
or-a-contract-the-datasubjectshal
I he ricl el
personal-data-and-any-other
|||I|e_||nat|e||| p'e."'deldl by-the-data
automated processing system, into
I - I ot

which-s to a ontroller, in a

Tentative agreement in trilogue:

2. The data subject shall have the
right to receive the personal data
concerning him or her, which he or
she has provided to a controller, in
a structured and commonly used
and machine-readable format and
have the right to transmit those data
to another controller without
hindrance from the controller to
which the data have been provided,
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structured and commonly used and
machine-readable format and have
the right to transmit those data to
another controller without
hindrance from the controller from
whom-the-personal-data-are
withdrawn-to which the data have
been provided, where:

where:

Tentative agreement in trilogue to
include in a recital a reference to
"interoperable format".

(a) the processing is based on
consent pursuant to point (a) of
Article 6(1)or point (a) of Article 9
(2) or on a contract pursuant to
point (b) of Article 6 (1); and

Tentative agreement in trilogue:

(a) the processing is based on
consent pursuant to point (a) of
Article 6(1) or point (a) of Article 9
(2) or on a contract pursuant to
point (b) of Article 6 (1); and

(b) the processing is carried out by
automated means.

Tentative agreement in trilogue:

(b) the processing is carried out by
automated means

Tentative agreement in trilogue:

2a (new). Where technically
feasible and available, the data
[may] be transferred directly from
controller to controller at the
request of the data subject.
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2a. The exercise of this right shall
be without prejudice to Article 17.
The right referred to in paragraph
2 shall not apply to processing
necessary for the performance of a
task carried out in the public
interest or in the exercise of
official authority vested in the
controller.

Tentative agreement in trilogue:

3. The exercise of this right shall be
without prejudice to Article 17. The
right referred to in paragraph 2 shall
not apply to processing necessary
for the performance of a task
carried out in the public interest or
in the exercise of official authority
vested in the controller.

2aa. The right referred to in
paragraph 2 shall not apply if
disclosing personal data would
infringe intellectual property
rights in relation to the processing
of those personal data.

Tentative agreement in trilogue:

2aa. The right referred to in
paragraph 2 shall not adversely
affect the rights and freedoms of
others.

3. The Commission may specify the
electronic format referred to in
paragraph 1 and the technical
standards, modalities and
procedures for the transmission of
personal data pursuant to paragraph
2. Those implementing acts shall be
adopted in accordance with the
examination procedure referred to
in Article 87(2).

deleted

deleted

deleted
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Article 19

Article 19

Article 19

Article 19

Right to object

Right to object

Right to object

Right to object

Amendment 114

1. The data subject shall have the
right to object, on grounds relating
to their particular situation, at any
time to the processing of personal
data which is based on points (d),
(e) and (f) of Article 6(1), unless
the controller demonstrates
compelling legitimate grounds for
the processing which override the
interests or fundamental rights and
freedoms of the data subject.

1. The data subject shall have the
right to object-en-groundsrelating
to their particular situation, at any
time to the processing of personal
data which is based on points (d);
and (e) ard-(H of Article 6(1),
unless the controller demonstrates
compelling legitimate grounds for
the processing which override the
interests or fundamental rights and
freedoms of the data subject.

1. The data subject shall have the
right to object, on grounds relating
to theihis or her particular
situation, at any time to the
processing of personal data
concerning him or her which is
based on points (e) and-or (f) of
Article 6(1); the first sentence of
Article 6(4) in conjunction with
point (e) of Article 6(1) or the
second sentence of Article 6(4).
The controller shall no longer
process the personal data unless
the controller demonstrates
compelling legitimate grounds for
the processing which override the

To be rediscussed at a later stage
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interests, erfundamental-rights and
freedoms of the data subject or for
the establishment, exercise or
defence of legal claims.

2. Where personal data are
processed for direct marketing
purposes, the data subject shall
have the right to object free of
charge to the processing of their
personal data for such marketing.
This right shall be explicitly offered
to the data subject in an intelligible
manner and shall be clearly
distinguishable from other
information.

2. Where the processing of

personal data are-processed-for

direct marketing purposes is based
on point (f) of Article 6(1), the data

subject shall have, at any time and
without any further justification,
the right to object free of charge in
general or for any particular
purpose to the processing of his or
her personal data forsuch
|||a|I_ee_t|||g Phis-right shall be .

€ ;eplle_ltlylel_ll_ellleel to-the slatalsul bglelet

be cloarlv distinauishable £

2. Where personal data are
processed for direct marketing
purposes, the data subject shall
have the right to object free-of
charge-at any time to the processing
of theipersonal data concerning
him or her for such marketing. At
the latest at the time of the first
communication with the data
subject, Fthis right shall be
explicitly effered-te brought to the
attention of the data subject in-an

intelligible-manner-and shall be
clearly-distinguishable-presented

clearly and separately from any
other information.

To be rediscussed at a later stage

2a. The right referred to in
paragraph 2 shall be explicitly
offered to the data subject in an
intelligible manner and form,
using clear and plain language, in
particular if addressed specifically
to a child, and shall be clearly
distinguishable from other
information.

To be rediscussed at a later stage
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2a. Where the data subject objects
to the processing for direct
marketing purposes, the personal
data shall no longer be processed
for such purposes.

Tentative agreement in trilogue:

2a. Where the data subject objects
to the processing for direct
marketing purposes, the personal
data shall no longer be processed
for such purposes.

2b. In the context of the use of
information society services, and
notwithstanding Directive
2002/58/EC, the right to object
may be exercised by automated
means using a technical standard
which allows the data subject to
clearly express his or her wishes.

Council offers to keep the text in a
recital (in the light of the agreement
on paragraphs 1 and 2).

2aa. Where personal data are
processed for historical, statistical
or scientific purposes the data
subject, on grounds relating to his
or her particular situation, shall
have the right to object to
processing of personal data
concerning him or her, unless the
processing is necessary for the
performance of a task carried out
for reasons of public interest.

To be rediscussed at a later stage
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3. Where an objection is upheld 3. Where an objection is upheld deleted deleted
pursuant to paragraphs 1 and 2, the | pursuant to paragraphs 1 and 2, the
controller shall no longer use or controller shall no longer use or
otherwise process the personal data | otherwise process the personal data
concerned. concerned for the purposes
determined in the objection.
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Article 20 Article 20 Article 20 Article 20
Amendment 115
Measures based on profiling Measures-based-on Measures-based-en ""Automated individual decision
profiingProfiling prefilingAutomated individual making, including profiling**

decision making

1. Every natural person shall have
the right not to be subject to a
measure which produces legal
effects concerning this natural
person or significantly affects this
natural person, and which is based
solely on automated processing
intended to evaluate certain
personal aspects relating to this
natural person or to analyse or
predict in particular the natural
person's performance at work,
economic situation, location, health,
personal preferences, reliability or
behaviour.

1. Without prejudice to the
provisions in Article 6, Every every
natural person shall have the right
to object nret-to be-subjectto-a
measure which produces legal

Loref reliabili
behaviour profiling in accordance

with Article 19. The data subject
shall be informed about the right
to object to profiling in a highly
visible manner.

1. Every-natural-persen The data

subject shall have the right not to
be subject to a measure-which

produces-legal-effectsconcerning
hi : enificant]
affects this natural person, and

whieh decision isbased solely on
automated processing,intended-to

evaluate-certatn-persenal-aspeets

health-personal-preferences;
tabH tedrincluding
profiling, which produces legal
effects concerning him or her or
significantly affects him or her.

To be rediscussed at a later stage
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la. Paragraph 1 shall not apply if
the decision:

To be rediscussed at a later stage

(a) is necessary for entering into,
or performance of, a contract
between the data subject and a
data controller * or

To be rediscussed at a later stage

(b) is authorized by Union or
Member State law to which the
controller is subject and which
also lays down suitable measures
to safeguard the data subject’s
rights and freedoms and legitimate
interests; or

To be rediscussed at a later stage

(c) is based on the data subject's
explicit consent.

To be rediscussed at a later stage

1b. In cases referred to in
paragraph la (a) and (c) the data
controller shall implement suitable
measures to safeguard the data
subject’s rights and freedoms and
legitimate interests, at least the
right to obtain human intervention
on the part of the controller, to
express his or her point of view
and to contest the decision.

To be rediscussed at a later stage
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2. Subject to the other provisions of | 2. Subject to the other provisions of | deleted To be rediscussed at a later stage
this Regulation, a person may be this Regulation, a person may be
subjected to a measure of the kind | subjected to a-measure-ofthe-kind
referred to in paragraph 1 only if referred-to-in-paragraph-1 profiling
the processing: which leads to measures producing
legal effects concerning the data
subject or does similarly
significantly affect the interests,
rights or freedoms of the
concerned data subject only if the
processing:
(a) is carried out in the course of the | (a) is earried-outin-the-courseof deleted To be rediscussed at a later stage
entering into, or performance of, a | necessary for the entering into, or
contract, where the request for the | performance of, a contract, where
entering into or the performance of | the request for the entering into or
the contract, lodged by the data the performance of the contract,
subject, has been satisfied or where | lodged by the data subject, has been
suitable measures to safeguard the | satisfied erwhere, provided that
data subject's legitimate interests suitable measures to safeguard the
have been adduced, such as the data subject's legitimate interests
right to obtain human intervention; | have been adduced;such-as-the
or rightto-obtain-human-intervention,
or
b) is expressly authorized by a (b) is expressly authorized b deleted To be rediscussed at a later stage
Union or Member State law which | Union or Member State-taw which
also lays down suitable measures to | also lays down suitable measures to
safeguard the data subject's safeguar data subject's
legitimate interests; or legitimate interests;
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(c) is based on the data subject's (c) is based on the data subj deleted To be rediscussed at a later stage
consent, subject to the conditions consent, subject to onditions

laid down in Article 7 and to laid down i icle 7 and to

suitable safeguards. suit safeguards.

3. Automated processing of 3. Automated processing of 3. Automated processing of To be rediscussed at a later stage
personal data intended to evaluate | personal-data-intended-to-evaluate personal-data-thtended-to-evaluate

certain personal aspects relating to | eertainpersonal-aspectsrelatingto | certain-personal-aspectsrelating-to

a natural person shall not be based | aratural-persenProfiling that has | a-naturalpersen Decisions referred

solely on the special categories of the effect of discriminating against | to in paragraph 1a shall not be

personal data referred to in Article | individuals on the basis of race or | based selely on the-special

9.

ethnic origin, political opinions,
religion or beliefs, trade union
membership, sexual orientation or
gender identity, or that results in
measures which have such effect,
shall be prohibited. The controller
shall implement effective
protection against possible
discrimination resulting from
profiling. Profiling shall not be
based solely on the special
categories of personal data referred
to in Article 9.

categories of personal data referred
to in Article 9(1), unless points (a)
or (g) of Article 9(2) apply and
suitable measures to safeguard the
data subject’s rights and freedoms
and legitimate interests are in
place.
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4. In the cases referred to in deleted deleted deleted
paragraph 2, the information to be
provided by the controller under
Avrticle 14 shall include information
as to the existence of processing for
a measure of the kind referred to in
paragraph 1 and the envisaged
effects of such processing on the
data subject.
5. The Commission shall be 5. Fhe-Commission-shal-be deleted deleted
empowered to adopt delegated acts | empowered-to-adopt-delegated-actsin
in accordance with Article 86 for accordance-with-Article-86-for-the
the purpose of further specifying purpese-of-furtherspectfying-the
the criteria and conditions for eriteria-and-conditionsfor Profiling
suitable measures to safeguard the | Which leads to measures producing
data subject's legitimate interests | |egal effects concerning the data
referred to in paragraph 2. subject or does similarly
significantly affect the interests,
rights or freedoms of the concerned
data subject shall not be based solely
or predominantly on automated
processing and shall include human
assessment, including an
explanation of the decision reached
after such an assessment. The
suitable measures to safeguard the
data subject's legitimate interests
referred to in paragraph 2 shall
include the right to obtain human
assessment and an explanation of
the decision reached after such
assessment.
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5a. The European Data Protection To be rediscussed at a later stage
Board shall be entrusted with the
task of issuing guidelines,
recommendations and best
practices in accordance with point
(b) of Article 66(1) for further
specifying the criteria and
conditions for profiling pursuant
to paragraph 2.
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