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FOREWORD

I am pleased to present the 2015 Internet Organised Crime
Threat Assessment (IOCTA), the annual presentation of the
cybercrime threat landscape by Europol’s European Cybercrime
Centre (EC3).

Using the 2014 report as a baseline, this assessment covers the
key developments, changes and emerging threats in the field
of cybercrime for the period under consideration. It offers a
view predominantly from a law enforcement perspective based
on contributions by EU Member States and the expert input of
Europol staff, which has been further enhanced and combined
with input from private industry, the financial sector and
academia.

The assessment highlights the increasing professionalisation
of cybercriminals in terms of how attacks are planned and
orchestrated using both new methods and techniques in addition
to employing well-known attack vectors, and with an increased
risk appetite and willingness to confront victims.

The report lists a number of key recommendations to address
the growing phenomenon of cybercrime and identifies several
priority topics to inform the definition of operational actions
for EU law enforcement in the framework of the EMPACT
Policy Cycle.

These include concrete actions under the three main mandated
areas - child sexual exploitation, cyber attacks, and payment
fraud - such as targeting certain key services and products
offered as part of the Crime-as-a-Service model, addressing the
growing phenomenon of live-streaming of on-demand abuse of
children, or targeted actions with relevant private sector partners
against online payment fraud. The report also identifies several
cross-cutting crime enablers such as bulletproof hosting, illegal
trading sites on Darknets and money muling and laundering
services that require concerted and coordinated international
law enforcement action.

I am confident that the 2015 IOCTA, and Europol’s work
in supporting the implementation of the proposed
recommendations and operational actions, will help set priorities
for an international law enforcement response to cybercrime.
The last 12 months have shown some remarkable successes by
EU law enforcement in the fight against cybercrime, and I look
forward to celebrating further successes as we move towards
2016 with law enforcement continuing to push the boundaries
of traditional policing with our partners in the EU and beyond.

Rob Wainwright
Director of Europol

R oty =2
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ABBREVIATIONS

Al artificial intelligence

AV anti-virus

APT Advanced Persistent Threat
ATM automated teller machine

CaaS Crime-as-a-Service

CAM child abuse material

C&C command and control

ccTLD country code top-level domain
CERT computer emergency response team
CI critical infrastructure

CNP card-not-present

Cp card-present

CSE child sexual exploitation
CSECO commercial sexual exploitation

of children online
DDoS Distributed Denial of Service
EC3 European Cybercrime Centre

EMPACT European Multidisciplinary Platform Against
Criminal Threats

EMV Europay, MasterCard and Visa

EU European Union

FP Focal Point

12P Invisible Internet Project

ICANN Internet Corporation for Assigned Names
and Numbers

ICT information & communications technology

[aaS Infrastructure-as-a-Service

IETF Internet Engineering Task Force

IoE Internet of Everything

[oT
IOCTA

ISP
J-CAT

JIT
LE
MLAT

MS
0CG
OSINT
P2P
PGP
PIN
PoS
RAT
SEPA
SGIM
SMS
SSDP
TLD
Tor
UPnP
URL
VoIP
VPN

Internet of Things

Internet Organised Crime
Threat Assessment

Internet protocol
Internet service provider

Joint Cybercrime
Action Taskforce

joint investigation team
law enforcement

mutual legal
assistance treaty

Member State(s)

organised crime group
open-source intelligence

peer to peer, or people to people
Pretty Good Privacy

personal identification number
point-of-sale

Remote Access Tool

Single Euro Payments Area
self-generated indecent material
short message service

Simple Service Discovery Protocol
top-level domain

The Onion Router

Universal Plug and Play

uniform resource locator
Voice-over-Internet Protocol

virtual private network




EXECUTIVE SUMMARY

The 2015 Internet Organised Crime Threat Assessment (I0CTA)
shows that cybercrime is becoming more aggressive and
confrontational. While certain elements of cybercrime such as
social engineering have always had an element of interaction
between victim and attacker, such contact would typically be of a
passive, persuasive nature; otherwise cybercriminals were content
to stealthily steal what they wanted with confrontation actively
avoided. Today, however, cybercrime is becoming increasingly
hostile. Instead of subterfuge and covertness, there is a growing
trend of aggression in many cyber-attacks, and in particular the use
of extortion, whether it is through sexual extortion, ransomware
or by Distributed Denial of Service (DDoS) attacks. This boosts the
psychological impact of fear and uncertainty it has on its victims.
Whilst the cautious, stealthy approach goes with the stereotype
of the uncertain, geeky hacker, the aggressive, confrontational
approach of putting blunt pressure on individuals and businesses
bears the signature of organised crime.

Cybercrime remains a growth industry. The Crime-as-a-Service
(CaaS) business model, which grants easy access to criminal
products and services, enables a broad base of unskilled, entry-
level cybercriminals to launch attacks of a scale and scope
disproportionate to their technical capability and asymmetric in
terms of risks, costs and profits.

The sphere of cybercrime encompasses an extremely diverse
range of criminality. In the context of ‘pure’ cybercrime, malware
predictably persists as a key threat. As projected in the 2014
IOCTA, ransomware attacks, particularly those incorporating
encryption, have grown in terms of scale and impact and almost
unanimously represent one of the primary threats encountered
by EU businesses and citizens as reported by law enforcement
(LE). Information stealing malware, such as banking Trojans,
and the criminal use of Remote Access Tools (RATSs) also feature
heavily in law enforcement investigations.

Banking malware remains a common threat for citizens and
the financial sector alike, whilst generating sizeable profits for
cybercriminals. A coordinated effort between law enforcement,
the financial sector and the Internet security industry will be
required in order to effectively tackle this problem. This will
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necessitate better sharing of banking malware samples and
criminal intelligence, particularly relating to enabling factors
such as money mules.

The media commonly referred to 2014 as the “Year of the data
breach”, with record numbers of network attacks recorded.
Although this undoubtedly represents an actual increase
in attacks, it also signifies a change in attitude by victim
organisations. The perception of how an organisation handles a
breach - which today is considered inevitable - is crucial. This
has led to greater publicity and more frequent involvement of
law enforcement in such attacks. Nonetheless, is it is evident that
data has become a key target and commodity for cybercrime.

Notably, there is blurring of the lines between Advanced
Persistent Threat (APT) groups and profit-driven cybercriminals
with both camps borrowing tools, techniques and methodologies
from each other’s portfolios.

While itis possible for organisations to invest in technological means
to protect themselves, the human element will always remain as an
unpredictable variable and a potential vulnerability. As such social
engineering is a common and effective tool used for anything from
complex multi-stage attacks to fraud. Indeed, CEO fraud - where the
attackers conduct detailed research on selected victims and their
behaviour before initiating the scam - presents itself as a prominent
emerging threat which can result in large losses for those affected.
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Child sexual exploitation (CSE) online poses major concerns in
several respects. Hidden services within the Darknet are used
as a platform for the distribution of child abuse material (CAM).
The nature of these services drives the abuse of new victims
because the production of fresh material is demanded for
membership on child abuse forums and it reinforces the status
of the contributors. These offences will require more intensive
cooperation and capacity building in jurisdictions where
they occur. Law enforcement must focus on identifying and
dismantling these communities and forums in which offenders
congregate. The identification and rescue of victims must also
be paramount.

The apparent proliferation of self-generated indecent material
(SGIM) can be attributed to the increased availability of mobile
devices and their ease of use in producing such content and
communicating it to others. Photos and videos of this nature that
are initially shared with innocent intent often find their way to
those who collect this material or intend to further exploit the
victim, in particular by means of extortion. The volume of SGIM
and the rate of its growth represents a serious challenge for LE.

The live streaming of child abuse may grow, fuelled by increasing
broadband coverage in developing countries. Commercial
streaming is expected to become more prolific as streaming tools
incorporating anonymous payment mechanisms are adopted by
offenders. This development further reinforces the necessity for
closer cooperation and enhanced capacity building within the
international law enforcement community.

Furthermore, child abuse offenders are facilitated by many of
the same services and products as mainstream cybercriminals
including encryption, anonymisation and anti-forensic tools. Use
of these methods among offenders is no longer the exception
but the norm. Increasing abuse of remote storage facilities and
virtual currencies was also observed last year and has continued
to grow since.

Card-not-present (CNP) fraud grows steadily as compromised
card details stemming from data breaches, social engineering
attacks and data stealing malware become more readily available.
The push towards CNP fraud is further driven by the effective
implementation of measures against card-present fraud such as
EMV (chip and PIN), anti-skimming ATM slots and geoblocking.
This trend is only likely to increase as the USA, a primary cash-
out destination for compromised EU cards, will implement EMV
technology as of October 2015.

It is a common axiom that '55
technology, and cybercrime
with it, develops so fast that law
enforcement cannot keep up.
Whilst this may be true in some
respects, the vast majority of
cybercrimes consist of using
vulnerabilities that were well-
known for quite a while. It is

the lack of digital hygiene of
citizens and businesses that
provides fertile ground for
the profitable CaaS market of
reselling proven exploitkits to the
expanding army of non-tech-savvy

cybercriminals. Ingenuity often only

extends to finding new ways to use or
implement such tools and methods. The

scope and pace of true innovation within

the digital underground is therefore more
limited than many may believe. Furthermore,
a key driver of innovation within cybercrime may

be law enforcement itself. Every law enforcement
success provides impetus for criminals to innovate
and target harden with the aim of preventing or mitigating
further detection and disruption of their activities.

That said, where genuine innovation exists in technology,
criminals will rapidly seek ways to exploit it for criminal gain.
Developing technologies such as Darknets, the Internet of Things,
artificial intelligence, and blockchain technology all provide new
attack vectors and opportunities for cybercrime, often combined
with existing tools and techniques such as steganography.

The attention of industry is yet not fully focussed on cyber
security or privacy-by-design. Many of the so-called smart
devices are actually quite dumb when it comes to their security
posture, being unaware of the fact that they are part of a botnet
or being used for criminal attacks. The Simple Service Discovery
Protocol (SSDP), which is enabled by default on millions of
Internet devices using the Universal Plug and Play (UPnP)
protocol including routers, webcams, smart TVs or printers,
became the leading DDoS amplification attack vector in the first
quarter of 2015%

1  Akamai, State of the Internet - Security Report, https://www.
stateoftheinternet.com/resources-web-security-2015-q1-internet-security-

reporthtml, 2015



https://www.stateoftheinternet.com/resources-web-security-2015-q1-internet-security-report.html
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https://www.stateoftheinternet.com/resources-web-security-2015-q1-internet-security-report.html

The response of law enforcement has produced several successes
in the fight against cybercrime. Strong elements in the approach
taken are the increasing level of international cooperation
between main cybercrime divisions within the EU and with
those of non-EU partners. The alignment of priorities under the
operational actions of EMPACT and the establishment of the Joint
Cybercrime Action Taskforce (J-CAT) have clearly contributed to
that. But also the close involvement of private sector partners,
especially in the Internet security industry and among financial
institutions has helped to get a better grip on cybercrime.

Tactically, some consideration should be given to the investigative
focus and approach to increase the effectiveness of operational
activities even further. Merely trying to investigate what gets
reported is unlikely to lead to the best results. It is important
to identify the different components and facilitating factors to
understand with which tactics specific types of crime can be
addressed most effectively. The key enablers of the pertinent

Ked
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threats reported by EU law enforcement that are
deemed most important to take out by means of
criminal investigations are bulletproof hosting,
criminal expert forums, malware distribution
through botnets, CaaS vending sites, counter-
anti-virus services and carding sites. Also,
financial facilitation by the criminal use of
Bitcoins, laundering services and money mules
deserve priority. To the extent possible and
realistic, the focus should primarily be on the
arrest of key perpetrators and organised crime
groups (OCGs). Yet such an approach should be
complemented by dismantling, awareness raising,
prevention, dissuasion and asset recovery.

The main investigative challenges for law enforcement
are common to all areas of cybercrime: attribution,
anonymisation, encryption and jurisdiction. Even
cybercriminals with minimal operational security awareness
can pose a challenge in terms of attribution due to the range
of easily accessible products and services that obfuscate their
activity and identity. These include the abuse of privacy networks
like 12P and The Onion Router (Tor) for communications and
trade, and virtual currencies for criminal transactions. Effective
investigations require an increasing volume of digitised data and
yetlaw enforcement often faces inadequate data retention periods
and regulations. Encryption is increasingly used to safeguard
communications and stored data but also to frustrate forensic
analysis and criminal investigations. Cybercriminals continue to
operate from - or house infrastructure in - jurisdictions where EU
law enforcement lacks adequate basis for support.
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KEY FINDINGS

Cybercrime is becoming more aggressive and confrontational.
Various forms of extortion requiring little technical skills
suggest changes in the profile of cybercrime offenders, and
increase the psychological impact on victims.

While there may always be a need for laws which compel
private industry to cooperate with law enforcement, there
is greater benefit in establishing and building working
relationships in order to stimulate the voluntary and proactive
engagement of the private sector.

Malware predictably remains a key threat for private citizens
and businesses. Ransomware attacks, particularly those
incorporating encryption, were identified as a key threat both
in terms of quantity and impact. Information stealers, such as
banking Trojans, and the criminal use of Remote Access Tools
(RATS) also feature heavily in malware investigations.

Due to the support for many of the ‘old school’ banking
Trojans such as Zeus, Citadel or Spyeye being withdrawn,
either voluntarily or as a result of law enforcement action, the
use of many of these products is in decline, paving the way for
anew generation of malware such as such as Dyre or Dridex.

The number and frequency of publically disclosed data
breachesis dramatically increasing, highlighting both a change
in attitude by industry and that data is still a key target and
commodity for cybercriminals. Such breaches, particularly
when sensitive personal data is disclosed, inevitably lead to
secondary offences as the data is used for fraud and extortion.

Social engineering is a common and effective tool used for
anything from complex multi-stage cyber-attacks to fraud.
CEO fraud is one such threat which is emerging, leading to
significant losses for individual companies and requiring little
technical knowledge to commit.

Payment fraud has seen a further shift to card-not-present
fraud, and is increasing in line with the growing number of
merchants embracing e-commerce and the implementation
of effective measures to combat skimming and card-present

fraud. While card-present fraud is slightly in decline, novel
malware attacks on ATMs are still evolving.

Rather than devising novel attack methods, most cyber-
attacks rely on existing, tried and tested exploits, malware
code and methodologies such as social engineering, which are
re-used and recycled to create new threats.

The lack of digital hygiene and security awareness contributes
to the long lifecycle and continued sales of exploit Kkits
and other basic products through CaaS models, bringing
opportunities and gain to the criminal masses.




® QOperation Onymous resulted in an unprecedented mass

takedown of Darknet marketplaces and disruption of market
interactions. The underground ecosystem has since recovered
to some degree but confidence has been further eroded by a
number of prominent marketplaces exit scams.

In the aftermath of operation Onymous, there were many
proponents for a shift to allegedly more secure platforms such
as 12P. This has not occurred however and Tor remains the
preferred platform for underground fora and marketplaces.

Growing Internet coverage in developing countries and the
development of pay-as-you-go streaming solutions providing
a high degree of anonymity to the viewer, are furthering the
trend in the commercial live streaming of child sexual abuse.
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= Growingnumbers of children and teenagers own smartphones

that they use to access social media and communication apps.
This enables the generation and distribution of large amounts
of self-generated indecent material (SGIM), which makes
these adolescents vulnerable to sexual extortion.

The use of anonymisation and encryption technologies is
widening. Although these address a legitimate need for
privacy, they are exploited by criminals. Attackers and
abusers use these to protect their identities, communications,
data and payment methods.

Bitcoin is establishing itself as a single common currency
for cybercriminals within the EU. Bitcoin is no longer used
preferentially within Darknet marketplaces but is increasingly

being adopted for other types of cybercrime as well.
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KEY
RECOMMENDATIONS

INVESTIGATION

Cybercrime investigations are often complex and resource
intensive. Law enforcement therefore must be granted
the latitude it requires in order to conduct long-term
comprehensive investigations for maximum impact without
undue pressure to obtain rapid results or arrests.

While targeting high profile, high value targets such as
malware developers may be beneficial, the disruptive effect
of targeting either shared criminal infrastructure or the less
ubiquitous actors who provide key support services, such as
bulletproof hosting, may have more significant impact across
a greater division of the cybercrime community and represent
a more pragmatic approach for law enforcement.

Law enforcement requires greater flexibility and/or resources
to effectively investigate underlying criminality instead of
simply that which is directly reported by victims.

A coordinated effort between law enforcement, the financial
sector and the Internet security industry will be required
in order to effectively tackle banking malware. This will
necessitate better sharing of banking and ATM malware
samples (using the Europol Malware Analysis System (EMAS)
for example) and criminal intelligence, particularly relating to
enabling factors such as money mules.

The protection of victims of child abuse is paramount.
Therefore victim identification investigations should be given
equal priority to those directed at the arrest of offenders
for production of CAM. The efficient use of available Victim
ID databases, taking into account the current and future
efforts undertaken by EC3 and Interpol in this field, as well
as detailed analysis of the material, often lead to successful
rescue operations.

Law enforcement investigation of CSE must focus on
identifying and dismantling the communities and forums
in which offenders congregate. These environments act to

stimulate the production of fresh child abuse material, thus
generating new victims and ensuring the continued abuse of
existing victims.

Law enforcement must continue and expand successful
initiatives to share knowledge, expertise and best practice
on dealing with Bitcoin and other emerging/niche digital
currencies in cyber investigations.

CAPACITY BUILDING & TRAINING

= |n order to counter the increasing occurrence of encryption

used by offenders, law enforcement should invest in live data
forensics capability and prioritise in situ analysis of devices,
in order to capture the relevant artefacts in an unencrypted
state.

Investigators must familiarise themselves with the diverse
range of account and payment references and the file formats
of digital wallets used by different payment mechanisms.

Law enforcement requires the tools, training and resources to
deal with high volume crime such as payment card fraud and
social engineering. Such crimes also require an efficient, fit-
for-purpose reporting mechanism. Online reporting channels
are considered to be highly suitable for high-volume crimes of
a minor nature.

In order to continue the successes law enforcement has
demonstrated in tackling crime on the Darknet, law
enforcement must continue to share best practice, knowledge
and expertise in performing such investigations, focusing
on such issues as the ability to trace and attribute criminal
transactions and communication on the Darknet.

There is a need to inform law enforcement on a broad basis
about Big Data and the challenges and opportunities that
come with it.




PREVENTION

While dismantling or disrupting criminal groups is
effective and necessary, adequate resources should be
given to prevention strategies in order to raise awareness
of cybercrime and increase standards in online safety and
information security.

Prevention activity in relation to child sexual exploitation
online should incorporate school visits and explain the
potential impact of SGIM. Real case examples can demonstrate
how seemingly harmless interactions may lead to serious
consequences for the victim.

To mitigate the risk of ATM malware attacks law enforcement
should promote Europol’s ‘Guidance and Recommendations
regarding Logical Attacks on ATMs’, at a national and
international level, to banking and payments industry
contacts.
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PARTNERSHIPS

It is essential for law enforcement to build and develop
working relationships with the financial sector including
banks, payments industry, money transfer agents, virtual
currency scheme operators and exchangers in order to:

0 Promote the lawful exchange of information and
intelligence in relation to areas of criminality such as
banking malware, money mules and fraud;

0 In this regard Europol’s EC3 will drive a comprehensive
initiative to counter the threat of money mules, drawing
on data from private industry and law enforcement in
order to inform and direct EU law enforcement in tackling
this key support service.

0 Establish a secure common channel through which to
pass details of compromised card and account data in
order to prevent their subsequent use in fraud.

In order to address the under-reporting and cybercrime
in general, law enforcement must continue to engage with
private industry to increase confidence in law enforcement’s
ability to investigate both effectively and discretely.

In the context of the draft Directive on Network and
Information Security (NIS), there is a need to improve
coordination, active partnership, and relationships between
the private sector, law enforcement and the CERT community.

Law enforcement should continue to collaborate with the
private sector and academia to explore investigative and
research opportunities related to emerging technologies
such as decentralised marketplaces, artificial intelligence and
blockchain technology.

EU law enforcement must develop working relationships and
build capacity within law enforcement in non-EU jurisdictions,
particularly south-east Asia, in order to improve information
sharing and investigative capability in relation to criminality
such as live streaming of child abuse and payment card fraud.
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EU Member States should provide intelligence relating
to hidden services to Europol’s EC3 to allow it to build a
comprehensive intelligence picture of hidden services across
Europe. Additionally there needs to be greater engagement
from non-cybercrime law enforcement in tackling hidden
services. Extremism and the sale of drugs or firearms are as
much of an issue on these services as cybercrime.

Law enforcement must continue to share information with
and via Europol in relation to high volume crime such as
social engineering attacks in order to identify the campaigns
that are having the greatest impact, thereby allowing law
enforcement to manage its resources more effectively.

Law enforcement should seek to actively engage in and share
the success of multi-stakeholder initiatives such as Europol’s
Airline Action Days? and E-commerce initiative in order to
combat payment fraud in their jurisdiction.

LEGISLATION

There is still a need for harmonised legislative changes at EU
level, or the uniform application of existing legal tools such as
laundering regulations to address the criminal use of virtual
currencies.

In order to effectively investigate closed offender communities
on the Darknet and other networks, investigators require rele-
vant legal instruments that allow undercover work and the ef-
ficient online use of traditional policing investigation methods.

Policymakers must ensure the swift implementation of the
EU Directive on attacks against information systems?® which
will introduce tougher, consistent and EU-wide penalties for
cyber-attacks and criminalise the use of malware as a method
of committing cybercrimes.

Europol Press Release, Global Action against Online Air Ticket Fraudsters
Sees 130 Detained, https://www.europol.europa.eu/content/global-action-
against-online-air-ticket-fraudsters-sees-130-detained, 2015

EU Directive on Attacks against Information Systems, http://eur-lex.europa.
eu/LexUriServ/LexUriServ.do?uri=0]:1.:2013:218:0008:0014:en:PDF, 2013

= Legislators and policymakers, together with industry and

academia, must agree on a workable solution to the issue
of encryption which allows legitimate users to protect
their privacy and property without severely compromising
government and law enforcement’s ability to investigate
criminal or national security threats. A quantitative analysis
of the impact of encryption on law enforcement investigations

is required in order to support the qualitative arguments in
this debate.
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SUGGESTED
OPERATIONAL
PRIORITIES

In view of the role of the IOCTA to inform the priority setting for
the operational action plans in the framework of the EMPACT,
and considering the information presented in this report, the
following topics are proposed for the forthcoming definition of
operational actions for EU law enforcement for 2016:

CYBER ATTACKS
= Botnet takedowns, in particular those deployed for DDoS
attacks and distribution of banking malware (e.g. Dyre and

Dridex);

= Sales of ransomware and exploit kits as part of the CaaS
model;

= Structured deployment of malware, in particular ransomware
and banking malware;

® Data breaches and APTs;

= Counter anti-virus services.

CSE

= Live streaming of on-demand abuse;
® Sexual extortion;

= Lawful infiltration and takedown of online communities that
stimulate active CAM production, in particular on the Darknet;

® Victim identification and rescue.
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PAYMENT FRAUD

Takedowns of carding sites;

= Targeted actions with relevant private sector partners;

ATM malware;

(Cyber-facilitated) CEO fraud and phishing.
CROSS-CUTTING CRIME ENABLERS

= Bulletproof hosting;

= Jllegal trading sites on the Darknet;

® Money mules and money laundering services;

= Criminal schemes around Bitcoin and other virtual currencies;
= (Criminal expert online forums.

To the extent possible and realistic, the focus should primarily
be on the arrest of key perpetrators and OCGs. This should be
complemented by dismantling, awareness raising, dissuasion
and asset recovery.

In addition to these predominantly investigative topics, it is also
advised to implement facilitating actions around intelligence
sharing and tactical analysis, especially around the above

mentioned themes to better enable successful operations.
Furthermore, these activities can be complemented by more

strategic initiatives around training and capacity building, as
well as prevention and awareness.
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INTRODUCTION

AIM

The 2015 Internet Organised Crime Threat Assessment (I0CTA)
was drafted by the European Cybercrime Centre (EC3) at
Europol. It aims to inform decision-makers at strategic, policy
and tactical levels in the fight against cybercrime, with a view to
directing the operational focus for EU law enforcement, and in
particular the priority setting for the 2016 EMPACT* operational
action plan in the three sub-areas of the cybercrime priority:
cyber attacks, payment fraud and child sexual exploitation.

Building on the broad basis established in the 2014 IOCTA, this
report provides an update on the latest trends and the current
impact of cybercrime within the EU from a law enforcement
perspective. It highlights future risks and emerging threats and
provides recommendations to align and strengthen the joint
efforts of EU law enforcement and its partners in preventing and
fighting cybercrime.

Unlike the 2014 IOCTA which offered a broad, strategic overview
of the cybercrime threat landscape, the 2015 IOCTA has taken
a slightly different approach and presents a view from the
trenches. This year, the focus is on the threats and developments
within cybercrime, based predominantly on the experiences of
cybercrime investigators and their operational counterparts
from other sectors, drawing on contributions from more
strategic partners in private industry and academia to support
or contrast this perspective. In this sense the report chiefly
highlights the threats that are more visibly impacting industry
and private citizens.

The 2015 IOCTA challenges the conception that law enforcement
lags behind the criminals they investigate in terms of skills
or technical capability by highlighting the successes of law
enforcement across the EU and globally in tackling complex
cybercrime in areas such as the Darknet and dismantling botnets.

4 The European Multidisciplinary Platform Against Criminal Threats
(EMPACT), is a structured multidisciplinary co-operation platform of the
relevant Member States, EU Institutions and Agencies, as well as third
countries and organisations (public and private) to address prioritised
threats of serious international and organised crime.

SCOPE

The 2015 I0CTA focuses on EC3’s three mandated crime areas
- cyber attacks, child sexual exploitation online and payment
fraud. Where relevant, it also covers other related areas such as
money laundering and social engineering.

The report examines the main developments since the previous
report, highlighting the increasing professionalisation of
cybercrime and further refinement of the CaaS model. In
addition to the identification of some emerging trends such as
the use of decentralised online platforms for criminal purposes
and a convergence of tools and tactics used by different groups,
the assessment also shows the continuing criminal exploitation
of well-known attack vectors and vulnerabilities.

Despite the identified technical, legal and operational challenges,
the report offers a number of examples of successful law
enforcement actions against cybercriminals and organised crime
in cyberspace, for instance in relation to the criminal abuse of
Tor. At the same time, it highlights the pressure such operations
put on cybercriminals requiring them to update their modus
operandi and to become more innovative in their attacks. This
is evident, for instance, in the increasing tendency towards the
criminal abuse of encryption, anonymity and the increased use
of obfuscation and anti-forensic tools and methods.

The assessment provides an update on topics such as the Internet
of Things and Big Data that have or are likely to have an impact
on the crime areas covered in this report.

Each chapter provides a law enforcement centric view on the
most prominent crimes or threat areas, followed by a prediction
of the future developments that are likely to impact law
enforcements ability to combat the threat. Each chapter ends
with a set of specific recommendations predominantly for law
enforcement to effectively address the threats presented.




Notcoveredinthisyear’sedition
ofthe IOCTA is the development

of online radicalisation and

the proliferation of violent
extremism  through  social
media. With the establishment

of the EU Internet Referral Unit
(EUIRU) at Europol from 1 July
2015, it is most probable that this
subject will be covered next year,
either as part of the 2016 I0OCTA or
as a separate product by the newly-
established unit.
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MALWARE

Whether it is used in direct methods of attack or as an enabler
for downstream cybercrime, malware remains one of the key
threat areas within cybercrime. The malware identified as the
current threats across the EU by EU law enforcement can be
loosely divided into three categories based on their primary
functionality - ransomware, Remote Access Tools (RATs)
and info stealers. It is recognised that many malware variants
are multifunctional however and do not sit neatly in a single
category. For example, Blackshades is primarily a RAT but has
the capability to encrypt files for ransom attacks; many banking
Trojans have DDoS capability or download other malware onto
infected systems.

KEY THREAT - RANSOMWARE

Ransomware remains atop threat for EU law enforcement. Almost
two-thirds of EU Member States are conducting investigations
into this form of malware attack. Police ransomware accounts
for a significant proportion of reported incidents, however this
may be due to an increased probability of victim reporting or
it simply being easier for victims to recognise and describe.
Industry reporting from 2014 indicates that the ransomware
phenomenon is highly concentrated geographically in Europe,
North America, Brazil and Oceania®.

5  Microsoft SIR v18, http://download.microsoft.com/download/7/1/
A/71ABB4EC-E255-4DAF-9496-A46D67D875CD /Microsoft Security

Intelligence Report Volume 18 English.pdf, 2015

CryptoLocker

CryptoLocker is not only identified as the top malware threat
affecting EU citizens in terms of volume of attacks and impact
on the victim, but is considered to be one of the fastest
growing malware threats. First appearing in September
2013, CryptoLocker is believed to have infected over 250 000
computers and obtained over EUR 24 million in ransom within
its first two months®. CryptoLocker is also a notable threat
amongst EU financial institutions.

In May 2014, Operation Tovar significantly disrupted the
Gameover Zeus botnet, the infrastructure for which was also
used to distribute the CryptoLocker malware’. At the time
the botnet consisted of up to one million infected machines
worldwide. The operation involved cooperation amongst
multiple jurisdictions, the private sector and academia. Tools
to decrypt encrypted files are now also freely available from
Internet security companies8.

6 Europol Press Release, International Action against Gameover Zeus Botnet
and Cryptolocker Ransomware, http://www.europol.europa.eu/content/
international-action-against-gameover-Zeus-botnet-and-cryptolocker-
ransomware, 2015

7 Europol Press Release, International Action against Gameover Zeus Botnet
and Cryptolocker Ransomware, http://www.europol.europa.eu/content/
international-action-against-gameover-Zeus-botnet-and-cryptolocker-
ransomware, 2015

8  Decryptolocker, https://www.decryptcryptolocker.com/, 2014
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CTB-LOCKER

Curve-Tor-Bitcoin (CTB) Locker is a more recent iteration of
cryptoware using Tor to hide its command and control (C2)
infrastructure. CTB Locker offers its victims a selection of
language options to be extorted in and provides the option to
decrypt a “test” file for free. Although not as widespread as
CryptoLocker, CTB Locker was noted as a significant and growing
threat by a number of EU Member States. This is supported by
industry reporting which indicates that up to 35% of CTB Locker
victims reside within Europe®.

CTB-LOCKER

KEY THREATS - REMOTE ACCESS TOOLS (RATS)

Remote Access Tools existaslegitimate tools used to access a third
party system, typically for technical support or administrative
reasons. These tools can give a user remote access and control
over a system, the level of which is usually determined by the
system owner. Variants of these tools have been adapted for
malicious purposes making use of either standard or enhanced
capabilities to carry out activities such as accessing microphones
and webcams, installing (or uninstalling) applications (including
more malware), keylogging, editing/viewing/moving files, and
providing live remote desktop viewing, all without the victims
knowledge or permission.

9  McAfee Labs Threat Report, Q1 2015, http://www.mcafee.com/nl/

resources/reports/rp-quarterly-threat-q1-2015.pdf, 2015
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Blackshades.NET

Blackshades first appeared in approximately 2010 and was
cheaply available (~€35) on hacking forums. In addition
to typical RAT functionality, Blackshades can encrypt and
deny access to files (effectively acting as ransomware), has
the capability to perform DDoS attacks, and incorporates a
“marketplace” to allow users to buy and sell bots amongst other
Blackshades users™.

In May 2014, a two-day operation coordinated by Eurojust
and Europol’s EC3 resulted in almost 100 arrests in 16
countries worldwide. The operation targeted sellers and users
of the Blackshades malware including its co-author. Despite
this, the malware still appears to be available, although its
use is in decline.

BLACKSHADES NET

10 Malwarebytes, You Dirty RAT! Part 2 - Blackshades NET, https://blog.

malwarebytes.org/intelligence/2012/06 /you-dirty-rat-part-2-blackshades-
net/, 2012
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DarkComet

DarkComet was developed by a French security specialist known
as DarkCoderSC in 2008. The tool is available for free. In 2012
DarkCoderSC withdrew support for the project and ceased
development as a result of its misuse!’. However it is still in
circulation and widely used for criminal purposes.

DARKCOMET

KEY THREATS - INFO STEALERS

Data is a key commodity in the digital underground and almost
any type of data is of value to someone; whether it can be used
for the furtherance of fraud or for immediate financial gain. It is
unsurprising then that the majority of malware is designed with
the intent of stealing data. Banking Trojans - malware designed
to harvest login credentials or manipulate transactions from
online banking - remain one of the top malware threats.

11 Symantec Official Blog, DarkComet RAT - It is the END, http://www.
symantec.com/connect/blogs/darkcomet-rat-it-end/, 2012

Zeus

First appearing in 2006, Zeus is one of most significant pieces
of malware to date. The Zeus source code was publically leaked
in May 2011 after its creator abandoned it in late 2010. Since
then a number of cybercrime groups have adapted the source
code to produce their own variants. As such Zeus still represents
a considerable threat today and will likely continue to do so as
long as its original code can be updated and enhanced by others.

Gameover Zeus (GOZ) or Peer-to-Peer (P2P) Zeus was one such
variant which used a decentralised network of compromised
computers to host its command and control infrastructure,
thereby making it more resistant to law enforcement intervention.

In June 2015, a joint investigation team (JIT) consisting of
investigators and judicial authorities from six European
countries, supported by Europol and Eurojust, arrested
a Ukrainian cybercrime group who were developing and
distributing the Zeus and Spyeye malware and cashing-out
the proceeds of their crimes. The group is believed to have had
tens of thousands of victims and caused over EUR 2 million in
damages.

ZEUS



http://www.symantec.com/connect/blogs/darkcomet-rat-it-end/
http://www.symantec.com/connect/blogs/darkcomet-rat-it-end/

Citadel

Citadel is a successful descendant of Zeus. It first appeared in
circa 2012 and was initially sold openly on underground forums
before being withdrawn from general distribution later that
year. Its sale and use is now limited to select groups. Citadel
infection rates have never reached the huge numbers Zeus itself
has attained. Instead Citadel appears to be used for much more
targeted (APT) attacks - campaigns targeting specific businesses
or government entities*>*%. Citadel has been noted as the first
malware to specifically target password management solutions'*.

CITADEL

12 McAfee Labs, Labs Paper Looks ‘Inside the World of the Cltadel Trojan’,

fthe citadel- tr01anz 2013
13 Security Intelligence, Massively Distributed Citadel Malware Targets

Middle Eastern Petrochemlcal Orgamzatlons, https: securlt intelligence.

petrochemical- orgamzatlons z, 2014

14 Security Intelligence, Cybercriminals Use Citadel to Compromise Password

Management and Authentication Solutions, http://securityintelligence.

com/cybercriminals-use-citadel-compromise-password-management-
authentication-solutions/, 2014
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Ice IX

Ice IX is another first generation Zeus variant following the
release the Zeus source code, appearing in the same time period
as Citadel. Although its use appears to be in decline, several EU
Member States have still actively investigated cases of its use.
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Spyeye

Spyeye appeared in late 2009 on Russian underground forums.
Cheaper than the leading malware kit at the time (Zeus) while
mirroring much of its functionality, Spyeye quickly grew in
popularity. It is believed that when Zeus developer Slavik ceased
Zeus’s development, the source code was sold/transferred to
Spyeye developer Harderman/Gribodemon, only a short while
before the Zeus source code was leaked publically. In January
2014, Russian national Panin pleaded guilty before a US federal
court on charges related to the creation and distribution of
Spyeye. Despite this several EU Member States are still actively
investigating cases related to Spyeye, although its use is
apparently in decline.

SPYEYE

Dridex

Dridex first appeared in circa November 2014 and is considered
the successor to the Cridex banking malware. However, unlike
Cridex, which relied on exploit kit spam for propagation, Dridex
has revived the use of malicious macro code in Microsoft Word
attachments distributed in spam in order to infect its victims?®.
Several EU Member States have encountered Dridex and,
although instances are low in number, the sensitivity of the
harvested data, increasing degree of sophistication and growing
number of cases confirm Dridex is an upcoming threat.

DRIDEX

15 Trend Micro, Dealing with the Mess of Dridex, http://www.trendmicro.com/

vinfo/us/threat-encyclopedia/web-attack/3147/dealing-with-the-mess-of-
dridex, 2014
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Dyre

Dyre is a new malware kit which appeared in 2014, using a
number of ‘Man-in-the-Browser’ attack techniques to steal
banking credentials. Dyre targets over 1000 banks and other
organisations including electronic payment and digital currency
services, with a particular focus on those in English-speaking
countries'®. Some campaigns use additional social engineering
techniques to dupe their victims into revealing banking details'’.
Dyre is also noted for its ability to evade popular sandbox
environments used by researchers to analyse malware!® and
by its ability to download additional malware payloads onto an
infected system such as the Cryptowall ransomware?.

DYRE

16 Symantec, Dyre: Emerging Threat on Financial Fraud Landscape, http://
www.symantec.com/content/en/us/enterprise/media/security response/
whitepapers/dyre-emerging-threat.pdf, 2015

17 Security Intelligence, The Dyre Wolf Campaign: Stealing Millions and Hungry
for More, http://securityintelligence.com/dyre-wolf/, 2015

18 The Register, Nasty Dyre Malware Bests White Hat Sandboxes, http: //www.
theregister.co.uk/2015/05/04/dyre malware sandbox evasion/, 2015

19 McAfee Labs Threat Report, Q1 2015, http://www.mcafee.com/nl/

resources/reports/rp-quarterly-threat-q1-2015.pdf, 2015
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Tinba

Tinba, the truncation of ‘tiny banker’ - referring to its small file
size (~20Kkb) - first appeared in 2012. Tinba has been noted as
largely targeting non-English language countries such as Croatia,
Czech Republic?® and Turkey?!. The source code for Tinba was
leaked in 2014 allowing its ready-made code to be used by other
cybercriminals for free.

TINBA

20 Avast Blog, Tinybanker Trojan Targets Banking Customers of Major Banks
Worldwide, https://blog.avast.com/2014/07 /17 /tinybanker-trojan-targets-
banking-customers/, 2014

21 CSIS and Trend Micro Threat Report, Tinybanker: The Turkish Incident,
http://www.trendmicro.nl/media/wp/tiny-banker-the-turkish-incident-

whitepaper-en.pdf, 2012
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Carberp Torpig

First encountered in 2010, Carberp was initially found to be only Torpig was originally developed in 2005 and was mainly active
targeting Russian-speaking countries but was later modified circa 2009. Torpig is installed on a system’s Master Boot Record
to additionally target Western financial organisations®’. The allowing it to execute before the operating system is launched
Carberp source code was leaked in June 2013. making it harder for anti-virus software to detect?. Several

European countries have active Torpig investigations however
numbers are low and decreasing.

CARBERP TORPIG

22 Symantec Official Blog, New Carberp Variant Heads Down Under, http://

www.symantec.com/connect/blogs/new-carberp-variant-heads-down- 23 Carnegie Mellon University, Torpig, http://www.cmu.edu/iso/aware/be-
under 2015 aware/torpig.html
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Shylock

Shylock first appeared in 2011 and used advanced ‘Man-in-the-
Browser’ attacks to steal financial data and make fraudulent
transactions. Shylock is a privately owned (by its creators)
financial Trojan and as such its use and distribution is highly
constrained. It is not available for purchase on underground
markets?*. Despite successful disruption activity, several EU
Member States still report significant Shylock activity.

In July 2014, a UK-led operation resulted in the seizure of
command and control (C2) servers and domains associated
with the operation of a Shylock botnet consisting of 30 000
infected computers. The malware campaign had largely
targeted customers of UK banks. The operation involved
cooperation between several other jurisdictions, private
sector companies and CERT-EU, and was coordinated by EC3
at Europol.

SHYLOCK

24 Symantec Official Blog, All That Glitters Is No Longer Gold - Shylock Trojan
Gang Hit by Takedown, http://www.symantec.com/connect/blogs/all-

glitters-no-longer-gold-shylock-Trojan-gang-hit-takedown, 2014
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OTHER MALWARE THREATS - ENABLERS

Although the harm deriving from any malware attack is ultimately
the result of one of the above mentioned attack methods, there
are many other types of malware which facilitate or enable these
attacks. These malware products are infrequently the main focus
of law enforcement activity as it is the malware they enable that
will spark an investigation. These enabling malware products
are offered ‘as-a-service’ on the digital underground.

Exploit kits

Exploit kits are programs or scripts which exploit vulnerabilities
in programs or applications to download malware onto
vulnerable machines. Since the demise of the ubiquitous
Blackhole exploit kit in late 2013, a number of other exploit
kits have emerged to fill the vacuum. Some of the current, most
widely-used exploit kits include Sweet Orange, Angler, Nuclear
and Magnitude?.

Spam

One of the most common methods of malware distribution is
by malicious email attachment and the most productive way
to reach the most potential victims is via spam. The primary
function of some malware is to create botnets geared to generate
large volumes of spam. One such example of such ‘spamware’ is
Cutwail which has been known to distribute malware such as
CTB Locker, Zeus and Upatre?°.

25 Trend Micro, Evolution of Exploit Kits, http://www.trendmicro.com/cloud-
content/us/pdfs/security-intelligence /white-papers/wp-evolution-of-
exploit-Kits.pdf, 2015

26 Trend Micro Threat Encyclopedia, Cutwail, http://www.trendmicro.com/
vinfo/us/threat-encyclopedia/malware/CUTWAIL, 2013
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Droppers

The core function of some malware is simply, once installed, to
download other malware onto the infected system. Malware
such as Upatre is one such product and has been observed
downloading malware such as Zeus, Crilock, Rovnix and more
recently Dyre?”. Upatre itself is commonly distributed via
malicious email attachment distributed by botnets such as
Cutwail.

In April 2015, Europol’s EC3 and the Joint Cybercrime Action
Taskforce (J-CAT), joined forces with private industry and the
FBI to support Operation Source. This Dutch-led operation
targeted the Beebone (also known as AAEH) botnet, a
polymorphic downloader bot that installs various forms of
malware on victims’ computers. The botnet was ‘sinkholed’
and the data was distributed to the ISPs and CERTs around
the world, in order to inform the victims.

OTHER MALWARE THREATS - MOBILE
MALWARE

Industry reporting indicates that the volume of mobile malware
continues to grow, although some reporting suggests that
the rate of growth is decelerating? or that infection levels are
even decreasing?. While it remains a recurring, prominent and
contemporary topic in both industry reporting and the media,
mobile malware currently does not feature as a noteworthy
threat for EU law enforcement.

The majority of mobile malware is typically less malicious than
its desktop counterpart. Although there is a growing volume
of banking malware and trojanised financial apps on mobile
devices, the majority of mobile malware is still from premium
service abusers, i.e. those that subscribe victims or make calls to
premium rate services. It is less probable therefore that a victim
would feel the need to report an attack due to the relatively small
losses incurred. Furthermore, victims are more likely to either
reset their own device or take it to a phone repair shop, than they

27 Trend Micro Threat Encyclopedia, Upatre, http://www.trendmicro.com
vinfo/us/threat-encyclopedia/malware/upatre, 2015

28 Symantec, 2015 Internet Security Threat Report, http://www.symantec.com/
security response/publications/threatreport.jsp, 2015

29 Verizon, 2015 Data Breach Investigations Report, http://www.
verizonenterprise.com/DBIR/2015/, 2015

would be to take it to a police station. Reporting of this threat is
therefore low and consequently the law enforcement response
is minimal.

The following table highlights the threats posed by different
malware variants reported to and/or investigated by EU law
enforcement.

FUTURE THREATS AND DEVELOPMENTS

The recent experiences and investigative focus of European law
enforcement suggests that the top malware threats of the last
5+ years are steadily in decline as a new generation of malware
comes to the fore. Although some variants remain a threat, the
investigation rates of Zeus (plus its variants Ice IX and Citadel),
Torpig, Spyeye and Carberp have either plateaued or are in
decline. Many of these products have had their development
and support discontinued by the developer either voluntarily or
as a result of their arrest. The continued threat posed by these
products is likely due to their availability, with the source code
for most publically leaked. Instead, newer names on the malware
scene such as Dridex and Dyre are becoming more prominent
in law enforcement investigations, a trend which is likely to
increase.

A common and perhaps inevitable fate for any malware is to have
its source code publically leaked, either by a rival criminal gang
or by security researchers. Whilst this may be of tremendous
benefit to the Internet security community it also puts the code
into the hands of prospective coders allowing them to rework
and enhance the code to create their own products with a large
part of their work already done for them. As an example, a hybrid
of the Zeus and Carberp Trojans, dubbed Zberp, was detected in
mid-2014%. It is likely that, given the success and sophistication
of many of the older malware products, we will continue to see
new threats which draw on their code.

30 Security Intelligence, Meet the Zberp Trojan, https://securityintelligence.
com/new-zberp-Trojan-discovered-zeus-zbot-carberp/, 2015
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Primary

Infection Aliases/Variants
Vector

Threat Primary
Level Function

Email
Cryptolocker Ransomware S - A
o Fynloski, Fynlos,
DarkComet RAT Exploit kit Krademok, DarkKomet A
Email
Dridex Data Stealer attachment Bugat,Feodo, Cridex A
(Word macros)
Zeus Data Stealer Exploit kit Zbot, Gameover (GOZ) 0
Blackshades RAT Exploit kit - \ 4
Citadel Data Stealer Exploit kit - v
SpyEye Data Stealer Dropper - v
Email . .
CTB-Locker MEDIUM Ransomware attachment (.zip) Critroni A
Dropper
Dyre MEDIUM Data Stealer (UPATRE) Dyreza A
Tinba MEDIUM Data Stealer Exploit kit Tinybanker, Zusy A
Carberp MEDIUM Data Stealer Exploit kit - 0
| Shylock MEDIUM Data Stealer Exploit kit Caphaw 0
Ice IX MEDIUM Data Stealer Exploit kit - v
Torpig Data Stealer Exploit kit Sinowal, Anserin v
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Similarly newly published vulnerabilities are rapidly
incorporated into exploit kits. This often occurs faster than
patches can be released and almost certainly quicker than most
potential victims would update their software. As an example,
the Zero-Day exploits which were released as a result of the
Hacking Team exposure in June 2015 appeared in the Angler,

Neutrino and Nuclear exploit kits within days?*!.

As more consumers move to mobile devices for their financial
services (banking, mobile payments, etc) the effectiveness
and impact of mobile malware will increase. It can therefore
be expected to begin to feature more prominently on law
enforcement’s radar.

One advanced technique that we can expect to see further future
examples of is the use of ‘information hiding’ methods such as
steganography. Rather than simply encrypting data so that it is
unreadable, such techniques hide data within modified, shared
hardware/software resources, inject it into network traffic, or
embed it within the structure of modified file structures or media
content. Malware employing these techniques can, for example,
stealthily communicate with C2 servers or exfiltrate data. It may
therefore become increasingly difficult to detect malware traffic
if such methods become more widely employed. Smartphones
may be particularly vulnerable to such malware as, coupled with
their array of in-built sensors, they provide additional channels
via which hidden data can be transmitted?®.

31 Trend Micro Security Intelligence Blog, Hacking Team Flash Zero-Day
Integrated into Explmt Kits, ttp Zzblog trendmlcro com[trendlabs securlty—
hacki s/, 2015
32 Mazurczyk, W, Luca Cav1gllone, L., lnformatlon Hldmg asa Challenge for
Malware Detection. IEEE Security & Privacy, 2015

L4

RECOMMENDATIONS

® In order to maintain the trend of successful multi-
jurisdictional operations targeting cybercrime groups, law
enforcement should continue to:

0 Pro-actively share criminal intelligence related to
cybercrimes with other EU Member States via Europol;

O Build and maintain relationships with private industry
and academia with expertise and capability in Internet
security and cybercrime;

0 Contribute malware samples to the Europol Malware
Analysis System (EMAS).

= While a focus on the apprehension of the groups and
individuals behind malware campaigns is recommended,
consideration should also be given to targeting shared
criminal infrastructure which may have a disruptive impact
on multiple OCGs carrying out a range of attacks and may
increase their cost of operation.

® Where the capacity and capability exists, law enforcement
should target criminal groups developing and distributing
enabling malware such as exploit kits, spamware and
droppers.

= While dismantling or groups is
effective and necessary, adequate resources should be

disrupting criminal

given to prevention strategies in order to raise awareness
of cybercrime and increase standards in online safety and
information security. This must include awareness in relation
to mobile devices.
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ONLINE CHILD SEXUAL
EXPLOITATION

Online child sexual exploitation (CSE) is a constantly evolving
phenomenon, shaped by developments in technology, growing
levels of Internet adoption via territorial coverage and
bandwidth, and further expansion of mobile connectivity.

The key threat areas include criminal activities in P2P
environments and the Darknet, live streaming of child sexual
abuse, sexual extortion, and developments in the commercial
distribution of child abuse material (CAM). Focus will also be on
the offender environments and threats relating to the growing
level of competence amongst offenders in terms of networking
and technical capability, use of encryption and anonymisation
tools as well as the abuse of hosting services for distributing CAM.

Some of these areas were already reported in the 2014 [0CTA;
they still remain the main challenges, even if there were no
significant developments over the last year.

KEY THREAT - P2P ENVIRONMENT

P2P file sharing methods remain the main platform to access
child abuse material and the principal means for non-commercial
distribution. These are invariably attractive for CSE offenders
and easy to use. They are a highly effective and efficient means of
building and rebuilding a collection quickly after accidental loss
or apprehension.

Some specialists describe the material which is being shared
there as known and often dated. However, P2P is an important
part of a possible offending pathway, from open searching using
search engines, via exchanges on the open Internet to the hidden
services in the Darknet.

This environment is also - due to its nature - deemed to be the
one where the greatest volume of offending is identified. P2P
cases still constitute the majority of investigations conducted by
specialised units.

Some specialists noted a slight shift of users of hidden services
to P2P environments as a result of recent successful LE
interventions. While itis impossible to confirm such observations
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by reliable quantitative data, it perfectly supports an assumption
that current online distribution of CAM is very dynamic, and
the operations of LE agencies inevitably influence the extent of
misuse of particular environments.

KEY THREAT - THE DARKNET

Criminals who are present on the Darknet appear more
comfortable offending and discussing their sexual interest
in children than those using the Surface Web. The presumed
greater level of anonymity and strong networking may be
favouring their sexual urges, which would not be revealed in any
other environment lacking such features.

The use of use of Tor in the proliferation of CAM remains a
key threat, regardless of some loss of trust about its complete
anonymity and technical limitations.

Restricted areas of Tor pose the highest risk to children as they
are linked to the production of new CAM to retain community
membership and status, which inevitably leads to further hands-
on abuse. It is likely that more abuse of an extreme and sadistic
nature is being requested and shared in these areas.

KEY THREAT - LIVE STREAMING

The live streaming of abuse®® is no longer an emerging trend
but an established crime, the proliferation of which is expected
to further increase in the near future. Child sexual abusers
continue to exploit technology that enables the streaming of
live images and video in many different ways. This includes use
of live streaming methods in sexual extortion cases, organising
invitation-only videoconferencing of contact abuse among
members of closed networks, as well as the trend reported in
2014 concerning the profit driven abuse of children overseas,
live in front of a camera at the request of Westerners*+.

33 Live-distant child abuse (LDCA) is a term suggested by specialists to
underline the fact of sexual abuse even if physical contact between an
offender and a victim does not take place

34 Europol, IOCTA 2014, https://www.europol.europa.eu/content/internet-

organised-crime-threat-assesment-I0CTA, 2014
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The low cost to consumers of pay-per-view child sexual abuse
makes it possible to order and view the abuse regularly without
the need for downloading. This represents a significant driver
for such a modus operandus to become even more widespread.
The frequent small amounts of money being transferred
through intermediaries minimises any red flags from financial
transaction monitoring agencies®>.

Recently, some intelligence strengthened the connection
between live streaming and hands-on abuse, where live-distant
abuse is followed by travel to another country to contact abuse
the same children.

KEY THREAT - ONLINE SOLICITATION AND
SEXUAL EXTORTION

The last few years have witnessed changes in the online
distribution of self-generated indecent material (SGIM)
produced by young people, much of which is distributed through
mobile devices and social media platforms. Although intended to
be shared with trusted partners, there is the potential for such
material to be captured and distributed among CSE offenders if
it is later placed on the open Internet.

SGIM can also be acquired by offenders through online
solicitation, often combined with grooming, where children
are offered money or gifts in exchange for complying with the
desires of the offender. Using mobile devices or webcams to
record the media, a victim is lured into sending photos or videos
to the abuser, who may also pretend to be a teenager. Voluntary
involvement, however, frequently turns into involuntary
participation as the abuser turns to coercive measures to obtain
valuable new material.

In the most extreme cases online solicitation may turn into
sexual extortion, where victims are threatened by disseminating
indecent materials depicting them and have to comply with
offender demands, leaving them with psychological damage
and increasing the potential for self-harm or suicide attempts.
Such modus operandi reflects the general trend towards
more extreme, violent or degrading demands where coercive
techniques are adopted.

35 EFC Strategic Assessment 2014, https://www.europol.europa.eu/content/
live-streaming-child-sexual-abuse-established-harsh-reality, 2015

As amethodology, business models based on blackmailing young
people may also be attractive to those who are not sexually
interested in children but seek financial gain. Although such
crimes are not primarily aimed at minors, it is likely that children
(below the age of 18 years) may be among its victims, and may
experience serious psychological damage. Cybercrime groups
running such schemes are known to operate out of north-west
African states and south-east Asia.

KEY THREAT - COMMERCIAL DISTRIBUTION

There is a need to widen the understanding of the current
scope of online commercial CAM distribution. It is necessary to
acknowledge that new CAM can be a currency in itself. The value
of an image is its novelty which is likely to define the means of
its circulation. This needs to be differentiated from instances of
obtaining financial gain from distribution of CAM.

A full understanding of the commercial distribution of CAM
requires taking into account all forms of commercial activity
involving its distribution, not only the ‘traditional model’
of dedicated websites offering such material on the open
Internet. This includes new methods for distributing CSE such
as ‘disguised websites™, dissemination through cyberlockers,
live streaming of child sexual abuse for payment as well as
instances of commercial CSE in the Darknet. Additionally, a
continuation of migration from traditional payment mechanisms
to those offering a greater degree of anonymity, particularly
pseudonymous payment systems®” such as Bitcoin, has been
observed. Commercial distribution exists, and is evolving. This
is despite the producer’s perception that financial flows may
compromise their security.

36 The disguised websites’ present different content depending on the route the
user takes to reach them. When the URL is loaded directly into the browser,
the page which loads contains legitimate adult content. However, when
accessed via a particular gateway site (‘referrer’) the page displays child
sexual abuse content. IWF Annual report 2013

37 ICMEC, The Digital Economy, http://www.icmec.org/en X1/ICMEC Digital

Economy.pdf, 2014
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The traditional distinction between commercial and non-
commercial distribution, which cast the former as largely profit
driven and conducted by those with limited sexual interest
in children, is no longer as obvious. It is weakened by the fact
that offenders with a sexual interest in children who produce
and distribute CAM are becoming entrepreneurial, exploiting
developing technologies?®.

KEY THREAT - NETWORKING AND FORENSIC
AWARENESS OF CSE OFFENDERS

CSE offenders continue to exploit currently available technology,
coupled with anonymous networks to hide their activities
from LE attention. Increasingly user-friendly Internet-related
technologies provide access to a variety of services they can feel
comfortable and secure with. It is likely that some of them will
make use of more than one route to access CAM simultaneously.

The use of techniques such as anonymisation, encryption and
anti-forensic tools, such as ‘wiping’ software or operating
systems (OS) run from removable media, are now considered the
norm rather than the exception.

Communities of offenders mature and learn from the mistakes
of those that have been apprehended by law enforcement,
becoming more difficult to infiltrate. This is believed to refer
more specifically to the users of the Darknet, who continue
to develop trusted relationships and share relevant technical
expertise. Offenders have also vacated Hidden Wiki, the Darknet’s
most popular directory of hidden services, in an effort to keep
their profile low. Presumptions of safety, strengthened by the
perception of anonymity and strong support from a like-minded
community, influence an offender’s behaviour and are likely to
be reinforcing factors in an individual’s offending pathway.

38 EFC Strategic Assessment 2014, https://www.europol.europa.eu/content/
live-streaming-child-sexual-abuse-established-harsh-reality, 2015
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CSE offenders continue to misuse legitimate hosting possibilities
to store and distribute CAM. According to INHOPE records, in
2014 the total number of unique URLs confirmed to contain CAM
and inserted into their reporting system was 83 644 (48 910 in
2013 and 33 821 in 2012). In 2014 the top hosting countries
were United States (37% of identified CAM), Russian Federation
(24%), Netherlands (16%) and Canada (11%). Image hosting
sites were identified as hosting 42% of the reported URLs (an
increase from 22% in 2013), followed by website hosting - 30%
(37% in 2013) and file hosting sites - 20% (29% in 2013)%*.

FUTURE THREATS AND DEVELOPMENTS

Historically, CSE offenders were commonly located and identified
as a result of their true IP address being revealed during an
investigation. These could then be used to obtain subscriber’s
details from ISPs. The invalidation of the Data Retention Directive
in May 2014 was replicated in several EU Member States and
will increasingly stand as a barrier to the success of future CSE
investigations.

In February 2015, a report passed to US liaison officers at
Europol from the US National Center for Missing and Exploited
Children (NCMEC) prompted an investigation by EC3’s FP
Twins. Swift cooperation with the Romanian authorities
resulted in the arrest of the offender and the rescue of his
22-month old daughter from further abuse.

The development and use of technologies which complicate
traditional police methods of identification of online CSE
offenders is likely to continue. It is expected that the link between
online content and user will be less visible as a consequence of
using anonymising tools, encryption and the remote storage of
data. Increasing Internet coverage through broadband and 4G
in developing countries will result in live-distant child abuse
becoming more widespread, leading to a growing multitude of
unknown victims and complicated investigations requiring close
cooperation with LE outside the EU.

The further professionalisation of criminal activities on
the Darknet, including the evolution of online markets and
alternative payment methods, may be leading to the facilitation
of illicit payments for novel CAM. Criminals offering commercial
live streaming of CAM may also adopt decentralised streaming

39 INHOPE Statistics 2014, http://www.inhope.org/tns/resources/statistics-

and-infographics/statistics-and-infographics-2014.aspx, 2014
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solutions with built-in payment systems*’ instead of centralised
commercial products.

The noticeable online proliferation of SGIM corresponds with the
increased online presence of children and teenagers. According
to a recent media use survey in the UK, children aged 5-15 spend
12.5 hours online per week. 41% own a mobile phone, which
are increasingly capable of accessing the Internet. Ownership
of tablets in this age group has almost doubled - growing from
19% in 2013 to 34% in 2014*. This trend will most probably
increase, and with it the exposure of children to potential threats
on the Internet.

It is safe to assume that emerging technologies such as virtual
reality headsets, combined also with advancements in other
fields such as artificial intelligence, will be adopted for adult
entertainment as well*24344,

The adult entertainment industry is a key driver for the adoption
of media formats and emerging technologies, and it is therefore
likely that such content will find its way to one of the developing
virtual reality platforms, allowing for a high degree of immersion
and interactivity. This technology may also be abused by CSE
offenders to simulate child abuse virtually, although the legal
implications of this are unclear®.

40 Cryptocoinsnews.com, https://www.cryptocoinsnews.com/streamium-
decentralizes-streaming-content-producers-get-paid-bitcoins-real-time,
2015

41 Ofcom, Children and Parents: Medla Use and Attitudes Report, http: ZZ

dia-li

attitudes- 14(Chlldrens 2014 Reportpdf 2014
42 The Register, Virtual Reality Porn on the Rift? ‘Why not?’ Says Oculus Founder,

http://www.theregister.co.uk/2015/05/20/vr_pornography on_the_rift
oculus founder says sure why not/, 2015

43  Gizmodo, The Next Oculus Rift Might Let You See Your Actual Hands in VR,
http://gizmodo.com/the-next-oculus-rift-might-let-you-see-your-actual-
hand-1718371825, 2015

44  SingularityHub, The Future of Sex: Androids, VR, and the Orgasm Button,
http://singularityhub.com/2009/05/20/the-future-of-sex-androids-vr-and-
the-orgasm-button/, 2009

45 BBC News, Second Life ‘child abuse’ Claim, http://news.bbc.co.uk/2 /hi/
technology/6638331.stm, 2007

RECOMMENDATIONS

= EU law enforcement must not only ensure they are familiar
with emerging trends, technologies and methodologies used
in CSE online, but extend their expertise and experience to
jurisdictions that require capacity building and additional
support.

= Cooperation with both reporting bodies as well as content
service providers is essential. The marked increase in the
abuse of hosting services requires its providers to introduce
procedures for identifying and mitigating distribution of CAM.

= The relationship between the production of SGIM online and
CSE remains unclear and merits additional research. Tailor-
made prevention activity resulting in a greater awareness of
online threats is vital to reduce the threat of online grooming
and solicitation.

= Law enforcement should focus on identifying and dismantling
the communities and forums in which offenders congregate
as these drive the demand for fresh CAM leading to the abuse
of new victims.

= Effectively investigating CSE in closed like-minded offender
communities requires relevant legal instruments allowing
undercover work and the efficient use of traditional policing
investigation methods.

= In order to counter the increasing occurrence of encryption
used by offenders, law enforcement should invest in live data
forensics capability and prioritise the seizure of devices in
situ when arresting suspects, to capture the relevant artefacts
in an unencrypted state.

® There is a need to constantly enhance victim identification
strategies. Resources spent on the efficient use of available
Victim ID databases, taking into account current and future
efforts undertaken by EC3 and Interpol in this field, as well
as detailed analysis of the material, often lead to successful
rescue operations.
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PAYMENT FRAUD

In 2013, the number of payment cards issued in the EU reached
approximately 760 million, representing approximately 1.5
payment cards per capita, while the number of transactions
reached EUR 43.6 billion averaging at almost EUR 50 per
transaction®t. The growing proportion of non-cash payments has
encouraged an arms race between new attack methods devised
by entrepreneurial cybercriminals and the countermeasures and
security features implemented by the card industry to protect
their customers and business.

In 2013, the total value of fraudulent transactions conducted
using cards issued within SEPA¥ reached EUR 1.44 billion,
representing a growth of 8% on the previous year. The growth
was driven by a 20.6% increase in card-not-present (CNP)
fraud. Of the total fraud value, 66% of value resulted from CNP
payments, 20% from point-of-sale (PoS) transactions and 14%
from transactions at ATMs*.

KEY THREAT - SKIMMING

In the last year, only three Member States indicated an increase
in the number of investigations into the skimming of payment
cards at ATMs. All three instances related to Eastern European
countries while in Western Europe the trend has either plateaued
or is in decline. Overall, both PoS skimming and attacks via
PoS network intrusion are in downturn across the majority of
jurisdictions.

Skimmers continue to refine their tools with notable
developments in miniaturisation and concealment techniques.
Skimming devices are now often sufficiently small that they can
be embedded inside the card readers, rendering them invisible
to users.

46 European Central Bank: Payment Statistics for 2013, https://www.ecb.
europa.eu/press/pdf/pis/pis2013.pdf, 2014

47 As of July 2015, SEPA consists of all 28 EU MS as well as Iceland,
Liechtenstein, Monaco, Norway, San Marino and Switzerland

48 European Central Bank: Fourth Report on Card Fraud, https://www.ecb.
europa.eu/pub/pdf/other/4th card fraud report.en.pdf, 2015
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Although ATM-related fraud incidents within the EU decreased
by 26% in 2014, overall losses were up 13%%. This is mainly due
to the cashing out of compromised cards in jurisdictions outside
of the EU where EMV (chip and pin) protection has not yet been
fully implemented, mainly the Americas and Southeast Asia -
Indonesia and the Philippines in particular. Some OCGs set up
permanent bases in these locations to facilitate their activities>.

In 2014, EU-funded Project Sandpiper resulted in 59 arrests
in addition to the disruption of five organised crime groups
exploiting electronic payments. Over 50 000 compromised
cards were recovered, worth over EUR 30 million. The
project involved UK and Romanian law enforcement and was
supported by Europol’s EC3.

KEY THREAT - ATM MALWARE

There are several common malware-focused methods for
attacking ATMs: 5!

= Software skimming malware, once installed on the ATM PC,
allows the attacker to intercept card and PIN data at the ATM;

= Jackpotting is a technique which uses malware to take
control of an ATM PC in order to direct the cash dispenser to
dispense money;

= Black Boxing is a Jackpotting variant where the attacker
uses their own PC to communicate with the cash dispenser to
direct it to dispense cash;

= Man-in-the-Middle attacks manipulate communication
between the ATM PC and the merchant acquirer’s host
system and can, for example, trigger requests to withdraw
money without debiting the card account. The malware must
however be present in a high software layer of the ATM PC or
within the acquirer’s network.

49 European ATM Security Team (EAST), European ATM Crime Report, 2015

50 Input provided by FP Terminal

51 Europol, Guidance and Recommendations regarding Logical Attacks on ATMs,
2015
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Many of these attacks can potentially be prevented through
a mix of security/technical measures such as securing the
BIOS, disabling booting from external drives, hardening OS or
equipping ATMs with alarm systems. Non-technical mitigation
methods include limiting physical access to ATMs, surveillance
and more frequent refilling cycles®.

KEY THREAT - CARD-NOT-PRESENT (CNP)
FRAUD

Payment card data are actively traded on criminal marketplaces
and automated card shops. Bulk card data can be purchased
cheaply, allowing re-sellers to profit from redistributing the card
datain smaller, more refined batches. ‘End users’ of compromised
card data (i.e. those committing CNP fraud) can purchase high
value products and use criminal drop and reshipping services
to receive their fraudulently obtained goods. These can then
either be retained for personal use or monetised via buy-and-
sell websites. In some cases this process is carried out by highly
organised and experienced groups.

The majority of Member States have witnessed a shift towards
CNP fraud as a result of the availability of compromised payment
card details stemming from data breaches, social engineering
attacks and data stealing malware. Another push towards online
fraud is the success of law enforcement in targeting OCGs involved
in card-present (CP) fraud, as well as the implementation of
effective measures against CP fraud by the financial industry,
including EMV, anti-skimming ATM slots and geoblocking.

According to card scheme operators Visa and Mastercard, 67%°°
and 69%°* of losses respectively in 2014 occurred as a result
CNP fraud, including online, postal and telephone orders. Often,
however, incidents are reported at a local level, with crime
data not collated at a national level. Moreover if this is then not
shared at an international level, the linking of related crimes
across multiple jurisdictions in order to initiate coordinated
international investigations becomes problematic.

52 Europol, Guidance and Recommendations regarding Logical Attacks on ATMs,
2015
53 Visa Europe 2014 Annual Report, http://annualreport.visaeurope.com/Risk-

Following the successful Airline Action Days operations
supported by EC3, Hellas (Greece) has implemented a national
initiative to fight airline fraud on an ongoing basis and in
close cooperation with airline companies, travel agencies and
international airports. Notifications on possible fraudulent
transactions using payment cards are channelled through
the Cyber Crime Division of the Hellenic Police where they are
collated and analysed, leading to the arrest of fraudsters at the
boarding gate. The measures have proved to be highly effective;
of the suspects identified via a fraud notification, 52% have
been arrested, 35% haven’t showed up at the airport and 13%
have made their flight due to no confirmed fraud.

Proper implementation of 3D Secure® and rigid internal anti-
fraud procedures could mitigate this threat to some degree.
However, some merchants, fearing the loss of customers
who dislike having their shopping experience complicated,
have instead demonstrated a preference to absorb the losses
and invested little effort into tackling online fraud through
implementing fraud screening technologies and secure

e-commerce solutions.
FUTURE THREATS AND DEVELOPMENTS

The use of 3D printing to produce customised skimmers has
already been documented in five EU countries and we are
likely to see a progressive development in this area. The ATM
skimming devices that used to be produced and distributed
within organised crime groups are now traded on legitimate buy-
and-sell websites, increasing their availability and convenience
for the criminal customers. 3D printing will further lower the
bar of entry into the crime, as offenders will increasingly trade
schematics for the devices or share these on P2P networks.

The migration to EMV technology in the USA is expected to occur
in autumn 2015, as merchants will be liable for losses from 1
October 2015. Similar initiatives are scheduled over the next two
years in many other countries where criminals take advantage
of alack of EMV technology to abuse compromised cards. This is
expected to lead to a significant decrease in skimming.

management/index.html, 2015
54 Data provided to EC3 by MasterCard, 2015

55 3D Secure is an online fraud prevention measure familiar through Verified by
Visa or MasterCard SecureCode
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While there has been a lot of discussion regarding the
security of emerging mobile and contactless payments, their
rapid growth has not yet led to a notable increase in related
fraud. According to Visa Europe, the fraud-to-sales ratio for
contactless transactions remains at 0.01%°%. This is mirrored
by law enforcement experience across Europe, with almost all
Member States assessing the current threat level for mobile and
contactless payment fraud as low to non-existent. However, as
EMV technology is further adopted globally and options for card-
present fraud diminish, we can perhaps expect growth in this
area of fraud.

Several ATM manufacturers have previously proposed
fingerprint and face recognition systems on ATMs in order to
increase ATM security. Earlier this year, the world’s first fully
functional ATM equipped with facial recognition was unveiled
in China, having its biometric authentication based on facial
feature and iris recognition®’. Whether this turns out to be a

56 Visa Europe 2014 Annual Report, http://annualreport.visaeurope.com/Risk-
management/index.html, 2015

57 The Telegraph, China Unveils World’s First Facial Recognition ATM, http://
www.telegraph.co.uk/news/worldnews/asia/china/11643314/China-

unveils-worlds-first-facial-recognition-ATM.html, 2015

failure or a milestone in the development of ATM authentication
remains to be seen.

Successful initiatives that bring together law enforcement and
the private sector in order to combat industry related threats
and often previously under-represented crime areas are
becoming increasingly common and growing in impetus. As
such initiatives expand in scope and scale, law enforcement will
require increased capacity to deal with what is already a high
volume crime.

Europol’s e-commerce initiative brings together stakeholders
in e-Commerce, law enforcement, logistics companies and
payment card schemes in a collaborative effort to identify,
arrest and prosecute the most prolific criminals involved in
using compromised payment cards for fraudulent online
purchases and those involved in the receipt and reshipping of
fraudulently obtained goods.
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Law enforcement should seek to actively engage in multi-
stakeholder initiatives such as Europol’s Airline Action Days
and E-commerce initiative in order to combat payment fraud
in their jurisdiction.

EU Member States should take advantage of the Europol
Malware Analysis System (EMAS) by submitting samples
of ATM and PoS malware in order to cross-reference them
against those supplied by other Member States, and identify
potential links to ongoing investigations.

To mitigate the risk of ATM malware attacks, law enforcement
should promote Europol’s ‘Guidance and Recommendations
regarding Logical Attacks on ATMs’, at a national and
international level, to banking and payments industry
contacts.

To combat the sale and abuse of compromised card data, law
enforcement should focus on targets either running carding
websites or active traders on those sites, particularly those
who offer large numbers of recently compromised cards and
have a long and successful transaction history.

A concerted effort is required to collate data at a national and
international level in order to identify the activity of OCGs
involved in multi-jurisdictional payment card fraud.

Law enforcement requires a common secure channel through
which they can pass details of compromised card and account
details discovered through the course of their investigations to
partners in financial institutions and payment card schemes
in order to prevent their subsequent use in fraud.

Law enforcement should engage with providers of content
sharing websites abused by criminals to sell or distribute
compromised card data, to promote automated mechanisms
for the removal of criminal content®.

Lenny Zeltser, The Use of Pastebin for Sharing Stolen Data, https://zeltser.

com/pastebin-used-for-sharing-stolen-data, 2015

= Law enforcement requires the tools, training and resources

to deal with high volume crimes such as payment card fraud.

Following the adoption of EMV technology in previously non-
compliant jurisdictions, law enforcement and the payment
industry should work together in order to predict where card-
present fraud will migrate to and try to ensure that adequate
prevention measures are in place.



https://zeltser.com/pastebin-used-for-sharing-stolen-data
https://zeltser.com/pastebin-used-for-sharing-stolen-data

SOCIAL ENGINEERING

No matter how many resources a company spends on securing
their networks and systems, they cannot fully prepare or
compensate for what is often the weakest link in their security
- the human factor. Without (or even with) adequate security
awareness training, a lapse in judgement on behalf of an
employee can leave a company open to attack.

Social engineering attacks are epitomised in advanced fee
fraud (also known as 419 fraud). Increasing Internet access in
developing countries has led to higher numbers of innovative yet
technically unskilled attackers with access to a greater number
of victims.

Social engineering has developed into one of the most prevalent
attack vectors and one of the hardest to defend against. Many
sophisticated and blended attacks invariably incorporate some
form of social engineering. Targeted spear-phishing attacks were
identified as a growing trend in 2014 and two-thirds of cyber-
espionage incidents have featured phishing®.

KEY THREAT - PHISHING

Almost all Member States indicated that the amount of phishing
has either stabilised or increased in their jurisdiction in 2014.
This trend was substantiated by financial institutions where
almost every major business indicated that it was targeted by a
phishing campaign. Incidents of smishing and vishing throughout
the sector have seen an upward trend as well.

Additional security measures adopted by banks have become
increasingly successful in identifying fraudulent transactions
related to phishing attacks although this in itself has resulted
in increased costs due to investment into proactive monitoring
capability. As a result of these proactive measures, some
institutions noted a decrease in the number of phishing attacks
for high-value transfers and have observed fraudsters moving to
high-volume low-value based attacks instead.

59 Verizon, 2015 Data Breach Investigations Report, http://www.
verizonenterprise.com/DBIR/2015/, 2015
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Phishing traditionally occurred on alarger scale in widely spoken
languages such as English. Phishing attacks often originate from
countries sharing the same language (e.g. French victims targeted
by offenders from French-speaking North African countries).
Nevertheless, some smaller EU countries have also observed a
notable increase in localised phishing. The quality of phishing
has increased over the last few years due to professional web
design and translation services.

While companies can invest in increased ICT security which
in turn requires criminals to innovate their own technical
capability, it is harder to upgrade the “human firewall” .
Training in cybersecurity awareness can be provided and safe
practice encouraged but is harder to enforce. Each employee may
represent a unique fallibility in the overall security. The overall
effectiveness of phishing campaigns, which was formerly 10-
20%, increased in 2014. Research shows that 23% of recipients
who receive a phishing messages will open it and a further 11%
will continue to open any attachments®™.

60 McAfee, Hacking the Human Operating System, https://community.mcafee.
com/docs/D0OC-7035, 2015

61 Verizon, 2015 Data Breach Investigations Report, http://www.
verizonenterprise.com/DBIR/2015/, 2015
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For untargeted attacks, the primary way to distribute phishing
emails is via spam. The overall volume of spam has continued
to decline over the last few years, dropping to 28 billion spam
messages per day in 2014. In June 2015, the overall spam rate
fell below 50%; the lowest rate since September 2003%. Taking
into account overall increases in malware and phishing, it is safe
to assume that attackers are gradually shifting their activities to
alternative distribution channels such as social media.

In 2014, Dutch and Belgian law enforcement authorities, in
cooperation with the EC3 and Eurojust, arrested 12 suspected
members of a European voice-phishing ring, seizing their
infrastructure and other assets. The group conducted phishing
and vishing which purported to originate from financial
institutions in an attempt to trick their victims into handing
over credentials necessary to perform bank transactions,
including one-time passwords generated by the authenticator
provided by the bank.

KEY THREAT - CEO FRAUD

Several member countries as well as financial institutions
reported an increase in CEO fraud which is now leading to
significant losses for individual companies. The modus operandi
for such frauds involves an attacker impersonating the CEO
or CFO of the company. The attacker will contact an employee
targeted for their access and request an urgent transaction into
a bank account under the attacker’s control. The request may be
channelled via email or telephone. Subsidiaries of multinational
companies are often targeted, as employees working for regional
cells do not usually personally know senior management in the
holding company and may be fearful of losing their job if they
do not obey their ultimate boss. The scam does not require
advanced technical knowledge as everything the attacker needs
to know can be found online. Organisation charts and other
information available from the company website, business
registers and professional social networks provide the attacker
with actionable intelligence.

62 Symantec Intelligence Report June 2015, http://www.symantec.com/
content/en/us/enterprise/other resources/intelligence-report-06-2015.

en-us.pdf, 2015

FUTURE THREATS AND DEVELOPMENTS

As consumers continue to shift much of their online activity to
mobile devices, this opens up additional attack opportunities and
strategies to enterprising cybercriminals. Mobile phones already
provide SMS as an additional contact method, while the growing
volume of communication and social networking apps provide
further access to potential victims. Smaller, more compact screen
sizes and reduced readability increase the likelihood of potential
victims inadvertently clicking on a link. We can therefore expect
to see the number of social engineering attacks via mobile
devices and social media platforms to increase.

In 2014 there was widespread concern that the cessation of
support for the still widely-used Microsoft XP operating system
would lead to a fresh wave of scams from fraudsters purporting
to represent Microsoft support. In 2015, Microsoft released
its free upgrade to Windows 10. Although Microsoft has taken
precautions to mitigate potential exploitation of this event by
notifying customers directly through their current 0S, it is still
likely that criminals will take advantage of this opportunity to
target unsuspecting victims.

In 2016 Brazil will host the thirty-first Olympic Games. As with
any sporting event of this scale it can be expected that there will
be a notable increase in phishing and other social engineering
attacks attempting to exploit both businesses and citizens in
relation to the games.
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= [tisnecessary todevelop an efficient, fit-for-purpose reporting = Where it is not possible to identify or arrest individuals, law

mechanism covering a range of social engineering offences.
Online reporting channels are considered to be especially
suitable for high-volume incidents of a minor nature.

= While social engineering attacks are scalable, law enforcement

resources are not. Law enforcement should therefore continue
to share information with and via Europol in order to identify
the campaigns which are having the greatest impact, thereby
allowing law enforcement to manage its resources more
effectively.

Where the capacity and capability exists, law enforcement
should target criminal groups providing enabling services
such as spam which supports many aspects of cybercrime

including social engineering attacks and phishing.

enforcement should focus on disrupting or dismantling the
criminal infrastructure which may be supporting multiple
types of criminality.

Law enforcement should establish and maintain working
relationships with both global and national webmail providers
to promote the lawful exchange of information relating to
criminals abusing those services.
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DATA BREACHES AND
NETWORK ATTACKS

The scale of the Target data breach of late 2013 made it one of
the largest data breaches in history, affecting up to 40 million
customers®3. However, it turned out to only be the first of a series
of significant breaches that earned 2014 the title of “Year of the
data breach” across a variety of industry and media reporting.

In the 2014 IOCTA it was highlighted how a lack of reporting
hindered law enforcement from mounting a suitable response to
network intrusions, with industry preferring (where possible) to
allow the incident to be handled by private security companies.
Since then however, there has been a clear increase in the level
of reporting to and subsequent involvement of law enforcement
in such investigations.

Almost 75% of Member States indicated that they had
investigated some form of data breach or network intrusion,
with almost half of Member States running 10 or more distinct
investigations. Over one third of EU law enforcement agencies
identified network intrusions as an increasing threat.

Not all network intrusions lead to the leakage of data or theft
of intellectual property. The defacement of business or private
websites was one of the most commonly reported cyber-attacks
within EU law enforcement. It was also noted that there is an
increasing number of these attacks with a terrorist context.
The 2015 Verizon Data Breach Investigation Report (DBIR)®*
identified that in 70% of attacks where the motive could be
established, a breach occurs with the intention of instigating
further attacks on secondary victims. For example, using a
hacked server for hosting malware or phishing.

Nevertheless 2015 has already witnessed a number of significant
data breaches. In May and July respectively, adult hookup
websites AdultFriendFinder and AshleyMadison®, an allegedly
discreet website for those seeking extra-marital affairs, were

63 LowCards, 40 Million Card Accounts Affected by Security Breach at Target

breach target 21279, 2015

64 Verizon, 2015 Data Breach Investigations Report, http://www.
verizonenterprise.com/DBIR/2015/, 2015

65 Krebs on Security, Online Cheating Site AshleyMadison Hacked, http://
krebsonsecurity.com/2015/07 /online-cheating-site-ashleymadison-
hacked/, 2015

hacked. Both leaked personal and sensitive details related to
millions of their customers, leaving them vulnerable to extortion
and social engineering attacks. AshleyMadison’s clientele
were largely North American, however AdultFriendFinder had
approximately 3.5 million customers worldwide. The proportion
of these within Europe is unknown, therefore the impact of these
breaches on European citizens may never be fully appreciated.
However over 1400 customers were identified as senior
executives of Fortune 500 companies®, over one fifth of which
are based within Europe. It is therefore safe to assume that
European citizens feature amongst those who have had their
personal details disclosed.

The table beside identifies some of the more prominent
publicised data breaches from the first half of 2015 which
originated from within, or which are believed to impact, the
EU®. The number of breaches apportioned to each country is
at least partly representative of the stringency of the reporting
regulations within that jurisdiction.

The majority of data breaches occurred as a result of
compromised credentials (typically those with administrator
rights), with the rest largely made up of phishing attacks and,
in the case of industries using point-of-sale (PoS) terminals,
RAM scraping. Broken down differently, 25% of breaches were
as a result of crimeware, 20% the result of insider misuse and
15% as a consequence of physical theft or loss. Almost one third
were additionally as a result of miscellaneous human errors,
such as sending sensitive information to the wrong recipient or
accidentally publishing sensitive data to public servers®.

66 International Business Times, John McAfee, Is the AdultFriendFinder Hack a
Major Threat to National Security?, http://www.ibtimes.co.uk/john-mcafee-
adult-friendfinder-hack-major-threat-national-security-1504070, 2015

67 Breach Level Index, http://www.breachlevelindex.com/, 2015

68 Verizon, 2015 Data Breach Investigations Report, http://www.
verizonenterprise.com/DBIR/2015/, 2015
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. Records .
Organisation Industry Country Source of breach . Data compromised
compromised
Talk Talk Telecoms UK Malicious outsider 4000000 Name, address, telephone
numbers, account number
AdultFriendFinder Other Global Malicious outsider 3800000 Name, DQB’ CEn add.ress, gender,
location, sexual orientation
Moonpig Ltd Technology UK Accidental loss 3600000 Name, address, partial card details
Vivanuncios Technology UK Malicious outsider 2000000 Username, email address
TV Channel MyTF1 Media FR Malicious outsider 1900 000 Name, address, email, password
Scout Association Other UK Accidental loss 450 000 Unknown
MAPPNL Retail NL Malicious outsider 157 000 Email address, encrypted
password
French State TV Media FR Malicious outsider 108 000 eI, Al s, el e G
phone number
Army & Airforce Exchange . . .
. Government DE Malicious outsider 98 000 Address, email, phone number
(Siga Telecom)
Name, DOB, email address, phone
World Trade Organization Financial Global Hacktivist 53 000 number, login credentials, job
details
CISI Financial UK Malicious outsider 40000 Name, email address
Temporis Other FR Malicious outsider 24000 Email, password
British Airways Transportation UK Malicious outsider 10 000 Unknown
PaymyPCN.net Other UK Malicious outsider 10 000 Name, address, photograph, email
DDOS ATTACKS

Approximately half of the Member States highlight Distributed
Denial of Service (DDoS) attacks as a considerable threat. This is
confirmed by security industry reports documenting hundreds
of DDoS attacks per day®. So far in 2015, several of the attacks
have exceeded 100 Gigabits per second while even attacks
which are an order of magnitude smaller, may already cause
availability issues for many hosts. Three-quarters of attacks last
less than four hours, suggesting that this is sufficient time for

69 Kaspersky, DDoS Intelligence Report Q2 2015, https://securelist.com/
analysis/quarterly-malware-reports/71663 /kaspersky-ddos-intelligence-

report-q2-2015/, 2015

an attacker to either achieve their goal or to realise their attack
was successfully mitigated’®. Also, opportunity costs or rental
fees prevent those who own or rent the botnet from prolonged
attacks.

DDoS extortion attacks have become a well-established criminal
enterprise. These attacks further benefit from availability
of DDoS capable malware and increasing popularity of

70 Kaspersky, DDoS Intelligence Report Q2 2015, https://securelist.com/
analysis/quarterly-malware-reports/71663 /kaspersky-ddos-intelligence-

report-q2-2015/, 2015
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pseudonymous payment mechanisms. One of the most evident
personifications of the threat is a group called DD4BC (DDoS for
Bitcoin) emerging in early 2015. Their ransoms range between 1
and 100 Bitcoins, depending on the perceived financial standing
of the victim and their willingness to comply with the attacker’s
instructions. To increase the credibility of their claim, the group
often launches a small attack against the victim'’s infrastructure.
Companies that pay the ransom risk being approached by the
blackmailers again for a higher amount.

DD4BC primarily targets the online gambling industry but has
recently broadened their activity to also attack the financial
sector. It is no longer clear whether the attacks can be attributed
to a single criminal group or whether other criminals are trying
to replicate the business model. As the reputation about the
crime group and its modus operandi spreads, it may become
increasingly effective for attackers with no technical skills and
infrastructure to impersonate the group.

FUTURE THREATS AND DEVELOPMENTS

Historically, law enforcement has not been the first port of call
when an organisation has been the victim of a network intrusion
or data breach. The reasoning behind this is likely a combination
of the belief that law enforcement would be either unwilling or
unable to investigate the crime and/or a lack of confidence in
law enforcement’s ability to handle the investigation with the
appropriate level of discretion.

This trend appears to be changing however with the number of
breaches being both reported to law enforcement and publically
disclosed on the increase. Part of this may be a change in thinking
amongst the private sector. Prior to 2014, publicising a data
breach would have significant reputational damage. Suffering
a breach was considered an exception whereas today there is a
growing realisation that a breach is to some degree inevitable. In
the wake of the volume and scale of the data breaches throughout
2014, it has perhaps become apparent that how an organisation
responds to a breach is as important as whether it has had
one. A timely ‘clear and confident’ message to customers and
stakeholders as part of an effective communication strategy’*
can do much to maintain confidence in an organisation and
prevent rampant speculation by the media.

71 Mandiant, M-Trends 2015, https://www?2.fireeye.com/rs/fireye/images/rpt-
m-trends-2015.pdf, 2015

Part of this strategy is clearly more frequent engagement with
law enforcement. A number of European law enforcement
agencies noted that the threshold for reporting breaches was
decreasing. As both confidence in law enforcement’s ability to
investigate such crimes and law enforcement’s capability and
expertise in doing so increases, we can expect law enforcement
to become more actively and frequently involved in investigating
this type of criminality.

The term Advanced Persistent Threat (APT) was originally used
by the U.S. government to describe nation state cyber-attacks
which were sophisticated, specifically targeted and took place
over a prolonged period, typically with the agenda of stealing
data or causing damage for strategic gain. More recently the
term has been adopted, and perhaps overused, by the media and
security vendors to apply to any cybercrime group operating
similar tactics for profit’>’®. That said, there is evidently a
blurring in the use of tools and techniques between the two
groups; both factions using social engineering and both custom
malware and publically available crimeware’*’5. Industry
reporting indicates that there is a clear trend in cybercrime
groups increasingly performing long-term, targeted APT-style
attacks instead of indiscriminate scattergun campaigns’®. This
will make it increasingly harder for investigators and security
researchers to distinguish between attacks by either group and
will require investigators to look more deeply at the motive and
purpose behind an attack.

72 Websense, Advanced persistent Threats and Other Advanced Attacks, https://
www.websense.com/assets/white-papers/whitepaper-websense-advanced-
persistent-threats-and-other-advanced-attacks-en.pdf, 2011

73 McAfee, Combating Advanced Persistent Threats, http://www.mcafee.com
us/resources/white-papers/wp-combat-advanced-persist-threats.pdf, 2011

74 FireEye, Targeted Crimeware in the Midst of Indiscriminate Activity, https://
www.fireeye.com/blog/threat-research/2015/05/targeted_crimewarei.
html, 2015

75 Mandiant, M-Trends 2015, https://www2.fireeye.com/rs/fireye/images/rpt-
m-trends-2015.pdf, 2015

76 Computerworld, Cybercriminals Borrow from APT Playbook in Attacking PoS
Vendors, http://www.computerworld.com/article/2918406/cybercrime-
hacking/cybercriminals-borrow-from-apt-playbook-in-attacking-pos-
vendors.html, 2015
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