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NOTE 

From: Commission services 

To: Delegations 

Subject: First Report from the Joint Europol and Eurojust observatory function on 
Encryption 

  

The use of encryption is paramount in ensuring cybersecurity and the protection of citizen’s 

personal data. However, in the context of criminal investigations, law enforcement and judicial 

authorities are increasingly encountering challenges posed by the use of encryption by criminals. 

The use of encryption by criminals, and therefore its impact on criminal investigations, is expected 

to continue to grow in the coming years.  
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In response to the call from Justice and Home Affairs Council in December 20161, the European 

Commission, in its 11th progress report towards an effective and genuine Security Union2, addressed 

the role of encryption in criminal investigations. Six practical measures to assist and support law 

enforcement and judicial authorities when they encounter the use of encryption by criminals were 

set out. The sixth measure dictates the establishment of an observatory function, to be managed 

jointly between Europol’s European Cybercrime Centre (EC3) and Eurojust. The aim of this 

observatory function is to undertake a continuous assessment of technical and legal aspects of the 

role of encryption in criminal investigations, particularly in light of the constant development of 

new encryption techniques, and their increased misuse.  

The Annex contains the first report resulting from this collaboration, which serves to create a 

baseline and provide a comprehensive overview of the topic at hand whilst setting the scene for 

subsequent reporting to follow on a yearly basis. This report is meant to be a source of reference in 

the ongoing debate on encryption, and elucidate how the developments in the area may have an 

impact on law enforcement and the judiciary. Furthermore, it aims to be a well-rounded resource 

which can be used to inform the policy debate and development around the topic. Hence, the report 

is targeted towards a specific audience, primarily members of law enforcement and the judiciary 

working around the topic and members of the interior and justice ministries working on the 

development of policy in this area. 

 

                                                 
1  Doc. 15391/16- Outcomes of the 3508th Council meeting of Justice and Home Affairs. 
2  COM(2017) 608 final. 
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