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Subject: Work programme of Europol for 2019

Delegations will find attached the relevant section of the Europol Programming Document 2019-

2021 which constitutes Europol's work programme for 2019.
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Europol Public Information

messaging capability implementation. Continue improving
SIENA usability, the access from BPL networks and the
provision of statistics/business intelligence. Advance with
enabling usage of the messaging capability for users of other
Europol capabilities and systems such as the analytical system,
LFE, EMAS and EU IRU.

Analyse the impact of Brexit once the final agreement is known
and start implementing the required changes in identified
solutions.

Data Sharing Capability

Design and start implementing the Data Sharing capability,
including the future shape of the current EIS taking into account
a way forward on the dataloader schema, ensuring
compatibility with UMF and integration with Europol’s capability
landscape. As a bridging solution, maintain and improve the
current EIS, in particular by dismantling the current transfer of
ownership process from person object Cross-border crime
checks.

Expand the search self-service functionality by more advanced
search mechanisms, offering immediate insight in validated
entities and links between them, as available in the wider
Europol data set, governed by appropriate user access
privileges. These services will be offered as independent tools,
and, as a bridging solution, be incorporated into EIS.

Explore the possibility to extend the capacity for the direct
loading of data into EIS by third parties.

Continue automating the immediate follow-up processes
through SIENA for successful (self-)searches on Europol’s and
Member States’ data. Depending on the specific approach to be
chosen by MS this initiative may trigger changes to systems
and underlying architecture to meet availability targets and
processing volumes.

Expand QUEST functionality to include the search self-service
functionality described above. Grant several pilot Member
States access to Europol’s Analysis Projects through the QUEST
web service on a hit/no hit basis. Extend QUEST with searches
for new object types (e.g. ID documents, means of
transportation, means of communication and offences).
Implement a fuzzy search mechanism on persons in QUEST.
Update QUEST to use UMF2.0. Extend the EIS statistical tool to
include also statistical data on QUEST.

Significantly increase QUEST performance to cope with its wide
roll out to the front-line law enforcement officers and its use for
automated, system-to-system search and cross-checking.

In order not to create bottle necks in other areas also
performance enhancements will be implemented in EIS and
dataloaders (effective and efficient data insertion and
management) as well as in SIENA (effective and efficient
communication and follow-up). All improvements will take into
account UMF as the default, cross-border data exchange
standard.

Roll-out Internet Referral Management application (IRMA) to
Member States and rebuild Check-the-Web functionality in
IRMA.
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Europol Public Information

o]

Collect information on cybercrime and cyber-facilitated crime threats and trends from
a wide array of public, private and open sources;

Support EU MS by identifying new modi operandi and identifying investigative
opportunities through pro-active analysis and exploitation of the contributed data;
Provide knowledge products with regard to technology and new criminal modi operandi
online;

Monitor new technological developments impacting cyber and traditional crimes and
build expertise;

Support EU MS with OSINT analysis and expertise;

Provide operational, tactical and strategic support in the area of crypto-currency;
Facilitate the operational collaboration between cyber law enforcement and cyber
security/network and information security community (e.g. CERTs/CSIRTs, NIS,
ENISA, CERT-EU, etc.).

Operations on Cyber-Dependent Crimes

o

Provide operational coordination and support to Member States’ investigations in
regard to cyber-dependent crimes of greatest concern (AP Cyborg);

Focus on preventing and combating cyber criminality affecting critical infrastructure
and network and information systems;

Focus on investigating, targeting and disrupting cybercrimes associated with
organised groups generating greatest harm and/or large criminal profits and
cybercrime-as-a-service schemes;

Provide a dedicated, secure and automated malware analysis platform to MS through
the Europol Malware Analysis Solution (EMAS).

Operations on Child Sexual Exploitation

o]

Support the EU MS in preventing and combating all forms of criminality associated
with the sexual exploitation of children (AP Twins);

Tackle forms of criminal online behaviour against children, such as grooming, self-
generated indecent material, sexual extortion and coercion, and web live streaming;
Fight distribution of child sexual exploitation material including preventing,
intercepting and stopping the sharing through peer-to-peer networks, commercial
platforms, and the Dark Web, as well as addressing the commercial sexual exploitation
of children via the European Financial Coalition (EFC) chaired by EC3;

Enhance the Victim Identification efforts, including the development of the Image and
Video Analysis Solution (IVAS) and hosting of the Victim Identification Taskforce to
foster cooperation and pooling of expertise from different police agencies and Interpol;
Tackle the phenomenon of transnational child sex offenders by supporting the EU MS
in detecting and intercepting of travelling child sexual offenders, among others, with
the help of the newly adopted EU PNR Directive;

Deliver training courses on Victim Identification and Combating Online Sexual
Exploitation of Children;

Update regularly EU MS experts on intelligence relating to online platforms being set
up, maintained or abused for the purpose of child sexual exploitation;

Enable the establishment of dedicated information flows and communication
mechanisms to receive, process and disseminate information on suspected child
sexual exploitation online from pertinent non-law enforcement actors to the relevant
competent authorities in the EU MS in a secure and time-sensitive manner.

Operations on Non-Cash Payment Fraud

<

Support the MS in combating criminal networks in regard to various types of online
payment fraud (card-not-present fraud), including e-commerce fraud, and coordinate
large-scale multi-sector joint operations against it (AP Terminal);

Tackle forms of payment fraud such as skimming (duplication of a card’s magnetic
strip often through devices hidden within compromised ATMs and Point-Of-Sale
terminals) and cyber-enabled non-cash payment types of fraud;

Execute the joint action week on carding (unauthorised use of credit or debit card data
to purchase products and services in a non-face-to-face setting, such as e-commerce

websites);
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Europol Public Information

Support the connection of all MS to CT SIENA. Promote the
usage of SIENA as the main channel for MS CT information
exchange (up to EU Confidential level).

Further build up Europol’s CBRN expertise into a knowledge
hub to support law enforcement authorities on CBRN security
in line with the Commission’s Action Plan on CBRN'?. Optimise
the use of Europol tools (notably EBDS and EEODN) to enhance
the sharing of information and the collective knowledge on
CBRN threats.

Continue developing and fine-tuning the Counter Terrorism
Joint Liaison Team (CT-ILT) concept as a mature mechanism
for proactive and intelligence-led coordinated action
accelerating exchange of information and operational results.
Ensure the consistent use of the Crisis Response Protocol for
reaction in case of a terrorist event or an imminent terrorist
threat.

Identify opportunities for cooperation between Counter
Terrorism Group (CTG) members and Europol in areas of
common interest, while fully respecting the sole responsibility
of Member States for national security.

Continue enhancing cooperation with third countriesi®, in
particular in the Western Balkans, Middle East and North
Africa, in collaboration with the EMSC initiatives in the regions,
in order to establish anti-terrorism partnerships. Support
deployments of MS CT/security experts to the EU Delegations
and civilian CSDP-missions.

Utilise opportunities for embedding ECTC staff members on a
temporary basis into the Crime Information Cells or other
multi-agency platforms dealing with particular CT related
phenomena/subjects, with the aim to increase information
gathering on the spot and enhance coordination.

Explore possibilities to further reinforce the on-the-spot
support to MS by utilising the Guest Officers concept and
potentially extend its scope to other crime areas.*

Assist the MS in the development of the ECTC’s Counter
Terrorism Programme Board (CTPB) as a governance tool and
steering mechanism?®® and support the implementation of the
prioritised five CTPB strands of activity: Information exchange;
Scalable operational support; CT online; CT and Organised
crime touch points; and Scoping (new areas of work, such as
Innovative Expertise).

Expected results Increased number of joint operations of Europol with the MS
CT competent authorities.

Increased CT information exchange and strategic engagement
with third countries.

MS CT investigations receive better and extended support,
especially in the case of simultaneous operations and crisis
response,

17 EU Action Plan to strengthen chemical, biological, radiological and nuclear (CBRN) security, Oct 2017

18 Subject to appropriate legal basis in place, i.e. international agreements or working arrangements

12 In line with the Communication "Enhancing security in a world of mobility: improved information exchange in
the fight against terrorism and stronger external borders" - COM(2016) 602)
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Europol Public Information

Adjust HR policies according to the requirements of the TA
2(f) article of the Staff Regulation.

Procure and implement ICT capabilities for electronic
management of documents and records. Progress in
establishing ICT capabilities that enable electronic
workflows and electronic approval. Further digitalise
processes in HR financial and facilities management.
Implement e-recruitment for restricted posts.

Fully utilise the e-submission module for all applicable
procurement procedures. Continue introducing pre- and
post-awarding e-procurement solutions (subject to release
of e-PRIOR modules by the Commission).

Implement the basic modules of the HR management
system (Sysper2).

Assess the feasibility of implementing the Missions
Integrated Processing System (MiPS) as the new travel
management system at Europol.

Progress with aligning Europol's archiving of official
documents with EU Archive Regulation 2015/496 amending
Council Reg 354/1983.

Streamline the processing of the increasing number of
requests for public access to Europol’s documents.

Continue the setting up of an environmental management
system complying with ISO 14001 requirements and the EU
Eco-Management and Audit Scheme (EMAS) to improve the
sustainability environmental awareness and resource
efficiency of the organisation. Start the EMAS registration
process with the national competent body.

Ensure efficient coordination of the provision of in-house
training coordination for Europol’s staff.

Conduct the biennial Staff Engagement Survey.

Conclude a Service Level Agreement with the EEAS for
provision of security services to travelling Europol’s staff.

Initiate a revision and insourcing of Europol’s medical
service.

Explore the possibility to expand the technical capacity for
teleworking.

Continue with the screening of job descriptions in order to
further align job positions and entry grades for Europol’s
staff.

Continue expanding the shared services with other EU
agencies and in particular with Eurojust.

Expected results

Up-to-date policies and processes and reduced
administrative burdens.

Bureaucracy and time spent on document and records
management and reporting are reduced while ensuring the
availability of reliable information on decision making,
corporate performance and level of compliance.

83

7378/19
ANNEX

RS/sbr
JAL1

56
EN



7378/19
ANNEX

JAL1

RS/sbr

57
EN



7378/19
ANNEX

JAL1

RS/sbr

58
EN



7378/19
ANNEX

JAL1

RS/sbr

59
EN



		2019-03-14T15:18:04+0000
	 Guarantee of Integrity and Authenticity


	



