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NOTE

from : the Presidency

w K.4 Committas : : ,
No. prav. doc.;  4038/8/96 EUROPOL 2 REV 8 ; 8100/97 EURQPOL 10

Subject :  Proposal for rules applicable to analysis files

Pleaze find. attachad the text of the ebove mentiorsd rules resulting from the discussions in the
K.& Commlttee of 26 March 1997, ' '
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RULES APPLICABLE TO ANALYSIS FILES

THE COUNGIL OF THE EUROPEAN UNION

Having regard to tha Convention onf tha Establishmant of a Eurgpean Police Qffice (Europol'
Convention)('), and in partieutar Article 10/1) thereof;

Taking account of the Canvention on the Protection of individuals with regard to Automaric
Processing of Parsonal Data gdepted by the Cotinell of Eurcpe &n 28 January 1881;

Taking account of Recommendation Na R{87)15 of the Committae of Ministers of the Counell
of Buraps ot 17 September 1887 regutating the use of pargonal data In tha . police secter,

HAS ADOPTED THE FOLLOWING RULES.

o — e —-

wwn up by Cayncil Act of 28 July 18258, O.J: € 316/1 of 22.11.856. .
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CHAPTER {

GENERAL PRINCIPLES

ARTICLE 1: DEFINITIONS - .

For the purposes of this document:

(a)

(b}

e

"personal data” means any Infermatian relating to an identifiad or identifiabla individual: en
dentifiabla individual shall be a ‘person whose identity can be determined,: directly ar -
indiractly, parteularly through an identification fumber or cre or mara specific

characteristics of hts/Mer shysical, physiologica!, mentél, seonamic, - ultural or social
dentity; '

"analysis work flie" maans a fila openad fer the purpase of analysis as referred to in Article
10 (1) of the Convention; '

"analysls" means the assembly, pracessing or utilisation of data with the &im of helping 2
criminal Investigation (in accardance with Article 10 (2) of the Convention);

"pro¢assing of persnné& detar (“prcceasing”®) meansg any operetion or ggt of'cperations which
ig performed on personal dsta, whather or not by sutomated maans, such &5 collection,
recarding, organisation, storege, edaptation of alteration. retrieval. consuitation, u;e.
disclosurs by transmission, digsemination ot atherwise making available, alignment or
combination, blacking, erasuré of daestruction;

“Conveantion” means the Convention hased on Article K.3 of the Treary on Europedan Unlan,
en the esteblishment of & Rurgpesn Police Offige (Europol Convenrian).
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ARTICLE 2: SCOPE

3

The rules jaid dawn in this taxt shall apply te the pracessing of data fore analysm PUTDOSBS as
referrad 10 in Articls 10 (1) of the -_onventfon

1‘

ARTICLE 3; DATA SUPPLIED FOR THE PURPOSES OF ANALYSIS

pate n"‘ray'be o_ff_ered far incluston in an analysis work flle beth In structured and
ungtructured forms. The Member State supplving. the cata shall notfy Eufcpol of the
purpose for which the dats is supplied end of any restrictlon on its use, delerion ar
geatruction, including possibla acceas regtriztions in general or spaciflc tarms, The Member
States may #lac intorm Europol of such reswictions at a later stage. '

Europol must angura that third parties supplying such data natify Eurapd! of the purpase for

whieh the data is-supplled end of any restriction on its use.

After receipt, it shall ke determmed as soon ag possible In which anatysts work ﬂie the data
may ba included, and to whar axtent the data shall ba included in that file.

In sccordance with Articls 15 (1) of the Convantion, such da'ta shall femaln-undor the
responaibility of the Mamber S‘ca_te which suppiiad the data, and sub}éct te s nétionel
legislation, until they heve been In¢luded in an analysis werk flla, without prejudice ‘tD
Europol’s responsibilities fer the data as qutlinad In thig paragraph.

Europol shall be responsible for ensurirg that ‘such datz may orly he 3ccessed by the
Member State which_gupplied the data, ar by @ Europel snalyst duly- suthorised in
accardsnce with Article 10 (2)(1) of the Conventlen, for the plrposs of determining whether

_or nct the data may be included in an analysis wark file,

't Europal, after appraisal, has reason to assume that date supplisd ere not sccurste of no
longer up-toxdate, it shall inform the Memtber Staca which gupplisd fhe gata.
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3.- Data which, after appraisal, have not baen selected for inclusian in an analysis wark file, ag

v

well as paper files ar dccumﬂnts containing data whieh hava been included, shall remain
under tha responsibility of the Membar State which supphed the data in ascordance with
Atsicle 15 (1) of tha Convention, and subject tc its national legisistion, without prejudics to -
Europol’s rasponsibilities for the data as autlined in this parsgraph.

Europol ghall be responsible “or ensuring thet such data, paper files of docufnents &rg stored

saparately fram the analysrs work file, and may enly ba aicessed by the Member State

which supplied the datg, or by 2 Europel anaiym duly authorisad In accordance with Arcla

10 {2){1) of the Convention, for the purpose of:

a. their (ater inclusion in an analysis work file; .

b. verlfying whether the data which already have Eean includad in the analysis-ﬁie are
aceurate and relavant; | " |

e, verifylng whetnsr the requirerngnts contsined in thess ragulations or the Convention
have been mat. - | '

Such data may also be accsssed in the interests of the data subject which require

protection. In this ceae the data may only he used with the consent of the individual

concarned. ' '

Such data, paper files and documents have to be rawdrned to the Member State which:
sugplibd tnem. o to be deletad or destroyed, if they are ho longer necessa"ry fer the

purpases outiined above. Thay must be delgted ar destroyed In any case after the closure
of an enalysis work fiie,

Where the data ag raferted to il this Acticle hava Seen suoplied by a third Party. Eurgpel

.snall be responsible for ensuring that the principles laid down in this Articls shat be zppiied

0 such data, following the rules laid down by the Council in accordance wuh Arucie 10i4)
of the Conventian.
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ARTICLE 4; FROCESSING OF DATA
1, Whera this is necessary to achlave the objactive laid down in Article 2 01“ the Convention,
personsl data as outhned in Articlas B.and 6 may be précessed by Europal to tﬁe cxtént that
they are adequate, accurate, ralevant, and not excassive i rélstion ta the purposs of the
analysis work file in which they are incihded, and provided that they ere &tared for no longer
than nacassary for this purposs. The necessity of kaaping the data storsd for rhg purpose

of the analysis work file shall he reviewed' regulerly in accordance with Article 7 of thege
regulaticns and Article 21 of the Conventlon.

v

2. FEach Member Stetg involved in an analysis project shall, in accoraance -W|ﬂ"1 its national

legielation s spacified in Articls 10 (3) of the Convention, decide on the extent to which
it can supply such data.

ARTICLE 5: QRDERS OPENING ANALYSIS WORK FILES

in @ach crder opaning an anaiysls wark file as mantioneq i A-tlcle 12 of the Conventlad,
Europol ghsall specifr} which of the gategories of data mentioned in Article 6 it conslders t¢
'be nacessary for the purpose uf the analysis work file concermad.

Eurapel shall also specify in this order whather data related to racial origin, religlous or ather
beliefs, political opinions, sexual life or health may be included in the analysis work file ynder

the cetegdrics mentlaned in Artiele 8, and ‘why such data are considered o he strietly
necess&ry for tha purpose ef the analysis work file concemad®,

Where the dsta mentioned ebove relate to the categories of rersens mentioned In Artich
6. paragraphs 4 to 8, specific graunds must be supplled for this in the order opening the file

and such data sfiall aniy be proc¢sssed at the exglicit raquest of two or mare of the Membe
States participating in the analysis project.

The ardars mentioned In this Article, including later amendments, shall require the approv.
of the Management Baerd of Eurdpol, taking sccaunt of any eomments thereen by the Jai
Supervisary Bady, in agcordanca with Article 12 (1) and {2) af tha Canvention,

The Danigh dalegation has expragsed 8 ganaral political rasecvation of thlf Articly with
regard 1o the use and storage of senahtive personal dgta.

The Austrian, Greek, Pcnuguese and Spanish delagationsg have made a scrutiny
reservatan, :
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ARTICLE &: PERSQNAL DATA IN ANALYSIS WORK FILES

1. Whenagver perscnal dats arz stored In work files for the purposes of analysis, @ note

shou!d be sdded which refers a the categery of persons under which the storage [s made, _

2. The fallowing categories of personal data, including associated administrative dats, may ba

procegsad cn tha categories af persons mendoned in Articla 10 m (1] of the Conventian:

a) Parsanal details:

1.

10.
11.
12.
13.
14,

M N s P

Present and farmer surmames

Present and former forenamés

‘Maiden ngme. .

Fathsré nams (whare neées_sary for the purposse of iden;lfication} :

Meothers nama (where necasaary for the purpose of 1dehtlfiéation) ‘
Sex '

Dats lof pirth

Place of birth

Nationality

Marital status

Alias |

Nickname

Assumed ¢ false nams -

Pregant and farmer resmenca and/or domiclle

b) Physical appearance:

1.
2.

Physical deseription
Digtinguishing featuras {rmarks/scars/tatioca ato.)

¢l ldennf:cat:on means: .

1.

2.

3.

4,

5,
810072787
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identity documenu
National identity card/passpart numbers
National identitication 'numbarls, if a2pplicable

Visual imeges and other Information on sppearance

Farensic identification Information such as {ingerprints, DNA evaluation results {to
' o S TE——

the extant necessary for identif'i'catlah'_ purpcses and without informatien
characterizing personalityl, vaice prafile, blood greup, dental information

_—
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-+ CTESBNT amplaymant end occupstion

Former employment and oecupatian

Education (schcowunivarsitlﬂprafessicna’l) ' '
Qualfficatlons

A e e

Skills and other fields of knowledge (language/ather)

8} Ecohomic and financial information:
1. PFinancial data (bank accounts and codes, credit cards ate.)
2, Cash assets o
3. Share holdings/other aasets
4. Property dsta |
Links with companies
Bank and credit cantacts

Tax position.

@ N o o

Other information ravesling B parsens manhagement of their finaneial affaits

f)  Behayputehdats: -
‘ {such ag living above means) and routing

Maovemants _

Places frequented ,
Waapana and other dangerous-iristruments
Danger rating

R 2 S e

Specific riska such a8 escape probapility, use of deuble agants. connections with
lew enfaréerment persenne| |

7. Criminal relarad traits and profiles

. g} Contacts and sssaclates, including typa and nature of coriraa of associatidn

o * —"

Means of communication used, such as teleghona (étatici/nwchile}, tax, padar, alactronic
. mail, poatsl addresses, Internet conngction(s)

i) Mauns of ransport used, such os vehicies, boats, adroplanes, inciuding Infarmatign
identifying these meens of transport (registration nuUmMbars) o
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2 of the Convention:

i 1.
Xoa

S:o_\lmm-h(n

Previous convictions

Suspected Iavalvement in criminal activities
Maodi opsrandi

.Means which weare or may be used to prepare and/or commit crimes

Meambership of eriminal groups/organisations and position inthe group/crganisation
Situation and function ir the criminat orgamisation ' ‘
Geographical range of ériminal activitieg

Material gathered in the course of an investigation, such g% vldea end phatographic

images
-

\ " .
k) refersnces to other databases in which information on the parson is storad:

1.

2
3
4,
§
6

Europel
Palice/customs agencies

Other enfarcament agancies

International organisations

Publlc bodles
Private bodies

) Informaticn on legal persons asgociated with the finencial data mentloned under paint

() o¢ with the efiminal actlvities mentioned undet (j):

1.

L N R L S

Designation of the !égal persen
Location. |

Date and place of establishment
Administrative reglstration number
Lagal form
Capital - S
Arge of activity

National &nd Inter'natioriial gubsidiaries .

Diregrors

. Links with banks.
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s W LS EGISUNIS WND Nave gteer thap écmdsmal cantacts with the persons under
_

\‘*-_

paragrapn 2 to the extent that there is sufficient raason to belisva that anformateon which

relates to the persons under peragraph 2 and which Is relevant for the .enalysls can ba

gefnad through them, and provided they =re nat included in one of tha catggories ¢f persons
mentloned under parggraphs 2 or 4 1o 6.

Regardirig co@ts 2nd assoc;ates the dets pursuant to paragraph 4 may be stared as

neceasary, provided there is resson to assume that they are raguirsd for the emalysis of :helr
role as cantact or agsociate.

In this contaxt, the following should be taken Ipte account:

the relatlonship of these persans with tha persans undar palagraph 2 has to be clavified
as fapidly as possible: ' |

if the assumption purguan? t0 the first sentence of this paragraph turns oyt to he
unfounded. the data shall be deletad without delay;

if such parsens arg suspected of comminting an offence for which Europol is competent
under Article 2 of the Convention, or have been convictad for sych offensas, or there
are setious grounds undar nationai law for beligving they will co:nmit auch offenses, all

data pursuant to parggraph 2 may be stared;

if a clerificetiom pursuant e the pravmus indents is not possible, thls shall be taken into
account when deciding on rhe necyssity end the extent of storago for the furthor-
ana!ym '

data on contacts and associates of contaets snd 8320¢iates MusT not be stored, except

for data on the typs and nefUre of their contacts of agsclatlons with tha perstns
mentioned under paragraph 2. o
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.« WItR regarg to parsons who have tj.een victims of ane of the ottenses undmr ConsiQgraon
or with ragard to whom certain facts give reason for believing that they could be the victims
af such &n offence as mentioned in Artizie 10 (1 )3} of the Conventlon, data may be £tored

pursuang to paragraph 2, points (a) to (c)(3}, as we)l @ the fellowing caragories of data:

a.  Victim Identification data
b. Reason for victimization

¢. Damage (ghysieal/financial/psychelogleal/other)

d. AnQnymity 10 be quaranteed

¢ Participation in court hearing possihle

f.  Crime releted information provided by ar threugh such persons, ihc[uding Inférrraton

on thelr relatianship with other persons where hacessary te identify the persons re
mentionad In paragraph 2.

Cthar data pursuém ta paragraph 2 may be stared as necassary, provided there is reason
10 2s$yms that they are required for the enalysis of their role as vietim or potentla victim.

Data mot requirgd for any furcher analysis shall be deleted.

5. With regerd to parsons who might be called upon ta testify in Investigations in connection
with the offences undef consideration or in subseguent ctiminsgl procnedtngé 45 mentioned
in Ar‘:ide 10 (1)2) df the Convemtion, data may be stared pursusnt to paragraph 2, points
(@) 1o {cH3), as well as the follawlng categorias of dats: '

8) Crime telated informaton provided by such persens, ineluding information en their
relationghip with other persors in¢luded in the' enalysis work file .

B)  Anonymity to be guaranteed J ‘

¢} Protaction s guarémeed and by whom

d]  New idanty '

a)  Fartigcipation in court hearing possible

Other detz pursuent to paragraph 2 may ba stored as necessary, pravided there l& reason
to gssuma ti~at they are required for the analysie of their roia 25 witTiessss, -

Deta not required {or any further analysia- shall E’e delgred,
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AL ARR TE R A I N B e LR L ST - B R W) ‘I“:) [*3) rna bonvennon anmtw
pursuart to paragraph 2. polnts (a) to {c)(3), as well as the toilawing categories of dara:

Coded gersonal detells

Type-of information supplied

Angnymity ta be guarantaed

Pretection to be guaranteed and by wham
New identity

.m0 oo oo

Parti¢lpation i court hearing possible
Negative expariences

jm S ]

Rewards (flnancial/favours).

Other data pursuant to peragraph 2 may be stored as necessary, provided there is ragson
o assume thai'they are required for the analysis of their role ag informant, '

Qata not requirad for eny further analysis shall be aaleted.

7. If, at any moment during the courss of an analysis, it becomas clear on the nasis Sf seriqus
and ¢otroborating indications, thet g pergon included in ar gnalysis work file should be
included in ¢ differant category of persans, as taic{ down In thig Articia, than the ene in
which he was initially included, Exropol may-or@lv process data o guch & person allowed
under this new category « sli other data rmust be deleted,

ff, on the indications spacified sheve, it bacormes clgar that a parscn should be included In
Two or more differert categaries as specifled in this Article, ail data sliowed under such
catagorss may be processed by Europol.

ARTICLE 7: TIME LIMITS FOR EXAMINATION AND DURATION QF $TORAGE

1. When demdrng whether personal data comtinue to have to be §torad under Article 6 within
tha meaning of Article 21 of the Canventien, the intarasts of Europol in parfarming it8 tesky
need 10 be weighed against thl lagitimate. data protect!un nterasts of the data 3u010ct ‘
cancermng whoem dats are stored.
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