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to ! the Drugs and Organisad Crime working group

Bubjsot : Draft Jolnt Aotlon canosrning arrangaments for the batter axchange of mformation
In reepeoct of payment oord orime betwosn Mambar 8tatas’ Law Enforcement

Aganolss and the paymsnt card industry, whare aush Infarmation: Is required tor
the Invsstigation of off{snces

‘1, Tha Drugs and Organlasd Crima Working Group {3 Invited to conslder and adopt the
attachad draft joint aation which is designed {o promots and fasiliate the exohenge of
Informatlon conoerning payment oard crime. It tekea agoount of somments made during
the sxparta meeting on Credit Card Crima held on 8 Novembar, whloh was organiged
undar the ausploss of the Druge and Organlaed Crime Werking Group.

2. 'The Initiatlve hes Ita origine in an Anglo/Dutoh sonference on “Co-oparation t0 combat
Orgenlsad Paymant Card Crims affeoting the Eurepean Unlon® whioh wan'held In London
In Novembar 1986, Ons of the sonfersnos’s recommendations antled on membaer states
to “ldentify a law enferocement agenay to become a oentral point of reference”. The draft
Joint action Invites mamber states tc deslgnnte a national contact polnt to tecilitate the
exohange of Information gongerning payment oard crime, both between national lsw
snforosment agencles, and between thoss apsnoles and tha paymant oard Industry,
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9, The profits avallable to orgsnissd payment onrd fraudsters are considerable. A few

6!

flgures give an Iden of the soale. Total payment card losses In the United Kingdom In
1888 amounted to £87.1 mllilon {approximately ECU 70 mililon), fhls mpﬁuonted a fao
gver the previous year, and followed three successaive ysars In which total logees had
fellan, The total loseen In 1888 on cards lasusd In the EU by VISA International equalled
Us$ 224 milllon (approximately ECU 108 million}, This leat figura does not inslude lossea
In the EU from VIBA International oards lasued outslde tha Unlon, which sccaunted for a
further US4 238 milllon (approximately ECU 208 million). | )

It aould ba argued that loeses rasulting from payment card crime are & commsrcial matter
whish must ba addressed by the payment oard Industry, rather than a priority for law
snforcement agencles. 't wauld be wrong to adopt this view. Tha lavs! of potentlal
profita indioeste that payment oard crime Is very attractiva to orgenised criminal groups,
and profits are gommoniy used to support othar forms of organised oriminal Rotivity, By
way of example, piastio oard counterfafters ars typloally also invoived In countarfelting
other ltems auch es ourrency and |dentity doouments, Counterfsit identHy dosumants
provide a oisar link to lllagsl Immigration rucketeering or trafficking In human baings.

In eddition to tha size of potential profita, paymant oard orime 5 attraotive 1o organisad
oriminais beoruse the starting coats are low and the glabal recognitlon of credit onrds and
tachnologlonl advanoes provide & wide range of possibliitlas for [ow-rlak fraudulent uss,
This |a undsriined by a recant casa in the United Kingdem where the detalls of cardy being
usad In tha Far East were Immadiately pasesed by computer link to the UK, where a
pountarfelt card was ready for usa within minutes of the original card being compromised.

Tha nature of the problem possd by orgenised payment card orime requlres a sonoarted
and co-ordinatad response. Tha High Leve! Group’s Action Pian racognlees tHa
Importance of denying organised ariminale financlal galn, snd this draft joint action
attempta to achigve that end by ensuring that the exohangs of information cen take pisoe
batween el ¢f the relevant partlas. The draft Jolnt aotion should also be seen as
ooniplementary to other activity in this arse, such as the Interpol work on & unlvarse!
oingelfioation aystem end central refaronoa library for counterfeit payment catrds,
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DRAFT JOINT ACTION
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adopted by the Counall on the basls of Artlole K3 of the Troaty on Europsan Unlon cencerning
- errangamonts for the batter exchange of Information In respact of payment card orime
betwaan Member States’ law snforcemant agencies, and batween those agoncler and the
psymant card Industey, whare auch Informaetion la required {for the Investigation of offances

THE COUNCIL OF THE EUROPEAN UNION

HAVING REGARD to Artiale K.3(2)(b) and K.1{8) of the Treaty on European Unlon,

HAVING REGARD to the Initiative of the Unitad Kingdom, of the urgent probleme eriaing from
Internationel ocrims

MINDFUL of the pominon objactive of Improving co-oparation batween law snforgement
ggencies,

CONSIDERING that psyment oard otime Is Involved In the furtherance of International orime,

CONVINCED that there Is a nead, for the purposee of investigating, deteating and preventing
ariminal offences, for the law enforcement agenscles of Membar States to ssoure and
exchange Information with one anothar and with the payment card Industry concerning the
use of payment ocards In the furtharance of otime,

ON THE UNDERSTANDING thet the forma of ca-operation |eld down In this Joint Action
should not affect ather forma of bilateral or muitilateral co-oparation,

HAVE AGREED AS FOLLOWE:
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ARTICLE 1 : INTERPRETATION

1.1 In this Joint Actlon:

(a) Card payment syetam means 8 system by whioh a plastio or ather cerd may be used to
acoompilsh the trentfer of funds betwesn two parties;

(b) Iesusr means & member of v oard payment systam that seues c.rdn;:

{o) Account number means a unlqus sequence of numbers ident!{ying Issuer, card type and
card holder.

ARTICLE 2 ; ESTABLISHMENT OF CONTAQT POINTS IN MEMBER BTATES

2.1 Each Member State ghall, subjast to national constitutions! requirematts, dasignate or
establlsh a natlonal oontaot point to forweard and reoelve ragquasts tor Information on the
vse or suspeoted use of paymant carde In the furtheranoe of orime. Whaere polaalble, thie
contact point ahould be iooated with the gantrsl natlonal sontact pelnt deelgnated in

apoordanoe with recarmmendation 18 of the High Lavel Group’s Actlon Plan to aombat
organizad orimat®,

2,2 The Natlonal contaot polnts so desipnated shall be pointe through whioh lelson:
{a] between Member Btatas’ national lew snforcement agancles, and
{b) between those agenoies and the peyment oard Industry

may be facilltatsd and Information scught end suppllad In accordanas with national law,

1 7421/97 JAL 14 - Aotion Plan to combat organtaed arime, Bruseels 2] Apdi 1997
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2,3 Relationships batwesn the natione! contaot pointa so sstabliehsd and

{a) notional law sntorcament agenclas, judiolal and other relevant authorities {harainafier
refarred to as "tho ralavent authoritles”), as well as,

(b} representatives of the payment card Industry

shall be governed by tha natlenal law, Inoluding the relavent natlonal constitutional
regquirements.

ARTICLE 8 : NATURE OF INFORMATION TO BE EXCHANGED

3.1 Whera neoesasary for tha prevantlon, dotaestion and Investigaticn of oifencas, tha law
enforoemant agencins and other relevant authoritiea of Mamber States may, through
naticnal gontact polntg aotlng in acaordance with nationsl law, seok from and axohange
with, s';.loh ngenolas and authorities In ancther Member State of Btatea infermation on
payment osrds whioh ara being used, which hava bean used, or sre to be used or which
ara reasonably euspootad of being ussd |n the furtheranve of erime, or are of guoch an
unusual nature that they might be used In the furtheranoa of orime,

3.2 Information whioh may be sought snd exohanged In respent of payment cord orime
under articis 2,1 rbove may Intlude;

(@) Informetion to establish the ldentity of the account issuer

(b) Infermation to establish the ldentity of the cerd or acoount holder of any such payment
cards (herelnafter refarred to as “tha gubjeat”}

{6) In the oase of paymsnt card crime agcourate detslls of fraudulent transactions known to
the [asuer of the payment card(s) balng used;

(d} datalls of tha sooount number belng uged by tha subject

{a) technloa! Information on tha paymant card systam.
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3.3 The requested Member State and Its rolavant authorities shall have the final deolsion on
the natura and extent of Information suppliad an tha baels of this Joint Astlon.

3.4 The conditlons under which such Information Is to be supplied shall bs determined by the
requasted Membar Gtate and its reisvant authorities In accordanas with Its national law.
The requested Mamber Gtates shall Inform the epplicant Mambar Stste of those
oonditlons. ) T

ARTICLE 4 : CONKDENTIALITY

4.1 Msmber Gtates shall teke appropriste measures to protect Informatlon whiah le obtained
on the basls of this Joint Action,

4.2 Membar States and their relevant authorities shali disaues and agrea upon meesuras
neoeseary to sasoure the oonfidentiality of any Information exohangad on the basls of the
Joint Agtlon.

4.3 In partloular, Member Btatos and thalr relevant authorities shall advise one anothar ag 1o
the requiraments of their mational law ragarding the digclosure of information In the
courss of judielal and mtminiatrative proceadings and discusa In advance eny potentlal
diffioulties arlalng fram thets raquirements,

ARTICLE & : PRIVACY AND HUMAN RIQHTS I68LEG

6.1 Inthe supply and exohange of information under this Jolnt Actian Mambar &tater shall
take acoount of;

(a) the principles of tha Convention for the Protection of Humen Rights and Pundamenta!
Fraadoms and protocols to the said Convention, and
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{b) the Council of Europs Convention of 28 Janusry 1981 and the Direotlva 86/46/5C of the
European Perilament and of the Counoli of 24 Ootobar 18856, and In so doing, shall take
sooount of Reoommendation No R (87) 16 of the Committes of Minlsters of the Councll

of Burape of 17 Beptember 1987 congerning the use of peracnal data in the police
cagtor,

ARTICLE 8 : ENTRY INTO FORCE OF THE JOINT ACTION

8.1 ‘This joint actlen ahall be published in the Offiolal Journal, It shall enter into forge on the
date of {te publloation,
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