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SubJeot ~ Draft "oint Aotlon oanoernlng arrang.mantt for the better .xohlng. of information 
In reepeQ1 of paym.nt ollrd arimo betw"n Membar 8tttaaf Law Enforcem.nt 
Aglnol •• Ind the PGymlnt card Induttry, whare .uoh Inlonnltlon I. required for 
the InYllttgetlon of offlnc •• 

1. The Drug. and Organlled Crimi Working Group (I InvIted to Don&lder and adopt the 

. atWchtd draft Joint aotlon which II dealgned 'to promote and facilitate the Ixohenge of 

Information oonaernlng payment card crime. It takel aocount of comment. mlde durIng 

the tncpurta mDDting on Credit Card Crime hold on e November, whloh wee org.niled 

undar the BUlploe. of the Drug, IIRd Orglnlaed Crime WorkIng Group. 

2. 'fhe Initiative hu Ite origin. In an Anglo/Dutoh oonferonoe on "'Co-operatlo,.. to oombat · 

Orglnll8d Payment Carel Crlmt affecting the European Union- whloh wal'held 11'1 London 

11'1 November 1996. One 01 tho oonference's reoommendatlona oallDd on member Itatee 

to "Idantlfy a lew enforoement agency to beoome D aentral point of refer.noe". The draft 
Joint aetlon InvltQl member Itates to designata. netlonal oontact point to faoilltate the 

exohange of Il'Iformatlon ooncernlng payment oard crime. both betw.en national Isw 

enforcement Igenelea, and between thDaa ~9Bnole. and thl payment oerd Indu.try. 
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3. Th, protlte available to org$nl •• CI payment alrd frlud'ttre are conIJdllr,br.. A few 

figure. give an Idel of the 110ale. TOte\ payment card 1081 •• In the _Unlt~ ~Ingdom In 

t 995 amounted to £9'7.' million (GPprox1mately ~CU 10 million). TI'III rep ..... nted I 1111 

over the prlvioul yellr, and fOllowed thr.e lUOOa8tlive VOIr. In which tot. I 10 .... hId 

fallen. The total ICluel In 1988 on oard. I,.ued In the EU bV VISA International Iquilled 

US. 224 mUllon (approximately lieu 186 mUllan). Thla IUIt figure doet npt Inolud. 10 .... 

In the EU from VISA International oard. llsued outllde the UnIon, whloh aooounted for a - -
further US. 239 million (approximately EeU 208 million). 

4. It could be argued that IOB8e. resulting from p,yment oard crime Ire 8 oommerclal matter 

whloh must be flddr ... ed by 1he payment oe.rd Industrv, rather th8n I priority for law 

enforcement agenel". It would be wrong to adopt ttll. vfew. The lavel of potential 

proflta Indicate that payment oard crtM' I. "ery Ilttrecrtlve to orgllnllcsd criminal group., 

and profits Irt oommonlv uaed to SiUPfJort other form. of organlued orlmlnai actlvltv. BV 

way of example, pl~.tlo oard counterfelte" .1'11 wploallv alia Involvad In Qountarfeltlng 

other Item .. 8uoh lI8 ourrenoy end Idlmity dooumenta. Counterfeit Identity dooumlnt. 

provIde a olear link to l\IeOl1 Immlgratlon raoketeerlng or trafficking In human being •• 

15. In additIon 10 the lize of potential proflta, payment oard orlme II attraotlve to organl.ld 

C)rlmlna\8 becau •• the .terting COltS art low and the global reoognltlon of oredlt Oard' and 

teohnoloQIOI\ advanoea provide" wla. range of POlfllbllltlsB for low~rl.k fraudulent Ute. 

Thll II underllnGd bv 8 recent o •• e In the Unltod Kingdom where the detail. of oarde bolng 

uHd In thl Far E~lIat war. Immediately palled by computer link to the UK, where a 

oounterfelt oercl WIS ready for uae within mInutes of thl original oard beln; oompromlled. 

e. Tho nature of the problem posed by orglni,ed peymer'\t card orime require. 8oonoerted 

and oo-ordlnlted relponn. The High Lavel Group'. Aotlon Plan racognlae, the 

Importanoe of donylng organised (lrlmlnala financial gain, and this draft JoInt 8ctlon 

ettempt. to achieve that end bV enluring that 1he 8)Cohange of Information can taka plaoe 

between all Qf the relovant partlel. The draft JoInt aotlon 8hould a\80 be "In es 

oomplttmentlry to other aotlVlty In thl. afeD, luch CIt tho Interpol work en 8 universal 

ol~nlfloatton avetam and central reforenoa library for oDunterfelt payment oarda. 
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DRAFT JOINT ACT10N 

of , •• 111 ,. "., .1' ~, ••• t.t •• t. , ..•.. '1'"",. ,. ,II. 

adopted by the Counoll on tho batls of A"lole KS of the Troaty on Suro~Gn UnIon eonolrnlng 

errangementa for tho btUar .)(e'h.n~. of Information In roaptot of P8V~'nt oard crime 
between Member Stat •• ' law enforcement Igenelea, and betweGh thou agonol,. and the 

payrnent Clrd Induatry, where such Information 18 required for the Investigation of offenoe, 

TH& COUNCIL OF THE EUROPEAN UNION 

HAVING REGARD to Artlole K.3(2)(b) end K.1 (9) of the Treaty on European UnIon, 

HAVINO RBOARD to the Initiative of the United Kingdom, of the ureent ptoblom, anting from 

Intarnatlonal orlme 

MIND~UI. of the oommon obJeo1lvl of Improving co-operation batwean law enforoement 

agenQIII, 

CONSIDERING that payment c8rd orlme It Involved In tho furtherance of Intemltlonal orlme, 

CONVINCBD that thors I. a need, for the purpo ... of InV68'tlgatlng, deteotlng and preventing 

criminal offenoea, for the law enforoement aglnoles of Mambar Stato, to seDure end 

exchange InformatIon with one ano1her and with the p.yment clrd Industry conoernlng tho 

ueft of payment olrda In th& fu"haranoe of Qrlme, 

ON THE UNDERSTANDINO that the form. of co-operation laid down In this Joint Action 

ahould not affect other forma of bilateral or multlla1eral oo-opere-tlon, 

HAVE AGReED AS FOLLOWS: 
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ARTICLE 1 : INTERPRBTATION 

·1.1 In thl. Joint Aotlon: 

(a) Card paYMent *yatlm maanl I .v.tam by whloh 8 plattlc or other olrd mlV bl ulid to 
acoompllah the transfer of funds bltween two partl.s; 

(b) Illuer meane a member of It oard payment IYlt.m that '"uea clrde; 

(D) Account number meane a unique I8quence of number. identifying 'sauer, card type end 

oard holdar. 

ARTICLE 2 I ESTABL1SHMBNT OF CONTAOT POlNT81N MEMBER 8TATES 

2.1 Eaoh Member Stlt, ,hell, 8ubJeot to national conltltutlonal requlromtt'1te, d881gnetQ or 

eatabU." I national oontaot point to forward and riotlve request. for Information on tho 

un or 5uepaoted ule of payment cards In the furtheranoe of orima. Where pOlllble, thl, 
I 

oontaot point ,hould be looatod with the oontral nationQI oontoot point dellgn~tod In 

aooordanoB with recommendation 19 of the High Level Group'. Action Plan to combat 

orglnlald oMmel", 

2,2 The Natlona' oontaDt poInts 80 designated ahall b$ point, through which 118110n: 

(al between Membor StatuI' natlonallaw enforcemtnt ag.nole8, and 

<b) bcrtween thosu 8ganolel and the payment oard Industry 

may be floilltated and Inform.tlon 8ough\ end supplied In eccordanau with nat'on~r law, 

(I) 7421/~7 lAI 14 • AotlOn Plan to oQlnbat ot&lUlIaed crlmo, WJl1.lltelll 2J Aprl11SlP7 
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2.3 Relatlonlhlps bltwoln the m~tJonll oontaot point. $0 eetabllehfJd find 

(I) national lew enforcement aginoles, Judicial Ind other reluvant lIuthorltta8 (hereinafter 

reflrred to a. Hthe relavent autnorltlJs-j, as wall aa, 

(b) reprellntllrttv81 of thfJ peyment ~rd lndultry 

,hall be governed by tht national law, Including the reklVlnt natlona' conltltutlDnal 

requlrem.nt,. 

ARTICLti S : NATURE OF INFORMATION TO BE EXCHANGED 

3.1 Where neoeallBry for the prevention, doteotlon and InVft.tlgatlon of offence., the law 

enforoumant agencle. end other rI~lev.nt authorltlea of Member Stat" may, through 

national oontllct pointe uotln; In eCQordenoe with natlonsl lew, "ok from and IKohanga 

with, suoh egenolB8 end authorlthtl In another Membflr &tate of State. Information Dn 

Plyment oards whloh are being uled, whloh havs been used, or are to be used or which 

are rellonably &LI&pootld of being UI&d In the further{m08 of orlme, or Ire of ~uoh an 

un\llual nature that they might be used In tho furtheranoe of crime. 

3.2 InformatlDn whioh may be sought and e)(ohanged In re'pect 01 payment oerd orlme 

und.r artlole 2.1 above may Includei 

(8) Information to Iitabllih the Identity of the account Inuer 

rb) Information to •• tabIl8h the Identity of the card or Icoount holder of any ,uoh payment 

card. (hereinafter referred to as "the subJect") 

(c) In the 0880 of peymant card crlme aoourate d,talls of fraudulent trem8Dotion8 known to 

the IBBver of tho payment card(.) blJlng u8od; 

(tI) detail. of the IIOQount n!.lmber being used by the eubJect 

lei tBchn~o~l Inform",lon on the payment card IVltem. 
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3.8 The requeated Member StatlJ end Ita ro/event e.uthorltlel ahell have the final dlolslon on 
the nBtur. and extlnt of Information lI\,Ippl1&d on the bul, of thla Joint Action. 

3.4 Th. oondltlona under which .uch Inform.tJon Ie to be. eupplled shall be determIned bY tho 

requalted Member State and Itt relevant authorltlee In aooordanoe with Itt national law. 

The requ.,tld Mellnber Stott, aha" Inform the Ippllcant Member Stlte of thon 

oondltlrml. 

ARTICL~ 4 : CONFlDBNTIALITY 

4.1 Memb.r Stilt" ahall take appropriate me"Ur,. to proteot Informetlon which II obtained 

on the baala of thlt Joint Action. 

4.2 Member Statae end their rellvant authorltlN ahall dl.au .. and IIgroD upon ml.,ur •• 

nooeliliry to leaure the oon1ldantlcdlty of anv Information exohDnged on tho be.la of the 

Joint Action. 

4.3 In plrtloular, Momber State. and theIr relevant luthoritl81 ahlll .dvile one another 1111 to 

the rtqulremanta of their natIonal h~w regarding th. dl8olosuro of Information In thu 

COUrt. of Judiolal and .dmlnlatrf:ltlve prooeedlnga and dIs cu •• In advance any potentlel 

difficult lea arl.lng from thor.a ,eClulrementl. 

AA'I'(CLE 5 : PRIVAOY AND liUMAN RIQHTI Issues 

B.1 In the lupply and e)(Qhenge of Informlltlon under this Joint Aotlon Member States 8hall 

trlk.& aooount of: 

(a) th8 principle. of thg Convention for the Protection 01 Humin Rlghtl and P1.IndamDntal 

Freedom. and protocole to the laid Convention, and 
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(b) the Counoll ' of Europe Convtntlon 01 28 Jenuery 1981 and the Dlrootlva 96/461EiC of tho 

European Parliament and of the CounoU of 24 Ootobor 1996, and 1n 10 doing, ,hall wke 

aooount of Reoommendatlon No R (87) , 6 of the Committe" of Mlnll'terl of the Counoll 

of eUrope of 1 '1 September 1987 oanoemln; thcs u.e of perlon .. 1 dltlll In the police 

&totor. 

ARTICLe 8 r ENTRY INTO FO ROE OF THE JOINT ACTION 

8.1 ,hie Joint actIon ahaU bo published In the Offlolel JDurnal. It 'hili emet IntD forol on the 

date of It, publication. 

Don ••• , ••••.• ' ••. , .••• , ••••••• , •• , •.•• , ............... "., 10'" 
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