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EUROPOLMANAGEMENT 
BOARD 

The Hague, 1:,) August 199,9 

File nD
: 3710-01 r1 

Draft Model .. agreement co-operatjon with Third States 

(Third State X) and Europol: 

considering that it Is within their common interest to enhance their co
operation; 

considering that the Council of the European Union has given Europol the 
authorisation to enter into negotiations on a co-operation agreement with 
(Third State X) on ... 

considering that the Council of the European Union has given' Europol the 
authorisation to agree to the following provisions between (Third State X) and 
itself on ... 

Have agreed as follows: 

Article 1 Definitions 

For the purpose of this agreement: 

(a) Convention means the Convention based on Article K.3 of the Treaty on 
European Union on the establishment of a European Police Office 
(Europol Convention); 

(b) 

(c) 

personal data means any information relating to an identified or 
identifiable natural person: an identifiable person is one who can be 
identified, directly or indirectly, in particular by reference to an 
identification number or to one or more factors specific to his physical, 
physiological, mental. economic, cultural or social identIty: 

processing of personal data (processing) means any operation or set of 
operations whieh is performed upon personal data, whether or not by 
automatic means, such as collection, recording. organisation. storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwi.se makIng .3vailable, alignment or 
combination. blocking, erasure or destruction ' 

(d) information means personal and non-personal data. 
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ArtIcle 2 Purpose of the Agreement 

The purpose of this Agreement is to enhance the co-operation of the Member 
States of the European Union, acting through Europol, and (Third State X) in 
the combating of serious forms of international crime ( ... ) in the areas 
mentioned in Article 3 of this Agreement, in particular througlilhe exchange of 
both strategic and operational information. ' 

Article 3 Areas of criminality to whIch the Agraement applies 

1. The co-operation as established in this Agreement shall, in line with 
Europol's co-operation interest in the particular case, relate to: 

a) unlawful drug trafficking; 

b) trafficking In nuclear and radioactive substan'ces; 

c) iUegal immigrant smuggling; 

d) trade in human beings; 

e) motor vehicle crime, 

f) crimes committed or Iikety to be committed in the course af terrori~t 
actlvlbes against life, hmb, personal freedom or propertY, 

g) forgery of money and means of payment. 

as well as to illegal money laundering activities in connection with these 
forms of crime or specific manifestations thereof and related crimina) 
offences. 

2, Related criminal offences shall be the crimina) offences committed In 
order to procure the means for perpetrating the criminal acts mentioned 
in paragraph 1, criminal offences committed in order to facilitate or carry 
out such acts, and criminal offences to ensure the impunity of such acts. 

3. Where Europol is instructed by the Council of the European Union '0 
deal with ether forms of criminality, Europo] may, from the date when the 
change to Europol's mandate enters into force, suggest the applicability 
of this agreement in relation to the new mandate to (Third State X) in 
writing. In so doing, Europo! shall inform rrhird State X) of the definition 
of the new fonn of criminality if and when a new form of criminality has 
been included in the relevant Council decision, The agreement shal! 
extend to the new area of criminality as of the date on which Europel 
receives the written acceptance of the proposal by (Third State X). 
Europo) shall only be bound by its proposal for a period of three months 
followIng the dispatch of the proposal. 
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4. The forms of criminality mentioned in paragraph 1 b), c). d) and g) are' 
defined in Annex (1) to this Agreement. Where the other forms of 
criminality with which Europol may be instructed are defined in the 
respective Council decision. such definitions will also be applicable 
where such forms of criminality become part of this Agreement in 
accordance with paragraph 3. Europol shall inform (Third State X) if and 
when the definition of an area of criminality is amplified, amended or 
supplemented. The new definition will be applicable unless (Third State 
X) gives written notice to the contrary within three months .1 " 

Article 3 (bls) AraBs of co-operatJon 

[Where necessary, further co-operation arrangements may be included here _ 
in line with Article 3 of the Convention besides those already mentioned, like 
the exchange of information (Article 2). Europel will consider any requests for 
further co-operation arrangements .of the Convention by the co-operation 
partners provided it has the necessary resources.Jl : 

Article 4 National contact point 

(Third State X) designates (Central Service) to act as the national contact 
point between Europol and other competent authorities of (Third state X). . 

Article 5 Competent authoritIes 

1. The law enforcement authorities in (Third Stato X) responsible under 
national law for preventing and combating the criminal offences specified 
under Article 3 (1) are listed in Annex (2) to this Agreement. (Third sta"te 
X) will notify Europol of any changes to this list within three months after 
such changes come into effect, and will regularly inform Europol of any 
other competent authorities to whom data have been supplied " in 
accordance with this Agreement. 

1 It ;8 of course possible to delete some are88 of crime from this an:lcle where this Is felt 
appropriate. 

2 This is not (ntended to be the text of en Article , but as an eJde-rnemoire. 



2. (Third State X) shall, through the (Central Service), supply Europal, on. 
its request, with all information concerning the internal organisation,. 
tasks, and data protection arrangements of the authorities mentioned In 
this Article. . 

Article 6 Exchange of Information 

1. Exchange of information between Europol and (Third state X) shall only 
take place for the purpose of and in accordance with the provisions c,f 
this agreement 

2. The exchange of information as specified in this agreement will in 
principle take place between Europol and (Central Service). (Third State 
X) shall ensure that the (Central Service) is available around the clock 
and that there is a direct link between the (Central Service) and th.e 
competent authorities as mentioned in Article 5, first paragraph. 
including the national bodies responsible for international police co
operation. Where in a particular case for reasons of urgency the 
information exchange takes place with another competent authority as 
mentioned in ArtJcle 5, first paragraph, (Central Service) will be infonned 
by Europel as soon as -pOSSible if that information was sent by Europo!. 

3. Europol shall only supply information to (Third State X) which was 
collected, stored and transmitted in accordance with the relevant 
provisions of the Convention and its implemen1ing regulations. 

4 . (Third State X) shall only supply information to Europol that was 
collected, stored and transmitted in accordance with its national 
legislation. Under Article 4, paragraph 4 of the Council Act of , 3 
November laymg down rules concernmg the receipt of mfonnabon by 
Europol', Europol IS not allowed to store information which has clearly 
been obtained by a third State In obvious violatIon of human rights .' 

a (1 999/C26/03) 



\. 

Article 7 Supply of information to Europor' 

1. (Third State X) shall notify Europol of the purpose for which the 
information is supplied and of any restriction on its use, deletion. or: 
destruction, including possible access restrictions In general or specific 
terms. (Third State X) may also inform Europol of such restrictions at a 
later stage. 

2. After receipt, Europa! shall determine as soon as possible, but in any 
case within one year of receipt, if and to what extant personal data, 
which have been supphed may be included in Europol's data frIes, ill 
accordance with the purpose for which they were supplied by (third Stare 
X). Personal data which have been transmitted WIll be deleteo, 
destroyed or returned, if such data are not, or no longer, necessary for 
Europol's tasks or if no decision has been taken on their inclusion in a 
Europal data file Wlthm one year after recslpt. 

3. Europa! shall be responsible for ensuring that the personal data as 
mentioned in paragraph 2, until they have been included ;n a Europol 

As an alternative, the following stipulation could be integrated within thj~ article: 
Data which, efclJr appraisal, heve not been selected for inclusion in t1 europal dsra file, 8S 
well 8S peper f,)es or documents comlJlnlng data which flave been included, shall remvln 
under the responsfbllity of (Third StlJte Xl end subj8ct co Irs nstlontI/legislation, without 
pf8judice 10 Europa/'s responsibiflry for me datB as ourlined in this snide. 
£uropol will nOllJCCept any liability, nor eny claim for compensstian of damages, in 
resp8cf of personal der3 which, in accordance with this article, rem81n under me . 
responsibility of (Thild Scate Xl and subject to its nstions! legfslation, except whe'Y it is 
evident rhar Europol has nor fulfilleci its responsibifiries witll respect to such ders as . 
specifiBd in this 8rrfcf6. 

'. 

Furthermore, B provision on the responsibility of Europel for d81a which have net been 
Included in 8 Europel data 1ile could either be integrated within this article or be ' 
Introduced 88 an internal general rule fC?r Incoming Intelligence: 
Europa! shall bi: /fJ3ponsibJe for Bn3uring thay date whIch. 8feer sppraisCJ/, hBve nor bee.n 
selected for inclusion in 8 Europal data file, 83 well I!S paper files or documents 
conraining dets which have been included, ere stored seperately 'rom rhe Eu/opol darB 
file, and may1:inly b_ accessed by a duly 8urharised Europol offici81. lor the tJurpose of: 
8/ their 18tpr inclusion in i1 Europa! data file; 
b) veflYylng whether the dete which elready have been included in a d8ta file are 

ecct.mne end relevant; 
c) verifying whem8r rhe requirements contained In this Agreement or the Convention 

have been mer. 
Such date mey elsa be (Jccessed in rhe inreresTS of The dlJttI subjeCT ....,hich require 
prot8crion. In this case the dare may only be used with rhe consenr of rhe individual 
concerned. 

I 
I 
I 
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data file, may only be accessed by a Europol official duly authorised for : 
the purpose of determining whether or not the data may be included in a 
Europo) data file, 

If Europol, after appraisal, has reason to assume that data supplied are, 
not accurate or no longer up to date, it shall inform (Third State X) 
thereof. (Third State X) shall verify the data and inform Europol on the 
outcome of such verification. 

Article 8 Supply of parsonsl data by Europel 

1, Where personal data are transmitted at the request of (Third State X), 
the personal data may only be used for the purposes tollowlng the 
request. Where personal data area transmItted without a speclflc 
reques( the purpose for whIch the data were transmitted sliall be 
md/cated, and any restriction on itS use, deletIon or deStructIon, Including 
possible access restnctlons In general or specrilc terms. Europol may 
also Inform (Third State X) of such restndJons at a later time. 

2. (Third State X) shall comply with the following conditions for all 
transmissions of personal data by Europol to (Third State X): 

a) after receipt, (Third State X) shall determine as soon as possible if 
and to what extent the data which have been supplied a're 
necessary for the purpose for Which they were supplied; 

b} the data will not be communicated by (Third State X) to third States 
or bodies; 

c) the data shall only be supplied to the (Central Service), without 
prejudice to Article 6 (2); 

d) onward transmission of the data by the initial recipient shall 'be 
restricted to the authorities mentioned in Article 5 and shall take 
place under the same conditions as those applying to the original 
transmission; , 

e) the supply must be necessary in individual cases for the purpose of 
preventing or combating the criminal offences outlined in Article 3; 

f) if the data have been communicated to Europol by a Member State 
of the European Union, the data may only be transmitted with that 
Member State's consent; 

g) any conditions on the use of the data specified by Europol must be 
respected; If the data have been communicated to Europol by a 
Member State of the ~uropean Union, and that Member State has 
stipulated any conditions on the use of such data, these conditions 
must be respected; 



h) 

i) 

j) 

k) 

when data are supplied on request, the request for the information 
must specify indications as to the purpose of and the reason for the 
request; 

the data may be used only for the purpose for which they were 
communicated; this shall not apply to communication of date: 
required for a Europel enquiry; . 

the data will be corrected and deleted by (Third State X) if it 
emerges that they are incorrect, inaccurate, no longer up to date or 
should not have been transmitted; 

the data will be deleted when they are no longer necessary for the 
purposes for which they were transmitted. 

3. Personal data revealing racial' origin, political opinions or religious or 
other beliefs, or concerning health and sexual life as referred to in Article 
6 of the Council of Europe Convention of 28 January 1981 shall only be 
supplied in absolutely necessary cases and in addition to other data. 

4. No personal data will be supplied where an adequate level of data 
protection is no longer guaranteed. 

5. Where Europol notes that the personal data transmitted ere inaccurate, 
no longer up to date, or should not have been transmitted, Jt shall inform 
the (Central Service) thereof forthwith. Europal shall request the (Central 
Service) to confirm to Europol that the data will be corrected or deleted: 

6. Europal shall keep a record of all communications of data under this 
article and of the grounds for such communications. . 

Article 9 Assessment of tn.e source and of the information 

1. When information is supplied by Europel on the basis of this Agreement, 
the source of the information shall be indicated as far as possible on the 
basis of the following criteria: 

A. Where there is no doubt of the authenticity, trustworthiness and 
competence of the source, or if the information is supplied by a 
source who, in the past, has proved to be reliable in aI/ instance? 

8. Source from whom information received has in most instances 
proved to be reliable. 



C. Source from whom infonnation received has in most instances: 
proved to be unreliable. 

D. The reliability of the source cannot be assessed. 

2. When information is supplied by Europol on the basis of this Agreement\ 
the reliability of the information shall be indicated as far as possible on 
the basis of the following criteria: 

(1) Information whose accuracy Is not in doubt. 

(2) Information known personally to the source _ but not known 
personally to the official passing it on. , 

(3) Information not known personally to the source but corroborated by 
other information already recorded. -

(4) Information which is not known personally to the source and cannot 
be corroborated. 

3. (Third State X) shall, when supplying information on the basis of this 
agreement, indicate, as far as possible, the source of the information 
and its reliability on the basis of the criteria specified in paragraphs 1 and 
2. 

4. If Europa! or (Third State X) - on the basis of information already in its 
possession - comes to the conclusion that the assessment of information 
supplied by the other party needs correction, it will inform that other party 
and attempt to agree on an amendment to the assessment. Neither 
Europol nor (Third State X) will change the assessment of information 
received without such agreement. 

5. If Europol receives data or information from (Third State X) without 'an 
assessment, Europel shaJI attempt as far as possible to assess the 
reliability of the source or the information on the basis of information 
already in its possession. 

6. (Third State X) and Europol may agree in general terms on the 
assessment of specified types of data and specified sources, which shall 
be laid down in a Memorandum of Understanding between Europol and 
(Third State X). SUch general agreements have to be approved by ,the 
Management Board. If data have been supplied 'to Europol on the basis 
of such general agreements, this shall be noted with the data. 



7. If no reliable assessment can be made, or no agreement in general 
terms exists, Europo! will evaluate the information as at paragraph 1 (0)' 
and 2 (4) above. . 

Article 10 CorrectIon and deletion of data supplied to Europel 

1. The (Central Service) shall inform Europol when Information transmitted 
to Europo' is corrected or deleted. The (Central Service) shall also 
inform Europol as far as possible when it has reason to assume that the 
information supplied is not accurate or no longer up to date. : 

2. When the (Central Service) informs Europal that it has corrected or 
deleted information transmitted to Europol, Europol shell correct or 
delete the Information accordingly. Europol shall not delete information if 
it has further need to process that infonnation for the purpose of an 
analysis file or, in case the information is stored in another Europol data 
file, Europol has further interest in it, based on intelligence that is more 
extensive than that possessed by (Third State X). Europol shall Inform 
the (Central Service) of the continued storage of such information. 

3. If Europol has reason to assume that information supplied is not 
accurate or no longer up to date, ~ shall inform the (Central Service). 
The (Central Service) shall verify the data and Inform Europol on the 
outcome of such verification. In case information is corrected or deleted 
by Europol in conformity with Article 20 (1) and 22 of the Convention, 
Europol shall inform the (Central Service) of the correction or deletion. 

Article 11 ConfidentJality of Europo' information 

1. All information processed by or through Europo!, except information 
which is expressly marked or is clearly recognisable as being public 
information, is subject to a basic level of security within the Europol 
organisation as well as in the Member States. Jnformation which is only 
subject to the basic level of security does not require a specific marking 
of a Europol security level, but will be designated as Europol information. 

2. (Third State X) shall ensure the basic protectIon level mentioned in 
paragraph1 for all information supplied by Europol, by a varietY of 
measures In accordance with , national legislatIon and regulations, 
including the obligation of discretion and confidentiality, limiting access 



to information to authorised personnel. data protection requirements as 
far as personal data is conr:erned and general technical end procedural 
measures to safeguard the security of the information. 

3. Information requiring additional security measures is subject to a Europol 
security level, which is indicated by a specific marking. Information is 
assigned such 8 securi1y level only where strictly necessary and for the 
time necessary. 

4. The Europol security levels are numbered "Europol level 1 10 3", and 
relate to a specific security package which is applied within the Europol 
organisation. The security packages offer different levels of protection. 
depending on the content of the information, and taking account of the 
detrimental effect authorised access, dissemination or use of the 
information might have on the interests of the Member States or 
Europo!.· 

5. (Third State X) has taken note of the Confidentiality Regulations and 
Security Manual for Europa', and commits Itself to ensuring that all 
information supplied to It by Europol which is marked "Europol level 1 to 
3" will receive within Its territory a level of protection which is equivale'nt 
to that specified for these levels in 1he Confidentiality Regulations and 
Security Manual for Europa!. Europa! Shall inform (Third State X). as far 
as necessary, of the protection measures associated with 1he Europol 
security levels and packages. . 

6. (Third State X) guarantees that its national provisions on the protecti,on 
of protectively marked information provide an adequate basis for 
ensuring a level of protection for information transmitted In accordance 
with this Agreement which is equivalent to that provIded for in the 
Confidentiality Regulations and Security Manual. 

7. The (Central Service) shall be responsible for ensuring that access 
authorisations to and protection of pro1ectively marked information will 
also be complied with by other authorities to whom data may be 
transmitted in accordance with this Agreement. 

Article 12 Confidentiality of informatJon supplied to Europol : 
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1. Without' prejudice to Article 6 (2), the (Central Service) shall be; 
responsible for the choice of the appropriate security level in accordance 
with Article 11 for information supplied to Europo!. The (Central Service) 
shall, where necessary, mark the information with a Europol security 
level as mentioned in Article 11 (4), when supplying it to Europel. 

2. In choosing the security level, the (Central Service) shall take account of 
the classification of the information under its national regulations, as wen 
as the need for the operational flexibility required for an adequate 
fundioning of Europol. 

3. If Europel - on the basis of information already in its possession - come.s 
to the conclusion that the choice of security level needs amendment, it 
will inform the (Central Service) and attempt to agree on an appropriate 
security level. Europol will not specify or change a security level without 
such agreement. 

4. The (Central Service) may at any time request an amendment of the 
chosen security level, including a possible removaJ of such a level. 
Europol shall be obliged to amend the security level in accordance wi-th 
the wishes of the (Central Service). The (Central Service) shall, as soon 
as circumstances allow this, ask for amendment of the security level to a 
lower one or its removal. 

5. The (Central Service) may specify the time period for which the choice' of 
security level will apply, and any possible amendments to the security 
level after such period . 

6 . Where information of which the security level is amended in accordance 
with this Article has already been supplied to one or more of the Member 
States of the European Union, Europol shall, at the request of the 
(Central Service), inform the reCipients of the change of security level. 

Aroda 13 (Third State X) lJa180n officara at Europo!' 

1. (Third State X) and Europol agree to enhance the co-operation as, laid 
down in this Agreement through the stationing of (one or more) liaison ' 
officer(s) representing (Third State X) at Europol. The liaison officers' 
tasks, rights and obligations as well as details regarding theIr stationing 



with Europol and the costs involved are laid down in annex ( 3) which i~ 
part of this agreement. . 

2. Europol will arrange for all necessary faci/rues, such as office space and 
telecommunications equipment to be provided to such liaison officers 
within the premises of Europo), at the cost of Europe!. The costs of 
telecommunication shall however be borne by (Third State X). 

3. The archives of the liaison officer shall be inviolable from any 
interference by Europol officials. These archives shall include all records, 
correspondence, documents, manuscripts, computer records, 
photographs, films and recordings belonging to or held by the liaison 
officer. 

3. (Third State X) shall ensure that its liaison officers have speedy and, 
where technically feasible, direct access to the national databases 
necessary for them to fulfil their task while stationed at Europo!. 

ArtIcle 14 Europo! liaison Offlcers in (ThIrd State X)I 

1. (Third State X) and Europol agree to enhance the co-operation as laid 
down in this Agreement through the stationing of (one or more) Europol 
liaison officer(s) with tne (Central Service) (or other competent 
authorities) indicated at Article 4 and 5. The liaison officers' tasks, rights 
and obligations as well 8S details regarding their stationing with the 
(Central Service) and the costs involved are laid down in Annex (3) 
which is part of this agreement. 

2. The (Central Service or other competent authority) will arrange for · all 
necessary facilities, such as office space and telecommunications 
equipment to be provided to such liaison officers within the premises of 
the service, at the cost of the service. The costs of telecommunication 
shall however be borne by Europa!. 

3. The property and assets of the Europel liaison .officer, wherever located 
and by whomsoever held shall be Immune from search, reqUisition, 
confiscation, expropriation and any other form o{ Interference whether by 
executive, administrative, judicial or legislative action. 

I 
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4. (Third State X) shall permit the liaison officer to communicate freely for 
all official purposes and protect his right to do so. The liaison officer shall 
have the right to use codes and to dispatch and receive official 
correspondence and other official communications by courier or in 
sealed bags, which shall be subject to the same privileges and 
immunities as diplomatic couriers and bags. 

5. The archives of the liaison officer shall be inviolable. These archives 
shall include all records, correspondence, documents, manuscripts, 
computer records, photographs, films and recordings belonging to or 
held by the liaison officer. 

B. Within the territory of (Third State X) the Europal liaison officer will enjoy 
1he same privileges and immunities as those accorded by (Third State X) 
to diplomatic agents of comparable rank of diplomatic missions 
established in (Third State X). 

ArtlcJ9 1~ liability' 

1. (Third State X) shall be liable, in accordance with its national law, for any 
damage caused to an indIVidual as a result of legal or factual errors ' In 

data exchanged WIth Europo/. (l hlrd State X) shall not plead that 
Europal haa transmitted Inaccurate data In order to avord Its Itability 
under Its natronallegrsiabon vls-ii-\{IS an Injured party. 

2. If these legal or factual errors occurred as a result of data erroneously 
~ommunicated or of failure on the part of Europol or one of the Member 
States of the European Union or another third state or third body to 
comply with their obligations, Europol shall be bound to repey. on 
request, the amounts paid as compensations under paragraph 1 above, 
unless the data were usee in breach of this Agreement. 

3. If the damage is due to (Third State X's) failure to comply with its 
obligations, (Third StEte X) shall be bound to repay. on request, 'the 
amounts which Europol paid to a Member State or to another third state 
to make up for the amounts it paid in compensation. 

4. (Third State X) , and Europol shall not require each other to ,pay 
compensation for damages under paragraphs 2 and 3 above to: the 



extent that the compensation for damages was enforced as punitive,: 
increased or other non-compensatory damages. 

Article 16 Settlement of Disputas" 

1. Any dispute between Europo! and (Third state X) concerning th.e 
interpretation or application of this Agreement, or any question affeding 
the relationship between Europol and (Third State X), which is not settled 
amicably, shall be referred for final decision to a tribunal of three 
arbitrators, at the request of either party to the dispute. Each party shall 
appoint one arbitrator. The third, who shall be chairman of the tribunal, is 
to be chosen by the flrst two arbitrators. 

2. If one of the parties fails to appoint an arbitrator withln two months 
following a request from the other party to make such an appointment, the 
other party may request the President of the Court of Justice of the 
European Cornmunities or in his absence the Vice-President to make 
such an appointment. 

3. Should the first two arbitrators fail to agree upon the third within two 
months following their appointment, either party may request the 
President of the Court of Justice of the European Communitles, Dr in his 
absence the Vice-President, to make such appointment. 

4. Unless the parties agree otherwise, the tribunal shall determine its own 
procedure. . 

5. The tribunal shall reach its decision by a majority of votes. The Chairman 
shall have a casting vote. The decision shall be final and binding on· the 
parties to the dispute. 

6. Each party reserves the right to suspend its obligations under ; this 
Agreement where the procedure laid down in this Article is applie.d or 
might be applied in accordance with paragraph 1, or in any other case 
where a party is of the opinion that the obligations incumbent on the 
other party under this Agreement have been breached. . 

10 __ _ 
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Article 17 Termination of tha Agreement 

1. This Agreement may be terminated by each party with three months' 
notice. 

2. Irrespective of paragraph 1, this Agreement shall cease to be in force 
upon the accession of (Third State X) to the European Union becoming 
legally effective.ll 

Articl918 Amendments 

1. This Agreement may be amended by mutual consent between Europe) 
and (Third State X) at any time. Europol may only give its consent to 
amendments after the unanimous approval of such amendments by the 
Council of the European Union. 

2. Europol and (Third State X) shall enter into consultations with respect to 
the amendment of this Agreement at the request of either of them. -

Article 19 Entry Into force 

This Agreement shall enter into force on ... . 

Done at ... on .......................................... 19 ... , In two copies in the English 
language. 

For (Third State X) For Europol ' 

11 This clauss is optional: i.e. it will only be included In agreements with potential 
candidate countrIes. 
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