@5 Data sharing agresment (extermnal)
Ministry
of Justice

THIS DATA SHARING AGREEMENT is made on the 16th day of May 2023

BETWEEN

THE SECRETARY OF STATE FOR JUSTICE of 102 Peity France, London SW1H A (Mol = The
Rzceiving Party)

AND
GREATER MANCHESTER POLICE of Ceniral Park, Manchesier M40 SEP ("GMP" = The Disgoaing Party)

A5 WITNESS of which the partes have set thesr hands on the day and year first above wiitien
SIGHED for and on behall of THE SECRETARY OF STATE FOR JUSTICE By:

1 Defimiteons and inderpretation

11 Iy trast. Agrisiimant

Communieation Maans 4 CoMmplant, SNOUiny, Noboe, MNsqUest oF ol COMMUNICaton (butl eeckudng amy
Dats Subpec! Request) relabing 1o ether party's obbgalors ursder any Dats Prodechon
L i ehnectan with Tt Agresmenl andar e Proceisng of any of B Shared
Perscnal Dats, induding any compermaton daim fram & Dats Sulbjst of Ay mokoe,
imeesSipation or ofher achion fom & Dats Probection Supenvmcory Authorty relating o any
of thee fonegoing:

Coriaent s & Friily giedn, dpeclic, nlormed and phnambagotud ndicalion [By & dlalement of
by & clear afferadee acion] by which the relevard Dola Subgect has agreed o the
risreank rarsier(s) andior Processng of the Shared Fersonal Dads relabing to themn that
has mof been witdrasn. To the edbent the relevant Shaned Percsonal Data = Specal
Caegory Pertonal Date, el defniton thsubd bo rosd oS f the word undmibag s
aboree resd ‘unambiguours snd expliclt’. The termes “fresly green”, "speciic”, Sinformed”,
Fynambiguous” and "epbc” in Fn defieion shall be consinesd in pccordance with
Dt Prrobesobon Laes;

[iata shaning agreemant DAY July 2001 i
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means, in respect of each party, the person identified as such in accordance with
paragraph 1 of Appendix 5 of this Agreement;

has the meaning given in Data Protection Laws:

means. as applicable to either party:

(&) the UK GDPR;

(b) the Data Protection Act 2018;

(c) the Privacy and Electronic Communications (EC Directive) Regulations 2003;

(d) any other applicable law relating to the Processing, privacy andior use of
Fersonal Data;

=] any laws which implement or supplement any such laws; and

(f} any laws that replace, extend, re-enact comsolidate or amend any of the
foregoing;

means any regulator, authorty or body responsible for administering Data Protection

Laws:;

has the meaning given in Data Protection Laws:

means a request made by a Data Subject to exercise any right(s} of Data Subjects
under Chapter |ll of the GDPR in relation o any of the Shared Personal Data or
conceming the Processing of such data;

means each party to the extent it discloses or otherwise makes acocessible any Shared
Personal Data to the Receiving party;

means the Gemeral Data Protection Regulation, Regulaton (EU) 20168/878, as it forms
part of domestic law in the United Kingdom by wviriue of section 3 of the European Unicn
(Withdraoeral) Act 2018 (including as further amended or modified by the laws of the
Unit=d Kingdom or of a part of the United Kingdom from time to time);

means:

[a) the agreed lawful basis under Article G(1) of the GDPR under which the Shared
Personal Data is shared by the Disclosing Party with the Receiving Party and
Processed by the Receiving Party. For this project. the legal basis is “In the
Public Interest”™; and

() the additional condition under Article 5(2) of the GDPR under which the Shared
Personal Data that is Special Category Personal Data is shared by the
Disclosimg Party with the Receiving Party and Processed by the Receiving
Party. For this project, the addiional condition is "0OFf substantial Public Interest”,
and in particular "Preventing or detecting unlawful acts”™ and “Protecting the
public®;

means the Receiving Farty's imtended and authorsed wse of the relevant Received

Personal Data. For this project the purpose is to use the data to

[a) To identify those who demonstrate behaviours or tendencies which tend to be in
line with committing homicide, and

] To identify those who have a previous history of committing viclent offences
and offences linked to going onto commit homicide;

means the relevant Receiving Party's employeses who need access to the Recsived
Personal Data for the Permitted Purposs;

has the meaning given in Data Protection Laws:

has the meaning given in Data Protection Laws:

has the meaning given in Data Protection Laws:
has the meaning given in Data Protection Laws:

means Shared Personal Data in respect of which the relevant party is the Receiving
Party:;

Receiving Party means each party to the extent it receives or sccesses any Shared Personal Data
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3.1

3.2

4.1

42

43

5.1

disclosed or made awvailable by the Disclosing Party;

Shared Personal means Personal Data made available by the Disclosing party to the Receiving Party for
Diata the Permitted Purpose;

Special Category means special categories of Personal Data as referred to in Data Protection Laws: and
Personal Data

UK Lawr means applicable law of the United Kingdom or of a part of the United Kingdom.

Status of this Agreement and the parties

Each party shall b2 an Independent Controller of the Shared Personal Data. If the parties share the Shared
Parsonal Data, it shall be shared and managed in accordance with the terms of this Agreement.

Compliance with Data Protection Laws

Subject to compliance by the other parly with its express obligations in other provisions of this Agreement,
each party shall at all times comply with all Data Protection Laws in connection with the exercise and
performance of its respective rights and obligations under this Agreement

This Agreement allocates cerain rights and responsibiliies among the parties as enforceable confractual
ocbligations between themselves, howsver nothing in this Agreement is intended to limit or exclude either
party's responsibilities or liabilities under Data Protection Laws.

Agreed basis for sharing

The parties have determined that it is necessary to share the Shared Personal Data in order to achieve the
Parmitted Purpose.

The parties agree that this Agreement relates toc

[a) A one-off data sharing of the Recsiving Party’s cohort data, which will be used to perform a
project feasibilty study. This data will be linked with data, which is intemal to the Receiving
Party. to determine the cohort size for the project. If at this point the Receiving Party finds that
the cohort size is too small, they will not continue to the second part in this Agreement

(k) A one-off data sharing of the Receiving Party's criminal history data for the much-smaller
cohort for the project Onee this dataset is linked to fowr datasets, which are internal to the
Receiving FParty, the entire daia will b2 anonymised. The data will be used as possible
predictive varables in the data science project. If at this point any data fields are showm to
hawve no or little predictive power, they will be removed from the model.

The parties have documented additional details relating to the sharing of the Shared Personal Data in
Appendix 2 of this Agreement, which includes:

43.1 the aims of each party in sharing the Shared Personal Data;

4.3.2  why sharing the Shared Personal Data on the terms of this Agreement is necessary to achieve those
aims;

433 the benefits to society of the parties sharing the Shared Personal Data; and

434 A Data Protection Impact Assessment undertaken by the Receiving Party, 2 Data Protection Impact
Assescment undertaken by the Disclosing Party, and a Movement Form for the Analytical Platform
that will host the data within the Receiving Party's systems.

General cbhligations

The Receiving Party shall undertake all Processing of Recsived Personal Data onlby:

5.1.1 for the Permitted Purpose in accordance with this Agreement and in all respects in accordance with
Diata Protection Laws; and

512 tothe extent consistent with the Permitted Lawful Basis,

except o the extent otherwise required by LUK Law.

5.2

The parties agree that in respect of Shared Personal Data, the relevant Disclosing Farty:

521 s, as between the parties and subject to paragraphs 5.3 and 8.1, the primary point of contact for Data
Subjects;
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54

5.5

.1

522 subjectto paragraphs 5.3 and 8.1, shall direct Data Subjects and queries about the Shared Personal
Diata to its Information Compliance and Records Management Linit;

523 shall ensure that the Shared Persomal Data has been collecied, Processed and transferrsd in
accordance with the Data Protection Laws as applicable fo that data at all imes pror to the receipt of
that data by the Receiving Party;

524 shall ensure the Shared Personal Data is accurate and up-to-date when disclosed or made accessible
to the relevant Receiving Party and shall promptly notify the Recsiving Party if such Shared Personal
Diata becomes imaccurate or cut of date during the term of this Agreement;

525 s solely responsible for both parties’ compliance with all duties to provide information to Data Subjects
urnder Articles S{1}{a). 13 and 14 of the GDPR or any similar Data Protection Laws, including as
required for all Processing of Shared Personal Data by the Receiving Party for the Permitted Purpose
on the Permitied Lawful Basis in accordance with this Agreement and shall comply with its respective
obligations in Appendiz 4. Given the project's legal basis is “In the Public Interest”, there is no
obligation to pre-emptively inform all Data Subjects of the project;

528 shall ensure that the Shared Personal Data when transferred to the Receiving Party in connection with
this Agresment:

[a) is mot subject (or potentially subject) o any laws giving effect to Article 71 (Protection of
persanal data) of the agreement on the withdrawal of the United Kingdom of Great Britain and
Marthem Ireland from the Eurcpean Union and the Eurcpean Atomic Energy Community; and

(b} is not subject to the laws of any jurisdiction cutside of the United Kingdom;

527 without prejudice fo its other obligations, shall ensure that it is entitled to transfer the Shared Personal
Diata to the Receiving Party and that the Receiving Party is entitled under all applicable |aws and legal
theones to Process the Shared Personal Data for the Permitted Purpose in accordance with the terms
of this Agreement;

528 shall promptly notify the Receiving Party if a relevant Data Subject has requested that their Shared
Personal Data is no longer Processed by either party for the Permitted Purpose;

528 issolely responsible for ensuring that where the Shared Personal Data was received by the Disclosing
Party from a third party, or has been Processed by a third party on behalf of the Disclosing Party, it
has in place arrangements with those third parties:

[a) as required by all Data Protection Laws (including, where applicable, Articles 28, 28 and 32 of
the GDPR);

(b} which are adequate to permit the Disclosing Party to share the Shared Personal Data with the
Receiving Party (and its Permitted Recipients) under all Data Protection Laws; and

(c) as required for the Receiving Party (and its Permitted Recipients) to Process such data im
accordance with this Agreement; and

5210 where appropriate, can make available to Data Subjects the essence of this Agreement (amd motify
them of any changes to it) as required by Article 26 of the GDPR. Confidential Information shall be
redacted if the legal basis for including is mo longer true.

Motwithstanding the terms of this Agreement, the parties acknowledge that a Data Subject has the nght to
exercise their legal rights under the Data Protection Laws against any relevant party as Controller.

Each party shall use its reasonable endeavours to assist the other to comply with any obligations under all
Diata Protection Laws in connection with this Agreement and shall mot perform its cbligations under this
Agreement in such a way as to cause the other party io breach any of the other pary's cbligations under
applicable Data Protection Laws to the extent it is aware, or ought reasonably to have been aware, that the
same would be a breach of such obligations.

Without prejudice to amy other obligation, if either party becomes aware any of the Shared Personal Data is
imaccurate or out of date, it shall promptly notify the other.

Technical and crganisational measures

The Receiving Party shall at all times:

8.1.1 put im place and maintain approprate technical and organisational measures as required by Data
Protection Laws;
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8.2

71

T2

8.1

a2

8.3

10

10.1

G6.1.2 implement and maintain appropriate technical and organisational measures to protect the Recsived
Personal Data in its possession or control against accidental, unauthorised or wnlawful destruction,
loss, alteration, disclosure or access, taking into account

(a) the nature of the data to be protected;

(b) the harm that might resuft from amy failure to so protect the Received Personal Data;
(e} the state of technodogical development; and

(d) the cost of implementing any measures;

6.1.3 ensure that i has the capabilty (technological and otherwise), to the exient reguired by Data
Protection Laws, to:

(a) prowvide, comect or delete at the request of a Data Subject all the Recewed Personal Data
relating to that Data Subject and

(b) comply with any Data Subject Requests; and

G.1.4 without prejudice to amy other cbligation in this paragraph &, implement and comply with the technical
and organisational measures specified in Appendix 3 of this Agreement.

Each party shall comply with its respective obligations, and may exercise its respective rights and remedies,
under Appendix 3 of this Agreement.

Third party Processing
The Receiving Party agrees not to disclose or transfer Received Personal Data to any third party.

The Receiving Party will perform all Processing relating to the Received Data and agress to mot engage any
third party in the Processing stage.

International fransfers

The Receiving Party shall not transfer Received Personal Data to any country or temtory outside the United
Kingdom or to any intemational organisation (as defined in the GDPR), except to the extent required by UK
Law or with the Disclosing Party's express prior written consent. For the purposes of this paragraph 2
‘tramsfer’ bears the same meaning as the word “transfer’ in Article 44 of the GDPR.

Dealing with Data Subject Requests and Communications

Responsibility for complying with any Data Subject Reguest or Communication falls on the party which first
received such Data Subject Reguest or Communication. In complying with any Data Subject Request or
addressing any Communication each party shall comply with its obligations as outlined in fhe =zecton on
Detfailed procedures for addresszing Dafa Subject Reqguests and Communications” in Appendix 7.

If either party receives a Communication relating fo the Shared Personal Data Processed by (or on behalf of)
the ather parly it shall to the extent lawful under UK Lanar

8921 promptly notify the Information Compliance and Records Management Unit or the Data Protection
Team at the other party; and

922 consultwith the other party in advance of giving any response, to the extent reasonably practicable.

Each party shall use all reasonable endeavours to provide the other party with full and prompt co-operation
and assistance im relation to any Data Subject Request or Communication made to enable the other party to
comply with the relevant timescales set out in Data Protection Laws and to find am efficient, timely and
amicable solution to any issues arsing out of any Data Subject Request or Communication. Without prejudice
o the generality of the foregoing, the other party shall respond to any request for co-operation or assistance
under this paragraph 8.3 within three business days.

Personal Data Breaches

Each party shall promptly {and im amy event within 24 hours) notify the Disclosing Party if it suspects or
becomes aware of any actual or threatened occcurence of any Personal Data Breach in respect of any
Received Personal Data which it processes as Receiving Farly. In such circumstances, the relevant Receiving
Party shall promptly provide (1o the extent permitted by UK Law):

10.1.1 suffident information as the Disclosing Party reasonably requires to meet any obligations to report a
Perscnal Data Breach under Data Protection Laws (in a timescale which facilitates such compliance);
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11
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15.1

10.1.2 the Data Protection Supervisory Authorties imvestigating the Personal Data Breach with complete
information as reguested by those Data Protection Supenvisony Authonties from time to time;

10.1.2 all reasonable assistance the Disclosing Party (or its advisors) requires, including:

(a) co~operation with Data Protection Supervisory Authorties (including with imvestigations or
actions to mitigate or remediate the Personal Data Breach);

(b} making available all relevant data and records required for either party o comply with Data
Protection Laws or as ctherwise reasonably required by the Disclosing Party;

(c) taking such reasonable steps as are direcied by the Disclosing Party to assist in the
imeestigation, mitigation and remediation of a Personal Data Breach (which may include
prowviding the Disclosing Party with physical access to any faciliies affected and facilitating the
imterview of staff and others invalved in the matier); and

(d}) co~ordination with the Disclosing Party regarding the management of public relations and
public statements relating to the Personal Data Breach.

The Receiving Party's obligations under this paragraph 10 shall be performed at the Receiving Party's cost
and expense.

Data protection impact assessments

The Parties have completed a Data Protection Impact Assessment in respect of the planned sharing of the
Shared Personal Data under this Agreement and have agreed that this Agreement will assist with mitigating
certain risks that have been identified.

Where a party considers that a new Data Protection Impact Assessment or changes to the current one are
mecessary for compliance with Data Protection Law, the other Party shall provide such reasonable assistance
as that Party may reasocnably require.

The assistance referred to in paragraph 11.2 may include:

11.3.1 a systematic description of the emnvisaged Processing operations and Pemnitted Purpose of the
Processing of the Shared Personal Dats;

11.3.2 am assessment of the necessity and proportionality of the Processing operations;
11.3.3 am assessment of the risks to the rights and freedoms of Data Subjects;

11.34 the measures envisaged to address the risks. including safeguards, security measures and
miechamisms to ensure the protection of the Shared Personal Data; and

11.3.5 any prior consultation with the relevant Data Protection Supervisory Awthorty which may be
necessary.

Records

Each party shall maintain complete, accurate and up to date written records of all its Processing of the Shared
Personal Data and as necessary o demonstrate its compliance with this Agreement and all Data Protection
Lanars.

Govemance and review

Prior to sharing the Shared Personal Data, the parties shall establish, and then comply with and maintain, the
arangements set out in Appendix 5 of this Agreement until] the earier of the fermination or expiry of fhiz
Agresment].

Additional arrangements

Each party shall comply with its respective obligations, and may exercise its respective rights and remedies,
under Appendix 7 of this Agreement.

Audit
Each party shalk

15.1.1 makes available to the other party such information as is reasonably required to demonstrate that
party’s compliance with its obligations under this Agreement;
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15.2

165.3

16

18.1

18.2

i7

15.1.2 upon prior notice allow for, permit and contnbute to audits, including inspections, by the other party (or
amother suditor mandated by the other party) during mormal business hours to the extent necessary o

verify the audited party’s compliance with its obligations under this Agreement; and

15.1.3 provide (or procure) access to all relevant systems, personnel, business premises and records for the
purposes of each such awdit or inspection referred to in paragraph 15.1.2 and provide (and procure)
all further reascnable co-cperation, access and assistance in relation o any such awdit or inspection.

Each pariy shall allow the other to exercise its rights at paragraph 15.1 in the perod up to one year afier the
fermination or expiry of this Agreement.

When conducting audits and inspections, the relevant party conducting the audit or inspection shall comply
with the other party's reasonable directions in order to minimise disruption to the other party's business and to
safeguard the confidentiality of the other party's Confidential Information. The party subject to the audit or
inspection may require any third parties conducting such audit or inspection to enter imto direct confidentiality
undertakings with it on terms that are substantially the same as the confidentiality obligations in this
Agresment.

Retentiocn

Subject to paragraph 16.2 and except as reguired by UK Law, each party shall retain the Received Personal
Diata in accordance with the retention periods identified for the specific element of the Shared Personal Data
in accordance with Appendixc 1 of this Agreement.

Except as reguired by UK Law, the parties shall, o the extent they are Recsiving Party:

16.2.1 subject to paragraphs 16.2.2 to 16.2.3 (inclusive), Process all Recsived Personal Data for no longer
tham such Processing is necessary for the Permitied Purpose and compliant with this Agreement and
all Data Protection Laws:

16.2.2 cease to Process all Received Personal Data on the earier of termination or expiry of this Agreement;
and

16.2.3 immediately, confidentially and securely destroy or dispose of all Received Personal Data (and all
copies) in is possession or control that can mo longer be Processed im accordance with this
Agresment.

Costs

Except as expressly stated in this Agreement, each party shall pay its own costs and expenses incurred in
connection with the negotiation, preparation, signature and performance of this Agreement.
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APPENDIX 1
THE SHARED PERSONAL DATA

1 Shared Personal Data to be shared by the Disclosing Party, GMP, with the Receiving Part, MO

Reference:

Person-level data to check cohort size

Subject matter of Personal
Data to be shared

Structured tabular data containing personal data from local police data, which
will be used to link record between GMP's and MOJs systems. The data
contains  information for persons who have had contact with Greater
Manchester Police before 01/01/2015 and are still on record within the legacy
system. If the data was perfect quality, each row would represent a different
person, but we are aware of duplication emors amd have incorporated this
limitation within the Processing of the data.

Type of Personal Data to
be shared

The data fields within the Shared Personal Data are:

* First Hame

* Last Mame

* Date of Birth

* Gender - Female/Male/Cether categaones

* Ethnicity - White'Black/Mixed'Asian/Crther categories

* Persom Citizen ID (the Police identifier that will be used to link the teo
datasets the Disclosing Party provides)

" PNC ID {only if the Disclosing Party judge the quality of this field is sufficient
to use as a linking tool)

Special categories  of
Personal Data in this data

The only special category within the Shared Personal Data is:

* Ethnicity (this vamable has been shown to have high linking power when
using an intemal MOJ algorthen for probabilistic linking  betwesen other
datasets)

* Criminal Offence Data (in relation to waming markers/fags)

Categories of Data Subject

People who hawe had contact with Greater Manchester Police before
01/01/2015 in the role of either suspect, victim, withess, missing person or of
safeguarding concem.

Lawful basis for sharing
data (GMP)

DPA Part 3 law enforcement processing:

It is understood that the vast majority of personal data processing undertaken
within the Homicide predictor modelling project will fall under Part 3, law
enforcement processing, as beloe:

Section 3 - Law Enforcement purposes - namely the prevention,
investigation, detection or prosecution of criminal offences or the execution of
criminal penalties, includes the safeguarding against and the prevention of
threats to public security.

Section 35 - The processing of personal data for a law enforcement purpose
is lawful only if and to the extent that it is based on law and either:

(a) the data subject has given consent to the processing for that
purpase, or

(o) the processing is necessary for the perfformance of a task carried
out for that purpose by a competent authority.

Sensitive data for law enforcement purposes may only be cammied out, the
controller has an appropriate policy document in place and either:

[a) the data subject has given consent to the processing, or

(k) the processing is strictly necessary for the |aw enforcement
purpose amd the processing meets at least one of the conditions from
Schedule B of the DPA.

Full detsils of Schedule 8 can be found at  hifps.dico.org. ukcfor-
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T A L S T i a1 [
processngtondtionsor-sansive- processing'

The |awful condiions from Schedule & 1or this provision are:-

SEnIoy BIC. DUTDOEas - Processing I necessany T e exemiss of a
funcion comermed on @ pE0n by an ereciment or rule of lIw and k=
necesEaAny fof r2asons of subsEnEa pubblic Imenest

The processing & plainiy camed out for reasons of substantial puoic Imbarest,
fhess bed i G0 prodec the public, prevemt and detect cime.
GINFRDPA Part 2 pansral procassing:

Whiere personal dats processing N e kmmmpreumrrrmﬂlngpmaﬂ

falls outskde of the law endorcesment purposes, processing must st be
necessary for 3 wider policing purpose, as defned by MoPl, and a& per the
b=l cond Tons.

iﬁ.l'ﬂ[iﬂl;lﬂi-lﬂ] GOPR — perfomarce of 3 38k camied ot I the mubils

In =ome cincumssances personal S5t may b2 processed thiat eyveals racal or
ethnic orlgin, poltical opinions, rellgious or philosoghical ballefs or heath
data, which ks defined 3s “Special Category Persona Data'. Addional
leqitimising condtions apply for the processing of hat data, which are
ciarfed below:

m’ﬂﬂmﬂhmpﬁ:—m & NEcEssany T measons of sLnslantdal
puUDiC Interest

As ArtO{Z] we must mest a schedule 1 Part 2 Condtion(s
Ao @

Scheduie 1, Pan 2(4) DPA — sEhongovemment punosss [poldng 136k In
the substanial publlc Imenest)

Schedula 1, Part 2[10) DPA — praventing or detecing uniawiul acts
Schedule 1, Part 2{18) DPA — safeguarding of children andl Indvsusis at risk

Articia il GDPR — processing of criminal convicions and offencss must onty
b= procesced wnder the comirol of officlal authonty oF aumorised Dy 1.

105 DPA — processing |6 authorsed Doy k3w cnlfy IF It mesds a condition In
Part 1,2 or 2 of Scheduie 1.

Schedula 1, Part 2(5) — sEtutonygovamenent puposes (policing sk i the
subetantial pubdle Imerast)

Schedule 1, Part 2[10) — preventing of Setectng uniawul acks
Scheduls 1, Part 2[18) — safequarding of chiidren and indvidugis 3t sk

| Shaarng sgresment (CEEA) Jubs 2021




Reference:

Person-level data to check cohort size

Applicable actsflegislation:

« Crime and Disorder Act 1398 - Section 17 (duty to consider crime and
disorder implicaticns} and Section 115 (disclosure of information) for the
purpase of prevention and reduction of crime, disocrder and antisocial
behaniour.

»  Commen law duty of disclosure in the interests of policing purposes,
following a data protection and human rights assessment

Human Rights Act 1938 (The data will b= ancnymised before any modelling
beegins. Mo individual or group will b= identifiable in the final outpuis)

Lawful basis for
processing data (MoJ)

Article B:(1)(e) processing is necessary for the performance of a task camed
oeut in the public interest or in the exercise of official authonty vested in the
controller

The Mol is permited to process data supplied by the police, the Crown
Frosecution Service (CPE), courts and prisons by wirtue of its common law
peorwers For the administration of justice. These general powers are supported
by wanous legislative provisions which allow the collection and shanng of
imformation for offender mamagement as well as the establishment and
execution of services relevant to the Mol's Executive Agencies and ALBs.

Researczh and analysis are camied cwt under Article 8(2)()):

‘Processing is necessary for archiving purposes in the public interest,
scientific or hisforical research purposes or statistical purposes in accordance
with Article 88¢(1} based om Union or Member State law which shall be
proportionate to the aim pursued, respect the essence of the right 1o data
protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interesis of the data subject.”

This prowvision is supporied by section 4, Part 1 of Schedule 1 of the DPA
2018,

The Mo processes criminal offence data under the control of official authority
im accordance with Article 10 of the LIK GDFR.

Who in Disclosing FParty
shares the data?

Date planned for sharing

wac 03042023

How will it be shared?

The data will be transferred wsing an MO tool, the data uploader. It enables
secure transfer of csv data chunked into 55GB segments.

Crata will be stored in an 53 bucket in an SCQL like struciure with cne
database at the top level, which contains one or more data tables. Data is
encrypted at Transit and the Data stored will be encrypted within the bucksat.
There is a web access firewall (WIP)L There are cloud trails and lambda
upload cloudwatch logs, which are available.

Apcess o both the data uploader and then the data folder is managed via a
project access filke. Mobody who is not listed in this Agreement will have
access to the data.

Whao in the Receiwing Farty
receives the data™

The lead analyst at MO. i
team will be the only people lisied within the acsess file
to the 53 buckets. The only t2am members with permissions will be:

What happens with the
data when it is received?

The data will b= uploaded by the Disclosing Party to the MOJ secure network
using the data uploader. The data will be encrypted within an 53 bucket. The
data will them be linked to intemal data on the Analytical Platformn to check the
cohort size of people in both the local police’'s data and on the Probation
caseload of interest. At this point a decisicn will be made whether the cohort
size is large encugh to process with the project IF it is, then a derivative
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Refersnce:

Person-level data to check cohort size

dataset will b2 created with the Person Citizen identifiers for all people that
become the cohort for the project. This dataset will be saved into the same
encrypted 53 bucket and shared back wi add the
police contact history for this cohort

What retention pericd shall
be applied to that data?

The Receiving Party plans to retain the data until December 2024, & months
after the end of the project. This will ensure we have the capability to answer
arry follow-up guestions or follow new leads after presenting owr research and
findimgs. The Receiving Party plans to have rewiews within this & manth
penod in case the full retention penod is not needed.

Shared Personal Data to be shared by [Parfy 2] with [Party 1]

Refersnoce:

Police Contact History for the agreed cohort

Subject matter
of Personal
Data to be
shared

Structured tabular data containing police contact history from local police data, which will
e wsed to create possible predictive vanables for 3 dala science project The data
coniains information for persons who have had contact with Greater Manchester Police
before 01/01/2015. If the data was perfect quality, each row would represent a different
persan, but we are aware of duplication emors and have incorporated this limitation
withim the Processing of the data. We are also aware of many data quality issues with
this legacy data source due to many system restnacturings simce then. We plan to work in
an agile and flexible way to allow for changes in data varables selection, and we plan to
work closely with and be guided by GMP's analysts and Information Compliance
Records Management Unit.

Type of
Personal Data
to be shared

Thie data fields required will be agreed after the cohort size discovery is completed. This
is because there is a lot of uncertainty around the data quality in the legacy dataset at
GMP and there is also a restriction on the amount of time that GMP colleagues can
allocate to this: project. We have undergone a prioritisation exercise and will aim to obtain
as many of the "Must have” and “Should have” fields in the following list.

Mlust hawve:

Person Citzen ID (for matching to the imtemal MO dataset)

Mumber of previous hormicide dassification before 01012015
Mumber of prewious Viclence with injury dassification before 01/012015
Mumber of prewious Possession of weapon offences dassification before 01/09/2015
Mumber of all dassifications before 01/01/2015

Mumber of Cautions before 010172015

Mumber of Convictions before 01012015

Mumber of Final Wamings before 01/01/2015

Mumber of Reprimands before 01/01/2015

Mumber of Penalties befiore 010172015

Mumber of Penalty Motices before 01/01/2015

Mumber of Fines before D1/01/2015

Mumber of Charges before 01/01/2015

Mumber of Amrests before 01/01/2015

Suspect of Homicide Flag before 01012015

Suspect of Criminal damage and arson offences Flag before 01/01/2015
Suspect of Possession of weapon offences Flag before 0101520015
Suspect of Stalking and harassment Flag before 01/01/2015

Suspect of Vickence with: injury Flag before 017012015

Suspect of Viclent Offence Flag before 01/01/2015

Ape first appearing as Witness in System before 01/01/2015

Ape first appearning as Victim in Systerm before 01/01/2015

Ape first appearing as Offender in System before 01/01/2015

Ape first appearing as Missing in System before 01401/2015

Ape first appearing as Suspect in System before 01/01/2015

Age of first contact with Police befiore D1/01/2015
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Refersnce: Police Contact History for the agreed cohort

Mumber of Crimed domestic abuse incidents before 01/0172015
Ciomestic abuse association as wictim flag before 01/0172015
Diomestic abwse assocation as perpetrator lag before 01012015
Alleged Perpefrator Flag befone 010172015
Domestic_Abuse_Flag before 0170172015

Repeat Domestic_Abuse Flag before 01/0172015

Repeat Victim Flag before 01/012015

ictim of 10+ Harm Flag before 010172015

Victim of 7304+ Hamm Flag befiore 01012015

Victim of Homicide Flag before 010172015

Vident flag before 0140172015

Weapons fiag before 0170152015

Use Knife Or Sharp Instruments Cualifier Flag before 01/0172015
Freamms flag before 01012015

Seriously Dangerous Offender Status before 017012015

Hate Crme_Flag before 017012015

VISOR Subgect Marker Flag before 0170172015

Mental health waming flag before 01012015
Alcohol_influence Flag befone 01/01/2015
Dirugs_Influence_Flag before 01/012015

Safeguarding flag before 011/01/2015

Should hawe:
Profific Offender Marker Flag before 01/01522015
Repeat suspect Flag before 0170172015
Sex Offender Marker Flag before 01/01/2015
Conceals waming fiag before 010172015
Explosives flag before 01/0172015
GMP Latest Qutcome before 01012015
Murnizer of previcus Violence without injury classification before 01/01/2015
Murriber of previous Trafficking of drugs dassification before 01012015
Breaches Bail Conditions Marker Flag before 01/012015
Self harm flag before 010172015
Suicidal flag before 0100112015
Vulnerable flag before 010172015
Dizabiity Qualifier Flag before 01/01/2015
Racial Qualifier Flag before 017012015
Religion Cr Belief Cualfier Flag before 0170172015
Perceived Rieligion Targeted Cnalifier before 010172015
Honour Incident Cualifier Flag before 01012015
Suspect of 104+ Harm Flag before 01/01/2015
Suspect of T30+ Harm Flag before 01012015
Victim of Criminal damage and arson offences Flag before 0170152015
Victim of Death or senous injury caused by unlawi driving Flag before 01001/2015
Victim of Possession of drugs Flag before 010172015
Victim of Possession of weapon offences Flag before 01/01/2015
Victim of Stalking and harassment Flag before 01/01/2015
Victim of Trafficking of drugs Flag before 010012015
Victim of Viclence with injury Flag before 01/01/2015
Victim of Viclence without inpery Flag befiore 010012015
Victim of Viclent Cffence Flag before 010172015
Suspect of Pessession of drugs Flag before 01/0172015
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Refarence: Police Contact History for the agreed cohort

Suspect of Trafficking of drugs Flag before 01/01/2015

Suspect of Viclence without injury Flag before 01/01/2015

Suspect of Death or senous injury caused by unlawid driving Flag before 018012015
Crime as Victim whilst Age under 1B Flag before 0170172015

Crime as Cffender whilst Age under 18 Flag before 0110172015

PP Flag before 01012015

Special The special categories within the Shared Personal Data are:
categonies of | (a) Health markers (which are expected to have significant predictive power) such as:
Personal Data * Mental Health flag
in this data " Addiction flags

* Self harm/SuicideNulnerable flags

* Disability flag
(b} Beliefs and ideclogy markers (which are also expected to have significant predictive
poweer) such as:

* Hate crime flag

* Racial Qualifier flag

* Religion or Belief Qualifier flag

* Honowr Incident Qualifier flag

Categonies  of | People who have

Data Subject {a) had contact with Greater Manchester Police before 01/0172015 in the role of either
suspect, victim, witness, missing person or of safeguarding concam, and

(b} are within the cohort for the project, which is defined as people who had a record on
the Probation caseload before 01/01/2015 and had a completed Layer 3 (Oasys
assessment before 01/012015.

We estimate that the cohort size will be between 5,000 and 15,000 depending on the
data quality of the identifiers and personal characteristics that are used to link in the first
phase of the project.

Lawful basis for | DPA Part 3 law enforcement processing:
sharing data
(GMP) It is understood that the vast majority of personal data processing undertaken within the
Homicide predictor modelling project will fall under Part 3, law enforcement processing,
a5 below:

Section 31 — Law Enforcement purposes - mamely the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalies,
includes the safeguarding against and the prevention of threats to public security.

Section 35 - The processing of personal data for a law enforcement purpose is lawful
only if and to the extent that it is based on law and either:

{a} the data subject has given comsent to the processing for that purpose, or

{b) the processing is necessary for the perfiormance of a task carried out for that
purpose by a competent authaoring.

Sensitive data for law enforcement purposes may only be camied out, the controller has
an appropriate policy document in place and either:

{a} the data subject has gwen consent to the processing, or
(b} the processing is strictly necessary for the law enforcement purpose and the
processing mests at least one of the conditions from Schedule 8 of the DPA.

Full details of Schedule B can be found at hifpe¥ico.org.ukfor-organizafions/guide-fio-
dafa-profection'guide-fo-law-enforcemenf-processing/condiions-for-gensifive-processing’

The lawful conditions from Schedule 8 for this provision are:-
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Reference: Police Contact History for the agreed cohort

Statufory efc. purposes - Processing is necessary for the exercise of a function
conferred on a person by an enactment or nule of law and is mecessary for reasons of
substantial public interest.

The processing is plainly carmied out for reasons of substantial public interest, these
being to protect the public, prevent and detect crime.

GDPR/DPA Part 2 general processing:

Where personal data processing in the Homicide predictor modelling project falls cutside
of the law enforcement purposes, processing must still be necessary for a wider policing
purpose, as defined by MoPl, and as per the below conditions.

Article 6{1){e) GDFPR — performance of a task camed out in the public interest.

In some circumstiances personal data may be processed that reveals racial or ethnic
origin, political opinions, religious or philosophical belisfs or health data, which is defined

as "Special Category Personal Data’. Additional legitimising conditions apply for the
processing of that data, which are clarified below:

Article 9{2){g) G0PR — processing is necessary for reasons of substantial public
interest.

As Art B 2)(g) applies, we must mest a schedule 1 Part 2 Condition(s). Please see
Dealowr

Schedule 1, Part 2(3) DPA — statutory/government purposes (policing task in the
substantial public interest)
Sechedule 1, Part 2{10) DPA — preventing or detecting unlawful acts

Schedule 1, Part 2{18) DPA — safeguarding of children and individuals at risk

Article10 GDPR - processing of criminal convictions and offences must onby be
processed under the control of official authority or authorised by law.

s10{5} DPA — processing is authonsed by law only if it meets a condition in Part 1, 2o0r 3
of Schedule 1.

Schedule 1, Part 2(8) — statutory'oovermment purposes (policing task in the substantial
public interest)

Schedule 1, Part 2{10) — preventing or detecting unlawful acts

Schedule 1, Part 2{18) — safeguarding of children and individuals at risk

Applicable acts/legislation:

+ Crnme and Disorder Act 1998 - Section 17 (duty to consider crime and disorder

implications) and Section 115 (disclesure of information) for the purpese of
prevention and reduction of crime, disorder and antisocial behaviour.

* Common law duty of disclosure in the interests of policing purposes, following a
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Reference: Police Contact History for the agreed cohort

data protection and human rights assessment

Human Rights Act 1998 (The data will be anonymised before any modelling begins. Mo
individual or group will be identifiable in the final cutputs)

Lawful basis for | Aricle 6(1)e) processing is necessary for the performance of a task cammied out in the
processing data | public interest or in the exercise of official authority vested in the controller

(M)

The Mol is permitted to process data supplied by the police, the Crown Prosecution
Service (CPS), courts and prisons by wirtue of its common law powers for the
adminisiration of justice. These general powers are supported by warious legislative
provisions which allow the collection and sharing of information for offender management
as well as the establishment and execution of services relevant to the Mod's Executive
Apgencies and ALB=.

Research and analysis are camed cut under Article 821k

“processing 5 mecessary for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes in accordance with Article 88(1)
based on Union or Member State law which shall b2 proportionate to the aim pursued,
respect the essence of the night o data protection and provide for suitable and specific
measures to safeguard the fundamental rights and the interests of the data subject”

This provision is supported by section 4, Part 1 of Schedule 1 of the DPA 2018.

The Mol processes criminal offence data under the control of official authorty in
accordance with Article 10 of the UK GDFR.

Whao in
Disclosing reater Manchester 1oE
Party shares
the data?

Date  planmed | w/c 05/08/2023
for sharing
How will it be | The data will be fransferred using an MOJ tool, the data wploader. it enables securs
shared? transfer of csv data chunked into 558 segments.

Diata will be stored in an 53 bucket in an 501 like structure with cne database at the top
level, which contains one or more data tables. Data is encrypted at Transit and the Data
stored will be encrypted within the bucket. There is a web access firewall (WIP). Thers
are cloud trails and lambda upload cloudwatch logs, which are available.

Access to both the data uploader and then the data folder is managed via a project
access file. Nobody who is not listed in this Agreement will have access to the data.

Receiving Party only people lisied within the access file to the 53 buckets.

receives the | The only team members with permissions will be:
data?

What happens | The data will be uploaded by the Disclosing Party to the MOJ secure neteork using the
with the data | data uploader. The data will be encrypted within an 53 bucket. The data will then be
when it is | linked to intermnmal data on the Analytical Platfiorm and any derivative data or linked data
received? will be saved back into the encrypted 53 bucket Omce all internal data is joined, the
master dataset will be ancnymised and saved in a different 53 bucket. From there the
t=am will develop several data science models to test different hypotheses.

What retention | The Receiving Party plans to retain the data until December 2024, & months after the
period shall be | end of the project. This will ensure we have the capability to answer any follow-up
applied to that | guestons or follow new leads after presenting our research and findings. The Recsiving
data? FParty plans to have reviews within this 8 month period in case the full retention perod is
not neaded.
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APPENDIX 2
FURTHER DETAILS OF THE PERSOMAL DATA SHARING

4.1

42

Data sharing chjectives

The parties have determined the following aims and objectives of sharng the Shared Personal Data for the
Permitted Purpose: to develop betier tools for predicting the risk of homicide by including local police data, to
eyidence the need for more cross-unit collaboration and to enable further future research like this project.

Mezessity

The parties have determined that sharing the Shared Personal Data on the terms of this Agreement is
necessarny to achieve those aims because: (a) MOJ data is mot as rich as local police data when it comes to
mon-convictions and local police interactions, which are expected to provide predictive power when developing
a risk predictor for homicide, and [b) the personal characteristics and identifiers enable linking betwesn GMF
and MCJ data. The Shared Personal Data will ensure that the predictive variables cover a fuller picture of
offender's criminal journeys and we expect that it will lead to significant impact within the project.

Benefits of data sharing

The parties have determined the following benefits will be derved from shanng the Shared Personal Data:
(a) a benefit to the public in identification and targeting those at risk of committing homicide, a priorty offence
group for the Crime and Justice Taskforce. In particular, the project aims to contribute towards “Preventing or
detecting unlawful acts™ and “Protecting the public”.

Risks of data sharimg and mitigation measures

The Disclosing and Receiving Parties will act as Independent Controllers. They are both conducting their own
Dhata Protection Impact Assessments in respect of the sharning amrangements set out in this Agreement.

MO s DP1A completion date: expected to be 01/04/2023
GMP's DP1A completion date: TBC

The parties hawe determined the following risks may arise from sharing the Shared Personal Data, and have
agreed measures to remowve or mitigate such risks, including those measures set out in this Agreemeant:

Crrganisaticnal risk: Likelihood: (Remaots We will ensure that the work's results are quality
results from the POSGIHE OF probanie) assured and peer reviewsd. Any significant outputs will
analysis being Severity: be documented im a single source of the truth, which will
misinterpreted or (Minbmal, shgnificant o alsa imclude any assumpiions, caveats and limitations in
misused when setting | 5&ven2) relation to the cutputs. We will set a high expectation for
new policy or new Owerall Risk: (Low, transparency with the steering board. We will save all
strategies mecium of high) code in Github to enable reproducibility and audit
Compliamce risk: Likelihood: (Remaots The project has wvery specfic aims and its funding is
pressure to widen the | possibie or probable) signed off for limited time only. We plan to delete all
scope of the project | Severity: GMP data ocnce the project is finished. Any further
and use the data for | Minimal significant or analysis using this data will go through ancther DPIA
additional modelling sEvarg) process.

Owerall Risk: (Low,

medum or highl
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APPENDIX 3
TECHHICAL AND ORGANISATIONAL MEASURES

1

Security management

Without prejudice to its other obligations, the parties shall implement and maintain at least the following technical and
arganisational security measures, actively to ensure the safety and security of the Protected Data:

1.1

21

Technizal and organisational measures to ensure a level of secunty appropriate to the risk, normally including:
1.1.1  the pseudonymisation and encryption of personal data;

1.1.2 the ability to ensure the ongoing confidentiality, integrity, awvailability and resilience of processing
systems and services;

1.1.3  the ability to restore the availability and access to personal data in a imely manner in the event of a
physical or technical incident;

1.1.4 process for regularly testing, assessing and evaluating the effeciveness of technical and
arganisational measures for ensuring the security of the processing;

1.1.5 prompt and comprehensive maintenance of the measure to ensure curmency and validity against risks.

The measures shall demonstrably take info account the state of the art, the costs of implementation, the
consequences of impact, and the nature, scope, context and purposes of processing of Protected Data fo be
camied out under or in connection with this agreement, as well as the risk of varying likelihood and severity for
the rights and freedoms of natural persons.

In assesszing the appropriate level of securty. account shall be taken in particular of the risks that are
presented by processing, storage or fransmission of personal data ansing from unplanned or unmanaged
activiies such as accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to
personal data transmitted, stored or othenwise processed.

Adherence to an approved code of conduct as referred to in Article 40 or an approved certification mechanism
as refermed fo in Article 42 of the UK GDPR may be used as an element by which to demonstrate compliance
with the requirements set out in paragraphs 1 and 2 of this Article.

Without prejudice to its other obligations, the Supplier shall normally implement Mational Cyber Security
Cenfre Saal security principles outlined here: Saa3 security principles - NC3C.GO0W UK

Personnel

The Receiving Farty will ensure the Processing of the Received Personal Data by natural persons shall be
limited to its employses and the employees of its Permitted Recipients (collectively, personnel) that need to
Process it for the relevant Permitied Purpose in accordance with this Agreement and that all such personnel

211 are reliable and have undergone adeguate Taining in the use, care, protection and handling of
Received Personal Data as required for compliance with all Data Protection Laws and this Agreement;

212 are informed of the confidential nature of the Received Personal Data and the relevant party's
obligations under this Agreement and subject io appropriate cbligations of confidentiality;

213 do not publish, disclose or divulge any of the Received Personal Data to any third party where the
party subject to this obligation would not be permitted fo do so;

214 are subject to (and comply with) a bimding written contractual obligation to keep the Recsived
Perscnal Data confidential (unless disclosure is reguired under UK Law);
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APPENDIX 4
TRANSPARENCY ARRANGEMENTS

The Shared Personal Data is already collected through the Subject Matters” engagement with the Criminal Justice
System. The analysis’ legal basis for using the data is that it is covered by GMP's function to protect life and to prevent
and detect crime and by MOJ's function to protect the public.

Im this context, there are no additional obligations for the Disclesing Party apart from those already listed in Section
5.2. Similarly, there are no additional obligations for the Receiving Party apart from those already listed in Section §.1.

There is an expectation that amy privacy motice in wuse in an operational context includes a general research and
analysis provision to manage expectations around the use of the data for additional purpeses - this is covered in the
MoJ's Transparency Toolkit. The Mol core privacy notices can be found on gow.uk:

https-ihenew. gov ulk/govermmment/organisationsiministry-of-justice/about' personal-information-charter
hitpsiheneew. gov.uk/govermment/organisations/hm-prison-and-probation-sernvice/about/personal-information-charier
https:fhanew. gov_ulkf/govermment/publicationsfhmcts-privacy-policy

The UK GDPR allows personal data to be wused for additional purposes as long as it is a ‘'compatible’ purpose -
research and statistical purposes are considered a compatible purpose. There is still a requirement to be transparent
about the additional purposes unless an exemption applies. The Mod's approach is to rely on an exemption from the
transparency principle where data is not collected directly from the data subject by the Data & Analysis direciorate:

Im accordamce with the UK GDPR Articde 14(5), the provisions s=t cut in A14 (1-3) do not apply to this processing as
the provision of such information would prove impossible or would invalve a disproportionate effort in relation to the
purpose for processing (research/statistics). The processing will be subject to appropriate safeguards to protect the
interests of data subjects in accordance with Article 88(1).
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AFPPENDIX 5
GOVERNANCE AND REVIEW

21

3.1

3.2

Contact Points

The Contact Point for the Receivimg Party for issues ansing under this Agreement is as follows:

Phiysical location:

The Contact Point for the Disclosing Party for issues anising under this Agreement is as follows:

Physical location:

The parties have designated the Contact Points identified above, as the first contact points for third parties in
relation to Data Subject Reguests and Communications and any other matter relating to the Shared Personal
Data. Each party's respective Contact Point shall have owerall internal responsibility within their respective
party for appropriately addressing and responding to Data Subject Requests and Communications within the
scope of that party’s obligations.

Any mofice or communication that is reguired by this Agreement to be sent to a Contact Point shall be sent o
the relevant email address of the Contact Point. Such notices and communications shall be processed within
the delivery times appropriate for similar types of communication.

Reporting

The parties each undertake that they shall report to the other party every 8 months on:

2.1.1  the volume of Data Subject Requests (or purported Data Subject Reguests) relating to Shared
Personal Data from Data Subjects (or third parties on their behalf); and

212 any Commumnications relating to the Shared Personal Data (imcluding any requests for disclosure of
the Shared Personal Data which is required or purporied to be required by applicable law), that it has
received during that period.

Relationship bebween Contact Points
The Contact Points of each party shall meet, by phone if necessary, not less than once every 3 manths to
manage the relatonship bebeeen the parties and assess:

3.1.1  the overall effectvensss of the sharing amangements set cut in this Agreement;

3.1.2 any Communications or other areas of concemn;

3.1.3  whether the cbjectives as set out in Appendiz 2 of this Agreement are being met;

3.1.4  whether each Permitied Lawful Basis and Permitted Purpose remain valid and appropriate;

3.1.5  whether the benefits a= set out in Appendix 2 of this Agresment are being delivered and whether the
Shared Personal Data needs o continue o be shared;

3.1.8  whether the privacy notices and arrangements under this Agreement remain appropriate;

317 the latest quality checks conducted under Appendix 2 of this Agreement (or amy similar data);

318  whether the risks of the data sharing have changed; and

3.1.8  whether the technical and organisational measures as s=t out at Appendixz 3 of this Agreement ars

adequats.

Following each mesting pursuant to this paragraph 3, the Contact Points shall promptly provide a joint report
of their findings to the Govermance Committee referred toin paragraph 8 of this Appendix 5.
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52

6.1

6.2

Quality checks

Given the Shared Personal Data will be shared within two one-off data transfers and there will be no updates
i these, it is not necessany o conduct periedic tests of samples of the Shared Personal Data. The Disclosing
and Receiving Party are responsible for quality checks at the time of transfer only.

Review

The parties shall review periodically the content of this Agreement (the Rewiew). which shall include
confimmation:

51.1 that the arangements reflect current practice and the objectives of the parties;

51.2 that the scope of the Pemitted Purpose is siill relevant and the scope for which the Shared Personal
Ciata is being used by the Receiving Party has not been expanded without agreement of the parties;

5.1.3 that the benefits to society, as stated in Appendix 2 of this Agreement are being realis=d;
514 whether it would be appropriate to undertake a new data protection impact assessment;
51.5 whether the amangements in this Appendix § are adeguate and working in practics;

518 that any relevant mew guidance issued by any Data Protection Supervisory Authority raised by either
party during the Review has been considered as part of the Review;

51.7 whether the Shared Perscnal Data should continue to be shared under this Agreement; and

51.8 that the Data Subjects are still the focus of the sharng arangement and whether their ights are being
respected.

The Review shall take place at least every six months following the project’s commencement.
Governance Committee

The Recesiving Party will establish a Gowvernance Committee which shall include the lead Information Asset
Cramer for the project at the Receiving Party, the Policy Project Lead at Deputy Director level at the Rieceiving
Party, and Adult Protection Force Lead, Det. Supt at the Disclosing Party. The Governance Committee shall
meet face o face or via an online mesting at least every twebee months.

The Govemnance Committee shall, at each meeting, review and consider at least:

G.2.1 the areas of assessment set out for the Contact Points at paragraph 3.1 of this Appendix 5;

622 the repors provided by each Contact Point;

G623 the latest Review (as described in paragraph 5 of this Appendix 5), if any; and

G.24 include any other genenic govemance commifies discussion aneas;
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APPENDIX &

PERMITTED CONTRACTORS AND SUB-CONTRACTORS

[Inzerf defails of coniractors and sub-confracfors which are Permitfed Recipients (if any).]

Organisation | Permitted Contact details of organisation's data protection officer or other relevant employes
Recipient of: with primary responsibility for the relevant Shared Personal Data within the
organisation
M HIA MIA
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Detailed procedures for addressing Data Subject Requests and
Communications

Personal data is exempt from the right of acoess if it is processed for a function designed to protect the public. For this
project this is the case as it contributes towards “Preventing or detecting unlawful acts” and “Protecting the public®.

Im the rare event where a Diata Subject Request can be complied with without causing prejudice to the function of the
nisible Party will follow official processes. For the Receiving Party. this involves

and following the MOJ offical protocols when responding
Requests. For the Disclosing Party, this invohes contacting

Other detailed technical and organisational measures

The Receiving Party, the Ministny of Justice, is a Government Department and thersfore has very good security
provisions. All data and software is stored on the Analytical Platform, which is a doud-based ecosystemn. It has
assurance for significant datasets marked OFFICIAL-SENSITIVE. | follows MCSC Cloud Securty Prmciples,

implementing features such as:

2 factor authentication for user sign-in

encryption of data at rest and in transit

fine-grained acoess control

extensive tracking of user behaviour, user privilege requests/changes and data flows

multiple levels of isolation betwesn users and system components

Web access firewalls

Cloud trail and lambda upload cloudwatch log

Diata storage im 53 buckets and managing access via project access logs using 2 independant approval levels
The Recewing Party has a large Data Engineering Team that maintains the Analytical platform. A Lead Data Engineer
will support this project o ensure processes are followed correctly. That person will not have access to the data.

Other arrangements

The Receiving Party has established a working group (for technical modelling decisions), which meets monthly, and a
steering group (for strategic project direction and decisions), which meets once every four months. The following
people at the Disclosing Party are part of the cast lists for these groups but will have no access to the Shared Personal

also works with

The Receiving Pa

ithin the Disclosing Party to ensure the governance around the data share is
arty s policies. y will have no access to the Shared Personal Data.

The Receiving Party plans to consult with other subject matter experts on modelling approach and operational/policy
implications. Only people listed within this agreement in Appendix 1 will have access to the Shared Personal Data.

]
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