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respect of payment card crime between Member States' law enforcement agencies and
between those agencies and the payment card industry, where such information is required
for the investigation of offences

1. The K4 Committee is invited to discuss and put forward to COREPER, thence the Council, the attached
draft Joint Action on Payment Card Crime and an associated, covering paper, explaining the

background to the decision to prepare a Joint Action on this subject.

2. The Joint Action has been agreed by the Police Co-operation Working Group (PCWG) subject to the

following:

i) afinal drafting check by the Council Legal Service: this is with particular reference to those

provisions which cross-refer to the Europol Convention(*) (last two tirets of the preamble; articles
3.2(c); 3.5and 6.2);

ii) alinguistic reserve by Spain.

@) 0J C316 of 27.11.1995, p. 1
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Introduction: consideration of the attached draft action to date

1.

The Drugs and Organised Crime Working Group (DOCWG) considered an earlier draft of the attached
joint action on two occasions (6/7 November and 10 December 1997) and broadly welcomed the
initiative. The document was amended to take account of some concerns expressed during discussion of
the document by DOCWG. ENFOPOL 9 was subsequently the subject of brief discussion by the Police
Cooperation Working Group (PCWG) at its meeting of 14-15 January this year and more substantive

discussion at its meetings of 19-20 February and 20 March.

The joint action is designed to promote and facilitate the exchange of information concerning payment

card crime by establishing a network of contact points in member States.

Background to the initiative

3.

The initiative has its origins in an Anglo/Dutch conference on “Co-operation to combat Organised
Payment Card Crime affecting the European Union” which was held in London in November 1996.
One of the conference’s recommendations called on member states to “identify a law enforcement
agency to become a central point of reference”. The draft joint action invites member States to
designate a national contact point to facilitate the exchange of information concerning payment card
crime, both between national law enforcement agencies, and between those agencies and the payment

card industry.

The profits available to organised payment card fraudsters are considerable. A few figures give an idea
of the scale. Total payment card losses in the United Kingdom in 1996 amounted to £97.1 million
(approximately ECU 70 million). This represented a rise over the previous year, and followed three
successive years in which total losses had fallen. The total losses in 1996 on cards issued in the EU by
VISA International equalled US$ 224 million (approximately ECU 195 million). This last figure does
not include losses in the EU from VISA International cards issued outside the Union, which accounted
for a further US$ 239 million (approximately ECU 208 million).
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5. It could be argued that losses resulting from payment card crime are a commercial matter which must be
addressed by the payment card industry, rather than a priority for law enforcement agencies. It would
be wrong to adopt this view. The level of potential profits indicate that payment card crime is very
attractive to organised criminal groups, and profits are commonly used to support other forms of
organised criminal activity. By way of example, plastic card counterfeiters are typically also involved
in counterfeiting other items such as currency and identity documents. Counterfeit identity documents

provide a clear link to illegal immigration racketeering and trafficking in human beings.

6. Inaddition to the size of potential profits, payment card crime is attractive to organised criminals
because the starting costs are low whilst the global recognition of credit cards and technological
advances provide a wide range of possibilities for low-risk fraudulent use. This is underlined by a
recent case in the United Kingdom where the details of cards being used in the Far East were
immediately passed by computer link to the UK, where a counterfeit card was ready for use within

minutes of the original card being compromised.

7. The nature of the problem posed by organised payment card crime requires a concerted and co-
ordinated response. The High Level Group’s Action Plan recognises the importance of denying
organised criminals financial gain, and this draft joint action attempts to achieve that end by ensuring
that the exchange of information can take place between all of the relevant parties. The draft joint
action should also be seen as complementary to other activity in this area, such as the Interpol work on a
universal classification system and central reference library for counterfeit payment cards. It will also
be noted that the Joint Action specifically caters for the prospect of Europol’s remit being extended to

“forgery of money and means of payment” and “surveilling and fraud” in due course.
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DRAFT JOINT ACTION

adopted by the Council on the basis of Article K3 of the Treaty on
European Union concerning arrangements for the better exchange of

information in respect of payment card crime between Member

States” law enforcement agencies, and between those agencies and
the payment card industry, where such information is required for the

investigation of offences

THE COUNCIL OF THE EUROPEAN UNION

HAVING REGARD to Article K.3(2)(b) of the Treaty on European Union,

HAVING REGARD to the initiative of the United Kingdom,

MINDFUL of the common objective of improving co-operation between law enforcement

agencies of the member States,

CONSIDERING that payment card crime is involved in the furtherance of international

crime,

CONVINCED that there is a need, for the purposes of investigating, detecting and
preventing international organised criminal activity, for the law enforcement agencies
of Member States to secure and exchange information with one another and liaise with
the payment card industry concerning the use of payment cards in the furtherance of

international organised crime,
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ON THE UNDERSTANDING that the forms of co-operation laid down in this Joint Action

should not affect other forms of bilateral or multilateral co-operation,
ON THE UNDERSTANDING that, at such time as the Council may decide, as it may under
article 2 of the Europol Convention, to extend the remit of Europol to include “forgery

of money and means of payment” and “swindling and fraud”, the provisions of this

joint action shall be reviewed,

CONSIDERING THAT there is good cause for establishing effective channels for

international communication on the subject of payment card crime;

HAVE AGREED AS FOLLOWS:

ARTICLE 1: INTERPRETATION

In this Joint Action:

@) Card payment system means a system by which a plastic or other card or payment
card data may be used to accomplish the transfer of funds, goods or services

between two or more parties;

(b) Payment card means a plastic or other card which may be used to accomplish the

transfer of funds, goods or services between two or more parties;

(c) Payment card data means data visible on and encoded on a payment card (including

card verification data);

(d) Issuer means a member of a card payment system that issues cards and card data;
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(€)

Card number means the bank identification number and the following or other
unique sequence or sequences of numbers which identify the issuer, card type

and card holder.

ARTICLE 2: ESTABLISHMENT OF CONTACT POINTS IN MEMBER STATES

(@)

(b)

Each Member State shall, subject to national constitutional requirements, designate or
establish, one(?) national contact point to advise on national arrangements for
forwarding and receiving requests for information on the use or suspected use

of payment cards in the furtherance of international organised crime.

It would be helpful if this contact point could be located with the central national
contact point designated in accordance with recommendation 19 of the
Council’s Action Plan to combat organised crime(®).

The National contact point so designated shall be a point through which liaison:

between Member States’ national law enforcement agencies, and

between those agencies and the payment card industry may be facilitated and

strategic information on international organised criminal activity sought and

supplied in accordance with national law.

(2) Germany reserves the right to designate or establish more than one contact point.
() 0JC2510f 15.8.1997, p1.
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(@)

(b)

Relationships between the national contact points so established and

national law enforcement agencies, judicial and other relevant authorities (hereinafter

referred to as “the competent authorities™), as well as,

representatives of the payment card industry shall be governed by
the national law, including the relevant national constitutional requirements, as well

as by the relevant international arrangements.

ARTICLE 3: NATURE OF INFORMATION TO BE EXCHANGED

1. Where necessary for the prevention, detection and investigation international
organised criminal activity and without prejudice to the rules on mutual legal
assistance in criminal matters applicable between the member States, the
competent authorities of Member States may, in accordance with national law,
and through national contact points seek from and exchange with, such
agencies and authorities in any Member State information on payment cards or
payment card data which:

@) are being used or are reasonably suspected of being used in the furtherance of crime,
or

(b) have been used or are reasonably suspected of being used in the furtherance of crime,
or

(c) are to be used or it is reasonably suspected are to be used in the furtherance of crime,
or
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(d) are of such an unusual nature that they might be used or have been used in the

furtherance of international organised criminal activity.
2. Information which may be sought by and exchanged between the competent
authorities in respect of payment card fraud under article 2.1 above may inter

alia include information regarding :

@) the card and card data, such as

- card type, card number and other information to establish the identity of the

issuer and card holder;

(b) the modus operandi and relevant technical data, such as

- in the case of counterfeit cards, the type and origin (including the region);

- in the case of altered cards, the method of alteration or re-encoding used;

- the extent of the match between the encoded data and the data visible on the

card;
- the source of the card number used (eg, computer generation, skimming etc);
- in the case of fraudulent use of one or several payment cards or of card
verification data, details of the fraudulent transactions known to the

payment card industry and of the point of compromise;

- in the case of fraudulent use of card data, details of the place where the data

was captured for such use (point of compromise).
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(©)

the persons or organisations involved, including

- in relation to the criminals, criminal organisations or suspects involved, the
data referred to in article 8, paragraphs 2 and 3 of the Europol

Convention

The conditions under which such information is to be supplied shall be determined by
the requested Member State and its competent authorities in accordance with
its national law. The requested Member States shall inform the applicant

Member State of those conditions.

The requested Member State and its relevant authorities shall have the final decision
on the nature and extent of information supplied on the basis of this Joint

Action.

Where such information relates to criminal activities falling within the mandate of
Europol, Member States’ competent authorities may also exchange such

information through Europol, in which case the Europol Convention shall

apply.

ARTICLE 4: CONFIDENTIALITY

1. Member States shall take appropriate measures to protect information which is
obtained on the basis of this Joint Action and shall discuss and agree upon
measures necessary to secure the confidentiality of any information exchanged
on the basis of the Joint Action.
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2. In particular, Member States and their competent authorities shall:

@) advise one another as to the relevant requirements of their national law regarding the
disclosure of information in the course of judicial and administrative
proceedings and discuss in advance any potential difficulties arising from

these requirements, and

(b) ensure that personal data exchanged on the basis of this Joint Action between national
contact points and their relevant authorities is exchanged and utilised only by

those authorities in order to investigate, detect and prevent crime.

ARTICLE 5: PRIVACY AND HUMAN RIGHTS ISSUES

In the supply and exchange of information under this Joint Action Member States shall

respect:

@) the principles of the Convention for the Protection of Human Rights and

Fundamental Freedoms, and

(b) the Council of Europe Convention of 28 January 1981 and the Directive 95/46/EC of
the European Parliament and of the Council of 24 October 1995, and in so
doing, shall take account of Recommendation No R (87) 15 of the Committee
of Ministers of the Council of Europe of 17 September 1987 concerning the

use of personal data in the police sector.

ARTICLE 6: REVIEW OF THE JOINT ACTION

1. The Council shall regularly assess the practical application of this Joint Action.

5683/2/98 REV 2 WF/vj EN
DGHII
-10 -



2. At such time as the Council considers any proposal under article 2 of the Europol
Convention to extend the remit of Europol to forgery of money and means of
payment or swindling and fraud it shall also consider whether the Joint Action

should remain in force.

ARTICLE 7: ENTRY INTO FORCE OF THE JOINT ACTION

This joint action shall be published in the Official Journal. It shall enter into force on the date

of its publication.

Done at.....ooovvviii For the Council

The President

5683/2/98 REV 2 WF/vj

DGHII

EN

-11-



