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 LIMITE 
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NOTE  
 
from : Presidency 
 
to: K.4 Committee  
 
No. prev. doc.: 6845/98 JUSTPEN 34 
  6957/98 JUSTPEN 35  
 
Subject: Draft Convention on Mutual Assistance in Criminal Matters between the Member States of 

the European Union 
 -  interception of telecommunications  
 
 

I INTRODUCTION 

 

 Following discussions in the K.4 Committee on 24 and 25 February 1998, and in accordance with 

instructions from the Permanent Representatives Committee on 11 March 1998, the Working Party on 

Mutual Assistance in Criminal Matters examined Articles 6 and 7 at its meeting on 11 and 12 March 1998 

on the basis of 6414/98 JUSTPEN 27 and 6531/98 JUSTPEN 29. In the light of the outcome of these 

proceedings, the Presidency invites the K.4 Committee to examine the questions of principle on the scope 

of the provisions concerned set out in II below. 
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 The Presidency considers that in particular the following should be taken in consideration when examining 

these questions: 

 

 -  The purpose of including provisions on interception in the Convention is to facilitate mutual 

assistance in the fight against serious and organized crime. In particular, there is an important 

operational need to have such provisions in order to respond to technological developments in the 

field of satellite telecommunications; 

 

 - The deadline for the adoption of the Convention is fixed to the middle of 1998 in the Action Plan 

to combat organized crime. In practice, this means that the Convention must be agreed at the JHA 

Council in May 1998 and that the Working Party will need to finalize the text on interception at its 

meeting on 30 and 31 March 1998. It is therefore necessary that the K.4 Committee at its meeting 

on 26 and 27 March 1998 agrees on  which issues the text should cover and which basic principles 

should apply regarding these issues.  

 

 

II  QUESTIONS OF PRINCIPLE ON THE SCOPE 

 

a)  Preliminary questions 

 

 The Greek delegation has maintained a general reservation on the provisions on interception. The Irish 

delegation has entered a general reservation to the extent that scenario 4 below is not included. The Danish 

delegation has entered a general scrutiny reservation on the provisions on interception and a general 

parliamentary scrutiny reservation on the draft Convention. 

 

 The Presidency has for the purpose of the discussion prepared the modified text of the provisions on 

interception of telecommunications set out in the Annex. The modified Article 6(1) and the new Article 9 

have been drafted on the basis of suggestions made during the meeting of the Working Party by the French 

delegation.  

 

 The Presidency has also prepared a new Article 8, to illustrate one way of dealing with the fourth scenario 

which several delegations have suggested should be covered. 
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 However, the Convention is designed to complement the 1959 Convention, the scope of which is limited to 

mutual legal assistance in criminal matters. It follows that the present Convention should, similarly, deal 

only with circumstances in which mutual assistance is required. Since scenarios 4 and 5 do not contain a 

requirement for mutual assistance, it might be argued that they should not be covered in the instrument. 

 

b)  Scenario 1 

 

 Scenario 1 is the situation where the subject of the interception is in the requesting Member State and the 

assistance of the requested Member State is needed (Article 6(2)(a)). 

 

 Example: Member State A wants to intercept a satellite telecommunication. The ground station where the 

interception may take place is in Member  State B. The subject of the interception is in Member State A. 

 

 Subject to the general reservations, the inclusion of this scenario has been agreed. 

 

c)  Scenario 2 

 

 Scenario 2 is the situation where  the subject of the interception is in the requested Member State and the 

assistance of the requested Member State is needed (Article 6(2)(b)). 

 

 Example: Member State A wants to intercept a satellite telecommunication.  The ground station where the 

interception may take place is in Member  State B. The subject of the interception is in Member State B. 

 

 Subject to the general reservations, the inclusion of this scenario has been agreed. 

 

d)  Scenario 3 

 

 Scenario 3 is the situation where  the subject of the interception is in a third Member State and the 

assistance of the requested Member State is needed. This may be the situation from the beginning of the 

interception (Article 6(2)(c)) or may appear after interception has commenced (Article 7). 
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 Example 1: Member State A wants to intercept a satellite telecommunication. The ground station where the 

interception may take place is in Member  State B. The subject of the interception is in Member State C 

(Article 6(2)(c)). 

 

 Example 2: Member State A wants to intercept a satellite telecommunication. Interception is established 

under Article 6. The ground station where the interception may take place is in Member  State B. The 

subject of the interception is in Member State B but moves during the interception to Member State C 

(Article 7). 

 

 The French delegation has entered a scrutiny reservation as it thought that the provisions regarding this 

scenario (Article 6(2)(c), 5, 6 and 7(c) and Article 7) would be difficult to apply in practice. 

 

 The Presidency invites the K..4 Committee to; 

 -  confirm that Member State C shall be informed in both example 1 and 2; 

 -  agree that the consent of Member State C is necessary in example 1 as provided in Article 6; 

 -  agree that Member State C in example 2 may require that the interception shall cease or impose 

conditions regarding continued interception as provided in Article 7; 

 -  discuss to what extent Member State C in example 2 should be able to impose conditions on the 

use of material already intercepted when the subject of the interception was in Member State C (cf 

Article 7(5)). 

 

e)  Scenario 4 

 

 Scenario 4 is the situation where the Member State interested in the interception may technically carry out 

the interception itself and the subject of the interception is in another Member State. 

 

 Example: Member State A wants to intercept a satellite telecommunication. The ground station where the 

interception may take place is in that Member State. The subject of the interception is in or moves during 

the interception to Member State B. 
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 Several delegations (A/B/L/FIN/IR/D/ES/P) have said that they thought this scenario should be covered 

and that an obligation on Member States to seek consent should be imposed. 

 

 In this context, it may be necessary to include in the Convention an explicit reference which extends the 

protections offered by Article 2(b) of the 1959 Convention in complying with requests to cover the making 

of requests (a possible amendment to Article 1 is included in the revised text). On the other hand, it has 

also been argued that this scenario does not involve a need for mutual assistance and therefore should not 

be included in the Convention. See point a) above. 

 

 For the purpose of the discussion, a new Article 8 covering scenario 4 has been included. It proposes that a 

Member States may, if it wishes, request the competent authority of another Member State to consent to 

the interception of a subject in its territory, though there is no obligation to do so. Where such a request is 

made, the requested Member State is obliged to deal with the request as if it had been made under 

Article 6(2)(c). 

 

 The Presidency invites the K.4 Committee to establish whether a consensus can be formed around one of 

the following options: 

 

 -  leave out scenario 4 as it does not involve a need for mutual assistance; 

 - include scenario 4 in the terms suggested in the new Article 8; 

 - include scenario 4 under conditions corresponding to those regarding scenario 3. 

 

 In light of the deadline for the adoption of the Convention, the Presidency would prefer to leave out 

scenario 4. 

 

f)  Scenario 5 

 

 Scenario 5 is the situation where the Member State interested in the interception needs mutual assistance 

from a State which is not a Member State and the subject of the interception is in another Member State. 

 

 Example: Member State A wants to intercept a satellite telecommunication. The ground station where the 

interception may take place is in a State which is not a Member State. The subject of the interception is in 

or moves during the interception to Member State B. 
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 One delegation has pointed out that if scenario 4 were to be covered it would be logical to equally consider 

scenario 5. It has on the other hand also been argued that scenario 5 does not involve mutual assistance 

between Member States and should therefore not be included in the Convention. 

 

 It appears that the same issues arise as in scenario 4 (above). The same options, therefore, apply in relation 

to scenario 5. 

 

 In light of the deadline for the adoption of the Convention, the Presidency would prefer to leave out 

scenario 5. 

 

g)  Recording and transcription of intercepted telecommunications 

 

 Several Member States (B/F/D/I/FIN/P) have called for the inclusion of the recording and transcription of 

intercepted telecommunications. For the purpose of the discussion, Article 6(1) has been modified to that 

effect on the basis of a suggestion made by the French delegation. 

 

 The interception and immediate transmission of intercepted telecommunications would enable Member 

States to serve, at the request of another Member State, an interception order on a telecommunications 

operator. The operator would then be able to send the signals in real time to the requesting Member State. 

This would be an efficient and effective means of cooperation, and the costs for the requested Member 

State would be limited. 

 

 Recording and transcription of intercepted material is to the knowledge of the Presidency already a 

common practice between a number of Member States.  
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 However, the Presidency suggests that the new regime in the draft Convention may supersede traditional 

forms of cooperation on interception. Indeed, it would be less burdensome for the requested Member State 

to arrange for the real time transmission of intercepted communications than to record and transcribe it. 

Access to real time interception would also have operational benefits for the requesting Member State. 

Furthermore, the regime in Article 6(2)(a) is based upon the presumption that the absence of involvement 

by the requested state beyond "flicking a switch" enables interception at a satellite ground station to be 

carried out with the minimum of formalities as the requested Member State will not be responsible for the 

rights of the subject under the ECHR. The position of the requested Member State may change if it is 

required to become involved in the transcription of the intercepted material.  It may therefore be in the 

interest of all Member States to move towards a system of immediate transmission. 

 

 There may, however, be situations where the transcription would be desirable (for example, in order to 

help with translation difficulties where the subject of the interception is using a regional dialect). This need 

could be met on a voluntary basis within existing arrangements. But an obligation to provide transcription 

on request  would require Member States to have the necessary technical facilities and personnel available 

for that purpose. This could have significant resource implications for some Member States (in particular 

those with satellite ground stations which are likely to receive a large number of requests). 

 

 The Presidency invites the K.4 Committee to consider the following options: 

 

 i)  leave the recording and transcription of telecommunications outside the scope of the text; 

 

 ii) provide a mechanism for mutual assistance for recording and transcription of intercepted 

telecommunications without an obligation for Member States to agree to requests made under that 

mechanism; 

 

 iii)  place an obligation on Member States to provide assistance for the recording and, where necessary, 

the transcription of intercepted telecommunications. 
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 The Presidency suggests that option ii) offers the best chance of agreement in the time available. 

 

 

h) Responsibility for charges made by telecommunications operators 

 

 The new Article 9 has been introduced on the basis of a suggestion made by the French delegation. It 

provides that the requesting Member State is responsible for charges made by telecommunications 

operators in complying with a request. 

 

 The K.4 Committee is invited to exchange views on this suggestion. 

 

 

 

 

 

 

 __________________ 
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 ANNEX 

 Article 1 (1)(2) 

 

 General provisions 

 

1. The purpose of this Convention is to supplement the provisions and facilitate the application between the 

Member States of the European Union, of: 

 

 – the European Convention on Mutual Assistance in Criminal Matters of 20 April 1959, hereinafter 
referred to as the "European Mutual Assistance Convention"; 

 
 – the Additional Protocol of 17 March 1978 to the European Mutual Assistance Convention; 
 
 – the Convention of 19 June 1990 applying the Schengen Agreement of 14 June 1985 on the 

Gradual Abolition of Checks at their Common Borders, in the context of relations between the 
Member States party to that Convention, and 

 
 – Chapter 2 of the Treaty on Extradition and Mutual Assistance in Criminal Matters between the 

Kingdom of Belgium, the Grand Duchy of Luxembourg and the Kingdom of the Netherlands of 
27 June 1962, as amended by the Protocol of 11 May 1974, hereinafter referred to as the "Benelux 
Treaty", in the context of relations between the Member States of the Benelux Economic Union. 

 

2. Paragraph 1 shall not affect the application of more favourable provisions in bilateral or multilateral 

agreements between Member States or, as provided for in Article 26(4) of the 1959 Convention, 

arrangements in the field of mutual assistance in criminal matters agreed on the basis of uniform legislation 

or of a special system providing for the reciprocal application of measures of mutual assistance in their 

respective territories. 

 

3. The Convention shall not apply where a Member State considers that the making or execution of a request 

would be likely to prejudice its sovereignty, security, ordre public or other essential interests. 

                                                 
(1) Changes compared with doc. 6414/98 JUSTPEN 27 are underlined. 
(2) The text of Article 1 has been modelled on Article 1 of the Convention on Extradition of 

27 September 1997 (OJ No C 313, 23.10.1996, p. 11).  The explanatory report to be drawn up will provide 
explanations on the Article, including the expression "more favourable" in paragraph 2.  On this issue it 
might take a lead from the explanatory report on the Extradition Convention (OJ No C 191, 23.6.1997, p. 
13). 
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 Article 6 (3) 

 

 Interception of telecommunications 

Types of request 

 

1. For the purpose of assisting in a criminal investigation, a competent authority in any Member State (the 

requesting Member State) may,  in accordance with the requirements of its domestic law, make a request to 

a competent authority in another Member State (the requested Member State) for:  

 

 a) the interception and immediate transmission to the requesting Member State of 

telecommunications; or   

 

 b) the interception, recording, transcription and subsequent transmission to the requesting Member 

State of telecommunications. 

 

2. (...) Requests under paragraph 1 may be made in relation to the use of  telecommunications by the subject 

of the interception: 

 

 (a) in the requesting Member State, and where the requesting Member State needs the assistance of 

the requested Member State to intercept his communications; 

 

 (b) in the requested Member State, and where his communications can be intercepted in that Member 

State; (...) 

 

 (c) in a third Member State, and where the requesting Member State needs the assistance of the 

requested Member State to intercept his communications. 

                                                 
(3) Changes compared with 6414/98 JUSTPEN 27 are underlined or otherwise indicated. 
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Information to be provided 

 

3. In derogation from Article 14 of the European Mutual Assistance Convention and Article 37 of the 

Benelux Treaty, requests under this Article shall include the following: 

 

 (a) an indication of the authority making the request ; 

 

 (b) confirmation that a lawful interception order or warrant has been issued in connection with a 

criminal investigation ; 

  

 (c) information for the purpose of identifying the subject of the interception ; 

 

 (d) an indication of the criminal conduct under investigation; 

 

 (e) the desired duration of the interception; and 

 

 (f) the provision of sufficient technical data to ensure that the request can be met (including if possible 

the relevant network connection number). 

 

4. In the case of a request pursuant to paragraph 2(b), a request shall also include a summary of the facts. The 

requested Member State may require any further information necessary to enable the requested Member 

State to decide whether the request would be granted if it had been made by a national authority of that 

Member State. 

 

Consent of third Member State 

 

5. In the case of a request pursuant to paragraph 2(c), the requesting Member State shall always seek the 

consent of a competent authority in the third Member State to the interception.  The requesting Member 

State shall provide the competent authority in the third Member State with the information in paragraphs 3 

and 4.  
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Compliance with requests 

 

6. In the case of a request pursuant to paragraph 2(c), the competent authority in the third Member State 

undertakes to give its consent where it has been provided with the information in paragraphs 3 and 4 and 

where the request would be granted if it had been made by a national authority of the third Member State. 

(...) The third Member State may make its consent subject to any conditions which it would impose had the 

request been made by one of its own national authorities. 

 

7. The requested Member State undertakes to comply with  requests under paragraph 1(a): 

 

 (a) in the case of a request pursuant to paragraph 2(a), on being provided with the information (...) in 

paragraph 3. 

 

 (b) in the case of a request pursuant to paragraph 2(b), on being provided with the information in 

paragraphs 3 and 4 and where the request would be granted if it had been made by a national 

authority of that Member State. The requested Member State may make its consent subject to any 

conditions which it would impose had the request been made by one of its own national 

authorities. 

 

 (c) in the case of a request pursuant to paragraph 2(c), on being provided with the information (...) in 

paragraph 3 and confirmation that a competent authority of the third Member State has given its 

consent. 

 

 In complying with a request pursuant to paragraph 2(a) or 2(c), the requested Member State may allow the 

interception to proceed without further formality. 

 

8. The requested Member State undertakes to give due consideration to requests under paragraph 1(b). Such 

requests may be agreed in accordance with the national laws and procedures of the requesting and 

requested Member States. 

 

9. Nothing in this Article shall preclude any bilateral or multi-lateral co-operation between Member States on 

interception matters. 
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 Article 7 (4) 

 

 Continued interception 

 

 

1. If the subject of an interception under Article 6 travels from one Member State to another (the visited 

Member State), the interception may continue subject to the following requirements. 

 

2. The requesting Member State shall request the consent of the competent authority of the visited Member 

State immediately, and no later than 24 hours, after becoming aware that the subject of the interception is 

on the territory of the visited Member State. 

 

3. The requesting Member State shall provide the competent authority of the visited Member State with the 

information in paragraph 3 of Article 6 and a summary of the facts. Where it is not possible to provide this 

information when making a request under paragraph 2, it shall be provided as soon as possible thereafter. 

 

4. The competent authority of the visited Member State shall respond to the request as soon as possible. It 

may, at any time, require: 

 

 a) the immediate termination of the interception while the subject of the interception is on its 

territory; or 

 

 b) the requesting Member State to provide any further information necessary to enable the requested 

Member State to decide whether the request would be granted if it had been made by a national 

authority of that Member State. 

 

 (...) 

                                                 
(4) Changes compared with 6531/98 JUSTPEN 29 are underlined or otherwise indicated. 
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5. (...)The visited Member State may make its consent subject to any conditions it sees fit relating to 

communications intercepted on the territory of the visited Member State. However, where the visited 

Member State has not responded within 48 hours of the receipt of the request, it may not apply conditions 

to communications intercepted before the point at which the conditions are imposed. 

 

6. Where a competent authority of a Member State (the requesting Member State) considers it necessary to do 

so for the purposes of its national law or for any other reason, it may request the consent of the competent 

authority of the visited Member State for continued interception in accordance with this Article even 

though no request has been made under Article 6 and no technical assistance is required. 

 

7. Nothing in this Article shall prelude the requesting Member State from making a new request under Article 

6. 

 

 

 Article 8 (5) 

 

 Consent to interception which does not require technical assistance 

 

 

1. Where a competent authority in any Member State (the requesting Member State) considers it necessary to 

do so for the purposes of its national law or for any other reason, it may make a request to a competent 

authority in another Member State (the requested Member State) for its consent to the interception of a 

subject on its territory even though no technical assistance is required. 

 

2. In making such a request, the requesting Member State shall provide the requested Member State with the 

information in paragraphs 3 and 4 of Article 6. 

                                                 
(5) New text. 
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3. The requested Member State undertakes to comply with requests under paragraph 1 where it has been 

given the information in paragraphs 3 and 4 of Article 6 and the request would be granted if it had been 

made by one of its own national authorities. The requested Member State may make its consent subject to 

any conditions which it would impose had the request been made by one of its own national authorities. 

 

 

 Article 9 (6) 

 

 Responsibility for charges made by telecommunications operators 

 

 

1. Charges made by telecommunications operators in complying with requests under Article 6 are the 

responsibility of the requesting Member State. 

 

 

 

 

 _____________________ 

 

 

 

 

 

 

 

                                                 
(6) New text. 


