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Subject: Draft Convention on Mutual Assistance in Criminal Matters between the Member States of
the European Union
— Interception of telecommunications

Delegations will find attached a document from the Austrian Presidency on the subject of "Interception of
telecommunications”, which contains a summary of the outcome to date of discussions in meetings of the
Working Party, the K.4 Committee, COREPER (Part 1) and the Council and is intended to enable a final

decision to be taken regarding further action.

The K.4 Committee is requested to take note of the situation of the negotiations described in Sections | — IV
and to call on the United Kingdom and Denmark to submit in writing before the next meeting of the Working

Party (23 and 24 July 1998) their objections to the conclusion of the Convention.

The text of Articles 12, 13 and 14 is based on the previous documents, 8465/98 JUSTPEN 56 (Outcome of
the Working Party's meeting on 5 and 6 May 1998) and room document of 13 May 1998 to COREPER Part
1. In presenting the problem, reference was made to JUSTPEN 150 ENFOPOL 208 of 17 January 1997
(Note from the Netherlands Presidency) and to a room document of 5 May 1998 submitted by the

Netherlands delegation.
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INTRODUCTION

In view of the rapid developments in the field of information technology and telecommunications,
law enforcement agencies are faced with constantly increasing problems. The Council of Ministers
endorsed the Requirements for the lawful interception of telecommunications with a Resolution of
17 January 1995 (%). Future satellite telecommunications systems will however lead to the
competent authorities losing the existing possibility of real time monitoring on the territory where

they are competent, as they become dependent on gateway operators in other countries.

Until now the only relevant Treaty enabling telephone messages to be intercepted even in another
country has been the Convention of the Council of Europe on Mutual Assistance in Criminal Matters
of 1959, together with Recommendation R(85)10 of the Committee of Ministers of the Council of
Europe (%). Under this Convention a letter rogatory for executing an interception of
telecommunications is dealt with in the following manner: The request is verified to ensure
conformity with national law before being executed. As soon as the interception has taken place, the
content of the interception is again checked by the requested State to ensure conformity with its law
before being sent to the requested State. This "ex-post monitoring™ procedure can be used to
monitor fixed, mobile and satellite telecommunications networks. In the case of satellite
communications, in consideration of the existing requirements letters rogatory must first be
addressed to the Member State in which the groundstation is located. The technical aspects and the
definitions of interest for interception are set out in JUSTPEN 150 ENFOPOL 208 and in the
abovementioned Council Resolution of 17 January 1995 on the lawful interception of
communications. Its further applicability with regard to the technical amendments made in the

meantime will be examined by the Police Cooperation Working Party under the Austrian Presidency.

Resolution of 17 January 1995 (96/C329/01), Official Journal of the European Communities No C
329, 4.11.1996.

Other main instruments on mutual assistance in criminal matters between EU Member States (e.g.
the Benelux Convention on extradition and mutual assistance in criminal matters, the Protocol of 25
June 1957 between Denmark, Sweden and Norway on reciprocal assistance in legal matters and the
Schengen Implementation Act (SIA)) do not contain any specific provisions concerning the
interception of telecommunications.
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1L PROCESS OF NEGOTIATIONS

The Working Party on Mutual Assistance in Criminal Matters must, on the other hand, examine the
legal aspects of the interception of communications and, particularly with regard to the new satellite
systems due to come into operation as early as September 1998 under the Convention on Mutual
Assistance to be concluded shortly, introduce a legal rule. The Working Party on Mutual Assistance
in Criminal Matters has since 1996 been taking account of these requirements by engaging in
intensive negotiations on the issues. The proposals presented in this document (Articles 12, 13 and
14) represent a compromise proposal for a rule on the interception of communications, and were
accepted as a useful compromise solution at the COREPER (Part 1) meeting on 13 May 1998 by 13
of the 15 Member States. On the occasion of a Justice Ministers' lunch during the Council of
Ministers on 28 and 29 May 1998, the Danish Minister of Justice promised that the proposal would
be examined favourably, so that it can be assumed that 14 Member States are in principle in favour

of adopting the compromise solution.

The room document of 13 May 1988 submitted to COREPER is based on a Netherlands compromise
proposal which was presented as JUSTPEN 45 at the K.4 Committee meeting on 26 and 27 April

1998 and was endorsed on that occasion by 13 Member States.

At the ensuing meeting of the Working Party on 5 and 6 May 1998, the draft was again revised and
presented as a room document of 5 and 6 May 1998. This Netherlands compromise proposal
comprised Articles 12 and 13 (at that time, still Articles 6 and 7), which contain options for dealing

with all five telephone interception scenarios listed in Annex I.

The room document last submitted to COREPER by the United Kingdom Presidency on 13 May
1998 contains, on the other hand, proposals only for scenarios 3, 4 and 5 (summarised in Article 13).
Avrticle 12 is contained in JUSTPEN 56 (Account of the Working Party's meeting on 5 and 6 May
1998).

In the Austrian Presidency's summary of the room document of 13 May 1998 and JUSTPEN 56,

amendments to the previous documents (JUSTPEN 45, relating to Article 7 = now 13, and
JUSTPEN 36, relating to Article 6 = now 12) are underlined. Additions made by the Austrian

Presidency are indicated in bold type.
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1 CONCLUSION

With the text of Articles 12 and 13, the Working Party attempted to include all the
telecommunications interception scenarios listed in Annex I. Article 12 is geared to situations in
which letters rogatory are required in order to obtain assistance from the requested State. The cases
in question are those listed under scenarios 1 to 3. Scenario 3 is included only insofar as the
technical assistance of the State in which the groundstation is located is needed. Provision for

notifying the territorial State (= the State in which the (future or current) interception subject is

located), which was regarded as necessary by the majority of the members of the Working Party,

even where no technical assistance is required, was made in Article 13. Article 14 determines

responsibility for the costs of telecommunications interception.

Reservations on the compromise proposal, which is for the most part endorsed by the overwhelming
majority of the Member States, are entered primarily by the United Kingdom, which claims that it
cannot make a clear distinction between criminal investigations and investigations for other

purposes. For this particular situation, France has proposed an emphasis on the condition that the

provisions of the Convention should refer only to criminal investigations. This proposal has been

incorporated by the Austrian Presidency through an addition to Articles 12(1) and 13(1).

V. REASONS

The Presidency takes the view that the Convention under consideration should refer only to

assistance with criminal investigations.

In almost all the States of the European Union, the order to carry out telephone interception —
following proportionality criteria and the provisions of Article 8 ECHR — is issued by a court. In the

case of interception ordered for purposes other than criminal investigations, neither the obligation to

provide information laid down in Article 13, nor the possibility of making a request for assistance

under Article 12 exists. The two provisions (Articles 12 and 13) are not applicable.
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Title 111

Interception of telecommunications

Article 12 (%)

Interception of telecommunications

1. For the purpose of assisting in a criminal investigation, serving to combat criminal offences, a
competent authority in any Member State (the requesting Member State) may, in accordance with
the requirements of its domestic law, make a request to a competent authority in another Member

State (the requested Member State) for:

@) the interception and immediate transmission to the requesting Member State of

telecommunications; or

(b) where immediate transmission is not possible, the interception, recording (...) and

subsequent transmission to the requesting Member State of (the content of)

telecommunications.

2. Requests under paragraph 1 may be made in relation to the use of telecommunications by the subject

of the interception:

@) in the requesting Member State, and where the requesting Member State needs the

(technical) assistance of the requested Member State to intercept his communications;

(b) in the requested Member State, and where his communications can be intercepted only in
that Member State;

) General reservation by the Danish delegation on the inclusion of scenarios other than those referred
to in Article 12(2)(a) and (b).
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(c) in a third Member State, and where the requesting Member State needs the (technical)

assistance of the requested Member State to intercept his communications.

3. In derogation from Article 14 of the European Mutual Assistance Convention and Article 37 of the

Benelux Treaty, requests under this Article shall include the following:

@) an indication of the authority making the request;

(b) confirmation that a lawful interception order or warrant has been issued in connection with a

criminal investigation;

) information for the purpose of identifying the subject of the interception;

(d) an indication of the criminal conduct under investigation;

(e) the desired duration of the interception; and

()] the provision of sufficient technical data to ensure that the request can be met (including if

possible the relevant network connection number).

4. In the case of a request pursuant to paragraph 2(b), a request shall also include a summary of the
facts. The requested Member State may require any further information necessary to enable the
requested Member State to decide whether the request would be granted if it had been made by a

national authority of that Member State (in domestic proceedings).

5. The requested Member State undertakes to comply with such requests (...)

@) in the case of a request pursuant to paragraph 2(a) and 2(c), on being provided with the

information in paragraph 3. The requested Member State may allow the interception to

proceed without further formality.
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(b) in the case of a request pursuant to paragraph 2(b), on being provided with the information
in paragraphs 3 and 4 and where the request would be granted if it had been made by a
national authority of that Member State (in domestic proceedings). The requested Member
State may make its consent subject to any conditions which it would impose had the request

been made by one of its own national authorities (in domestic proceedings).

When making a request under paragraph 1(b), the requesting Member State may, where it has a

particular reason to do so, also request a transcription of the recording. Agreement may be reached

on the fulfilment of such requests in accordance with the provisions of the requested Member

State's national law or national procedures. (%)

Nothing in this Article shall preclude any bilateral or multilateral cooperation between Member

States on interception matters.

Article 13 (°)

(Room document of 13 May 1998)
1786th meeting of COREPER (Part II)

Where for the purposes of a criminal investigation serving to combat criminal offences the
interception of telecommunications is authorised by the competent authority in one Member State
and that Member State has the technical capability to enforce it also when the subject is on the

territory of another Member State, it shall inform the latter Member State of the interception (°):

Wording taken from the Netherlands room document of 5 May 1998.

General reservation on this text by the Danish and United Kingdom delegations. The Article covers
matters which in the opinion of the United Kingdom delegation fall outside the scope of a
Convention on mutual assistance.

The passage "after becoming aware that the subject of the interception is on the territory of that
Member State" is deleted since it is covered by the conditions set out in (a) and (b).

10113/98 kea/PT/kr EN

DG H Il



(@)

prior to the interception in cases where it knows when ordering the interception that the

subject is on the territory of that Member State;

(b) immediately after it becomes aware that the subject of the interception is on the territory of
that Member State in other cases.
2. The information to be provided by the intercepting Member State includes:
@ An indication of the authority ordering the interception;
(b) confirmation that a lawful interception order or warrant has been issued in connection with a
criminal investigation;
(c) information for the purpose of identifying the subject of the interception;
(d) an indication of the criminal conduct under investigation; and
(e) the expected duration of the interception.
3. Upon receipt of the information provided under paragraph 2 the competent authority of the Member

State concerned may contact the authority which authorised the interception, with a view to:

(@)

coordinating any criminal (*) investigations already conducted by it relating to the subject

of the interception with the investigation conducted by the intercepting Member State;

()  “criminal" was inserted.
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(b) requiring the interception not to be carried out or () to be interrupted and/or requesting (°)
that the product of the interception carried out while the subject was on its territory will not

be used in cases where the interception is considered to be contrary to the fundamental

principles of national law of the territorial State concerned (*°) (or to be likely to prejudice

that Member State's sovereignty, security, order public or other essential interests) (*).

© O

The receiving Member State shall keep the information provided under paragraph 2 confidential in

accordance with its national law.

The previous paragraphs shall also apply in cases where the intercepting Member State needs the

technical assistance of another Member State as envisaged in Article 12(2), of a non-Member State

only to enforce the interception order. The obligation to provide information applies to the Member

State which ordered interception and which requests the technical assistance.

Any Member State may declare, when giving its notification under Article 18, paragraph 2, or at any
time thereafter, that it will not be necessary for an intercepting Member State to provide it with the

information on interceptions as envisaged in this Article.

)

()
"

()

Amendment inserted on account of the general scrutiny reservation by several delegations on
paragraph 3(b), that amending the wording is linked to the rule set out in Article 13(1)(a).

The Luxembourg delegation entered a reservation and thought that the Member State which authorised
the interception on request from the territorial State concerned should be obliged not to use the
intercepted material.

The United Kingdom delegation entered a reservation on the wording of this

paragraph ... .

The Luxembourg delegation entered a reservation and requested the inclusion of a reference to the
grounds for refusal of requests for mutual assistance set out in Article 2(a) of the 1959 Council of
Europe Convention on mutual assistance in criminal matters (political offences, offences connected
with political offences and fiscal offences).

For reasons of practical implementation, the wording "requesting further details of the case to enable it
to take a decision, if any, under this paragraph” was deleted.
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Article 14

Responsibility for charges made by telecommunications operators

1. Charges made by telecommunications operators in complying with requests under Article 12 are the

responsibility of the requesting Member State.
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ANNEX |

Scenarios identified for the purpose of the discussions on interception of telecommunications:

Scenario 1:Interception of satellite telecommunication where the subject of the interception is on the territory
of the requesting Member State and the (technical) assistance of the requested Member State
is needed (Article 12(2)(a)).

Scenario 2:Interception of various forms of telecommunications where the subject of the interception is on
the territory of the requested Member State and the (technical) assistance of the requested
Member State is needed (Article 12(2)(b)).

Scenario 3:Interception of (satellite) telecommunications where the subject of the interception is on the
territory of a third Member State and the technical assistance of the requested Member State
is needed. This may be the situation from the beginning of the interception or may appear

after interception has commenced.

Scenario 4:Interception of (satellite) telecommunications on the territory of another Member State where no

technical assistance is needed.

Scenario 5:Interception of (satellite) telecommunications where mutual assistance from a non-Member State

is needed and the subject of the interception is in another Member State.
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