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1. At its meeting of 2/3 May 1996, Steering Group II agreed on the text of the annexed 

report on the Europol computer system. In this report, the Council is invited to note the 

likelihood of a supplementary 1997 IT-budget of 5.5 MECU, to be confirmed after 

analysis of a further report in autumn 1996. 

2. The Spanish delegation expressed a general reservation. It considered that the estimated 

amounts of 5.5 MECU for 1997, 13 MECU for 1998 and 11 MECU for 1999 are 

premature. These sums are very important, taking into account the Spanish delegation's 

doubts on the viability of Europol. None of the Member States have started the 

ratification process of the Convention. As long as the problem of competences for the 

European Court of Justice is not solved, it will be very difficult to go forward with the 

Convention's ratification. Therefore, these sums cannot be managed on a firm basis. 

The Spanish delegation expressed the wish that this problem be discussed in higher 

bodies, where it could possibly lift its reservation. 
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EUROPOl DRUGS UNIT 

The Europol Computer System 

Report to the June 1996 Council 

The Council meeting of 23 February 1996 approved a proposal that a formal study be 
initiated into the computing needs of Europol, that a report be prepared for the June 
Council (JAil outlining the costs and requirements and that a first year supplementary 
budget of 1.4 MECU be allotted for the work involved. The system will complement 
the Schengen and Interpol systems and will serve Europol's unique needs in terms of 
its role in combating international organized crime across the European Union. 

A Project Board was established, consisting of one technical and one law 
enforcement representative from each Member State, in addition to a representative 
from the Commission. The Project Board reports to the Working Party on Europol, 
which is responsible for maintaining a strategic overview of the project. 

A small project team was set up within the Europol Drugs Unit and consultants were 
appointed for assistance purposes. The team have studied existing systems, visited 
all of the Member States' Europol National Units and interviewed a number of 
potential users. Based on their finding, on expert technical advice and on the Europol 
Convention, they have produced a number of documents listing the features required 
for the system in terms of functionality, performance and security. 

For the June Council, the project team have also produced the attached Outline 
Proposal and Cost. This document provides a brief description of the proposed 
system. It also offers an initial cost estimate. Including the salaries and expenses of 
the project team, consultants, equipment, software development, installation and 
training, the estimated budget is 29.5 MECU distributed as follows over three years: 

1997 : 5.5 MECU 1998 : 13 MECU 1999 : 11 MECU. 

It must be emphasized that these figures are provisional. Currently, there is no 
comparable system in existence. For this reason, the costs listed here are based on 
best estimates for the design and development of a system specifically tailored to 
Europo\'s requirements. 

However, it may be possible to significantly reduce these costs by working initially 
with an approach based on off-the-shelf software, which would be developed further 
in the light of experience. Further work is needed to explore the implications - both 
functional and financial - of such an approach. 
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Accordingly, the Council is invited to : 

1 . note the Outline Proposal and Cost of the Europol computer system; 

2. authorize continued work on the project. 

Following work to refine the costings of the attached proposals for a Europol 
computer system and to identify lower cost alternative approaches, a further report 
will be made to the Council during the autumn of 1996. 
It should be noted that it are the estimates of initial payments to the successful bidder 
for stage 3 of the project (development and supply) which are most likely to change. 

In the meantime, the Council is invited to note the likelihood of a supplementary 1997 
IT budget of 5.5 MECU, to be confirmed after analysis of the further report in autumn 
1996. 
Member States should take account of this estimate in their national budgetary 

. procedures. 
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EUROPOL DRUGS UNIT 

THE EUROPOL COMPUTER SYSTEM 
Outline Proposal and Cost 

1. INTRODUCTION 

1.1. Europol is established by a Convention of the European Union to provide a focus for 
fighting serious international crime in Europe. Article 3 of the Convention states that 
Europol shall have the following principal tasks: 

a) to facilitate the exchange of information between the Member States; 

b) to obtain, collate and analyse information and intelligence; 

c) to notifY the competent authorities of the Member States without delay via the 
national units referred to in Article 4 of information concerning them and of any 
connections identified between criminal offences; 

d) to aid investigations in the Member States by forwarding all relevant information 
to the national units; 

e) to maintain a computerised system of collected information containing data in 
accordance with Articles 8, 10 and II. 

1.2. Article 4 of the Convention states that each Member State shall establish or designate a 
national unit to carry out the tasks listed in the article. The tasks of the national units 
include: 

a) supply to Europol of information and intelligence necessary for Europol to 
undertake its own tasks under the Convention; 

b) response to Europo!'s request for information, intelligence and advice; 

c) issue of requests for advice, information, intelligence and analysis to Europol; 

d) supply to Europol of information for storage in the computerised system. 

1.3. Article 4 goes on to qualifY the requirement to supply information and intelligence to the 
eXlent that this should not prejudice essential national security interests nor jeopardise the 
success of a current investigation or the safety of individuals. 
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1.4. Article 6 states that Europol shall maintain a computerised system oj collected inJormation 
with three principal components: 

a) An inJormation System with a restricted and precisely defined content, rapidly 
accessible within Europol and the Member States; 

b) An Analysis System, containing comprehensive information, only accessible to 
personnel within Europol involved in a particular project; 

c) An Index System containing certain particulars from the analysis files. 

In addition, account will have to be taken of the inJormation exchange system for National 
units and for Europol Liaison Officers(ELOs) engaged in bilateral or multilateral 
exchanges of information under Article 5 in a manner which optimises operational benefits 
Whilst respecting the requirements and legal constraints of their sending states. 

The 'EuropoI' Computer System is therefore really a system, or collection of systems, 
which encompasses the 15 Member States' National units as well as Europol itself. 

1.5. This document describes the Europol Computer System (TECS), the programme for its 
procurement, and gives budgetary costs for this programme. Based on these costs the 
Council of Ministers is requested to set aside a budget ofECU 29.5 MECU over the next 3 
years for this programme (see section 6 for breakdown by year). 

2. THE EUROPOL COMPUTER SYSTEM (TECS) 

2.1. Information Exchange (Article 5) 

2.1.1. Europol will inherit from the Europol Drugs Unit (EDU) a basic computer system that 
enables ELOs to exchange information. In the current system ELOs may exchange 
information with their Europol National units using electronic mail. The ELO may then 
make such information available to other Member States' ELOs on a bi-national or multi­
national basis using the Information Exchange System. The current system also supports a 
number of tools that enable EDU to undertake analysis of drug related crime in Europe. 

2.1.2. It is envisaged that a similar method of exchanging information will be supported by 
TECS, but using technology that will enable the ELOs to undertake their roles, as described 
in Article 5 of the Convention, more effectively. 

2.1.3. The system must also support the need to move data from Information Exchange to the 
Information System and to the Analysis System. 

2.2. Information System (Article 8) 

2.2. I. The Information System will contain the main database for facilitating the co-operation and 
information exchange functions of Europo!. It will hold information relating to convicted 
and suspected criminals, as well as information relating to crimes. It will contain personal 
data as specified in the Convention. 

2.2.2. In addition, it is proposed to make available to users, via the Information System, non­
personal data of operational value such as drugs descriptions, policy and procedural advice 
(in text, image or other form). 
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2.2.3. TIle type of personal data and the linked criminal involvement to be recorded is precisely 
defined in the Convention. The supporting characteristics are not defined but are expected 
to cover information such as modus operandi (vehicles, etc). Policy and procedural 
guidance will cover standard operating procedures for Europol and individual countries, a 
legal database and system help. Much, but not all, of the information contained in the 
Information System will be structured. 

2.3. Analysis System (Article 10) 

2.3.1. The Analysis System will provide a range of tools to enable Europol analysts to conduct 
strategic and tactical analysis in order to maintain an intelligence picture of major criminal 
activity and organisation in Europe, and to assist specific investigations at the behest of 
National Law Enforcement Agencies, Governments and the Council of Ministers. 

2.3.2. The analysts will collect information from a number of sources. These will include 
National Law Enforcement Agencies and Intelligence Organisations, via the ELO and 
National units, and open sources. The information used in the Analysis System will work 
on a far wider range of data than the Information System, and this information will be both 
structured and free text. The system will need to provide facilities to enable users to input 
and query large quantities of information. 

2.4. Index System (Article 11) 

2.4.1. The Index System will provide a facility for authorised persons to search information in the 
Analysis System. It will allow ELOs to discover if data concerning their Member States are 
held in the Analysis System. It will not displ,ay the data themselves. 

3. SYSTEM ARCHITECTURE 

3.1. TECS will be based on a number of computer networks: one or more for each of the system 
components in Europol described above, together with one at each of the National units. 
The networks at the National units will be connected to the Information Exchange System 
using "wide area communications" networks (such as encrypted leased lines). The 
networks at Europol will be connected using various gateways; the nature of these 
gateways depends on the what is permissible according to the Convention, and will be 
determined during the forthcoming TECS requirements study. 

3.2. The Article 5 Information Exchange System will provide tools to enable ELOs to create, 
maintain and query data, to exchange data with ELOs from other Member States, and to 
add to the Information System and query the data held in it. 111ese tools are likely to consist 
of data query and browsing tools, and mail and documentation facilities. 

3.3. The Article 8 Information System itself will be based on a database with specialised and 
generic facilities for creating, maintain and querying the data held in the system. This 
system will also provide similar facilities to ELOs as the Information Exchange System. 

3.4. Within the Information System the database will contain the crime related data held by 
Europol and exchanged between Member States. 
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3.5. The Article 10 Analysis System will provide a variety of databases for creating, managing 
and querying various forms of data. Besides possessing a relational database, the Analysis 
System will also store non-personal material such as geographic data, images, 
encyclopaedic and text based data. The Analysis System will provide a set of tools to 
enable analysts to create new databases, to perform extensive data mining and browsing 
functions, to profile text and to relate data to other data including events, persons and 
geographical locations. 

3.6. The Article 11 Index System will provide a limited set of publishing and browsing tools. 

3.7. TEeS is likely to make use of the following types of technology: 

a) database management systems; 

b) text management and retrieval; 

c) data querying and browsing tools; 

d) data analysis tools 

e) office automation and mail; 

f) images and other data media 

g) geographical information systems; 

h) security and encryption software. 

4. ISSUES 

4.1. Data Security 

4.1.1. Data security is of paramount importance to TEes. It is essential both to protect national 
data within Europol, and to protect data as it is transferred across wide area 
communications networks between the national units and Europol in The Hague. Data will 
be protected within TEes by a variety of procedural and technical security measures. 

4.1.2. 

696411/96 REV 1 

An important aspect of the current system dermition activities is the elaboration of security 
policies for TECS. In particular, security policies need to be developed with respect to the 
degree of interconnection between TEes components (most importantly, whether the 
Information and Analysis Systems can be connected via a secure gateway); the level of 
technical security required to separate national data; the types of data encryption it will 
employ and the type of technical security architecture required to control user access to 
TEeS, its applications and the data it contains. 

JV/an EN 

- 7 -



4.2. Data Capture 

4.2.1. It is envisaged that data capture will be achieved via a variety of means, depending on the 
type of data, the volume of data and the constraints of the system. The mechanism to be 
used for data capture will· include keyboard, optical character recognition, document 
imaging, document scanning and electronic data interchange. The efficiency of the system 
will be greatly increased if data can be entered once only, and as near to their origin as 
possible. Moreover, there will be a requirement to load the system from existing databases, 
especially when the system first becomes operational. 

4.3. Language Support 

4.3.1. TEeS users will input data in all the languages of the European Union. In addition, a 
proportion of the source material used in the analysis system will be in other world 
languages. Whatever approach is adopted in respect of working languages in Europol, it 
will require strategies for making full use of information in many languages. Furthermore, 
users in National units cannot be assumed to be multi-lingual. 

4.3.2. Ideally, language should be transparent to the users. In other words, information would be 
entered in its original language, and users would interact in their own language, being able 
to perform queries and operations on all information, with TEeS automatically performing 
all necessary translations. Results of user queries would be presented to the users in their 
native language, and optionally also in the original languages. 

At present the technologies to do this do not exist but the EU funded Aventinus project is 
conducting research to build an intelligence related prototype to demonstrate this 
capability. During the lifetime of the project other technoiogical solutions may become 
available. However, there is a possibility that this particular approach will not be available 
during the time scales for implementing TEeS. 

4.3.3. In that case, an intermediate solution would be to provide facilities for all information input 
to be in the original language, but without translation, and to enable users to access the 
system in the language of their choice. Thus all the system's user interfaces would be in the 
user's language, as would aU queries. However, information and data would be held only in 
the original language. Searches would be conducted on all data and text using a thesaurus 
based translations of words. Such an approach does not rely on grammatical and semantic 
understanding of text during searches, and therefore may not be as robust as it could be; 
however, it is likely to be feasible within the time frame of TEeS, and will probably 
represent the most practical option. 

4.3.4. In the absence of a satisfactory automated solution, it will be necessary to provide facilities 
for translators to convert text into whichever languages are required for particular purposes. 

4.3.5. Whichever option is adopted, it is important that there should not be total reliance on anyone 
emerging technology and that the resolution of language related problems should not delay the 
introduction of TEeS. 
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4.4 Future Expansion 

4.4.1 Current experience of the Europol Drugs Unit suggests that the role of Europol will 
continue to develop. The forms of crimes for which Europol is competent and the size of 
the European Union are two of the obvious areas in which expansion might take place. 
This means that the system must be flexible and easily expandable and this will be reflected 
in all areas of the system, including the hardware, software and system architecture. 

4.4.2 The system is currently being developed to serve 15 Member States and the design strategy 
will allow for future expansion. This strategy, whilst minimising the long term cost, cannot 
remove the fact that any such expansion will lead to additional costs. 

5. THE PROJECT PLAN 

5.1. The Europol Computer System will be procured in four stages: Analysis, Project 
Definition. Development and Acceptance. Once the system has been implemented a post 
implementation review will be carried out. The stages are shown below: 

" I,.", ... ~ ~ , 
• I-• 'A .... ' -• ................. , i' • ., 
• 1-,.. , 
• 
• '-
" 
" -

5.2. The current phase is Analysis: during this stage a User Requirement and Business System 
Options are being developed. A preferred option will be selected from the Business System 
Options and recommended to the TECS Project Board for approval. Subsequently, industry 
will be asked to demonstrate their capability to undertake development of TECS and to 
give budgetary estimates for the development. It is hoped to complete the Analysis Stage 
before the end of 1996. 

5.3. In the Project Definition Phase an Operational Requirement will be developed, and then 
used in an Invitation To Tender for the development of TECS. A development contractor 
will be selected on the basis of evaluation of the tenders. Project Definition should be 
complete by the end of 1997. 

5.4. The fmal two stages of the project are Development, during which TECS will be built and 
installed, and Acceptance when the developed system will be rigorously tested to ensure its 
fitness for purpose. It is hoped that the Development stage will be completed before the end 
of 1998. 

5.5. Once the system has been fully implemented and the users have had time to become 
familiar with it, a post implementation review will be carried out to assess the performance 
of the system and consider future enhancements. 
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6. COSTS 

6.1 The estimated cost of the project is shown on the following page. This estimate is based on 
the currently known requirements and expert advice. The final cost of the system will, of 
course, be affected by many' factors, including: 

a) the precise requirements as determined during the Project Defmition phase; 

b) the price quoted by the supplier (which will be subject to competitive tender); 

c) future changes in market forces relating to IT during the lifetime of the project; 

d) technological developments; 

e) changing requirements, which will have to be closely controlled. 

6.2 While these uncertainties will affect the fmal cost, the estimate of 5.5 MECU for 1997 is 
reliable. Whatever the fmal shape and size of the system, and whatever precise method is 
adopted to obtain and fund the system, the same activities will be required during 1997: 

• 

• 

• 

Project Definition (Stage 2 Operational Requirement). The task of defming 
in detail exactly what the system will do and how it will perform is of vital 
importance in determining the fmal budget. It will form the basis of the 
contract with the final supplier. This stage of the project will be let, subject to 
competitive tendering, as a major contract to be completed during 1997. A 
financial provision of I MECU is advised, albeit that the final cost will 
depend first on the amount of work required (which will be known when the 
current analysis phase is complete· please see §5.2) and second on the actual 
level of the best offer received from the company concerned. 

Project Team costs (including salaries reimbursed to Member States, travel, 
meetings, interpretation, expert support from consultants and a contingency 
provision) estimated in all to be 1.9 MECU for 1997. 

Initial payment to the successful bidder for Stage 3 Development and 
Supply. Such an initial payment will ultimately depend on the terms of the 
contract but is normally, in effect, a percentage of hardware, software and 
commercial costs and is estimated to be in the region of2.6 MECU. 

6.3 It is therefore felt that these budgetary estimates are sufficiently reliable to allow Member 
States to initiate the appropriate planning arrangements for the next three years, and in 
partiCUlar to form the basis for the supplementary budget required for 1997. 
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All costs in 1000 ECU. 
Stage 3 costs for 1997 indicative only. to show how they might be calculated by a supplier in 
deciding the level of the initial payment made at the time of signing the contract 
All costs for 1998 onwards will be influenced by the financing method adopted. 
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