EUROPEAN UNION

Brussels, 19 October 1994 (28.10)

THE COUNCIL (OR. d)
10167/94
RESTREINT
ENFOPOL 145
NOTE
from : Presidency
dated: 18 October 1994
to : Working Party on Drugs and Organized Crime
Subject: Nuclear crime
10167/94 don/AM/kr EN



NUCLEAR CRIME

The break-up of the Soviet Union and the lifting of the Iron Curtain, together with radlic al
changes in the political, economic and administrative structures of the former Easturri Slon
countries, soon gave rise to fears that control of radioactive material in those areas might ts

lost.

Inter alia against this background, the European Council at its meeting on

24 and 25 June 1994 in Corfu invited the German Presidency to organize a Confereiic2 on
Drugs and Organized Crime with the associated countries of Central and Eastern Europe. Tne
Ministers for Justice and Home Affairs of the European Union and of the acceding States,
Austria, Finland, Norway and Sweden, with the participation of the European Commssien,
met the Ministers from Central and Eastern Europe responsible for combating druy-retated
and organized crime in Berlin on 8 September,1 994, and adopted the Berlin Declaraticn nn
Increased Cooperation in Combating Drug Crime and Organized Crime in Europe (s2e 3080 394
REV 3 ENFOPOL 107). This Declaration also conta‘ins a demand for increased coopsiatior in

combating the theft of and illegal trade in radioactive and nuclear material.

The German Presidency submitted to the Working Party on Drugs and Organized Crima
document 786/94 ENFOPOL 82 containing a description of the situation from the Geimnan
Presidency’s viewpoint and initial proposals for possible measures to solve the protiam, in
implementation of the mandate given by the European Council, a questionnaire was used 0
request details of the situation in the individual Member States with regard to the whoic
question of the smuggling of nuclear materials, as addressed in the Berlin Declaratinn of

8 September 1994 (see 9324/94 REV ENFOPOL 1186).
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On the basis of the answers to the 13 questions received thus far, the following provisional

description can be given of the situation in the Member States of the European Union:

(1)

(2}

(3)

(4)

At national level responsibility for combating nuclear crime lies with various authorities
in the Interior, Justice and Customs administrations, and with the respective Ministries.
Furthermore, in Member States with a federal structure, responsibilities are shared
between national and regional authorities. A single, national coordinatin'g unit is not the

universal rule.

The number of cases of illegal handling of radioactive material differs substantially from
one Member State to another. While the cases recorded in somé States since 1992
have been in three figures, others have yet to see a single case. Provisional analysis of
current data seems to indicate a tendency for the problem to become less acute as one
goes from East to West, with cases being concentrated. in the States along the EU’s
eastern external border. It should be noted that a large number of the cases which
have come to light in all States have involved fraudulent offers and that up to mid-1994

there have apparently been only two cases of weapons-grade material being seized.

The potential dangers of the illegal handling of radioactive material and nuclear material
are almost always considered to be serious. In particular, the seizures of
weapons-grade material in 1994 indicate a qualitative leap in this respect. But in
addition, dangers can also be seen arising from non-weapons-grade material as a result
of acts of terrorism or extortion or through inappropriate methods of transport and

storage. The dangers would increase if an as yet non-existent buyers” market were to

“develop alongside the present sellers” market.

In addition to fraud for personal gain, some signs have been detected of group-type
structures emerging, with links to other forms of organized crime, and international

operations.
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(5)

(6)

(7)

(8)

(9)

Some Member States have bilateral agreements with the States of Central ard Gasiern
Europe to track down the illegal handling of radioactive substances and nucicar ymaierial
as part of their cooperation in combating organized crime; others have no bilarara!

agreements.

Interpol is the framework for international cooperation. To discuss these toj:ics. an
international working meeting was held in Lyons on 19 and 20 January 1993 o iilega:
Traffic in Radioactive Substances, with 21 States taking part, including seven from the
former Eastern Bloc. Since September 1993 there has been an Interpol Working Party
on Environmental Crime, which set up a subgroup on illegal traffic in radioact /e

substances.

In some Member States special reporting services exist for environmental crime anag
nuclear incidents, such as the "Nuklearsofortmeldung” (nuclear emergency raport)
which since August 1992 has been received by all relevant departments and iministries
in Germany. In addition to practical hazard containment in specific cases, tf.ugce
reporting services are particularly useful for collating relevant data and new ri:ethods of

working, avoiding parallel investigations, and dealing with support requiremerics.

International reporting channels for combating nuclear crime have not yet beus:
established. Interpol’s 63rd General Assembly, held in Rome from 28 Septeinhar ¢
4 QOctober 1994, agreed upon a standardized reporting system (ECO Messags;, witn

particular reference to nuclear crime, for which the General Secretariat of Int:rpol is to

act as the central registration body.

Until now international cooperation in connection with the illegal handling of radioactivs
substances and nuclear material has taken place via Interpol’s informatior: charnels as
international service traffic. On 22 August 1994 Germany agreed a Memaraaddur: with
the Russian Federation on future cooperation and specific joint emergency incasures o
combating the illegal handling of nuclear material {the Moscow Memorandum) and
informed the other Member States of this cooperation. More extensive interiationai

coordination and control measures, as well as mutual support for prosecutirig authoritiss
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in investigations in terms of staff, equipment and organization, were furthermore,
decided upon by the Berlin Conference of 8 September 1994 (8990/3/94 REV 3,
ENFOPOL 107).

{10) There is a great deal of variation both quantitatively and qualitatively, in the extent to
which border police forces are equipped with suitable technical surveillance apparatus.
Along the German section of the EU’s eastern external border, Customs and Federal
Border Guard personnel have at their disposal approximately 400 hand-held measuring
instruments and one fixed drive-through measuring facility for vehicles; the acquisition
of 50 mobile area-monitoring systems and a further 100 hand-held instruments is
planned. Customs and Border Guard will coordinate procurement blans and

deployment.

{11) In general, searches for radioactive substances at airports and seaports are conducted
by the Customs authorities, who have hand-held measuring instruments {(Geiger

counters) at their disposal.

{12) The Member States have differing penal sanctions for theft and the illegal handling of
radioactive substances and differing provisions covering the confiscation of criminal

proceeds.

~ On the basis of this provisional analysis of the situation, the Working Party on Drugs and

Organized Crime currently sees a need for action as follows:

- - " Given the increasing number of cases and that there has now been a seizure of
weapons-grade nuclear material, the European Union considers illegal traffic in
radioactive and nuclear substances to be a European problem and will give it priority in

future EU planning.
- Combating nuclear crime should be established as one of Europol’s tasks.

- All Member States should designate or establish national coordination units for

combating nuclear crime.
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- It appears necessary to establish a European data bank for keeping a materials register
of radioactive and nuclear substances and an index of the areas of competence of
national special-service units, contact points and experts, together with their sudresses,

telephone numbers, etc.

- Consideration should be given to establishing a European evaluation and emargancy

response team under EURATOM auspices.

- In the area of nuclear crime, the EU favours an intensification of Member State¢’
bilateral contacts and contacts via Interpol with the CCEE and the States of the former

Soviet Union.

- For cases of illegal traffic in radioactive and nuclear substances, Member States shouid
systematically use the standardized ECO Message reporting system, decided upon at

interpol’s 63rd General Assembly (28 September to 4 October 1994 in Rome)

Support is given to the proposals for the introduction of centralized analysis o7 ihe
forensic and scientific aspects of nuclear crime made by the subgroup on illegzi traffic

in radioactive materials of the Interpol Working Party on Environmental Crime.

- Member States will advocate priority being given to the subject of nuclear crimea at

Interpol’s May 1995 European regional conference in Ljubljana, Slovenia.

- " Member States should endeavour to share expérience and cooperate when purciasing
technical surveillance apparatus as a defence against and for detecting illegal tratfic in

radioactive and nuclear substances at borders, airports and seaports.

- Efforts to achieve the same standard of security at all the EU’s external borders shouidi
be stepped up, particulary with regard to illegal traffic in radioactive and nuclear

substances, to prevent the traffic being re-routed.

- Member States should investigate the introduction of exit checks and checks on

dangerous goods at airports and seaports.
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Efforts should be made to harmonize penal sanctions for theft and illegal traffic in

radioactive substances.

It would likewise seem desirable to have compatible rules regarding the confiscation of
criminal pro¢eeds from illegal traffic in radioactive nuclear substances, in the interests

of a common European Union enforcement strategy.
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