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CONTEXT
Consuliant’s Brief

B The mission's objectives

Identifying the needs and requirements of each of the system's potential users

Determining to what extent each of the predefined options meet the Member
States' needs and requirements

Drawing up an estimate of the investment and operating requirements of the
chosen options

Indicating, as far as possible, the most cost effective options
Formulating a general implementation plan

Formulating the report, as far as possible, so it can be used as a basis for the
detailed technical specifications

® The stakes are high

More efficient detection of multiple asylum applications
Avoiding the social and economical consequences of such demands

Helping determine the Member State responsible for investigating the application
in accordance with the Dublin Convention or the Schengen Agreement

Reducing the time required to process applications
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CONTEXT
Working procedure

B Principle

e 4stages: : -
- preparation
- analysis
- summary and fonnu]ation

- validation and communication

STAGE 1 = _— PREPARATION

e Survey structure
e Definitive timetable

e Identification of Member States' representatives

- identification of potential users

e Becoming acquainted with the documentation

¢ Becoming acquainted with the four options
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CONTEXT
Working procedure

STAGE 2 : ANALYSIS

1) Analytical grid design

- Systems currently in place in Member States
- Needs and requirements of Member States

2) Validation of analytical grids

In:

- France (State with an automatic system)

- Spain (State without an automatic system for asylum applicants)
3) Sending of the analytical grids

to each Member State

The correspondent in each Member State was asked to give a written reply to the second
questionnaire (needs and requirements)

4) Surveys
in each Member State, of the designated authorities.

5) Communication - validation

- Drafting a report : "The existing systems, needs and requirements of each Member
State". '
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CONTEXT
Working procedure

STAGE 3 : SUMMARY AND FORMULATION—

1) Summary of the needs and requirements
- A base of common requirements
- Flexible requirements
- Diverging opinions

2) The ways in which the options meet the needs and requirements

3) Taking account of what already exists

4) Formulation of the possible solutions

- Architecture and operation

- Alternatives

- Investment and operating costs
- Cross comparison

- Recommendations

- Conditions for success

5) Communication

- Draft final report
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CONTEXT
Worlking procedure

STAGE 4 : ——VALIDATION AND COMMUNICATION OF
RESULTS

1) Presentation / discussion of solutions with the EURODAC group

2) Circulation of the draft final report

3) Taking account of each Member States' observations

4) Drawing up the final report

5) Presentation and circulation of the final report
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EUD?

CONTEXT
Timerable

B The study took place over an equlvalent\sxx inonths period, not including the
month of August during which the Counél/of the European Union is closed.

MARCH

o= 15 | Start-up '
o0
D=

Eurodac group meeting

Formulation of the analytical grids

Circulation of analytical grids

APRIL

Surveys of the 13 remaining Member States
- drafting of 15 national reports
- translation
- circulation
- taking account of the observations

Testing the analytical grids in Spain and France @~ —

Steering committee

MAY
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EUD?

CONTEXT
Timetable

—17
D % Surveys (continued and end)
> ' % ]
z /
2 S
a7
w -
g EURODAC group meeting '
- Circulation of intermediary report
Taking account of observations concerning the
intermediary report
Circulation of an addendum to the intermediary report
5=
-
=
= . .
| Steering committee '
[
w
=
o
=
<
o :
w ' Presentation of the draft final report '
1]
=
-
Q. Taking account of the observations of Member
:‘D" States
E EURODAC meeting '
1]
E Circulation of the final report
5 .
o
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary pages

SUMMARY PAGE
GERMANY i

The current system

e Common police / asylum applicant fingerprinting system.

¢ Rolled prints are taken of all ten fingers as well as the plain simultaneous) impressions of
five fingers.

» Prints are systematically taken, except in the case of applicants with permanent residence
permits and those less than 14 years old

e Asylum applicants are initially checked against the police data base

e 127210 asylum applications were submitted in 1994, 49,640 submitted between January

and May 1995
Needs Requirements

¢ Central data, local and / or central e Electronic data transmission

experts

e Answer within 3 hours, limited to an

e Systematic fingerprinting of all ten identification code

fingers for all applicants 14 years

old and over e Locally kept paper copy
* Data storage for 10 years e Sophisticated data protection systems
* Capturing of existing data e Only Eurodac should be able to use the

system.
e Manual classification
10686/95 FPP/ba EN



SUMMARY OF MEMBER STATES® NEEDS
AND REQUIREMENTS
Summary pages

SUMMARY PAGE

. — - N
- -

The current system

e Common police / Refugee Office fingerprinting system

e Systematic taking of fingerprints from 14 years old

¢ Prints are taken of all ten fingers.

e Matches are sought in the whole Police + Asylum data base

e 5,082 asylum applications were submitted in 1994

Needs - . : L - Requirements .= .-
¢ Data storing for ten years ¢ Locally kept paper copy
e Prints taken of all ten fingers e System should be compatible with existing
system

¢ Encoding of all ten fingerpnnts if
latent search in exceptional cases is

agreed

10686/95 FPP/ba EN
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary pages

SUMMARY PAGE

N ~ BELGIUM

The current system

¢ Independent electronic fingerprinting system for asylum applicants
e Prints are taken of all ten fingers.
e Ink-based and Live-Scan fingerprinting methods

e 14,353 asylum applications were submitted in 1994

Needs Requirements
e System with a centralised data base, ¢ Identification matches by Eurodac and
centralised experts and local bilateral data exchange

confirmation of matches
e Compulsory taking of fingerprints for
e Fingerprinting of all ten fingers, applicants over 18 years old
preferably by Live-Scan
e Paper copy kept locally
¢ A minimum of centralised

information  National property of common data
* Capture of existing data should be e System response within 1 hour
considered

¢ Data stored for as long as possible

e FEurodac should be able to be used
for other purposes in exceptional
circurmstances

10686/95 - - FPP/ba EN
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary pages

SUMMARY PAGE

The current system

» No separate fingerprinting system for asylum applicants ; electronic system based with the
police.

e Fingerprinting is optional and rolled prints are taken of all ten fingers as well as the plain
simultaneous impressions of five fingers (in the event of there being any doubt as an
applicant's identity).

e 9,976 asylum applications were submitted in 1994

Needs Requirements

e Central data and central experts ¢ Local contra-expertise is essential

e Compulsory ink-based
fingerprinting from 14 years old

e A mmimum of central information
e Pnnts taken of all ten fingers
¢ Electronic, centralised data storage

e Automatic classification
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SUMMARY OF MEMBER STATES' NEEDS

AND REQUIREMENTS
Summary pages

SUMMARY PAGE

The current system

¢ No separate electronic fingerprinting system for asylum applicants

e No systematic investigation of multiple asylum applicants

e The police's forensic system is involved in the system to process applications.

¢ Rolled prints are taken of all ten fingers as well as the plain simultaneous impressions of five

fingers .

e 11,992 asylum applications were submitted in 1994

Needs

Requirements

¢ Favouring a central common
processing site with central experts

¢ A minimum of centrally held
information

e Use of the common system to detect
national multiple applications

e Fingerprinting of all ten fingers

Maximum security data transmission
Local contra-expertise

National property of common data
Systematic takiﬁg of fingerprints

Local storage of fingerprinting forms

10686/95
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary pages

SUMMARY PAGE

The current system

e Fingerprinting is optional

fingers and the palms.

¢ 1,300 applications were submitted in 1994

Automated fingerprinting system based with the police, but kept separately from that for
those persons who are wanted and/or who have committed a crime.

e Rolled prints are taken of all ten fingers as well as the plain simultaneous impressions of five

Needs

Requirements

¢ Fingerprinting of all ten fingers

¢ Capturing of existing data

e Manual classification

Systematic taking of fingerprints
Electronic data transmission
Centralised property of data

Local expertise or contra-expertise
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SUMMARY OF MEMBER STATES' NEEDS

AND REQUIREMENTS
Summary pages

SUMMARY PAGE

The current system

e Systematic fingerprinting of asylum seekers over 16 years old
¢ Prints are taken of the second finger on both hands.

e 25,284 asylum applications were submitted in 1994

¢ Automatic independent fingerprinting system for refugees, not linked with the police system.

Needs Requirements
¢ Central data base ¢ Local expertise or contra-expertise
¢ Fingerprinting of as few fingers as e Upgradable system

possible, possibly of all ten fingers
¢ Local paper copy storage
e Systematic fingerprinting (applicants

over 16 years old) e National property of common data

* A minimum of centralised data ¢ Rapid transmission and replies

e FElectronic data transmission

10686/95 FPP/ba



SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary pages

SUMMARY PAGE

The current system

¢ Non-automated police-based fingerprinting system (common asylum applicants - police data
base).

o Fingerprints are taken of all ten fingers, of the simultaneous set of fingers and of the palms.

e 1287 asylum applications were submitted in 1994

Needs - Requirements
e Central data base with local expertise ¢ National property of common data
¢ Fingerprinting of all ten fingers ¢ Impossible to capture existing data

e Compulsory taking of fingerprints
¢ Electronic data transmission

e Storage time varying according to
the country

e The use of EURODAC for other
purposes in exceptional cases

10686/95 FPP/ba EN
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary pages

SUMMARY PAGE

The current system

¢ No electronic fingerprinting system for asylum applicants.

e No taking of fingerprints

name.

e Detection of multiple applications by means of alphabetical searching based on the applicant's

Needs Requirements
¢ Centralised expertise and data e Electronic data transmission
¢ Fingerprinting of all ten fingers e Access to data protected by security systems
e Compulsory fingerprinting e Flexibility of searching
e Centralised electronic data storage, ¢ Local contra-expertise
local hard copy.
¢ Automatic classification
10686/95 FPP/ba EN
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SUMMARY OF MEMBER STATES' NEEDS

AND REQUIREMENTS
Summary pages

SUMMARY PAGE

The current system

e No automatic search for multiple applications.

e 1,568 asylum applications were submitted in 1994

e No automated fingerprinting system : manual system based with the police.

¢ Fingerprinting is compulsory of all ten fingers from the age of 18

Needs

Requirements

e (Central data and local expertise

e Fingerprinting of all ten fingers

¢ Optional fingerprinting

e Automatic classification

e Encoding of all 10 fingers

Paper éopy kept locally
National property of common data
Local experts

No use of Eurodac for other purposes
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary pages

SUMMARY PAGE

: LUXEMBOURG |

The current system

¢ No electronic fingerprinting system for asylum seekers.
¢ No systematic fingerprinting

¢ Asylum applicant / criminal system is one and the same
e Roll prints are taken of all ten fingers.

e 163 asylum applications were submitted in 1994

Needs . Requirements

¢ Central data base, local experts ¢ Rapid response from the system (1 to 2
hours)

¢ Fingerprinting of all ten fingers
¢ National property of central data

¢ Optional fingerprinting, without any
age limit e Iocal paper copy storage
¢ No capturing of existing data e Effective protection of the system

e No use of Eurodac for other purposes
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SUMMARY OF MEMBER STATES' NEEDS

AND REQUIREMENTS
Summary pages

SUMMARY PAGE

The current system

¢ Automated fingerprinting system based with the police.

e Prints are taken of all ten fingers.

e 52,576 asylum applications were submitted in 1994

e The search is carried out in both the asylum applicants + criminal data base

¢ Ink/paper- based fingerprinting of all

Needs Requirements
¢ System with central data base and ¢ The common system should only identify
central experts and possibly with matches, based on the fingerprints
local contra-expertise

¢ Fast-track system (response within 8 hours)

ten fingers ¢ Paper copy kept locally (and electronically
by Eurodac)
¢ A minimum of information in the
common system e Automatic classification
* Response within 24 hours at most * Possible use of Eurodac data in exceptional
cases other than for the purpose of multiple
e Capturing of existing data possible asylum application detection.
10686/95 FPE/ba =N
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary pages

SUMMARY PAGE

.1 PORTUGAL

The current system

¢ No electronic fingerprinting system speciﬁéally for asylum applicants.
¢ No systemnatic detection of multiple asylum applications
e 614 applications were submitted in 1994

¢ Future system based with the Judicial Police, independently and without any connection.

Needs Requirements

¢ Favour a "central” processing site e Systematic taking of fingerprints
with local experts

¢ Central property of recorded data

¢ A minimum of centralised
information '

¢ Fingerprinting of all ten fingers

e Automatic classification

10686/95 . FPP/ba EN
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary pages

SUMMARY PAGE

THE UNITED KINGDOM

The current system

o No electronic fingerprinting system.

¢ Fingerprints taken of all ten fingers.

e 32,831 applications for asylum submitted in 1994.

¢ Dedicated fingerprinting system for asylum applicants which is also separate from the Police.

of all ten fingers
e Automatic classification

e Encoding of all ten fingerprints copy form
¢ Eurodac may be used for other o Fast-track procedure
purposes in exceptional
circumstances e National property of common data

e Effective security measures

Needs Requirements
e Centralised data and local expertise e Local expertise
¢ Electronic data transmission e Systematic and compulsory fingerprinting

e Fingerprint forms stored locally in hard

10686/95 FPP/ba
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary pages

SUMMARY PAGE

. The current system
e Asylum fingerprinting system based with the national police.

e No systematic detection of multiple asylum applications.
¢ Prints are not systematically taken.

* 18,640 applications were submitted in 1994

Needs Requirements
¢ Central data base with local experts ¢ Systematic taking of fingerprints
urespective of age
¢ A minimum amount of centralised
information ; bilateral data exchange ¢ Operation of system to be unuform in all
member States

e Fingerprinting of all ten fingers

¢ No retrospective searching

e Manual or automatic classification

¢ The common system must not be accessible
to other authorities

10686/95 FPP/ba EN
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary tables

B The needs and requirements of Member States can be grouped into 19
main criteria

The data input to EURODAC :
-1) what data should be input ?
-2) what degree of confidentiality should this data have ?

-3) whose property should the data be (National or that of the EURODAC
system?)

Taking of fingerpnnts :

-4) how many fingers should be used ?

-5) what fingerprinting technique should be used ?
-6) should ﬁngcrprixiting be compuisory or optional ?

7) The security systems to be installed to protect the data contained in the
EURODAC system

8) The classification used : manual or automatic, civil or police
9) The number of fingerprints to be encoded for the search

10) The alphanumeric parameters that can be used to filter prior to searching in
order to reduce the size of the data base searched.

11) The response time for the system : this is the time between when the data
reaches the central system and when the answer is given to the Member States

12) The means of transmitting common data : local systems to the central system
and vice versa and between local systems.

13) The setting up of a procedure to capture existing data, and the possible
retrospective search for matches.

10686/95
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Summary tables

14) The system for checking multiple asylum applications : based only on
fingerprints, or also on central and / or local application files

The storage of common data :
- 15) in what form ?
- 16) where ?

- 17) for how long ?

18) Possible access to the EURODAC data base for purposes other than the
detection of multiple asylum seekers.

19) Compatibility of systems : this particularly refers to the compatibility of the
future EURODAC system with existing systems.

® The answers given by Member States on each criteria are summarised in
the following tables.

10686/95
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SUMMARY OF MEMBER STATES' NEEDS

AND REQUIREMENTS

Summary tables

Data inﬁut to EURODAC - I
CRITERIA
Country 1)What data ? | 2)Confidentiality 3)Data property
Austria Applicant not identified Yes National if Eurodac has
no legal status
Belgium Applicant not identified | No if the applicant is not National
identfied
Denmark Applicant not identified / /
Finland Applicant identified Yes National
France Applicant not identified Yes National
Germany | Applicant not identified Yes National
Greece Applicant not identified / National
Holland Applicant not identified Yes ?
Ireland Applicant not identified Yes /
Italy Applicant possibly / National
identified
Luxembour | Applicant not identified / National
g j .
Portugal Applicant not identified | Yes but not very much of Eurodac
Spain Applicant not identified Yes National
Sweden Applicant not identified Yes National
United Applicant not identified / National
Kingdom
10686/95 FPP/ba EN



SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS

Summary tables

Fingererirztirzﬁ - l

33

CRITERIA
Country 4)How many ? | S5)How ? | 6)What conditions ?
Austria 10 fingers Chemical Compulsory
Belgium 10 fingers, rolled and Live-Scan Compulsory
plain
Denmark 10 fingers / /
Finland 10 fingers Live-Scan or Chemical Compulsory
France As few as possible Chemical Compulsory
Germany 10 fingers Chemical Compulsory
Greece 10 fingers Electronic Compulsory
Holland 10 fingers Chemical Compulsory
Ireland 10 fingers Chemical Compulsory
Italy 10 fingers Chemical Optional
Luxembour 10 fingers Chemical -Optional
Portgugal 10 fingers Possibly chemical Compulsory
Spain 10 fingers Chemical Compulsory
Sweden 10 fingers Chemical Compulsory
United 10 fingers, rolled and Chemical or Live-Scan Compulsory
Kingdom plain
10686/95 FPP/ba EN




[y

SUMMARY OF MEMBER STATES' NEEDS

AND REQUIREMENTS
Summary tables

CRITERIA
Country 7)Security systems 8)Classification 9)Number of
encoded prints
Austria High level Autornatic or manual 10 possibly 2
Belgium / Quick and reliable All fingerprints taken
Denmark / / b /
Finland | Access codes for the data Manual 10
base
France Yes (data, machine) Automatic 2
Germany -Very high level at all Mannal 2 (index fingers)
stages
Greece High level Autormnatic 10
Holland To be setup Automatic 10
Ireland / Automatic 10
Italy / Automatic 10
Luxembour | To be set up (ref. SIS) / /
g
Portugal / Automatic 10
Spain / Manual 10
Sweden High level Automatic 2 or more
United Yes Automatic 10
Kingdom
10686/95 FPP/ba EN



SUMMARY OF MEMBER STATES' NEEDS

AND REQUIREMENTS
Summary tables

CRITERIA
Country | 10)Pre-search filters | 11)Response time | 12)Data transmission
' mode
Austria Pattern type and sex if 24 h - fast-track Electronic
necessary
Belgium | Pattern type and others if 1 hour Electronic
urgent

Denmark / / Mail

Finland Pattern type 48 hours Electronic

France Pattern type 1 week /24 hours (fast- | Electronic and/ or mail

track)

Germany Pattern type and sex 3 hor 24 h max. Electronic

Greece Pattern type Several minutes Electronic
Holland Pattern type 24 h/ 8 h (fast-track) Mail + fax (fast-track)

Ireland Varous filters requested | Several days 12 to 24 Electronic

by the State hours (fast-track)
Italy Pattern type and sex 2 to 3 hours /
Luxembour Pattern type and sex 1 to 2 hours Mail -> central Electronic
g ' -> local
Portugal Various filters 2 speeds Electronic or mail as
appropriate
Spain Pattern type 4 to 10 days / 1 day (fast- Electronic
track)
Sweden / 48 h + shorter for fast- Electronic
track requests

United Pattern type and sex 24 h fast-track Electronic

Kingdom
10686/95 FPP/ba
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SUMMARY OF MEMBER STATES' NEEDS

AND REQUIREMENTS
Summary tables

CRITERIA .
Country 13)Capture of existing data and 14)Verification system
post-searching
Austria Capture of existing over past 1 or 2 Only fingerprints
years and post-searching Local
Belgium Capture of existing Always local confirmation
Denmark / /
Finland Capture of existing since not much Sometimes local, sometimes central
(only fingerprints)
France Possible capture of existing Fingerprints + applications locally
' Central and local
Germany Capture of existing Must be local experts
Greece Capture of existing impossible Speed and safety
- Local experts
Holland Capture of existing if possible Central and local confirmation of
match
Ireland / Local confirmation of match based
on fingerprints
Italy / Local
Luxembour No /
Portugal Capture of existing Only fingerprints
Spain / Only fingerprints
Must be local
Sweden No capture of existing Only the fingerprints and always
local in the end
United / Must be local
Kingdom
10686/95 FPP/ba EN
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SUMMARY OF MEMBER STATES' NEEDS

AND REQUIREMENTS
Summary rables

CRITERIA
Country 18)Access to the EURODAC data base
for other purposes than the detection of 19)Compatibility of
multiple asylum applications systems
Austria No, except in exceptional circumstances With the MORPHO system
Belgium To be considered on a case by case basis Not necessary
Denmark / /
Finland Under exceptional circumstances Yes
France No No
Germany No Yes
Greece Under exceptional circumstances Yes, with existing systems
Holland Under exceptional circumstances /
Ireland Under exceptional circumstances Preferably
Ttaly No Yes
Luxembour No /
g
Portugal No If possible
Spain Under exceptional circumstances Yes
Sweden No No
United Under exceptional circumstances /
Kingdom
10686/95 FPP/ba EN
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS

Summary tables

Storaﬁe 01.‘ common data ; I
CRITERIA
Country 15)Storage system | 16)Location | 17)Duration
Austria Electronic Central 10 years
Belgium Electronic Central As long as possible
Denmark Electronic Central /
Finland Paper + Electronic Central /
France Electronic Central 10 years
Germany Electronic Central 10 years
Greece Electronic Central Duration chosen by each
State
Holland Electronic Central As long as possible
Ireland Paper + Electronic Central /
Italy Paper + Electronic Central and local Until the applicant
reaches the age of 70
Luxembour Electronic Central /
g
Portugal Electronic Central 10 years or until the
applicant reaches the age
of 60
Spain Electronic Central At least 10 years
Sweden Electronic Central A certain number of years
United Electronic Central 10 years
Kingdom
10686/95 FPP/ba EN
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS
Overview

The analysis highlights a common base of needs
B This includes the following needs :
e A minimum of information in the common system

- the asylum seeker must not be directly identifiable
- this information must remain confidential under any circumstances

- identification of the asylum seeker will be made through bilateral data exchange ;

the answer provided by the system must be succinct.
e Fingerprinting of all ten fingers and encoding of the ten fingers
e Local expertise or match confirmation
e Electronic data storage of common data

e High performance sccunty systems, both for data storage and data transmission

B Moreover, two implied requirements will deterrnine the choice of system architecture :

e How easily the system is implemented:
- not radically changing the existing systems
- avoid too much training
- enable rapid setting up

e A low cost system
The costs to be studied are :

- the initial investment costs
- the operating costs

but also :
- the national costs, in other words those borne by each Member State
- the common costs, chargeable to the Eurodac system.

10686/95 FPP/ba
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS

Overview

A certain consensus appears on other points

B A majority of Member States share the same opinion concerning the following points ;
certain others, however, whilst not being categorical about it are of the opposite opinion :

A manual, ink-based or chemical fingerprinting system

Fingerprinting should be compulsory, even if legally speaking this is not always
possible.

National property of common data : the data input locally or transmitted to a central
system or another local system must remain the property of the originating

< Member State.

o Very limited access to the Eurodac system : only the authorities in question should
have access to the data base for the purpose of detecting multiple asylum
applications. Access under exceptional circumstances (terrorism, identification of
dead bodies, etc.) may be authorised subject to the agreement of those parties
involved.

e A few alphanumeric pre-search filters are to be used, to reduce the size of the data
base : ,

- pattern type of the fingerprints
- possibly sex of the applicant
10686/95 FPP/ba EN
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SUMMARY OF MEMBER STATES' NEEDS
AND REQUIREMENTS

Overview

Member States' opinions diverge on other questions

B This is mainly for the following points:

Manual or automatic classification

Response time : the required response time varies from one hour to several days ;
in all cases a fast-track priority system must also be set up.

Fingerprint transmission mode : many Member States want electronic transmission
(for reasons of convenience, security and speed), but certain of them prefer paper-
based systems. The paper support can always be used in case of local
electronic problems.

Capturing of existing data : with the aim of making the future system efficient
from the very start, certain delegations would like existing data from the past one
or two years to be captured, even if post-searching for matches would not actually
be performed. Others consider the task too arduous to be feasible, especially
where manual files are involved. In any event, the procedure must be identical for
all Member States.

System compatibility : certain Member States want the future system to be
compatible with their existing system,

Duration of common data storage in the system : whilst there seems to be general
consensus concerning a 10 year period, the storage periods considered vary from
five years to infinity. :

= We must therefore create an "a la carte' system, enabling each
Member State to satisfy their own local system's requirements.
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HOW THE VARIOUS OPTIONS MEET
MEMBER STATES' REQUIREMENTS
How the options meet Member States’ requirements

B Many different criteria can be used to define the system architecture

The location of the data and the expertise are the criteria that give the best idea of the
system's structure ; we will therefore use them to determine the possible architectures.

The data transmission method, the data input method and where the automatic processing

is to take place are considered in light of each option or choice to be adopted by each
Member State.

B The data in question are :

¢ fingerprint images
e AFR codes

The automatic processing techniques are :

¢ classification of.ﬁngerprims (possibly)
e encoding of fingerprints
e matching

Confirmation of matches involves manual verification (on paper or on
screen) of a match between several fingerprints
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How the options meet Member States’ requirements

B Four main architecture solutions are proposed in document 92WGI 1133,
along with a sub-option for option one, which could be considered as a
completely separate option -

e Option 1 : Central data, central experts

This a is fully centralised system in terms of :

- the data
- the experts
- the processing

Brief procedure description :

The prints are taken lbcally and transmitted (electronically or on paper) to the
central system that then processes them automatically ; the definitive result is sent
back to the local system. The processing of the multiple application is done
locally.

Option 1b : Central data, central experts and local match
confirmation

This option operates in an identical manner to option 1, but a local expert confirms
the match.
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HOW THE VARIOUS OPTIONS MEET
MEMBER STATES' REQUIREMENTS
How the oprions meet Member States’ requirements

e Option 2 : Central data, local experts

The central system contains :

- the data : images and AFR codes s
- the processing (encoding and search)
The local offices contain :

- the experts

Brief procedure description :

The prints are taken and classified locally, then transmitted to the central system
that encodes them and performs the search.

The images are extracted and sent back to the local system where they are
confirmed for matches.

Option 3 : Local data, local experts
The central system contains :

- the AFR codes

- the processing (encoding and search)
The local offices contain :

- the experts

- the images and fingerprints.

Brief procedure description :

The fingerprints are taken and classified locally, then transmitted to the central
system that encodes and performs the search.

The images are neither stored centrally nor sent back to the local system ; it is only
the AFR codes that are transmitted and match confirmation is carmned out locally,
after bilateral exchange of fingerprint images.
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How the options meet Member States’ requirements

e Option 4 : Decentralised network of local systems

The central site contains an exchange mechanism intended to receive the up-dated data
from all the local offices and to distribute it to all the other offices.

The local offices contain : -

- the data for each country : images and AFR codes

- the experts

- the processing

Brief procedure description :

All processing is carried out locally. Regularly (how often remains to be defined) images

(and possibly AFR codes if the local systems are compatible) are transmitted to the central
office for updating of system data, then they are distributed to all the local offices.

10686/95 FPP/ba




EUD?

HOW THE VARIOUS OPTIONS MEET MEMBER STATES'
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The various possible options

B Diagrammatical representation of the 5 system configuration options (till a HIT

is determined)

- Images and AFR codes
- Experts
- Processing
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Results + images of
the prints

- Encoding
and search

10686/95

FPP/ba EN

- 49 -



EUD2

HOW THE VARIOUS OPTIONS MEET MEMBER STATES'
REQUIREMENTS

The various possible options

10686/95

FPP/ba

50

EN



HOW THE VARIOUS OPTIONS MEET
MEMBER STATES' REQUIREMENTS
How the options meet Member States’ requirements

B Variants of each option can be considered :

e Grouping together of Member States to form a local system

e Electronic or paper data transmission
o Integration of existing systems

e Decentralisation to a greater or lesser extent of the various automated processes
(corresponding to a "mix" of a centralised solution for certain States and a
decentralised solution for others).
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HOW THE VARIOUS OPTIONS MEET
MEMBER STATES' REQUIREMENTS
How the options meet Member States' requirements

The summary tables given in the next few pages summarise the degree to
which the 5 options satisfy the Member States' needs.

& Option 1

This option has the advantage of being the simplest to set up and of being the cheapest.

As opposed to this, it Is incompatible with one requirement voiced by virtually all Member
States : local expertise - or match confirmation.

= This option is therefore discarded, because it does not satisfy
all Member States’ requirements

® Option 1b

This option is more cxpcnsivé than the previous option since it also includes central
experts. However, it remains simple to set up and complies with all Member States'

requirements.

N

Taking account of the current systems
o If the existing local system is compatible with the future central system :

-the local system can carry out, as required, the classification and/or encoding,
according to the chosen option and transmit the images, pattern types and AFR
codes

o [f the existing local system is not compatible with the future central system
The State will eventually have to become equipped with a compatible workstation
(or a Live-Scan) according to the option and variant chosen.
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How the options meet Member States’ requirements

H Option 2

The images are transmitted and encoded centrally, stored and transmitted back to the
local sites for the expertise.

This option implies that all the countries are equipped with workstati-ons that are
compatible with the central system.

Taking account of the current systems
o If the existing local system is compatible with the future central system :

-the local system can carry out, as required, the classification and encoding,
according to the chosen option and transmit the images, pattern types and AFR
codes

- the images can be electronically sent back to the existing local system after
verification.

o If the existing local system is not compatible with the future central system
The State will eventually have to become equipped with a compatible workstation
(or a Live-Scan) according to the option and variant chosen.
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How the options meet Member States’ requirements
B Option 3

The images are transmitted and encoded centrally, but are not stored centrally.

The result comprises HIT identification codes and the images are obtained by bilateral data
exchange :

- the first candidate is proposed to the Member State, who carries out local confirmation

- if the match is confirmed, the local system communicates this to the central system that
then updates and stores this data,

- if the candidate is not right, the central system proposes another candidate, etc.
This system is very cumbersome and impossible to operate on a day-to-day basis.
Indeed :  assuming 1,000 transactions / day

5% of cases in which the first candidate is not right

-> we have 50 "errors” each day with the corresponding information return,
which 1s not acceptable.

= This option is therefore discarded
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® Option 4

This option has the advantage of providing relatively independent local systems :

e control of workloads

e choice of search filter

e choice of classification

e Jower central system cost

e compatibility of the future system with the existing systems,

but it poses too many problems

e difficulties in updating 15 data bases

* very large volumes of data exchange between bases
e multiple security systems to be set up

e national data accessible to all Member States

¢ uncontrolled access to the data base

¢ very high costs to set up and operate since each Member State must be equipped with an
AFR system.

Taking account of the current systems

This option enables the best integration of existing systems with the future system.

o If the central exchange systemn exchanges the fingerprint images, these being
locally encoded, all the existing systems could be integrated

o If the central exchange system exchanges AFR codes (whether calculated locally
or centrally), only current systems that are inter-compatible would be able to be
integrated.

However, existing systems that are integrated with the future system would have to be
modified in order to be able to work with a much larger data base : increasing the storage
capacity and machine power, in order to be able to process higher volumes.

It is therefore quite clear that the current systems are too small to be integrated with the future
system (estimated data base of between 2.5 and 8 million applicants).

= This option is therefore discarded

10686/95 FPP/ba

EN

- 56 -



HOW THE VARIOUS OPTIONS MEET
MEMBER STATES® REQUIREMENTS
How the options meet Member States' requirements

In practice, even if existing systems are compatible with the future system
and if they are technically possible to link in with it, it is still preferable to
upgrade to a new workstation.

This is for the following reasons :

Technology is constantly progressing and the existing systcm-s are already
outdated. All the manufacturers want to install "New Generation” systems (which
are cheaper as well !).

In many cases, the current systems are police-based, and the link between Eurodac
and the police workstations would be looked on unfavourably by public opinion.

Since Eurodac is a civil system, it is of interest that it operates using an entirely
automatic civil classification ; existing systems are not able to offer this.

in the light of the cost of acquiring a new workstation.

If the police no longcf wishes to be responsible for the asylum application system
and if the Member State wishes to use the central system for his own searches,
this is made easier by the independence of the systems.

Finally, problems can be encountered if prints are taken of all 10 fingers and if the
current systems operate with less fingers (the case of France that only takes the
two middle fingers.)

The current systems can always be adapted to avoid the electronic capture of prints
twice, but a new workstation can still be bought.

The link between incompatible systems (that is from different
manufacturers) in what prints’ capture is concerned, should be avoided

because:

e The programs to build up for this link are complicated and costly

It creates a dilution of responsibility in the eventuality of problems arising or
wrong identification of multiple applications
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I Common base of needs I

with this option

images come from ?

come from the

central system

exchange of images

Criterla Option 1 Option 1b- Option 2 = Option 3 Option 4
Minimum of information in the OK OK OK OK OK
system
Fingerprinting of all ten fingers OK OK OK OK Enormous volume of
data exchange
between the 15 bases
Local matching or validation Unable to function OK ; where do the OK ; the images OK ; bilateral OK

Electronic data storage in the

OK ; images + AFR

OK ; images + AFR

OK ; images + AFR

OK ; images + AFR

OK ; images + AFR

set up

system codes codes codes codes codes

High performance security OK OK OK OK A little more difficult
systems to set up

Ease of setting up ++++ ++ ++ +++ -

Low investment cost + - - - R

Low operating cost + -- - - R

Low national cost + - - - -

Low central cost -- -- - - , T

Critena of elimination No local expertise Too complicated to Too costly
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I Diverging opinions I

. Criterla Option 1 Optlon 1b Optlon 2 ‘Option 3 Option 4
Fingerprinting conditions Preferably compulsory
Classification Automatic if local ; unimportant if central Unimportant
Response time + if machine correctly set up ++ ++ 444+
Data and fingerprint transmission as required Electronic

method
Capturing existing data - - - -

Compatibility of the future - - - -

system
Data storage Electronic, central Electronic, central Electronic, central | Electronic, central Electronic, central
(AFR codes, images) (AFR codes, (AFR codes, (AFR codes) (AFR codes, images)
images) images)
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
Option I b

General operation of option 1b

Prints taken locally of
all ten fingers

Possible automatic local

Transmission of images to -
of imag processing

the central system (paper
or electronic)

Electronic data
transmission 10 the central
system (images in
particular)

Automatic
central processing:

- scanning
- automatic classification of all
10 fingers
- encoding of 2 fingers
- search
- verification

Cenmal
confirmation l
HIT
YES | NO
Electronic ransmission of
the positive result
Local contra-expertise Data storage
Electronic transmission of
the negarive rsult
Local information
Processing of the multiple
application
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
Option 1 b

The various stages in the process are as follows :
1. Prints taken locally of all ten fingers

It is essential to take prints of all ten fingers in order to significantly reduce the size of
the searched data base ; by taking prints of 10 fingers, we only perform the search on
5% of the data base, compared with 10% with 2 fingers.

Such fingerprinting can be performed in two different ways :
- chemical or ink-based fingerprinting on a national or Eurodac fingerprinting form,
- Live-Scan fingerprinting. A copy can be printed whenever required.

2. Local processing is on an "a la carte” basis
a) The State has no sophisticated computing equipment

The prints are taken locally on a EURODAC fingerprinting form (preferably)
the fingerprinting form is transmitted by fax (for emergency cases only, because
the quality of fax transmitted images is not very good)
-> the central site scans, classifies, encodes, searches and verifies it

- the fingerprinting form is transmitted by a system such as a scanner-fax
-> the central site classifies it, encodes i, searches for matches and verifies.

- the fingerprinting form is transmitted by mail
-> the central site scans, classifies, encodes, searches and verifies
In all cases, the State risks having to take the prints twice (a second time on its
national fingerprinting form) to carry out a search on its existing system -
whether police-based or otherwise. ,

This operating way can always be used as emergency way in case of
problems concerning the local information systems.

b) The State is equipped with Live-Scan

Two options are possible according to the State's equipment and the make of Live-
Scan used.

- transmission of images to a workstation within the country that is connected to
the central site

- automatic classification and encoding of the fingerprints, then data transmission
to the central site. This option requires local experts (manual involvement in the
automatic classification).

c) The State is equipped with workstations of the same make as the central system
The fingerprinting forms are scanned by the old workstations, then the prints are

automatically classified and/or encoded (only two) on the new workstations and
transmitted to the central site that performs the search and verifies.
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Option I b
c) The State is equipped with electronic equipment from a different manufacturer than
the manufacturer of the central system

The manufacturers being still incompatible, only the fingerprints’ capture (scanning)
could be done. This should nevertheless be avoided because:
¢ complicated and costly programs are to build up '

o there is dilution of responsibility (in the eventuality of problems arising)

The State should then adopt one of the former solutions.

TYPOLOGY OF LOCAL SOLUTIONS IN TERMS OF ELECTRONIC
EQUIPMENT

1) The Member State has no electronic equipment

2) The Member State is equipped with a central « scanner-fax » or several local
« scanner-faxes » for the capture and the transmission of the prints :

3) The Member State is equipped with a central workstation or several local workstations;
two options appear:

a) each workstation is equipped with a scanner to scan fingerprinting forms
b) live-scans are linked to the workstations

4) The Member State is equipped with local live-scans
A mix of solutions can also be implemented; for example:

- A workstation with live-scans and others with scanners in the same State

- A central workstation and local « scanner-faxes » that would each transmitt their prints
to the central system

- Local live-scans and local « scaner-faxes »

- etc...

3. The central site scans, automatically classifies, encodes and verifies
according to the data that are transmitted to it, or to the State of origin.

It then performs a search after having used the 10 pattern types and the applicant's sex
as filters.

- If no HIT is found, the data are stored

- If several candidates are proposed, an expert determines which print
corresponds, and the result (identifying number and date of fingerprinting) is sent to the
State originating the last application (in terms of system date). The data are
temporarily stored till the local confirmation comes back; then the original data are
modified by way of adding the new identifier and the new date of fingerprints taking
(see p.77)
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It was decided by the steering committee that only the State in which the application is
made last would be informed; that state should then inform the State in which the
application was done before. This system is quite easy to set up but it presents some
risks: '

- The last State could forget to inform the previous State and let it process the application
even though it is not responsible for it.

- The previous State in which the aplication was made could have started to process the
application though it is not responsible for it; this system delays the moment at which it
shall be informed.

- The central expertise can itself be chosen depending on the State: some of them can
decide to take it and others not; in that case, the expertise would only be local.

Number of encoded fingers:

- If a civil application is chosen, only two fingers could be encoded because this is
sufficient for the search, even if prints’ quality is low. More encoded fingers would
bring little profit in comparison with the extra costs coming from the greater storage of
data. ’ ‘

- If a police apllication is chosen, several solutions could be implemented:

e only encode two fingers, bringing the risk of losing candidates if prints are of
low quality (mutilations ...)

¢ encode more fingers
=» four (but exceptional police searches could not be done)

=» ten (which would allow exceptional police searches; the search could be done
on two fingers usually, and on ten when quality of prints is low)

Conclusion: it would be more interesting to wait for the manufacturers’ offers to then
decide of the number of fingerprints to encode.

Classification:

1t should be automatic at any rate in order to obtain homogeneous pattern types. If a civil
classification is used, it is transparent to the user ; if a police classification is used, it
needs further human intervention.

Results:

- The central system transmuts the result of the search to the local system (preferably
electronically):

e if there is no HIT, the negative result

o if there is a HIT, the identification numbers and dates of the two applications or of

the applications of all the candidates if ther is no central expertise. Images are
exchanged bilateraly for second expertise.

- If it is legaly possible, the central site can send the prints’ images to the local site (per
fax or electronically).
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4. The match is determined or confirmed locally

It is based on ;

- the prints obtained through bilateral exchange of data with the other country / countries
that has / have received the asylum application.

(or - the prints sent electronically by the central system to the Jocal systems equipped with
workstations

or - the prints sent back by the central system by fax, mail, etc.)

Nota Bene: if a State is not equipped with central site compatible systems, the local expertise
could be difficult due to the low quality of images transmitted (on paper: fax etc)
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IMPLEMENTATION PLAN FOR THE VARIOUS
- POSSIBLE ARCHITECTURES
Option 2

W Option 2 is similar to option 1b in terms of its general operating procedure,
but there are no central experts.

o This option supposes that all Member States are equipped with workstations compatible
with the central system, since the images are captured locally and sent back
electronically. ) |
A variant could be implemented with scanner-faxes instead of workstations; the |
classification would then be done centrally and the images would be sent back by fax or
electronically (on a PC for example).

e It assumes that the legal problem related to the sending of fingerprint images to a State to
whom they do not belong, for confirmation of matches, has been resolved.

e It therefore does not satisfy all Member States, since certain of them want to use paper
based transmission of fingerprints. Nonetheless, it proves to be simple to operate and it
would be a less expensive solution.
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Option 2

B Main stages

1. Fingerprints of all ten fingers taken locally

- chemical or ink-based fingerprinting
- Live-Scan fingerprinting connected to the national workstatlon

. Local automatic processing at the workstation :

- scanning if the fingerprints have not been taken using Live-Scan
- automatic classification of all ten fingers
- encoding of two fingers (thumbs or index fingers)

then electronic transmission of the data to the central system through the
workstation.

. The central site only performs the search

There are therefore no central experts, merely central operators. The ten pattern
types and the sex are used as pre-filters for the search.

. The findings of the search are electronically transmitted to the local

system workstations.

The match is confirmed locally on the workstation, by comparing the fingerprint
images.

Data are exchanged bilaterally to identify the asylum applicant.
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The data

1. The data contained in the central system are very limited -

They include:

o Fingerprint images : 10 fingerprints are taken locally to determine the pattern types,
but only two prints could be stored electronically and centrally: this is sufficient for the
search and limits the possibilities for using the system for police purposes.

It would be preferable to choose the thumb of both hands (the fingers with the most AFR
codes) or the index fingers.

A greater number of fingerprints could be captured and stored even if searches are limited
to two fingerprints.

o AFR codes for the stored fingerprints

o Classification : pattern types for the two fingers ; this reduces the search for matches
to 5% of the data base.

e Asylum application date

e "EURODAC" national identifiers

This is the identifier that enables identification of the applicant after bilateral data
exchange .

In the interests of simplifying central processing and of speed, this identifier should be
formulated in the clearest possible manner. '

e.g.:
01 123 4AB256
Country code Regional code in country  reference number
10686/95 FPP/ba EN
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The data

e Applicant's sex
Even though this is not considered to be a fully reliable piece of data, the sex enables the
search time to be reduced by at least 25%, and consequently, requires less centrally
based matchers (leading to a much reduced overall system cost).
Three categories may be chosen :
- masculine
- ferninine

- undetermined (for difficult cases)

The base could be regularly self-checked to spot applicants recorded under both sexes
and to remove them.

e System date : this is the date of entry in the central system, which will be used
especially to purge the system.

e System job number : transparent to local users

10686/95 FPP/ba

- 75 -




IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
The data

2. The result of a central search is sent electronically to the last Member State
(fax, telephone, electronic system etc.)

It will include :
¢ national application identifiers

e asylum application dates

The images of the prints and the identification of the applicant(s) would be obtained
through bilateral exchanges of data.

Nevertheless, if it is legally possible, the central site can send the images of the prints
locally (per fax or electronic transmission for the Member States equipped with
compatible workstations)

3. The life of the data

¢ The diagrams on the following pages summarise the progress of data from the time they
are input to the time they are erased.

¢ Locally input data remain the property of the Member State from which they originate

e "New" data produced from old data are the AFR codes and the classification. When
encoding or classification is performed centrally, data property can be a problem ;
However, when local confirmation of a match closes the process, the problem can be
got around. The property can remain that of the State from which the data originates.

e Very precise rules must be established concerning how long data are kept and their
modification, in other words the Data Management procedures.

e.g. :
- can the data be modified locally, or only centrally ?
-can the data be locally erased ?

- is the HIT definitive before or after local confirmation ?

10686/95 FPP/ba EN

- 76 -



Automatic local
processing
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Storage of new data

Erase the data
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
The data

Local data input

Creation of new
data: AFR codes,
classifications, etc.

Automatic central
processing

[ , SEARCH I

HIT

Central

Inform the Member
State and store the data

separately

Answer from Member *
State: confirmation of
the HIT

Modify the data and
definitely store it
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IMPLEMENTATION PLAN FOR THE VARIOUS POSSIBLE

General data modification procedure

ARCHITECTURES
The data

f(;?/t(;’z/;gg4 - (;3;‘;1/‘;995 — Date entered into the central system
[C][D] <—T—— Imagesofthe 2 fingerprints
Al-B2-C3... Al - B2 - C3...«——— Classification of all ten fingers
06-05-8914 16- 08 - 9854 «— National identifier
AFR codes AFR codes' 4___ AFR codes
\04/ 02/1994 05/ 01/1995 \ Date of fingerprinting or asylum application
Data 3
G 07/01/1995 h (" 10/03/1995 A
/
Al-B2-C3... Al-B2-C3...
Updated
data 06 - 05 - 8914 20-11-0312
AFR codes AFR codes”
\ 04/02/1994 10/03/1995
"05/01/1995 16 - 08 - 9854
\ \ / )
Data 1 ¢
10/03/1995 AR
/ [A]
Updated Al-B2-C3...
06-05-8914
AFR codes
04/02/1994
05/01/1995 16 - 08 - 98541| HIT history is kept
t10103/1995 20-11- 0312)
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
The data

4. Capturing of existing data

It is possible that some existing data are captured as things stand, but this is not
recommended for the following reasons : -

o Certain existing files are electronic, others are on paper,

¢ The manual files are all filed differently ; in some countries, it is not possible to separate
the asylum applicant data from that of the criminal missing persons data in a simple
manner. Others are not filed by date, which makes it impossible to separate applications
made after a certain date,

e The electronic files all come from different makes of equipment that are incompatible. The
capturing of these incompatible files , whilst being technically possible, would be very
costly,

e Jt would be very difficult to capmm existing data in an identical manner from all the
Member States under the same conditions.

Certain States would therefore be at a disadvantage compared with others.

e Data capture would oblige them to carry out preliminary detection of all past multiple
asylum applications in order to eliminate them, which would, from the start, create an
additional workload and real problems to be resolved.

¢ This work would be very costly and doubtless difficult to justify.

e Lastly, since the Eurodac data base is not police based, the problem is not perceived as
being of great importance to most Member States.

e A way to solve the problem of the data capture would be to perform searches both in the
local and in the central systems at the same time for a certain period of time (two years ?).
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
The data

5. The problem of image quality

e At present, all manufacturers offer the possibility of performing quality tests on old
images to replace mediocre quality images with new images from a HIT.

e For the EURODAC system, this feature is not recommended since :
- three cases are possible :

. there is no HIT
-> the images cannot be replaced

. there is a HIT, but after match confirmation, it is noticed that the machine was wrong
-> the images cannot be replaced

. there is a HIT and match confirmation confirms that the machine is right
-> the images are sufficiently good to find a HIT ; it is therefore not worth
replacing them

This is only possible because we are only working on two fingers.

¢ The replacement of fingerprint images by new ones generates a lot more additional work
(and thus increased costs) and creates legal problems of data property rights.

e We are not looking for latent prints, but rather full fingerprints generally taken under
good conditions.

¢ Lastly, any poor quality image could be rejected at the scanning stage by the AFR
machine if it proves to be unusable.
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
“ The data

6. How long the data should be stored for

e Data concemning an asylum applicant must be automatically erased after a certain number
of years. Ten years is recommended by most Member States. -

The time period will be counted from the date on which the data are entered into the
central system, or the date on which they were was last modified (because of a new
application).

e Member States have to decide whether or not to erase data concerning an applicant that
has been accorded political refugee status.

If this is the case, it would have to be decided with who the responsibility lies : the local
operator or the central operator (of course on the basis of a local decision).
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
The security systems

N The detailed technical specifications must include information on the
security systems to be implemented. This is in terms of :

e Data input
- good quality paper fingerpnnts,
- the presence of all the required data,
- in the event of Live-Scanning, verification of the order in which the ﬁnoerpnnts are
taken

e Data transmission
- scrambling of data sent and unscramblmg on receipt,
- verification of the transmitted data (scrambling / unscrambling, loss of data on
transmission),
- security of mail / paper transmissions,
- security of the transmission lines,
- security systems in the event of transmission problems through the normal channels.

e Data storage
- security of data storage
- back-ups
- dual storage system

e Machine security
- mirroring technique
- back-up machine

o Physical security of the local and central systems

e System access security
- authentication of users
- passwords for access to local and central systems
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
The compared advantages of the various architectures

® Option1b

ADVANTAGES compared with option 2

Satisfies all Member States
Dual expert evaluation -> ensuring no mistakes
Possibility of very rapidly including new Member States who are not equipped.

Possibility of using the central system in the case of failure of one or several local
systems.

Very modular system : Member States can become equipped or unequipped whenever
they wish. '

DISADVANTAGES compared with option 2

Higher central system costs
- in terms of investment : input and verification stations
- in terms of operation : the cost of experts

Possible delays in entering fingerprints in the central system for data that are not
electronically transmitted.
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
The compared advaniages of the various architectures

B Option 2

ADVANTAGES compared with option 1b

e Avoids the need for central experts
¢ Improved response times since everything is done electronically

e Lower operating costs.

oo DISADVANTAGES compared with eption 1b - -

¢ All Member States must be equipped with a workstation (which some of them do not
wish).

e Less flexible system in terms of local desiderata (every new Member State must become
equipped or use the equipment of another Member State).

e The need to go on-line to obtain the search findings.
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
The compared advantages of the various architectures

Option 1 b is the recommended solution, since it is the one that responds best to all
requirements of the Member States.

What'’s more, option 2 can be looked upon as a sub-option of option 1 b in which all States
have chosen to equip themselves with compatible sytems; it is therefore possible that in the
middle or long term, the EURODAC system develops towards an organisation of the 2 type
(which is ideally the best).

Option 1 b allows each Member State to perticipate to the global system as it wishes to do so,
and is very adaptable, as well as evolutive.
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
Costs

B The estimate of the total system costs must take account of the following
criteria

e Investment costs

- Centrally -
- Software
- Hardware Server
Memory disks
Juke box
Matchers
Matcher sub-system
Input stations
Verification stations
- substructures (buildings, offices...) and infrastructure
- Locally
- Hardware Printers
Live Scan
Workstation
Fax
- Software

- Training / installation
- Local infrastructure
e Operating costs

- Data transmission (electronic connection or mail) : - local -> central
- central -> local

- Central staff : operators and experts

- Maintenance - central - hardware
- local - software

- Local staff : operators and experts
- Operating costs of the substructures and of the infrastructure

- Security (teams, infrastructure...)

e No estimate made of the extra cost of linking current systems with the future system since
this option is not recommended. moreover, the costs vary according to the age of th
current ssystems.

The investments costs for the infrastructure and the substructures have not been estimated
because they depend on the number of staff which is unknown at present.

The global operating costs have not been estimated either because they dcpendvcry much
on staff costs as well as infrastructure normal operating costs.

10686/95 FPP/ba

- 89 -



IMPLEMENTATION PI;AN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
Costs

W Typical system configuration (option 1b)
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
Costs

B Typical system configuration (option 2)

EXAMPLE 1

N\
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Vs ////////////////////////////////////// (il dcidd
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B T sub-system
IR server Matchers
- LI ]
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES
! Costs

N Several options are studied :
e Option 1bor 2
e 250,000 applications / year -> db = 2,5 million applications -
500,000 applications / year -> db = 5 million applications
800,000 applications / year -> db = 10 million applications
e 10 years data storage

¢ 24 hour normal procedure response time

The assumptions used as a basis for the cost calculations are as follows :

e Data transmission througil special telephone lines (of RNIS 64 Kbytes average speed
type)

- at most 8 hours connection / day
¢ The AFR machine operating 300 days

e If x is the average number of daily applications (calculated over 200 working days)
then the maximum peak value is 2x.

e Maintenance : - hardware -> 10% of purchase price
- software -> 12% of purchase price

NB: the different configurations that have been taken account of allow the central system to
give the answer to the local system within one hour at the most.
Several options are costed out :
It is difficult to perform detailed calculations since :
¢ prices vary from one manufacture to another

e the costs are a function of the choice of each Member State for a local system
¢ only outline costs are considered
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® Costs of option 1b

IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES

Costs

As yet it is impossible to determine the number of staff working on the central site (except the

experts) for the following reasons:

- The number of Member States that shall transmitt their prints on paper.support is not

known yet

- Moreover, the number of Member States equipped with workstations or fax scanner-faxes

is not known.

The number of experts on the central site vary according to the numbers of applications and of

HITS:
Applications per year 250,000 500,000 . 800,000
: applications / | applications / | applications /
year year year
be S perda
* ggg o; :;pll-lilczﬁoﬁrnugnber - 100 more or less | 200 more or less | 320 more or less
and 210 working days)
¢ Daily expertise hours 9 18 25
be
¢ Number of central experts 2 3 4
¢ Number of central engineers ! I I
o Data capture operators unknown unknown unknown
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IMPLEMENTATION PLAN FOR THE VARIOUS

POSSIBLE ARCHITECTURES

Costs
o CENTRAL COSTS (in ecus)
250,000 500,000 800,000
applications / applications / applications /
year year year
Information systems 1 100 000 1 800 000 - 2250000
investments costs * to to to
1 500 000 2 400 000 3250 000

* that is: hardware, software, maintenance for the first year, training and implementation. The
following assumptions were chosen:

- for 250 000 applications

- for 500 000 applications

- for 800 000 applications

1 input workstation
2 verification stations

1 printer

2 input workstations
3 verification stations

2 printers

3 input workstations
4 verification stations

2 printers

Infrastructure investment costs and central operating costs are not included.

e LOCAL COSTS (2 la carte - in ecus)

Each Member State must build its system and calculate the related local costs.
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES

Cosis
- Investments :
Cost factors Cost / unit (ecus)
Workstation (with 31000 t0 > can scan up to 500
scanner) 180 000 * applications / day
Live-Scan 30 000 to 55 000 ** .
Local fax-scanner 30 000
Printer 5500

* varies a lot according to the manufacturer
** depends on how sophisticated the live-scan is

- Operation :
Cost factors Cost
Maintenance 12% purchase price /

ear more or less
Transmission / Connection 30 ecus / connection hour

- Examples :

1. Member State with 2,000 applications / year
(in other words 10 applications / day)
. 1 workstation
. 1 hour of daily connection
. information system investment cost = from 31 000 to 180 000 ecus
. connection cost = 6 300 ecus / year

2. Member State with 50,000 applications / year
(in other words 250 applications / day)
. 1 workstation
. 6 hours of daily connection / station
. information system investment cost = from 31 000 to 180 000 ecus
. connection cost = 37 800 ecus / year

3. Member State with 150,000 applications / year
(in other words 750 applications / day)
. 2 workstation
. 6 hours of daily connection / station
. information system investment cost = from 62 000 to 360 000 ecus
. connection cost = 75 600 ecus / year
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IMPLEMENTATION PLAN FOR THE VARIOUS
POSSIBLE ARCHITECTURES

Costs

B Costs of option 2
(24 hour response time, storage 10 years)
e CENTRAL COSTS (in ecus) )

250,000 500,000 800,000

applications / year | applications / year | applications / year

Information systems 1 000 000 1 600 000 2 000 000
investmments costs * to to to

1 300 000 2 000 000 2 800 000

* that is: hardware, software, maintenance for the first year, training and implementation.

Infrastructure

e LOCAL COSTS

investment costs and central operating costs are not included.

Three assumptions will be considered : 250,000 applications, 500,000 applications and
800,000 applications.

'Each country will be equipped with :
- Workstation and scanner

- Printer
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S6/9890T

eq/ddd

NA

250 000
applications
COUNTRY Applications Workstations Hours of Investment cost | Connection
connection / cost / year
day / station .

Germany 127,210 2 6 .62 000 to 360 000 715,600
Austria 5,082 | 1.5 31 000 to 180 000 9,500
Belgium 14,353 | 2.5 31 000 to 180 000 15,800
Denmark 9,976 1 2 31 000 to 180 000 12,600
Spain 11,992 1 2.5 31 000 to 180 000 15,800
Finland 1,300 | 0.5 31 000 to 180 000 3,200
France 25,284 1 4 31000 to 180 000 25,200
Greece 1,287 1 0.5 31 000 to 180 000 3,200
Ireland 355 | 0.5 31000 to 180 000 3,200
Italy 1,568 | 0.5 31 000 to 180 000 3,200
Luxembourg 163 1 0.5 31 000 to 180 000 3,200
Holland 52,576 l 6 31 000 to 180 000 37,800
Portugal 614 1 0.5 31 000 to 180 000 3,200
United 32,831 | 5 31000 to 180 000 31,500

Kingdom
Sweden 18,640 1 3 31 000 to 180 000 18,900
TOTAL 303,231 16 / 496 000 to 2 900 000 261,900
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500 000 applications

COUNTRY Applications Workstations Hours of Investment cost [Connectlon
- . connection / . o cost / year
L . day / statlon .., o ... | ..

Germany 254,420 4 6 125 000 to 720 000 151,200
Austrin 10,164 ! 3 31 000 to 180 000 19,000
Belgium 28,706 { 4 31 000 to 180 GO0 25,200
Denmark 19,952 | 4 31 000 to 180 000 25,200
Spain 23,984 1 4 31000 to 180 000 25,200
Finland 2,600 | 1 31 000 to 180 000 6,300
France 50,568 1 6 31 000 to 180 000 37,800
Greece 2,574 | | 31 000 to 180 000 6,300
Ireland 710 1 1 31 000 to 180 000 6,300
Ttaly 3,136 I T 31000 to 180 000 6,300
Luxembourg 326 | ] 31 000 to 180 000 6,300
Holland 105,152 2 4 62 000 to 360 000 50,400
Portugal 1,228 1 1 31 000 to 180 000 6,300
United Kingdom 65,662 1 6 31 000 to 180 000 37,800
Sweden 37,280 1 4 31 000 to 180 000 25,200
TOTAL 606,462 19 / 590 000 to 3 420 000| 434,800
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800 000 appllications

COUNTRY Applications Workstations | Hours of | | Investment cost |Connection
- S - | connection / |. ... - cost / year
- _ _ s . | -day [ statlom | GE

Germany 407,072 6 6 186 000 to 1 080 000| 220,000
Austria 16,262 | 5 31 000 to 180 000 30,000
Belgium 45,930 | 5 31 000 to 180 000 30,000
Denmark 31,923 1 5 31 000 to 180 000 30,000
Spain 38,374 1 5 31 000 to 180 000 30,000
Finland 4,160 1 2 31 000 to 180 000 12,000
France 80,909 2 g 62 000 to 360 000 48,000
Greece 4,118 1 2 31 000 to 180 000 12,000
Ireland 1,136 1 2 31 000 to 180 000 12,000
Italy 5,018 1 2 31 000 to 180 000 12,000
Luxembourg 522 1 2 31 000 to 180 000 12,000
Holland 168,243 3 5 93 000 to 540 000 90,000
Portugal 1,965 1 2 31 000 to 180 000 12,000
United Kingdom 105,059 2 5 62 000 to 360 000 60,000
Sweden 59,648 | 6 31 000 to 180 000 36,000
TOTAL 970,339 24 / 744 000 to 4 320 000| 646,000




IMPLEMENTATION PLAN FOR THE VARIOUS

POSSIBLE ARCHITECTURES
Costs

B Conclusion

¢ The central investment costs for electronic systems are not very different between the
two options.

® The local investment costs for electronic systems are not very easy to compare, since
all States are equipped in option 2, and only some of them in option 1 b. The costs
could be identical at the most.

e The infrastructures costs and operating costs are different in the two options:

e Option 1 b requires a more subsequent central infrastructure since it implies more
electronic devices and more numerous staff.

The operating costs corresponding to this infrastructure will be higher too.

e The central site in option 2 is reduced (central AFR machine, an engineer) and
presents less investment costs andoperating costs.

10686/95 .. FPP/ba

- 100

EN



CONTEXT
SUMMARY OF MEMBER STATES' NEEDS AND REQUIREMENTS

HOW THE VARIOUS OPTIONS MEET
MEMBER STATES' REQUIREMENTS

TMPLEMENTATION PLAN FOR THE VARIOUS |
' . POSSIBLE ARCHITECTURES .

")

Option1b ~ 3.1
Option 2 3.2
The dara 3.3
The security systems 3.4
The compared advantages of the various architectures 3.5
Costs 3.6
Implementation . 3.7
RECOMMENDATIONS 4.
FPP/ba EN

10686/95

- 101 -




EUD)

IMPLEMENTATION PLAN FOR THE VARIOUS POSSIBLE

ARCHITECTURES
Implementarion and costs

M Three main phases are necessary for the EURODAC sysiem implementation:
® Phase 1 : Technical and organisational choices
@ Phase 2 : Definition of the teams

® Phase 3 : Implementation

PHASE 1 : TECHNICAL AND ORGANISATIONAL CHOICES -

» Choice of an option of architecture :

- precise definition of the central system
- precise definition of the local systems

Certain choices of organisation must be made before the technical choices; the follo-
wing points should be particularly emphasized:

* For each Member State :

- the functions to be provided (capture of the prints, scanning,
classification, verification etc)

- the kind of equipment wanted (Live-scan, workstation, scanner-fax ...)

- the local sites to equip: number,functions to be provided per site existing
and future equipment
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IMPLEMENTATION PLAN FOR THE VARIOUS POSSIBLE
ARCHITECTURES
Implementation and costs

PHASE 1 : TECHNICAL AND ORGANISATIONAL CHOICES

For example:

a) live-scans linked to a local workstation

b) scanner-faxes linked to a local workstation

c) scanner-faxes linked to the central site

d) several workstations

e) live-scans and scanner-faxes linked to a workstation or to the central site

f) mixes of solutions to adapt to each State

- the organisation that shall be implemented to satisfy the Member States’
requirements and get the best of the installed equipments, the
connection-time....

* For the central site:
- the functions to be provided

- qualitatively (scanning, classification, search, verification)

* quantitatively ( number of States linked electronically, per mail,
scanner-fax...)

- the kind of equipment to implement (number of capture stations, verifica-
tion stations, number of matchers, size of the database...)

- the organisation to implement, particularly for the following points:

« capture of fingerprinting forms

« search

« sending of the results (which ones, to which States ...)
« processing of urgent demands

« data base modifying

* backups

« help to the local systems in case of problems
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EUD)

"IMPLEMENTATION PLAN FOR THE VARIOUS POSSIBLE
ARCHITECTURES
Implementation and costs

PHASE 1 : TECHNICAL AND ORGANISATIONA_L CHOICES

+ Elaboration of the technical specifications of the future system ; they shall take ac-
count of:
- the technical and organisational choices, local and central
-the organisation of automatic processings
- the database management
- the security systems
- the ntegration of the current systems

» Writing of the specifications of the tender to bid (with the technical specifications).
It should be as wide as possible to allow all the manufacturers to answer.

* Start-up of the tender to bid. -

- writing of the tender to bid-adjustment of the selection procedures
- wrnting of the perusal grids
- answers to the manufacturers’ questions

* Going through the answers to the tender to bid (confrontation of the proposals tothe
analysis grids) and choice of the manufacturer.

e Adaptation of the technical specifications according to the manufacturer and to the
wishes of the Member States in terms of national equipment since:

- all the different functions are not to be found with all the manufacturers
- the equipments of the different manufacturers are very often incompatible

* Final choice of hardware and software, especially for all Member States

« Choice of the central site (independent or on a local site).

Information / training




£UD3

IMPLEMENTATION PLAN FOR THE VARIOUS POSSIBLE
ARCHITECTURES
Implementation and costs

/" PHASE2:DEFINITION OF THE TEAMS ... .

o Definition of the central teams :

- qualifications / profiles :experts
technicians
operators for the capture of the prints
security

- quantification of the teams
- definition of attributions and statuses
* Definition of the local teams, in terms of qualifications, attributions and number of

people. Indications should be given that each Member State is free to adapt to its
own situation.

Information / training
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IMPLEMENTATION PLAN FOR THE VARIOUS POSSIBLE
ARCHITECTURES
Implementation and costs

- PHASE3:IMPLEMENTATION

1st STEP I : Implementation of a hard core =
the central site + 2 or 3 pilot States

* Preparation : '
- Adaptation of the central site :
- buildings
- teams

- electronic equipment
- Adaptation of the local sites in 3 States, 2 of which at least are electronically
equipped:
- buildings
- teams
- electronic equipment
- Training of the teams

- Definition of the global organisation and differentiation of Electronically
equipped State / Not equipped State

« Startup

* Follow up (6 months more or less)

{ EVALUATION I

« Problems to be solved

 Improvments / adaptations

« Further trainings
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IMPLEMENTATION PLAN FOR THE VARIOUS POSSIBLE
ARCHITECTURES
Implementation and costs

. PHASE 3 : IMPLEMENTATION

2nd STEP I : Extention to 3 or 4 other States
(one of which at least is not electronically equipped)

« Preparation : .
- Adaptation of the local sites :
- building
- team
- electronic equipment
- Training of the teams

* Implementation -

« Follow up (to ensure that the central site reacts as foreseen)

\ EVALUATION I

+ Problems to be solved

* Adaptations / improviments

» Further trainings
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IMPLEMENTATION PLAN FOR THE VARIOUS POSSIBLE
ARCHITECTURES
Implementation and costs

© = - .. - PHASES3:IMPLEMENTATION

‘ 3rd STEP I . Connection of the other Member States

* Preparation of each local site :
- infrastructure
- teams
- trainings

» Connection / start up of each site once it is ready

» Follow up of each local site

’ EVALUATION I When all the sites are implemented

* Problems to be solved
* Adaptations/improvments

* Organisation to modify

» Further trainings
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CONCLUSIONS - RECOMMENDATIONS

1) RECOMMENDATIONS
11) Use of the EURODAC system

@ EURODAC céuld be used for national searches in the medium term

It appears inadvisable to search for fingerprints in both a national systerr-l and the Eurodac
system, since the latter is capable of performing both tasks without any additional
investment !

Certain States have already mentioned this possibility.

Abandoning the national systems would have the following advantages :
e Accelerated return on investment, by eliminating operating costs for existing systems.

e Dispensing the police and its equipment from a civil application that is sometimes
independent.

o Simplifying the operation of EURODAC (every fingerprint will be searched across the
whole data base).

However :

e States performing the search for asylum applicants in a police data base could continue to
do this, but separately ; they are not obliged to record the data on their data base.

e States wanting to perform police searches in the asylum applicants data base must input
their national applications twice. '

e The elimination of current systems can cause problcms' (retraining of staff, etc.)

B EURODAC shouldn't be used for any purpose other than the search for
multiple asylum applications

o Since only two prints are stored, any police search would be difficult to perform
e The system is intended to operate using full prints and not latent prints

¢ In the event of a civil classification system being chosen, the whole data base would
bave to be used for a police search, which would generate an increased workload
and require a lot of time.
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CONCLUSIONS - RECOMMENDATIONS

12) Choice of options and techniques

® In view of the "European diversity' that exists, solution 1b is very
recommended since it is most consensual

e Solution 2 is also very interesting since it is simple to implement and less expensive,
but it requires all Member States to be equipped with workstations ; certain do not
want this.

¢ Solution 1b enables each Member State to link up with the central site as they wish,
and also gives a more upgradable system. What’s more, solution 1b allow the central
system to do the work if the local system is out of arder.

e However, even if solution 1b is implemented, we recommend that each Member
State equip itself with a workstation linked directly to the central site, in order to give

- rapxd data exchange :
- instant on-screen match confirmation using the images that are sent back to the
local system.

® The way that each Member State will be connected to the central site should
be quickly settled upon

This choice will simplify the writing of the specifications for the request for tender and the
tenders submitted by the manufacturers.

Since the system is upgradable, a State will always be able to change the way in which it is
linked to the central system whenever it so wishes.

e

B Fingerprints of all ten fingers should be taken and only two of them
encoded (index fingers or thumbs)
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CONCLUSIONS - RECOMMENDATIONS

13) Implementation

M The future system should be set up as uniform as possible

e Link between local and central sites

o Fingerprinting method (rolled fingerprinting)

o Fingerprinting conditions (compulsory from a certain age) or risk losing HITs
¢ Structure of the EURODAC national identifier

o Length of time for which common data are stored (although it is technically possible
to work with storage times that are different for each Member State)

o Bilateral data exchange

M The capture of existing data should be avoided

However, in order not to lose HITs whilst the new system is building up strength (it will
start with an empty data base), it is recommended to run the current national systems in
paralle] with the future system for a defined period (two years ?)
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CONCLUSIONS - RECOMMENDATIONS

2) KEY SUCCESS FACTORS

B The costs allocation should be- carefully studled

i

/

The central site can be used as an office that invoices vﬁpious amounts according to its
use : '

¢ Number of searches
e Search data base

e Connection time

N.B. since connection costs are a function of time and distance, the locatzon of the
EURODAC central site must be carefully considered.

B Very precise and detailed specifications taking account of the mcompatlblhty
between various manufacturers should be defined. \

EX

%
Y
!

B It must be ensured that current and future national legxslatlon cannot stop nthe
EURODAC system from operating (fingerprinting, etc.) 1

4
3

4

B The legal problems should be solved quickly, because they could slow up
the whole process:

e legal personality of Eurodac

e sending of the central images to the local systems
o ownership of the common data

length of storage of common data
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