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NOTE "A Point" 

from: The Permanent Representatives' Committee 

to: the Council (Justice and Home Affairs) 

No. prevo doc.: 9633/95 EUROPOL 86 

Subject: Europol Drugs Unit: Working Programme 
July 1995 - December 1995 

At its meeting of September 20, 1995 the Permanent Representatives' Committee 

suggested that the Council should approve EDU/Europol's working programme for the 

second half of 1995 as attached. 
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Europol Drugs Unit - Working Programme 
July 1995 - December 1995 

I. Introduction 

This document sets out the planned working programme of the EDU for the second half 
of 1995. The programme has been developed by taking into account the decisions end 
requirements of the Member States' law enforcement agencies and the Working 
Groups of the Third Pillar of the EU; in particular the Member States' Europol National 
Units, the Working Group on Europol and the Working Group on Drugs and Organised 
Crime. Finally, the aspirations set out in the internal Business Plan of the EDU were 
incorporated where they apply to the second half of 1995. 

The wor1<ing programme is divided into two parts: 
• EDU-related activities based on the Joint Action (chapter ll) and 
• Preparatory activities for the post-Convention situation (chapter III). 

II. EDU-related activities 

1. General 
Three major developments took place towards the end of 1994 and will affect 
activities during the last six months of 1995, taking into account the respective 
budget allocations after ministerial approval at the end of June 1995: 

• the EU has been enlarged by three Member States; 

• the EDU mandate laid down in the Ministerial Agreement, which has been 
replaced by a Joint Action', now includes other forms of crime, i.e. illegal 
trafficking in radioactive and nuclear substances, clandestine immigration 
networks, illegal vehicle trafficking and associated money laundering; 

• the Management Team has been increased to five persons. 

\ Joint Action or March 20, 1995: 
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The exchange of information and the production of strategic and operational 
analysis reports remain the main activities of the EDU. Howe\ 9r, It is expected 
that the Europol National Units will increasingly use the facilitl ~s of the EDU to 
support the co-ordination of ongoing operations and investigations 

Increasing the use/involvement of the EDU in international law enforcement co­
operation, in tenns of both quality and quantity, is the responsibility of both the 
EDU and the Europol National Units. 

It is the intention of the EDU to become more pro-active by adopting a project­
oriented approach and collaborating with the Europol National Units in respect of 
specific areas of work. 

Internationally. the EDU, guided by the WG on Europol and the Europo! National 
Units is trying to harmonise its activities with those of other appropriate 
international law enforcement agencies and international organisations, such as 
ICPO-Interpol, the World Customs Organisation (WCO), the Centre for 
Information, Discussion and Exchange on the crossing of frontiers and 
immigration (CIREFI), the United Nations Drugs Control Programme (UNDep) 
and the European Drugs Monitoring Centre in Lisbon, in order to avoid duplication 
and to initiate common strategic analysis. 

2. Support Function of the EDU for Operations and Investigations in 
the Member States 

The EDU intends continually to enhance co-operation with the Member States' 
Europol National Units in general: 

• by determining the Member States' needs and developing with the Europol 
National Units common strategies for day-to-day work. Several special and 
expert meetings (e.g. on controlled deliveries, airport intelligence, maritime 
intelligence) will be organised in order to prepare recommendations, proposals 
and plans for future developments to be discussed at the next Heads of 
Europol National Units meeting; 

• by striving to increase the speed and the quality of replies to enquiries and 
introducing a measuring and evaluation system; 

• by facilitating and improving the support given on request to Member States' 
law enforcement agencies. offering the use of new EDU facilities for operations 
and providing analytical support to riaison officers and to Member Slates' law 
enforcement agencies for ongoing investigations: 

• by producing handbooks for the new Member States in co-operation with the 
Europol National Units. 
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The EDU's main projects will bo: 

• to elaborate the strategy on money laundering, leading to investigation-related 
initiatives, and prepare a report to be presented to the Council of Ministers (as 
requested via the WG on Drugs and Organised Crime) at their December 
meeting; 

• to analyse and evaluate the situation and possibilities for future law 
enforcement co-operation in the field of illicit trafficking in radioactive and 
nuclear substances and to activate EDU participation; 

• to set up a project team on crimes involving clandestine immigration networks 
and to present the conclusions and proposals to the relevant authorities and 
initiate possible co-operation with CIREF1; 

• to evaluate bilateral and multilateral activities in the field of illicit vehicle 
trafficking in order to identify ttie specific tasks to be fulfilled by the EDU; 

• to implement EDU standard procedures derived and developed to support 
controlled deliveries and related surveillance techniques; 

• to develop the ecstasy profiling system for use throughout the EU; 

• to update the General Situation Report No. 1 including the new Member States; 

• to commence preparation of the General Situation Reports 2, 3 and 4; 

• EU Drug siluation report for the WG on Drugs and Organised Crime. 

3. Analysis 

In order to achieve comprehensive and accurate documentation of projects, the 
Europol Natronal Units must be committed to supplying the relevant data. An 
analyst network (EDU/Europol National Units) will be created. Intemally, a 
handbook detailing analytical techniques and procedures will be compiled and a 
procedure for analytical support and software standardisation will be elaborated. 

3.1 Strategic Analysis 

• Statistics 
The department continues to compare statistics on drug seizures as part of an 
on99ing. yearly programme and will endeavour to· harmonise the collection of 
data through a proposed classification system. 
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• Drug Price I Purity Programme 
An overview of drug prices throughout the EU will be compiled for distr ibut ion 
every six months (made possible by the continuous updating of information 
from each Member State) . 
The discussion document on the relationship between drug price and purity, 
produced in March 1995, highlighted specific issues to be overcome. Analysis 
over the coming months of the comments made by each Europol National Unit 
will assess the viability of such a project. 
Furthermore these projects will involve co-operation by the EDU with the Drug 
Monitoring Centre in Lisbon and consultations with the European Network of 
Forensic Laboratories to ensure there is no duplication of effort and to 
supplement each others work. 

• Threat Assessment 
Threat assessment documents will be produced on an ongoing basis. Specific 
information is being gathered to produce the report, "The threat to the EU from 
Central and Eastern European"Criminal Groups", to be discussed at the Heads 
of Europol National Units planned meeting on 15 - 16 November 1995. 

• Clandestine Immigrati9n Networks 
A preliminary analytical assessment will be completed within the coming 
months. 

• Illegal Trafficking In Radioactive and Nucloar Substances 
A review of known cases of such activities has to be established taking into 
account other current law enforcement studies. 

• Money Laundering 
Further work will be carried out specifically in the field of asset seizure. leading 
to a report on -Actions against money laundering- for the WG on Drugs and 
Organised Crime. 

3.2 Operational .Ana1ysis 

• Ongoing Inquiries 
Analysts will be working bilaterally with ELOs on individual cases involving 
Member States, taking into account the current legal restrictions conceming. the 
access, storage and distribution of personal data. There are a number of 
inquiries currently being undertaken on behalf of and under the responsibility of 
the Member States, which inVOlve varying analytical techniques . 

• Illegal Vehicle Trafficking 
Preparatory work on this aspect of the extended mandate will be undertaken in 
order to prepare an operational initiative involving Member States. 
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4. Personnel 

The EDU intends: 

• to ensure the recruitment of aI/ remaining personnel authorised for 1995 and to 
provide the necessary replacements when required; 

• to continue with fhe integration of new personnel as well as providing the best 
possible social welfare facilities for all staff. with e view to providing an ideal 
working climate; 

• to continue to provide all staff with their own detailed job descriptions; 

• to improve the internal communication flow; 

• to establish the medical care structure required by 1 January 1996 under Dutch 
law; 

• to prepare intemal provisional regulations on personnel issu~s. 

5. Security 

The EDU will: 

• finalise the formulation of EDU security policy in respect of data protection 
(physical security and protection of data): 

• establish regulations on 'Fire and Evacuation' and 'First Aid and Reporting 
Accidents' . 

6. Finance 

Together with a sub-committee of the Budget and Finance Expert Group of the 
WG on Europal, the EDU will prepare new budget and financial regulations for the 
EDU as requested by the WG on Europot and the Audit Department of the Dutch 
Ministry of Justice in its report concerning the' 994 budget. 
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7. Information Technology 

7.1 Ongoing actions for the next six months: 

• Establishment of electronic links with the National Units 
Encrypted E-mail links to the Member States will be provided where not already 
installed and personnel within the National Units will be trained in the use of 
the E-mail. At present the countries which ·nave encrypted electronic mail 
connected and functioning are Belgium, Denmark, Finland, Germany, Ireland. 
the Netherlands, Spain, Sweden and the United Kingdom. This form of 
communication, which offers speed, security and flexibility (it is possible. for 
example, to transmit photographs and fingerprints as well as data), is essential 
to the EDU's work and it is hoped that it will be possible to extend the facilities 
to all Member States. 
Direct and secure access for the ELOs to their respective countries' databases 
will also be provided where not already installed (12 Member States). if offered 
by the Member States. 

• Continuation and Improvement of internal training 
Basic training will be provided for new staff in the use of the word processor, 
scheduler and E-mail and advanced training will be given to selected users. 

• Improving the functioning of the computer system 
This will include: 
- hardware and software upgrading and maintenance; 
- installation, training and enhancement of the administrative and security 

databases. 

7.2 Specific tasks 

• Information Exchange System 
A semi-automated system to facilitate the exchange of information between 
ELOs and to manage this process will be finalised by the end of September 
1995. It does not concern itself at present with the form or content of the actual 
information. 

An evaluation will be carried out into the usefulness of a number of electronic 
on-line databases on general law enforcement information for EDUlEuropol 
National Units' purposes. 

The aim in the period from July to December 1995 is to provide ELOs with a 
structure for storing and manipulating the data in their possession to maximise 
the value-adding potential of the information exdlange processes~ within the 
constraints of the Ministerial Joint Action and of each national data protection 
regime. This will also provide valuable experience whidl will be applicable to 
the post-Convention phase. 

10002/95 
(ANNEXE) 

JV/bb EN 

- 7 ~ 



8. Meetings and Promotion 

The EDU will organise the following meetings in The Hague during the second 
half of 1995 to fulfil the requests and needs of its partners in the Member States 
andlor of the presidency of the WG on Europol: 

-oateJ1996)" 

July, 11-12 

" :Subject 
':,,', ," ,. , 

Controlled deliveriesl special law 
enforcement techniques 

Level 

Operational 

September, 7-8 Heads of National Units in charge of crimes Management 
involving clandestine immigration networks 

September, 27-28 Heads of National Units in charge of 
controlled deliveries 

October, 10-11 Specialised units in charge of technical 
surveillance (cross-border) 

October, 12-13 Money laundering (bureau de change) 

October 23-24 Budget and Finance Expert Group 

October. 24-25 Airport intelligence (chaired by Belgium) 

October, 26-27 Nuclear crime 

November, 7-8 Maritime intelligence (chaired by Italy) 

November, 15-16 Heads of Europol National Units (chaired 
by UK) 

December, 7 EU Analysts 

, , ,. 

Illicit vehicle trafficking 

IT Experts 

Management 

Management 

Operational 

Management 

Operational 

Management 

Operational 

A number 'of expert meetings will also be organised depending on the progress 
made in the fields of the EDU's new mandate. 
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Where appropnate or nocessary. members of the EDU Management T earn and .. 
other members of EDU staff will attend meetings and conferences as observers 
and participants according to the policy established by the WG on Europol 

9. The Europol Building 

Final refurbishment of the building has still to be completed. A number of office 
moves will take place before the end of the year to maximise internal security . 

Within the limits of the budget, a support and co-ordination room for assIsting 
Member States' law enforcement agenc1es with ' multi-national investigations will 
be equipped with the appropriate level of technical and communications 
equipment to facilitate the co-ordination of investigations and the support of 
operations such as cross-frontier controlled deliveries. 

In order to reduce running cosls, the third floor of the building will be kept 
completely empty and will function as spare office space for additional personnel. 

III. Preparatory activities for the post-Convention situation 

1. Vision document and structure of Europol 

As requested by the Working Group on Europol, the EDU will prepare a document 
setting out a post-Convention "visionN

, including Europol's organisation and 
structure. 

2. Post·Conventlon Information System 

The information system envisaged in the draft Europol Convention will have to 
meet a number of requirements, including: 

• storage of certain types of data with different levels of access; 
• exchange and manipulation of data within Europol and with the National Units: 
• strict compliance with the Convention. data protection and other rules. 

It could take up to two years to provide the system (plus the time it takes 
individual countries to implement their parts of it). Its development should 
therefore be initiated as soon as possible. 

EDU has been instructed to call a meeting of IT experts from the Member States 
to carry out a feasibility study, draw up a development programme and timetable, 
and calculate the financial implications. Subject to their advice and the decisions 
of the appropriate bodies, in particular relating to resources, a project team will be 
established. Issues to be addressed include: the technical, legal and financial 
aspects; planning and control; liaison with National Units and with' suppliers; 
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documentation, formulation of an operational requirement. evaluation of tenders. 
contract negotiation, detailed specification, preparation of test scripts and dummy 
databases, functionality and volumetric testing, formal system acceptance 
procedures, training and implementation both in-house and within the 15 National 
Units (many of which will require considerable support). Quality assurance will be 
of paramount importance. 

The project team's tasks during the first 6 months should include the production of 
the following documents : 

• Overall project plan 
• Implications of the Convention for the system architecture 
• Functional requirements and constraints imposed by the Convention 
• User requirements 
• Legal position 
• Inventory of Member States' desires and possibilities 
• Proposed system architecture . 
• Proposed functional architecture 
• Financial implications 
• Supplier selection criteria 
• Training plan 
• Implementation procedures. 

Projected planning: 

October 1995 

Last week of October 

November - December 
1995 

10002/95 
(ANNEXEI 

1. Preparation of a technical document based on the 
Convention. 

2. Questionnaire to be sent with the technical 
document to the Member States. 

Preparation of the expert meeting using the answers 
received. 

IT Expert meeting at Europo!. 

1. Preparation of the planning document and time­
table for the project team. 

2. Selection and recruitment of the project team. 

3. Hardware and software installation so that the 
project can start on 1 January 1996. 
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3. Headquarters Agreement 

The various aspects of the future Headquarters Agreement are to be studied and 
a first draft elaborated in close co-operation with the Dutch competent authorities 
from the Ministries of Foreign Affairs, Justice, the Interior, Finance and Social 
Affairs. 

The main items of the Headquarters Agreement will determine the position of 
Europol with respect to the legal status, finances, inviolability, immunities and 
privileges of the organisation, its premises and its staff. 

4. Post-Convention Regulations 

An EDU-contribution to the creation of post-Convention related regulations in 
consultation with the Presidency Df the WG on Europol will be made (see article 
45 of the Convention and others). 

IV. Final Comments 

Responsibility for implementing each individual item detailed in this working 
programme is assigned to a particular member of the Management Team. 

All planned measures are within current budget allocations. 
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