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EUROPOL DRUGS UNIT

Report on the actlvmes of} _the
EUROPOL DRUGS/UNITZ
1 January and 30° June‘fgs
Six month Progress: Report

1. Political decisions

" The estabhshment of EUROPOL is provnded for by article K1 sect|on 9, m-' K
chapter Vi of the Maastricht Treaty. In anticipation of this, the EUROPOL Drugs
Unit (hereafter referred to as EDU) was set up under the authority of a
Ministerial Agreement (concluded 2 June 1993 in Copenhagen).

The mandate of EDU (initially defined by the Ministerial Agreement of June
1894) has now been extended by the Joint Action of the justice and interior
ministers in March 1995 from purely drugs-related crime and associated money
laundering to illicit trafficking in nuclear and radioactive substances; crimes
involving clandestine immigration networks and illicit vehicle trafficking, together
with the criminal organisations involved and associated money-laundering
activities. So EDU as a forerunner to EUROPOL, i.e. under the same
intergovernmental philosophy, is required to assist the police and other
competent agencies within and between the Member States to combat criminal
~ activities more effectively (article 2 of the Joint Action).

Compared to its future successor EUROPOL, this unit is handicapped in two
respects. Firstly it has still a restricted mandate, limited to the above mentioned
items and secondly, personal data cannot be stored in a central database.

At the end of June (Cannes conference 26-27 June 1995) agreerh‘ent was
reached on the Europol Convention.Organisation and structure of EDU
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2. Organisation and structure of EDU

In keeping with various ministerial decisions, EDU comprises the following
- functions (see current organisation chart July 1985 - Appendix):

Co-ordination - Management Team
Staff Unit/ Planning & Development
Information Exchange

Crime Analysis

Information Services

Administration

Security

Representative Host State

EDU's activities are co-ordinated by a co-ordinator, two assistant co-ordinators
and two additional members of the Management Team.

32 ELO's; seconded from 15 Member States (except Austrla) are currently

present in The Hague ‘Much of the preparation to host ELOs of the new..'_l

Member States has been completed.

The Member States are still providing additional personnel at their own
expense. This assistance is continuing with personne! provided for both the co-
ordination and planning and development tasks.

Mr. Weijenburg replaced Mr. De Jong as representative of the Host State. The
Dutch authorities made it formally possible for him to provide part time support
for drugs and other related projects, as confirmed at the WG on EUROPOL (17
May 1995).

3. Operational related EDU support

The exchange of information and intelligence being the primary activity of EDU,
is for the time being, organised on the basis of the national legal systems and
the structure of the Member State’s Europol National Units and other law
enforcement agencies..
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3.1 Exchange of information in general

TABLE 1 - INFORMATION EXCHANGE, JANUARY - JUNE 1995 (Including
requests for operational support)

Austria’ 13 21
Belgium 63 115
Genmany 189 108
Denmark 6 62 .
Spaln 10 163
France 71 112
Finland 1 - 18
UK 112 112
Greece 15 85
Italy 51 134
‘| Ireland ' 28 64
Luxembourg 6 65
Netherlands 33 280
Portugal 61 61
Sweden 1 23
Y Otal FATHOU | PN 660 DAGRE | i ke 1403)

Table 1 shows the dynamics of the requests and answers exchanged amongst
the ELOs during the first semester 1995, when EDU recelved 660 requests
resulting in 1403 answers from one or more Member States®.

The number of requests compared with the second semester of 1994, has
risen by 47%. About 11% of this rise may be attributable ta the entry of the new .
Member States and to the extension of the mandate. The numbers for January
and June (128 and 146) are significantly higher than for the other 4 months
(each averaging just below 100).

In the first semester of 1995, the Netherlands was by far the most requested
country being responsible for 20% of the total number of answers given. One
may infer that this is due to its logistic position within the EU. Spain accounted
for almost 12% of the total number. This relatively high number may be
attributable to both the geographic position of the country and its historic
connections with South America. Other countries often requested to provide
answers were ltaly, Belgium, UK, France, and Germany. Notice should be
taken that these numbers confirm the trend of the second semester of 1994.

The figures in Table 1 give a quantitative idea of the total amount of the work
made by the ELOs. Obviously the figures have little to do with the real
commitment of the ELOs which is partly identified by the quality of the
information exchanged (see Category Il and Category Il columns in Table 2).

Germany represented the Austrian interests, as no ELO from Austria has been appointed yet.
? The answers are often resulting from time consuming (ELO, Europol National Units) and sometimes
complicated database interrogation and ongoing investigation in the Member States.
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TABLE 2 - QUALITY OF REQUESTS, January-~June 1995

3k 04 : ] : z
Austria® 13 11 2 - 1" 2 - -
Belgium 103 63 53 3 7 55 2 1 - 5
Gemany 104 189 145 35 9 139 30 16 2 3
Denmark 9 6 4 2 - 3 3
Spain 6 10 7 3 - 6 2 - - -
France 66 71 47 24 - 66 2 1 1 - 1
Finland 1 - 1 - - 1 - - - -
UK 62 112 96 8 8 80 18 . 1 - 3
Greece 8 15 14 - 1 14 1 - - - -
| Ifaly - 27 51 30 12 9 48 2 1 - - -
Ireland 15 28 19 4 5 24 - 3 - . 1
Luxembourg 9 6 4 2 - (] - - - - -
Netherands 25 - 33 17 12 4 23 6 . 1 - 5
Portugal 22 61 55 5 1 38 18 4 - - -
Sweden - 1 1 . . R 1 .
Total s K449 353] 03 660 Sav | #1603 53] 2113 55| 4044 52 | 2524 | 5 85 5] Be20 B | 3005 5 Dok dwkm | 22 L9008

Table 2 highlights some aspects of the requests with a view to identify the
quality of information exchanged. The percentage of simple requests (i.e.
requests where routine activity is required, often obtained after basic
interrogation of information and intelligence systems) is almost 76.5% (it was
81% in the second semester of 1994), of which 17% needed additional
initiatives (e.g. identification of legal possibilities, interactive approach, intemal
EDU meetings,) by the ELQO's (previously 14%).In about 6.5% of the requests
support of the co-ordination of international investigations and operations, the
important contribution of some ELOs was asked for, compared to 5% |n the
“second semester of 1994

- This trend is regarded as very important for the.development of EDU, even
though the figures only show a slight increase.

Looking at the requests from the perspective of the different areas of the EDU
mandate, it should be noted that an overwheiming majority of requests still deal
with drugs (almost 80%). However it should be said that the percentage of
requests related to money laundering rose from 7% in the second semester of
1994 to 13% in this semester. As far as the new work areas are concerned
vehicle trafficking is making a cautious start with 4%, whereas in the other two
areas of the extended mandate initiatives are being undertaken to develop the
communication channels with the competent authorities in the Member States.

Notwithstanding these positive remarks and taking into account the number of
requests and their average quality, it is quite obvious to note that the Member
States perceive the role of EDU in respect of the exchange of information in
different ways. Undoubtedly, the improved quality of the work:carried out by
'EDU, particularly by the ELOs, will have a positive |mpact on the general
perception of the Unit among the users.

Category | : Simple request

Category Il': Additional initiative of EDU

Category [Il: Support of co-ordination of international investigations

Germany represented the Austrian interests, as no ELO from Austria has been appointed yet.
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3.2 Operational support

Operational EDU support is developed in line with the requests initiated by the
EUROPOL National Units. Those requests require longer term activities of
ELOs from different Member States and lead to intensive co-operation during
the weekend, night and normal working hours.

EDU is also more and more active in the exchange of general information (e.g.
important police actions with possible direct influence in neighbouring Member
States, new initiatives, new technological tools, etc)

| Additionally ELOs and the EUROPOL National Units had full support of the
EDU documentation centre (see para. 6).

A number of meetings with the representatives of the Member States (Heads of
EUROPOL National Units, Operational Heads, expert meetings etc.) has shown
that, together with the exchange of information and intelligence, the high priority
of EDU is the support of co-ordination of ongoing operations (e.g. controlled
deliveries, multilateral investigations. requests for muitilateral cross border
observation). In order to fulfil this task and in the perspective of implementation
of measures at the European level a certain number of actions have been
initiated by EDU. Of these the following are worthy of mention:

» an in-house regulation to support the co-ordination of controlled deliveries is
ready for implementation after acceptance by the Heads of EUROPOL
National Units.

e .an operationai support room (OSR) is currently being prepared in order to

~ facilitate the co-ordination function of the ELO’s during ongoing multilateral L

operations and to be used by investigators from different Member ‘States' -
meeting at EDU.

e an evaluation of possibilities to assist the Member States during ongoing
investigations and operations has been prepared for submission to the
Heads of EUROPOL National Units. ,

¢ an evaluation of methodologies and working practices employed both in the
field of inteligence and operational activities is in progress with
recommendations for improvement and will give rise to different action plans
for implementation at European level, including analytical support (see 3.3).

In order to give a better understanding of a typical situation illustrating the
added value of EDU for the support of co-ordination of operational activities an
example is outlined below.

Whilst investigating a particular criminal group a requesting Member State
identifies an urgent need for an observation to be carried out in other Member
States, as intelligence indicates that some of the targets will travel to various
EU countries. Using the EDU channel which is available 24 hours/day |t is .
possible to handle this request at very short notice. - ‘-\
The requested ELOs of the other Member States check\-(he legality of the
. request in respect to their own national laws taking care that the competent
observation team takes over the surveillance activities as soon as the target(s)
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cross the border. It must be emphasised that throughout the whole operation
the requesting national unit maintains full authority and control of the case.

Arrangements are then made to organise the observation teams of both
countries in such a way as to avoid language and communication problems.

The operation is closely monitored at all times by the responsible ELO at EDU,
often remaining at EDU utilising the facilities of the Operational Support Room.
When problems occur the ELOs are used as an interface between several
operational teams, as they have the ability to make prompt contact with all
parties concemed, avoiding language and communication barriers.

ELOs are permanentiy in a position to extend the observation into another
Member State particularly when a target suddenly changes plan and crosses
into another Member State.

In cases where the legal requirements change such as a surveillance becoming
a controlled delivery due to the identification of an unexpected quantity of drugs
being transported, EDU has the ability to quickly adapt to this situation and
provide the appropriate response.

After any kind of support of an ongoing operation, the use of EDU as an unique
platform of co-operation allows the operational services of the Member States
to have a genuine feed-back on the case. This allows them to make use of all
the information and intelligence gathered during the operation in order to further
target and subsequently dismantle criminal organisations in the most
appropnate way. .

3.3 Crime ahalysis

The four analysts (two strategic, two operational) realised an essential
contribution to the function of EDU. Although storage of personal data is not
permitted (until the convention is ratified), various initiatives have led to
fundamental progress in operational work. '

Analytical Support to Member States’ investigations and operations:

From an operational viewpoint the analytical department has provided
assistance in a number of operational enquiries working closely with individual
ELOs (under authority of the EUROPOL National Units) and have supported
major enquiries in Germany, Denmark, Belgium, France, Portugal and Greece.
Following agreement by the Working Group the department can provide
operational support by giving analytical assistance on a bi-lateral basis. The
analytical support is carried out not only within EDU building but also in Member
States where the enqmry is being undertaken when technical advice,
_knowledge and assistance is required to give support to a specific and complex
enquiry and when personal contacts with competent national ‘authorities are
needed. An intemal policy document outlines the procedure for responding to
requests for analytical assistance.
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EDU never takes over national responsibility and does not send analysts purely
to promote national support.

Software Standardisation:

In respect of software standardisation the EDU department has two evaluation
copies of the accepted analytical software in use world-wide and have looked at
its use both in the law enforcement and commercial arena.

Financial Analysis:

EDU has started to develop financial analysis to take place through linking
structured financial transaction data using a specific software package and
common analytical technique developed by analysts EU wide. In line with this
approach EDU is involved in the Dutch Working Group on Financial Cnme
‘Analysis.

Analytical Handbook

In order to give an overview of the analytical support available and to make
others aware of the analytical purpose and procedure, the department is
preparing an EDU Analytical Handbook which will outline the role of both
strategic and operational analysis including new technical means of analysis
(e.g. phenomena analysis). This will indicate the added value EDU analysts can
give working within an EU environment providing an EU perspective rather than
a single MS viewpoint. This approach shall lead towards greater co-operation
between analysts and specialists EU .wide thus enhancing the role and
understandtng of anaIysns throughout all MS. -

'. Threat Assessment

A discussion document was presented to the EUROPOL National Units in
March 1985 giving a perspective on criminal activities within the EU and threats
posed by criminal groups. In order to prepare the document many sources
were used including non-law enforcement organisations and open sources. The
resulting document dealt with all aspects of the extended mandate of EDU, with
a country by country description of the major criminal phenomena facing each
country. It also outlined the threat from countries outside of the EU likely to
influence law enforcement initiatives within the EU. Finally the document
highlighted the criminal groups posing the greatest threat to the EU and these
were found to be Central and Eastern European criminal groups; Italian Mafia
type organisations; Nigerian criminal groups; Triad societies; Turkish criminal
-groups and Yugoslavian criminal groups. A summarised version of the
document was also produced.

Recommendations were made within the document and the document provided
the foundation for identifying additional EDU projects. As a result EDU was
tasked by the Heads of Europol National Units to provide an in depth report
concerning the threat of Central and Eastem European criminal groups which
will be presented to the next Heads of EUROPOL National Units meeting
planned for November 1995.
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Drug Prices:

An EDU document details the price of drugs both at ‘wholesale’ and ‘retail’ level
in each Member State's currency and in ECU’s. The drug price document is
produced every six months and is considered to a valuable tool for operational
teams and will be continuously updated the document (as prices change),
allowing EDU to respond immediately to questions raised on the subject.

Drug Prices/Purity Programme:

A discussion document has been produced to assess the possibility of
introducing a EU wide drug price/purity programme to give a greater insight into

~ the drug market. Liaison was established between EDU and the Forensic
Laboratory in the Netherlands (chairing the informal European laboratories
network) with a view to assist in the development of profiling systems within
EDU and with The European Monitoring Centre for Drugs and Drug Addiction in
Lisbon who wish to -work cIoser with EDU particularly in respect of social
indicators.

Drug Seizure Statistics:

The analytical department continued to obtain statistical data on drug seizures
within the EU and will publish the data annually, the next publication planned for
second half of 1995. This document will outline the drug seizures in the
Member States of the European Union between 1989 - 1994. The compilation
of the statistical data varies between each Member State and part of the future
work in this field must be to look at the feasibility of obtaining the necessary
data in a standard format. A proposal to this effect was glven to each
EUROPOL Natlonal Unit..

The usefulness of the document would be greatly enhanced if agreement was
reached within the Member States to have a consistent approach to the way the
figures are obtained. Further work on statistical gathering is part of ongoing
EDU discussion.

Ecstasy Profiling Programme

In order to identify similarities and links between different seizures of Ecstasy
pills a programme has been set up to register the external characteristics of
seized pills in a standardised way.

3.4 The tasks and functioning of EDU in relation to the EUROPOL National
Units

The relationship between EDU and the EUROPOL National Units has been in
continuous evolution. The expectations of EDU’s added value differs from one
country to another and the willingness for EDU involvement is dependent upon
the willingness to distinguish between the basic activities of EDU and Interpol,
along with the existence of a strong DLO network within the EU. Various
EUROPOL National Units have been restructured or reorganised and the
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existence of a well organised and integrated EUROPOL desk is essential for
EDU. Two Member States are developing the possibility of direct contact from
regional law enforcement agencies to their ELO’s in The Hague on the
condition that the EUROPOL National Unit is kept infcrmed and with
possibilities to eventually join the initiative.

The areas of responsibility of some customs authorities and the additional fields
~ of criminality in the extended mandate create the problem that some areas are
- outside the responsibilty of one National Unit (as foreseen in the Joint Action).
Subsequently the intelligence regulations differ and intelligence exchange is not
standardised EU wide resulting in access facilities to relevant mtelllgence

systems varying in procedure. The legal annotations for exchange of
~ information are under discussion mainly due to the lack of common EU
regulations, needs and methods in line with the creation of EDU.

EDU has been working with national units to help them streamline their intemal-

procedures where problems have manifested themselves. For this purpose
EDU designed an IT based monitoring system which is just entering the test
phase and subject to satisfactory performance will be introduced to all ELO's
during the next six months.

Four EUROPOL National Units were visited namely Spain, Portugal, The
Netherlands and [reland and handboocks containing national regulations and
~ bilateral (EDU Member State) arrangements were flnahsed

EDU organlsed meetlngs at dlfferent levels in compllance with its mandate .

There were both operational (of investigations lo co-ordinate ongoing
investigations) and strategic meetings.

The regular Heads of National Units meeting chaired by the EDU Co-ordinator
took place at EDU on 15th and 16th March 1995 in order to evaluate the
performance and results of EDU activities and to provide a platform to guide
future EDU plans and activities.

A variety of topics were discussed including:

o EDU Business and Working Programme;

e results of Heads of Europol National Units sub-committee meeting of 31
January 1995;

o extension of EUROPOL mandate.

During this meeting Mr. A.H. Pacey, Director General of the UK NCIS (Europol

Nationai Unit) , was elected Chairman of the next two Heads of National Units .

meetings. On 29 June 1995 Mr. Pacey visited EDU- to progress the planning
process of the meeting and to assist in the identification of the needs of all the
Heads of EUROPOL National Units and is involved in the EDU future
programme and in the common identification of the needs of the Europol

. National Units.
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The Heads of National units prioritised the work of EDU and agreement was
reached for EDU to concentrate on:

o assetl seizure support
e an in depth study of organised crime groups from Eastem Europe, as a
direct result of the threat assessment.

It was decided to replace the Operational Heads of NCIS meeting by,
operational case meetings on an ad-hoc basis, to support co-ordination of

" specific projects/operations/investigations, including analytical assistance where

necessary. EDU organised on 22/23 March a special meeting for the Europol
" National Units on the extention of the mandate conceming the following new
areas of responsibility:

¢ the illicit trafficking in radioactive and nuclear substances;
s crimes involving clandestine immigration networks,
o jllicit vehicle trafficking;

and associated money-laundering.

In the area of lllicit Trafficking in Radioactive and Nuclear Substances
it was decided to:

 describe the scale of the problem;

- arrange a meeting of experts, to identify the scale of the problem and glve ;

‘consideration to further EDU development in this area;
e consider the need for a project team;
¢ initiate a basic training event, primarily for liaison officers.

Accordingly, immediately following the meeting a working team was formed
consisting of 6 ELOs, an analyst, and a member of the planning and
development team; and they began gathering ali readily available relevant
information. This team was joined by expert case officers from Germany,
Sweden and Austria for a two day workshop.

A two hour training event was attended by ELOs, analysts, and other EDU
personnel on 12 June 1995. During this seminar lectures were given by
Professors’' H. van Dam and M. de Bruin of the Delft University of Technology.

In the area of Clandestine Immigration Networks
it was decided to establish:

e an EDU intemal group for evaluation and establishment of necessary
 contacts with relevant bodies (avoiding duplication) such as CIREFI; -
o different contacts with experts notably Belgium and Netherlands.
* a project peam on clandestine immigration networks. Starting date is 1
September 1995 for a period of three months;
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Exchange of information has already started in this field.,

n the area of lllicit Trafficking of Vehicles
it was decided that:

o the development of future EDU activity must take into account the priorities
defined by the EUROPOL National Units in accordance with national needs
and expectation;

o the main priority should be the active exchange of |nformat|on and to give
support to co-ordination in multilateral ongoing investigations pamcuiariy
special cross-border surveillance techniques; .

A working team consisting of 7 ELOs, an analyst and a member of the planning

and development team was formed and two documents have been sent to the
Member States. One document outlines proposals to start the implementation
of this subject, the second document promotes EDU's activities in this area with
the competent law enforcement authorities in the Member States. '

Associated money-laundering

EDU formed an intermal working group who developed, after consultation of
experts from several Member States, proposals for an EDU strategy on money
laundering and asset seizure. These proposals have been integrated in a
Project Plan and were presented to representatives of the EUROPOL National
Units during the conference held on 11-12 May 1995. These specialists from
the 15 Member States discussed with EDU the policy of this organisation in the

+ . area of money laundering and asset seizure. The Project Plan was received

~ with broad agreement fo its aims and objectives although it was regarded as an. " '

- ambitious project.
The meeting recognised an added value of EDU in the areas of:

 the support of ongoing international money laundering investigations;

¢ the exchange of information with the purpose to seize assets;

 the development of special projects. (Bureaux de Change was mentioned as
a subject for such a special project).

Special meetings

Customs meeting:

An informative meeting for the Heads of Customs Investigation services of the
EU aimed at increasing their awareness of EDU took place on the 1/2 June
1995. A variety of subjects were discussed with emphasis being placed on the
_availability of EDU to support. Customs activities which fall within the:mandate.

Cocaine meetlnq

A comprehensive document produced from information made available during
the 1st EUROPOL Cocaine Caseworkers Conference held on the 4/5 April
1995 has been given to all delegates who attended. Many EDU

recommendations were outlined in the document and as a direct result of these -

EN

- 10001/95 JV/bb
(ANNEXE) :

- 12 -



recommendations and the summarised feedback from the delegates a number
of items were used to create an EDU Implementation Plan. Future activity in
this area of criminality will partly depend upon the views of the delegates in
respect of the recommendations made within the document.

3.5 WG on EUROPOL and WG on Drugs and Organised Crime:
Members of the Management Team and other members of the staff were
present at the monthly meetings of the Working Groups on EUROPOL and on
Drugs and Organised Crime. Documents on the following subjects were
presented for decision and/or guidance:
o analysis of personal data;
e support of operational and intelligence activities;
« extension of EDU mandate; '
o threat assessment; . _
o results of the expert committee on tasks and functions of Heads of National
Units meetings;
e project team clandestine immigration networks;
e budget 1994 (final accounts), 1995 (amendments), 1996 and 1997-1999
(proposals).
For information the following documents were produced:
«. Working Programme January-June 1995; -
» Progress Report first three months of 1995; ~ .
¢ highlights from 1994 Press Release; - -
o list of international contacts in 1994.
3.6 Other meetings and visits

EDU representatives (staff members, ELOs) frequently participated at national
initiatives, set up to clarify the role of EDU in the different Member States and at
various law enforcement meetings. EDU representatives participated as
observers in several meetings and conferences, aiming to obtain as much
expertise as possible and to avoid duplication of efforts.
Furthermore several bilateral contacts with various experts took place and
additional meetings for the training of ELOs in specific fields were organised.
Members of EDU management team and other members of the staff visited the

~Member States to discuss the crime situation, the national: expectations and
ways to ‘build up co-operation between Member States’ law enforcement
agencies and EDU. They were also asked to speak at various conferences and
meetings. Parlicipation was at every occasion accepted in agreement with the
Presidency.
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- 3.7

On the request of Member States and/or with the agreement of the Presidency
the following important visits were made to EDU building in The Hague:

‘Daté: (1995)“%}41 iVisior(s) SusRus Ry

15 February | Group of Swiss Police > Officers

22 Februa Senator Masson (France)

28 March Mr. Nassauer, Member of the EP

30 March US Ambassadors in Brussels and The Hague®

03 April Mrs. Gradin, EU Commissioner, Mr. Fortescue and Staﬁ

21 April Police Commissioner of the Hague Region

25 April Mr. Oleson, Inter-governmental Consultations on Asylum,
Swiss

25 April European Association of Air and Seaport Police (at the
occasion of the yearly conference in Rotterdam)

26 April Mrs. Van der Molen-Maessen, State Prosecutor/ NL and Mr.
Rijk, CRI :

24 May House of Commons Select Committee, UK

6 June Vice Chairman and members of the FDP, German Liberal
Party

26 June Mr. A.H. Pacey, Director-General of UK NCIS, chairman of
Europol National Unit meetings

it was proved on these occasions that there is a need for information on the
work of EDU and that visits are very useful when arranged on a selective basis.

Contacts to law enforcement agencles and other organlsatlons to foster .

and maintain a professional relationship with other appropriate

international law enforcement agencles

EDU was making contacts with law enforcement (and similar) agencies
primarily to ensure that duplication of effort is avoided. In addition, occasionally,
it is necessary to make contact with another law enforcement organisation in
order to progress a project by obtaining data not readily available. However
EDU is not in a position to enter into formal agreements or to sign memoranda
of understanding with other organisations because of the lack of a ratified
EUROPOL Convention. Aware that it would be inefficient to operate in paraliel
with some organisations possibly in the same area, EDU has, where necessary
made contact and formed relationships with these organisations in agreement
with the Working Group on Europol and/or its Presidency.

ICPO Interpol

In line with the preliminary meeting between EDU and Interpol (October 1994),
a further meeting took place between EDU Management Team and the Interpol
General Secretariat. The co-ordinator and the presidency described EDU
developments at the Interpol European regional meeting. EDU observers were

4 participation of the French Presidency
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allowed to attend specific Interpol meetings within the mandate of EDU. Interpbl
observers patticipated at the Heads of National Units and other EDU meetings.

The World Customs Organisation

In line with the first contact meeting between EDU and the WCO (September
1994) attendance at conferences at each organisations’ premises was
organised as appropriate. Representatives of EDU attended the WCO Heads of
European Customs Investigation Conference ; and a WCO delegate attended
amongst others the ‘Third Heads of NCIS Meeting’ in The Hague in March
1995. :

The United Nations Agencies

EDU has also participated as an observer - as being a régiona| police co-
operation body - in some activities initiated by United Nations 'Agencies involved
in the fight against illicit drug trafficking and organised transnational crime.

EDU participated in the Third Meeting of Heads of National Drug Law
Enforcement Agencies (HONLEA), Europe, (Vienna, 30 January - 3 February
1995) organised by the United Nations Drug Control Programme (UNDCP),
during which the extent of drug trafficking at regional level and related
crimes/phenomena were discussed.

In this way EDU obtained first-hand data particularly useful to strategic analysis.

Furthermore 'EDU was iinvited as an observer to the -Fourth session of the
Commission on Crime Prevention and Criminal Justice (Vienna, 30 May - 9
June 1995), in order to search for a strengthened co-operation.in those fields of
mutual responsibility.

The Monitoring Centre for Drugs and Drug Addiction (Lisbon)

The Co-ordinator and Assistant Co-ordinator visited the European Monitoring
Centre for Drugs and Drug Addiction in Lisbon in order to maintain and
enhance co-operation in a number of fields of activity, including EU drug
statistics.
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4.1

Administration

Personnel

Recruitment

Of the 19 recruitment's authorised for 1995

~ e 7 have been completed as follows:

1 senior officer, staff unit

1 junior officer, staff unit

1 senior officer, personnel
1 senior officer, finance

3 staff for general services

» 2 posts currently held by seconded officers as follows:
2 planning and development (P&D)

» 3 recruitment procedures are under way as follows:
1 P&D officer
1 judicial consultant for P&D
1 IT systems development officer

o 7 posts are to be filled in the second half of the year
The structure document appended |ndtcates the exact s|tuat|on on 1 July 1995

Of the 83 EDU personnel all included, 32 are liaison officers from 14 Member
States, of the other personnel 34 are Dutch, 5 German, 5 British, 2 ltalian, 2
French, 1 Danish, 1 Belgian, 1 Luxembourger.

In addition, temporary staff have been recruited for replacement purposes when
necessary.

Status

The exchange of notes between the Netherlands and the 14 other Member
States regulating the status of non-Dutch members of EDU personnel has
taken place for 11 countries. Only the exchange of notes with Spain, Sweden
and Austria has not yet been effected.

There are st|I| problems with regard to the practical consequences of the
provisional status of the non-Dutch EDU staff. The establishment of the
Headquarters Agreement will be one of EDUs major priorities after the
signature of the convention
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4.2 Finances

In the first half of 1995, the 1994 annual accounts of EDU audited by the
internal Audit Department of the Ministry of Justice, which was charged with this
task. An unqualified report was issued by the Audit Department. However the
report did state, that an administrative organisation system will have to be put in
place in the near future and that the Budget and Finance Regu!attons for EDU
will have to be adapted.

The Budget and Finance Experts Group met three times In the first six months

~of the year. The matters discussed included the implementation of the 1994

budget, amendments to the 1995 budget and the proposals for the 1996
budget.

The definitive balance from the 1994 budget showed a surplus of ECU 667,249.

The Ministers decided at their meeting on 21 June to approve the 1994
accounts and discharge the EDU Co-ordinator for 1994. They also agreed that
the savings from 1994 should be deducted from the 1995 contributions of the
12 Member States concerned.

The 1995 budget was consequently increased by the Ministers by ECU
208,000. bringing the global amount of the budget to ECU 3,918,000, of which
ECU 1 821 484 was approprlated or committed in the first half of 1995.

- The Mlmsters also approved the 1996 budget for EDU with a globa| amount of' N

4.3

" expenditure of ECU 4,997,000.

The first stage of the computerisation of EDU's accounts was completed at the
beginning of 1995. The SAP system chosen (used by the Dutch Ministry of
Justice), although adequate for the present, should be extended in the future to
include durable purchases and permit stand-alone working at EUROPOL.

Conference facilities and building

On 15 March 1995 the new conference facilities at EDU were officially opened
and were used for the first time the very next day for a Head of EUROPOL
National Units meeting. Since then 14 other conferences, meetings and
seminars have been held by EDU in the confererlce centre,

The interior- of the bundtng has been refurbished: by the Host State the grounds
have been redesigned and landscaped with substantial financial assistance
from the City of The Hague.
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4.4 Security

Since EDU’s new conference facilities were opened, the new security system
provided by the Host State authorities for the whole building has gradually been
implemented. After numerous teething problems, the complete integrated
security system is now fully operational.

Information Services

5.1 Information Technology -
Actions: :
The first six months of 1995 have seen significant developments in the level of
IT support for EDU personnel and. activities. These fall into two groups'.
Externally oriented:
o Establish encrypted mail links with national units
Electronic mail is the princieal means of communication between ELOs,
other EDU personnel, and with national units where connected. It enables
the secure transmission of information, documents, images such as
photographs and fingerprints, statistical data etc with a minimum of manual
or c|enca| lnterventlon '
'Encrypted mail links have been estabhshed W|th
Belgium Germany Sweden
Denmark Ireland United Kingdom
Finland Spain :
o Establish direct secured access to Member States’ databases
Three liaison bureaux have access to their own national databases with a
link established by EDU and the respective Europol National Units:
Belgium
Finland
Gennany
- Any decision to extend thls facnllty is for individual Member States and WI||
- be facilitated by EDU."
- 10001/95 JV/bb EN
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o Establish E-Mail link with selected external agencies.

Arrangements are in hand for a secure connection with the European
Translation Centre in Luxembourg. The work at the EDU end is complete.

e Support training in the use of Electronic Mail systems in Member
States. '

An offer was made to all ELOs and national units to provide E-mail training
within the national units. So far only Denmark and Italy have accepted.

Intemally oriented actions:
- o Upgrade the IT system

The essential steps have been taken to upgrade the system to take into
account the growth of EDU. Certain severe problems of slow running
(especially with mail) have been remedied. Within the current year's budget,
however, it has not been possible to install a database server as originally
envisaged at the time of writing the Working Prograrnme for January to June
18995. However contacts with suppliers have been maintained and plans
drawn up for the next phase of work.

* Develop an information security plan.

.The physical security of EDU and within the building, in respect of

‘documents and other forms of information, is maintained to .the highest: '

standard. Specific policies have been drawn up in relation to the use of the
network, which are closely monitored, while the configuration of the whole
computer system ensures access to any information is based on satisfying
both the appropriate level of authority and the specific need to know.

¢ Deveiop an EDU administration database.

Two databases have been breated: Info Browser for selected users, and a
basic record system for the EDU Security.

Both applications need to be expanded to match the needs of the users but
this will have to be done progressively according to availability of resources,
the work for ELOs receiving the highest priority

e [T training for EUROPOL staff.
All new members of staff received basic training in Windows, Word, Malil,
Schedule, the majority within their first month of arrival. Selected personnel,
according to need, received advanced training in these or in Access and
Excel. ‘

Specific training was also given for internally developed applications.
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e To develop EDU's internal exchange of information system,

The main purpose of this action was to support the exchange of information
within EUROPOL using the standard programs available: Word templates
and E-mail functions.

It became clear there was a need to develop a specific application able to
handle the Information Exchange procedures. A user group was established
to analyse the process and define the precise requirement.

The first phase of this information exchange system has been demonstrated
to ELOs and is about to be piloted. It provides a structure for handling and
keeping track of enquiries in accordance with the requirements of the
Ministerial Joint Action. It does not touch the personal data exchanged but
will give ELOs an integrated application facilitating their daily work.

o |T support on operational cases

While not included under Information Technology in the Working Programme
for January to June 1995, it became apparent during the course of the year
that this was a priority. Basic facilities have been installed in the support
room, including:

o workstation on the EUROPOL network

o ‘stand alone’ computer to access external sources of information such as
Reuters.

¢ telephones and fax.

6. Documentation

The purpose of EDU Documentation Service is to provide relevant support for
EDU staff and EUROPOL National Units in all aspects of documentation work.
Through close and regular co-operation with the documentation services of the
EU Member States, it is possible to inform all members of the staff about new
developments in different areas of law enforcement.

The basic principle of the documentation unit remains in that it is not a library in
the traditional sense of the word, but rather a support service for operational
related activities, thereby relying heavily on the 15 Member States’
‘documentation centres located within the national law enforcement structures.

EDU extended co-operation with the EU information centres. The. on-line
electronic connections to official EU agencies was established in the month- of -
June. ' = B '

EDU actively participated in the World Criminal Justice Library Network
(WCJLN) conference in May in Germany, folllowed with interest the United
Nations Criminal Justice Information Network initiative, and made almost daily
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use of two law enforcement exclusive electronic bulletin boards, namely EPI-
Centre in the UK, and COPS in the NL. Use of the bulletin boards provides
EDU with a 24 hour, 7 days a week document messaging service from
anywhere in the EU. Evaluation of the Pilot project “Reuters on-line press
service” resuited in its incorporation into a permanent service for members of
EDU and the Europol National Units.

- Final conclusions

EDU has now been operating for over 18 months and reflecting on
developments in the field of information exchange during that period provides
an insight into the widely differing views of Member States to the concept of
EDU. It is clear that Member States' law enforcement authorities in general are
changing their attitudes towards the use of EDU from a straight forward basic
exchange of information facility to utilising the organisation more and more for
the support of ongoing operations and investigations.

In the area of drug trafficking over the last 12 months Member States National
Units have used EDU many times to facilitate and support the co-ordination of
interational controlled deliveries. This is the most obvious example of the use
of EDU to support ongoing operations but there are others; co-operating
couriers, bilateral transit cases, international surveillance operations are other

- examples of this phenomena. EDU has encouraged and facilitated this

tendency by creating a 24 hours day 365 days year response mechanism in

respect. of .each’ Member State, and. by estabhshmg logistic conditions (e.g. ’
special operatlons room, documentation’ centre) specmcally for ongoing’

operations in the EUROPOL Building.

One disappointing aspect of this development is that there have been a number
of occasions where controlled deliveries would be beneficial but the recipient
Member State law enforcement authority has been unable to adopt the case for
a variety of reasons, primarily due to the lack of available resources and/or
internal policies. These situations are particularly unfortunate because usually
these cases involve substantial seizures of controlled drugs and non adoptlon
means the law enforcement action stops at seizure. It is clear that in those
Member States where the judiciary have a substantial impact on the way
investigations are conducted there is room for an improvement in co-operation
in line with the third pillar philosophy.

~ The development of the Analytical Department of EDU in many ways reflects

the evolution of EDU itself. Their work is moving to a more operational style,

with Member States law enforcement agencies requesting their expertise to -

support - ongoing investigations. In this pre-convention phase ‘their work is
handicapped by the data protection legislation, particularly the rules relating to
personal data. The expert meeting planned for the second half of 1995 will heip
determine the users needs more clearly.

The development of utilising EDU for support of operations may be the general
trend, and it is confimed by overall statistics, but it does not apply to all 1‘5
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Member States. It is clear that the concept and expectations of EDU differs
widely .amongst the 15 EUROPOL National Units and perhaps this can be
explained by the following:

o the position and authority of the EUROPOL National Unit within individual

~ countries; :

s differing Member States legislation;

¢ varying attitudes of Member States' judicial authorities; :

¢ the size and sophistication of Member States' EU drugs liaison officer
network.

EDU is designed to help combat serious intemational criminality and the

generally accepted philosophy at EDU is that there is a presumption that in

respect of any individual enquiry the requesting National Unit has determined
the routing of the request with care and consideration. There are other
channels for intemational exchanges of information (the drugs liaison officer
network, Interpol, bilateral arrangements etc.) and it is important that the correct
routing is always selected.

The Joint Action details the legal mandate and to some extent procedures but it
does not set out the strategy of EDU. This area is determined by a number of
- interwoven fora such as the Working Group EUROPOL, Working Group on

Drugs and' QOrganised Crime, The EUROPOL -National Units, 'and EDU

Management Team. Although this phenomena has not proved to be =

unworkable, perhaps the time has come to seek better ways of integrating
political and operational expectations of EDU.

In the meantime EDU is developing activities as much as possible in line with
the Member States’ expectations. Recruitment of personnel, budget
arrangements and |T developments are organised in order to facilitate this
planning. The signature of the convention will be an important milestone in the
development of EDU and the subsequent creation of EUROPOL.

EN
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