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EUROPOL DRUGS UNIT The Hague, 24 Jan.95 
File No~1423&04 

Repdrt'on the activfties·of.tAf#'·l:u.aQp..p~4:Q~i:lg~;:uritt'~: . 
. between: 1 Jani.Jary-_ao.d:~r·Q.~·c·~.mp¢.~~:9941 .... 
. Firsryeat:l?r~sr~ss·~~po.rf . . 

1. Political decisions and start-up of EUROPOL Drugs Unit 

The establishment of EU ROPOl is provided fer by article K..1, section 9, in 
Chapter VI of the Maastricht Treaty. 

In anticipation of this, the EUROPOL D(ugs Unit (hereinafter referred to as EDU) 
was set up under the authority of a Ministerial Agr~ement (concluded 2 June 1993 
in Copenhagen). ' 

The task bf eoul as set out in the Agreement, is of course derived from the 
anticipated task of EUROPOL but covers a narrower field (illicit drug trafficking, 
the criminal organisations involved and associated money laundering activities 
affecting two or more Member Stales). 

The Eu{opean Council decided on 29 October 1993 that EUROPOL would be 
based in The Hague. ' 

~DU startsd at the beginning of 1994. 

The EDU building was Unally inauguraled on 16 February 1994 when it was 
handed over to the Caretaker Co-ordinator by 1he Dutch Minister of Justice via the 
Greek EU presidency. 

\ Repon!e till ~rg 5iir'\\QQ te 1J1. Iolir.Ulor.s In ~ccra:.ncc with Ih<: ~,r.i!toria' Aoroem,!·n\ on lhO e~("'Cfi~hm&n1 of I~ ~UROPOL 
Devos Ufli( 
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2. Organisation and structure of EDU 

In keeping with various ministerial decisions, EDU comprises the following 
functions (see current organisation chart January 1995 • annex 1): 

Co .. ordination Board 
Staff Unit I Planning & Development 
EUROPOl Liaison Officers (ELO's) 
Analysts 
Information Technology 
Documentation/Library 
rralning 
Administration and Supp,orl 
Security 

At the Luxembourg meeting .on 20 and 21 June 1994, the Council of MinIsters of 
Justice and Home Affairs of the Member States appointed the Co-ordinator until 
ehe entry into force of the convention setting up EUROPOL At their Brussels 
meeting on 30 November and i December 1994 it was decided to appoint two 
assistant co-ordinators and two additional member;; of the Board. 

27 ELO's, seconded from 12 Member States, are actually present jn The Hague. 
The preparation io host ELO's of the new Member States has been started. 

The Host State Support Group existed from 01 January 1994 until 31 December 
1994 ar.e consisted of 9 oHicers/civi! seNants responsible for Personnel, Finance, 
Relocation and Welfare, General Facilities, Documentation aCid the switchboard. 
In addltion there were lS security guards. The Support Group ~ headed by a Dutch 
senior officer· has been provided and financed by the Host State. Its functions are 
subsumed from-01 January 1995 within the EDU administrative structure. 
However a representative of the Host State will stay in order to complete the 
outstanding tasks in re'spect of the renovation of the premises, to represent the 
',iteresls of the Host State and 10 support EDU in problems arising from the fact 
th2.1 E DU is not yet a legal entity, so Ih2t the Host State has to act legally on 
behalf of the EDU 

The Member S:~!l':$ supported the very early stages by provldir.g additJ\:·na! 
):erscnne! at thEir own expense. This assistance IS ccntinuing '.-vith personnel 
provided fer the co-ordination and planning & dev~ICplI,eilt tas~s, 
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3. Implementation of the tasks of EOU 

In order to make a start on the activities of EUAOPOL before the convention 
comes into force, it was agreed that the eXcl"18nge of information via Its forerunner 
institution EUROPOL DRUGS UNIT (EDU) should, for,the time being, be 
organised on the basis of the.nalionallegal systems. . . 

, This forerunner institution would also carry out general analyses of trends In 
drugs-related crime. crimina! organisations Involved. new modi operandi and other 
characteristics ot organised crime. 

3.1 Exchange of informatIon 

The exchange of information and intelligence (both non-personal and personal 
data) by the ELO's is currently the primary activity of the EDU. _ 
The ELO's are considered to be representatives of their sending authorities. 
Police, Customs and Gendarmes are represented among the Uaison OHicers in 
the EOU building, guaranteeing an effective, eHicient, fast and reliable multi­
lingual eJ:pert service 24 hours a day. 

The requests handled can be broken cown as folldNS: 

• specific questions in connection with ongoing investigations (checking names, 
telephone iH.Hi1bers, vehide licence plates~ etc.); 

- enq~iries concerning partic: .. t!a( phenome,!a. e.g. crack, precursors, etc,; 

- enquiries cCl'1cernir"lg lega! a ..... ,d technical/tactical questions. 

- advisory support of ongoing special law el1forcemen.i operations 

As a result of the successful support given by EDU via NelS to the respective law 
enforcement agen-cies of the Member States, Police, CIJstOrT,S and Gendarmes 
are making greater use of the EL.O network Bilateral and multilaterallnformatlon 
and intelligence are being exchanged more frequently every day via the ELO's 
and a fairfy high level of service can be offered (speed. accuracy, language 
fac: :l ities, upgr2.d:ng of 1nforma:ionlintelligsl"lce). 

In tota: the EDU rece.ived 595 requests trorT, t~e Memter StateS (146 during the 
first h2.fr of the year 1994): 

- rn respect of 81 % of the requ8sts EDU provided a rapid and reliable 
information and intelligence exchange for ongoing investiga.tions and either law 
enforcement activities in the Member States. 
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_ In 14 % of the cases special expertise was requested, mainly due to the fact 
that investigations in the Member States were carried out with the direct and 
interactive support of the ELO's from the Member States concemed. 

• In 5 % of the requests co-ordination support was given by the ELO's in ongoing 
mulUlaterallaw enforcement activities (e.g. controlled deliverles). In these cases 
the ELO's aCled as represer}tativBs of their respective law enforcement 
authorities. 

Comparing the numb6rs requests of the second half year of 1994 wIth those of the 
first half year, several conclusi~ns can be drawn: 

1) The number of requests was increasing) but t.1is development was mainly (75 
%) due to a limited number at countries. The German ELO's received 104 
requests (was 16 in the first half year), the Belgians 103 (was 5), the French 66 
(was 49) and the UK 62 (was 3). Portugal also showed a considerable increase; 
from 3 to 22. In six countries the number stayed more or less the same. ' 

2) There appears to be a difference in policy with respect to the cri1eria for sending 
a request to EDU. Tnis situation requires clarification and evaluation. 

3) The level of promotion of EOU ditrers from Member State to Member State. To 
a certain extent, this is retlected in the number o! requests these,' Member 
States send to EDU, ,'. 

4) In some Member Slates the creation of a NelS is still in progress. In fulfilling Its 
tasks, th-e EDU is obviously depeildent on the input from those NelS', 

5) Although the EDU was sOun invclved in ongoing operations, some Mernbe ... 
States seem to need mere time than otr-Iers to involve the EDU In their 
(international) raw er.forcement actions, mainly due 10 the fact that the added 
value of EDU had te be proven and experienced first 

-
3.2 Operational support 

Since the sEcond halt of 1994 the liaison oHicers have been Invited more 
frequ6nlly by Member States' authorities to assist in cross-border'investigations, in 
order to support the co-ordination of ongoing operations (e .g.controlled deliveries) 
and to co-ordinate the international aspects of those investigations with their 
corlegues from other Member States involved. This trend may stem from 
."wareness by the law enforcement agencI<;'s in the Member St2.tes ccncamed 
that, in th is z rea, tha EDU car. add value to t~eir traditional mEthods 01 co­
operation. One specific aevantage is that the law entorcer.lent agencies In ,the 
Member Stales are ab le to communicate with their ELOs in their mcther tongue; 
another is that the ELOs are experts in international co-oPeration in the fight 
against drugs crim i nali~y w ith a th8rough knowledge of the respeCtive legislation, 
methods and practice. Together with the aid of modern IT equipment, they are on 
permanent standby as direct contact points of the i ~ respective states. 
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Each and every case is dealt with from stan to finish, without ever being handed 

ov~r to any other agency. 

Any action taken by the ELO's is in line with their..terms and conditions of their 
mandate. . 
Additionally. intemal EOU working procedures have been agreed with the NelS'. 

For the sake of clarity. It sho~J1d be emphasised that the EDU does not d~rect any 
operations. Its rola is to provide support and assistance and ELO's act under total 
control of their national authorities, 

3.3 Crime analysis 

Four analysts have been recruited, two from the United Kingdom and two from the 
Netherlands. They have set up. and are CClntinuing to develop, a sys1em tor 
strategic and operational analysis. Although they are not authonse!:i to store 
personal data in a central database, their activitJes can be summarised as follow.s; 

1) siiuation report comparing the competencies of law enforcement agsncles 
within the Member States. . 

, 

2) collection and extrapolation of statistical data frdm EU Member States {drug 
seizures. persons arrested etc.} 

3) tactical analysis e.g. a continuing study on drug street prices in the diHerent 
Member Slates; 

4) trends in tr,e (nvofvement of West African nationals in drugs trafficking to and 
from EU Member Stales (EDU project based on the experience of law 
enforcement experts who were a.ctually involved in the field). 

5) assistance to NelS (operational analysis}; 

6) suppor. to an ELO (operational analys;s) for the analytical duties and support 
related to the information and intelligence available solely on an indtvldual 
basis; 

Additionally the analysts tested ar.alytical IT systsms, worked on proposals for 
standardisation of intelligence reports, ~nci participated in national and EU training 
sessions (as trainer and trainee respectIVely) . 
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3.4 The tasks and functlonlng of EDU In relation to the NelS of the Member 
Stites 

'In order to clarify the relationshIp between the ELO, NelS and EOU. a handbook 
has been developed for each Member State. 

(n order to be able to gear the actJvities of EOU to the wishes of the NelS' and to 
enhance relations and day-to.day co-operation wIth them l EDU organised four 
meetings, two with the Heads of the NelS' and two wIth the Operation,ll Heads, as 
a result of which relevant,decisions have been taken on Ihe operational and 
analytical wone ' 

With regard to a Working Programme for EOU, an intarnal business p(an was 
formulated, updated and dIscussed with the Heads of NelS/National Orugs 
Bureaux_ Additional new priorities will be set. . 

3..5 Practical examples of EO.U activitIes 

The following examples illustrate the pragmatic approach be!ng taken to the work 
of the EDU: \ 

1) A large .conSignment of drugs was found en a ship in Greece. DUE to the lack of 
intelligence available concerning the crew. the Greek liaisor) officers consulted 
their colleagues at the EDU and, within one hour, essential information from . 
Belgium and Fr2nce was made available, so that th~ Greek authorities could 
take approprja:e ac~ion and ewes: t.llre~ perscns within 24 hours, 

2) Police in 8el~ium had an illicit laboratory under sUNei[!ance. Just before lhe 
anticipated interception ot the criminals involved a vehicle registered in Italy 
was sighted in the vicinity of the laboratory. Urgent enquiries were made via the 
EDU and the results showed rapidly that the members of the group were in 
contact with an Ilclian gang, Only access via ELO's to sensiiive data could 
facilitate furthEr co-ordination end the a:-,ticipa!ed InteNsnlion was postponed to 
allow further tnternationa! co-operation. ' 

3) The German 2.u!rlonties investigated a ma.jor international money laundering 
operation. Analy1icai EDU support was then provided, at the request of the 
Gerrr.an G.uthorit:es. to exploit all the available Intelligence and to id€ntify 
inteiliational criml;)zl groups involved within diHerer,t Member ST2.tes of the EU. 
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4) The Danish authorities have been concerned with a multi-national drugs 
inyestigatlon believed (0 be operating in at least 5 Member Sta~es At the ! • 

request of the Danish NelS. their Liaison Offi~.er called a meetmg at EDU for 
representatives of all the countries concerned and officers from the operational 
team in Denmark attended. Based on the information exchanged during this 
meeting investigations commenced in a number of the Member States 
concerned. Although they all'continue their Investigations independently, the 
Danish EDU liaison otflcer IS assigned to co~rdinate their efforts. Liaison 
officers from all concerned 'Member Stdtes meet regularly to review the ongoing 
operations and to facilitate 'further co-operation. 

5) The French pollee commenced a major investigation and the officei-1n charge 
(via the French ELO) invited ELOs from six other Member States involved to 
assist. As a result, investigations a.re now being conducted in three Member 
States) using a variety of operational methods including suiveiHance under total 
control of the national authorities, but co·ordinated Via the EDU netvvork. 

6) The EDU has introduced a system to monitor ilIid drug prices in the EU at six­
monthly-intervals. This approach is not only of value as an indicalor of the 
availability and popularity of different drugs (in combil"latlon with a purity 
Indication) but can help national law enforcement agencies to become aware of 
new activities of a.lready known or new criminal activities. 

3.6 Other activities 

At the request of NelS or othEr relevant aulhorities, members of EDU have visited 
national services and attended international conferences to explain the position 
and tasks of EDU. 

Informal contacfs took place with Interpol and the World Customs Organisation in 
'order to avoid dup:icatl~n of enorts. 

Being a new crga,1fs:ition and working in an area of great pu~lic ~nte,est. EDU has 
received many requests for informalton from different quar1ers. 

Many representatives ot parliamentarl committees, raw enforcemGnt agencies 
and trade unions from differ61nt countries have visited EDU. The media have, afso 
shown a Giea[ inler~st in the Grganis2lion . 
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4. Management and Support activities 

.. 
The first year. being a start-up and consolidation phase, required a great deal of 
management and support work. 

co-ordination 

The Management, together with the StaH Unit anq Planning & Development 
Team,' has set up the internal organisation . . 

Internal regulations have been, or are being. prepared and in due co_urse will be 
integrated in a · vade mecum. . ; 

EOU presented to the working group on EUROPOL tor decision and lor guIdance 
documents concerning the following subjeots: 

Development plan and working programme 
Proposals fer data storage, data protection, classification of criminal 
intelligence, criminal analysis and deyelopment and structure of NO/U's / 
NelS -
Staff regulations 0(1 duties, obligations and r~pcnsibUities 
Status problems . 
Relations between EDU and law enforcement agencies In Member Slates. 

At the request of the Working Group on EUROPOL the EDU provided advice in 
respect of specific questions relating to the drafting of the convention and studied 
specific prcb !ems. 

EDU also part icipated as an obseNer in the Working Group Drugs and Organised 
Crime. 

4.2 Personnel 

• Recruftment 

In 1 S94 a tota1 of 30 members ot the EDU perso:ins( were recruited and started 
work: 4 ana lysts, 5 IT staff, 1 assistant Genera! Facilities, 1 documentalist, 2 
S'.'Ii!chboard ope r2:ors, 1 driver, 2 management assistants and 14 security staff 
(24 Dutch, 1 GEIman, 1 lialia:!, 1 French, 3 Englisrt), Adclt!onal1y, where 
ne~essary ter.lpOiary staff have been recruited via the Du;ch authorities. 

Because the EOU is not yet a legal entity. all contracts with Dutch personnel were 
prepared by SOU b\.:t had to be concluded by the Dutch Government. -For the 
same reason all IT,embers of staH still have to be s;conded by the sanding state; 
to which the costs are subsequently rs1mbursed. 
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Recruitment at the analysts and the IT staff was conducted throughout the EU. 
These candidates were selected mainly on the basis of their personal and 
technical qualifications by panels consisting of members of EDU and experts from 
the Member States. In addition, an attempt was lJlade to provide representatIon In 
EDU's own staff for as many Member States as possible. The first two recruitment 
procedures of 19S5 for a Senior Financial Officer and a Senior Persannel Officer 
have been instituted via the Secretariat of the European Council. following the 
same procedure as tor the previous EU·wide recruitrnents. . 

• Status 

A variety of problems have been encountered because the SOU do/?s not have 
legal status. fogether with the differences between the relevant leg[sfation of the 
host state and the sending countries. On behalf of all Member States the EDU. 
together with the competent Dutch authorities, developed proposals for an 
appropriate diplomatic protection far the duties and personnel of the EDU. by way 
of exchange of notes between the Host State and the eleven (now' 4) other 
Member States. This solution will provide EDU personnel with professional 
immunity from penal, civil and administrative Jurisdiction and the related privileges 
of the Vienna Convention on Diplomatic Relations, 

At the end of November the Netherlands Ministry of Foreign Affairs sent notes to 
the Dutch Embassies in the Member States conce~ned. In respect of tvvo Member 
States the exchange of notes has been completsd. The Protocol De~artment of 
the Ministry of Foreign Affairs will officially inform the a.uthorities concerned of this 
special (Vienna) status, issue a special identity card and register the EDU 
personnel concerned in the immunities and privileges register kept at the Protocol 
Department. Tne exchange of notes will apply for one year. These arrangements 
'NUl expire as 500n as a Headquarters Agreement comes into ~ffect. 

4.3 Welfare and Conference Services 

The Host State have provided training CO\,.lrses in the Dutch language for EDU 
staff and members of their families. 

In September an introduction prograr.:me to The Hague, lhe Netherlands, and 
Dutch culture tor the EDU personnel and their families was org'anlsed by the EDU 
Management, the Host State Support Group and the City Council of TI-:e Hague. 

A bulletin containing useful Information, de:ails of forthcoming events and news 
concerning EDU staff ·.,'.;as produced 32 times in 1994. 

Throughou~ the year the Host State Support Group ass istEd the EDU. staff and 
their families iii seWing in 2nd finding accommodation, educational facilities and 
other soc;al and dOr71estic related issues. 

34 international and n3tionai meetings and visits were organised during the course 
of the year, involYing in total 643 external participants. · 
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4,4 Finance 

During the last months of 1994 the necessary preparations were made to 
introduce a computerised financial system and to obtain automatic accountability 
for the EOU organisation with effeCt from January 1995. Various systems were 
compared and the SAP financial system was chosen, making use of an on·line 
connection with the Ministry o.f Justice. It may be decided after a.period of 
evaluation to work stand-alone at EDU. 

There was a small under-spend of the' 994 Dutch budget of 14,500,000 ECU, 
which the Host State has agre.ed to re-allocate for expenditure in 1995. 

As tar as the Common Budget Is concerned the annual accounts will b.e presented 
to the Working Group on EUROPOL. A few minor changes were a:pproved in 
September concerning the reimbursement of the salaries of seconded staff to the 
sending state (inc!uding the Host State) and the transfer of funds between budget 
heads. According to the Budget Regulations and Financing Principles of EDU In 
the provisional phas~. payment for commitments made prior to the end of the 
financial year may be drawn from the 1994 budget until 1 March 1995. It Is 
anticipated that approx. 25% of the budget will remain unused. As foreseen. any 
surplus wlll be credited to the Me:mber States' contributions for 1996. 

Proposals for changes in the 1995 budget, in the light of the accession of new 
Member States and additional needs on the bas.i.s of experience In 1994, Were 
discussed in September and December in the Working Group on EUROPOL .No 
definite decisions were made despite the princ1p!e authorisation given to the Co· 
ordlnator to bUdget for' 5 Member Stales and no tanger for 12. The deta/[~d 
2mcndments to be made to the 1995 budget will be discussed when the accounts 
tor 1994, together with the advice of the budget and financial experts are 
available. . 

4.5 Security 

Given the objectivEls of the organisation, its wor~ Is directed at persons, groups 
2nd (crimin2.t) organisa·tions whose actions, for various reasons, may pose a 
threat to persons. facilities and/or the interests of EDU. Account is taken of the 
tact that the said persons: groups and organisations may try, by means of torce 
and/or clandestine acrlvlties t to hind!H the work of EDU or prevent it from 
operating a!togerher. Provisional securily measures were implemented and 
instructions issued to secure the building. the grounds and the employees. In 
close co-operation with the Dutch authorities new regulations are in preparation in 
respect or the impac: of the new security facilities, which have to be installed 
before :he ~ 5th of March 1995. 

4533/1/95 REV 1 EN 
- II -



" ". 

4.6 Premises 

The first phase of renovation of the building was carried out in order to provide an 
efficient and comfortable working environment. " 
The second phase of the renovation, which consIsts of the alteration of tJ:le ground 
floor, includll1g a new main enlrance, conference rooms, interpreting booths, 
security fences and electronic systems, was due to be completed by the end of 
December. It was delayed due to the additional work inVOlved in Installing 4 extra 
interpreting booths and the changes this necessitates to the ventilation system. 
The date of completion of 1he conference area, new main entrance and security 
desk is now estimated to be' at the end of February 1995. On 15 Ma.rch 1995 the 
new conference facilities will be officially opened and they will be used for the flrst 
time for a Heads of NelS conference the following day. 
Additionally the kitchen has been modernised and a catering company has been 
contracted, financed by the Host State. 

The total investment in respect of the premises provided by the Dutch 
Government was' 6 million Dutch guiJders (7.3 million ECU). 

In the course of 1994 six contractors, 22 subcontractors and approximately 200 
workers were involved in these activities, The day to day work was partly 
inliuenced by noise pollution and inconvenience for: the EDU staff. 

, 

Under the guidance at the EDU Co-ordinating Board three members of the Dutch 
Support Group wlthin EDU and one member of the Dutch Ministry of Justice 
participated in 134 construction relaled meetings, 

4.7 information Techl1otogy 

lro the field of cOf"ilrTiu:iications, da~a processing and data protection the followll':lg 
war\< has been completed: 

• Establlsnms::lt af an internal network infrastructure incruding ISDN telephone 
technology 

• Installation of hich level secured worrc5tatior,s and servers 
" 

- Configuration of pes a.nd software according 10 the specific needs of EDU 

- Installation of Giicrypted mail (acilities to a number of NelS' (Germany, 
Denmark, Be~giurn, Ireland, The Netherlands; Italy and Luxembourg to be 
installed soon)" 

. ElO direct access io their r.arionai data basc?s (Germa;'iY: Ita!y and Belgium in 
preparation). togEther with appropriate assista.nce to the Member States. 

- Support for NOS' during the provision of technical components and their 
preparation for operational use (inCluding training courses for NelS officers) 
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• Basic training (partly from outside consultants and trainers) and daily user · 
support for EDU staff 

According!y, ELO'S have been provided with all the necessary facilities to enable 
them to work in accordance with the Ministerial Agreement and their respective 
national data protection regulation's. . 

4.B Other equipment 

In January 1994 an EU bid procedure commenced to eqUip 100 workp'iaces to be 
provided by the Host State. The new furniture and equipment Were delivered and 
installed in summer 1994. 
Seven official cars have been supplied, fitted in accordance with EOU 
specifications and are now in use (4 • Host State budget and 3 - common budget). 

4.9 Documentation 

The purpose of the EDU Documentation SeNice is to provide relevant support for 
the EDU staff and Member States NelS' In all aspects of documentation work. 
Through close and regular co-operation with the documen:ation seNices of the EU 
Member States, it is possible to Inform all members of the staff about new 
developments in all areas of law enforcement, but specificalfy in the field of drug 
trafficking, drug-related crime and associated money faundenng, 

links have ceen established with a. number of law enforcement-related on-fIne 
database services, namely the National Crim inal Justice Reference Service in 
Washington DC, CompuServe and the UNCJIN-L (United Nations Criminal Justice 
Information Network), There are plans to link up directly with the European Union 
Information Services in Brussels. 
Pilot projects are now r~nning to provide ELO's and NelS' witn additional support 
(Reuters , WorfdBase etc.). 
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