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The Hague, 24 Jan. 856

EUROCPOL DRUGS UNIT File No:1423-04

Report on the activities of the EUROPOLDrugs Unlt~
between. 1 January-and 3% ‘December1994". -
First'Year Rrogréss REpQrt

1. Political decisions and start-up of EUROPOL Drugs Unit

The establishment of EUROPOL is prov:ded for by artleie K. 1, sechon 9, in
Chapter Vi of the Maastricht Treaty.

In anticlpation of this, the EUROPOL Drugs Unit (hereinatter referred to as EDU)
was set up under the autharity of a Ministerial Agreemant (concluded 2 June 1883
in Copenhagen).

The task ol EDU, as set out in the Agreement, is of courss derived from the
anticipated task of EUROPOL but covers a narrower tield (illicit drug tratficking,
the ¢criminal organisations involved and asscciated meney laundering activities
affecting two or mere Membar States). <

The European Council decided on 28 October 1993 that EUROPOL would be
based in The Hague.

EDU started at the beginning af 1994.

The EDU building was finally inauguraled on 16 February 1994 when it was
handed over to the Garetaker Co-ordinator by the Dutch Minister of Justice via the
Greek EU presidency.

Rapon ta be praseniod (o the Miristars {n accordance wilh the Minislarial Agraemant an the astatiishmenl of 1he EUROPOL
Orugs Unit ,
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Organisation and structure of EDU

[n keeping with various minislerial decisions, EDU comprises the following
functions (see current organisation chart January 1995 -~ annex 1}:

Co-ordination Board .

Staff Uait/ Planning & Development
EUROPOL Liaison OHicers (ELO's)
Analysts

Information Technology
Dacumentation/Library

Training

Administration and Support
Security

Al the Luxembourg meeting on 20 and 27 June 1994, the Council of Ministers of
Justice and Home Affairs of the Member Stales appointed the Co-ardinator until
the entry into force of the convention setling up EURQOFOL, At their Brussels
meeting on 30 November and 1 December 1994 it was decided to 2ppoint two
assistant co-ordinators and two additional members of the Board,

27 ELQ's, seconded from 12 Member States, are actually present in The Hague.
The preparation {0 host ELQ's of the new Member States has been starled.

The Host Stale Support Group existed from 01 January 1994 until 31 December
1984 ard consisied of 9 olficers/civil servants resgonsible for Personnel, Finance,
Relocation and Welfare, General Facilities, Documentztion and the switchboard.
In addition there were 15 security guards. The Support Group - haaded by a Outch
senior officer - has been provided and tinanced by the Host State. Its functions are
subsumed from-01 January 1895 within the EDU administrative structure.
However a representative of the Host State will stay in order tc complele the
outstanding tasks in respect of the renovation of the premises, to represent the
interests of the Hest State and to suppont EDU in problems arising from the fact
thet EDU is noi yel a legal entity, so that the Host State has to act legally on

benalf of the EDU

The Member Siales suppariec the very early stagss by providing additicnal
cersennet at their own expense. This assistance is centinuing with persannel
provided for the co-ordingtion and nignning & develepment tasks.

EN
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3.1
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Implementation of the tasks of EDU

In order to make a start on the activilies of EUROPOL before the convantion
comes into force, it was agreed that the exchange of information via its forerunner
institution EURQPOL DRUGS UNIT (EDU) should, for the time bemg be
organised on the basis of the nalional legal systems.

“This forerunner institution would also carry out general analyses of trends In

drugs-related crime, ¢riminal organisations Involved, new mod! operandi and other
characteristics of organised crime.

Exchange of infermation

The exchange of infarmation and intslligence (both non-personal and personal
data) by the ELO's is currently the primary aclivity of the EDU.

The ELQ's are considered 1o be representalives of their sending authorities,
Police, Customs and Gendarnmes are represanted among the Liaison Officers in
the EDU building, guaranteeing an sffective, efficient, fast and reliable multi-
ingual expert service 24 hours a day.,

The requests handied can be brokan cown as follgws:

- specific questions in connection with ongolng investigations (checking names,
telephona numbers, vahicle licencs plates, etc.);

- enquiries conceming panicular phenomena, .9, crack, precursers, elc.;
- enguirias cencerning legal and technicalltactical questions.

- advisory support of ongoing special law enforcement operations

As a result of the successful support given by EDU via NCIS to the raspective law
enforcement agencies of the Member States, Police, Customs and Gendarmes
are meking greater use of the ELO network. Bilateral and multilataral information
and intelligence are being exchanged more frequently every day via the ELO's
and a fairly high level of service can be offered (speed, accuracy, language
faciities, upgrading of information/intelligence).

In tatal the E0U received 565 reaues!s from the Memkber States (146 during the
first hall of \he year 1994):

- Inrespect of 81 % of the requasts EDU provided a rapid and reliable
infarmation and intelligence exchange for dngoing investigations and othar law
enforcement aclivities in the Member States.
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3.2

- 1n 14 % of the cases special expartise was requested, mainly due to the fact
that investigations in the Member States were carried out with the direct and
interactive support of the ELQ’s from the Member States concerned.

- In 5 % of the requests co-ordination support was given by the ELO's in ongoing
mullliateral law enforcement activities (e.g. controlled deliveries). in these cases
the ELQ's acled as representatives of thelr respective law enforcement

suthorities.

Comparing the numbers requests of the second half year of 1934 with those of the
first half year, several conclusions can be drawn:

1) The number of requests was increasing, but this development was mainly (75
%) due (o a limited number of countries, The German ELQ's reaeived 104
requests (was 16 in the first half year), the Belgians 103 (was 5), the Franch 66
(was 48) and the UK 62 (was 3). Portugal also showsd a cansiderable incraase;
from 3 to 22. In six countries the number stayed more or less the same.”

2) There appears to be a difference in policy with respect to the criteria for sending
a request to EDU. This situation requires clarification and evaluation.

3) The level of promotion of EDU differs from Member State to Membper State. To
a certain extent, this is reflected in the number of requests thess Member

States send o EDU.

4) In some Membar Slates the creation of a NCIS is still in prograss. In fulfilling its
tasks, the EDU is obviously dependent on the input from those NCIS'.

§) Although the EDU was soon invelved in ongoing operations, some Member
States seem to need mcere time than others to invalve the EDU In thelr
(internationa!) law enforcement actions, mainly due to the fact that the addad
value of EDU had tc be proven and experisncead first.

Operational sup;ﬂort

Since the second half of 1594 the liaison officars have been Invited more
frequently by Member States' authorities lo assist in cross-border investigations, in
order to suppor tha co-ordination of ongoing operations (e.g.controlled deliveries)
and 1o co-ordinate the international aspects of those investigations with their
collegues from other Member States involved. This trend may stem from
awareneass by the law enfercament agencigs in the Member Steles ccncamed
that, in this grea, the EDU can agd value io their traditional methods of cao-
operalion. Gne specilic acvantage is that Ins law enfarcement agancies In the
Member States are able lo communicate with their ELOs in their mcther tongue;
anotheris that the ELOs are expents in inlarnational co-operation in the fight
2gainst drugs criminality with a tharcugh knowladge of the respective legislation,
methods and practice. Togather with the aid of medesn (T equipment, they are on
parmanent standby as direct contact points of their respective states.
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Each and evary case is dealt with from star to finish, without ever being handed
over to any other agency.

Any action taken by the ELO's is in line with their terms and conditions of their

mandate. ' : '
Additionally, intemal EDU worklng procedures have been agreed with the NCIS'.

For the sake of clarity, it should be empnasised that the EDU does not direct any
operations. Its role is to provide supporn and assistance and ELO's act under total

cantrol of their national authorities,

3.3 Crime analysis

Four analysts have been recruited, two from the United Kingdom and two from the
Netherlands. They have set up, and are continuing to develap, a system for
strategic and operational analysis. Although they are not authorised 1o store
personal data in a central database, their activitles can be summarised as follows:

1) situation reporl comparing the compelencies of law enforcement agencies
within the Member States.

2) collection and extrapolation of siatistical data from EU Member States {drug
seizures, persons arrested ete.)

3) tactical analysis e.q. a continuing study on drug street prices in the different
Member States;

4) trends in the involvement of West African nationals in drugs trafficking to and
from EU Member Stalss (EDU project based on the experience of law
enforcement expens who were actually involved in the field).

5) assistance to NCIS (éperational analysis);

6) suppori to an ELQ (operational anzlysis) for the analytical duties and suppon
related to the information and intelligence available solely on an indlvidual

basis; ‘

Additionally the analysts tested analytical IT systems, worked on proposals for
standardisation of intelligence reports, end panticipated in national and EU training
sessions (as trainer and trainee resgectively).
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1. 4 The tasks and functionlng of EDU In relation to the NCIS of the Member
States

'In order to clarify the relationship belween the ELO, NCIS and EDU, a handbaok
has been developed for each Member State.

In arder lo be able to gear the activities of EDU to the wishes of the NCIS' and to
enhance relations and day-to-day co-operation with them, EDU organised four
mestings, two with the Heads of the NCIS' and two with the Operational Heads, as
a resull of which relevant degisions have been taken on the operational and

analytical work.

With regard o a Working Programme for EDU, an internal business plan was
formulatad, updated and discussed with the Heads of NCIS/National Drugs
Bureaux. Additional new priorities will be set.

1

3.5 Practical examples of EDU activitles

The following examples illustrate the pragmatic approach being taken to the wark
of the EDU: \

1) A large consignment of drugs was found on a ship in Grsece, Due to the lack of
intelligence available concerning the crew, the Greek liaison officers consulted
their colleagues at the EDU and, within one hour, essential information from
Belgium and Frznce was madas available, so lhat the Greek guthorities could
take appropriate action and arresi three perscns within 24 hours,

2) Palice in Belgium had an illicit laboratory under surveillance. Just before the
anticipated interception of the criminals involvad a vehicle registered in ltaly
was sighted in the vicinity of the laboralory. Urgent enguines were made via the
EDU and the results showed rapidly that the members of the group wers in
contact with an hialian gang. COnly access via ELQ’s (o sensitive data could
facilitate further ce-ardination and the anticipated mtervenhon wzs posiponed o
allaw furiner international co-operation,

3) The German authorities investigaled a mejor internalional money laundaring
operation. Anzlyticai EDU support was then providsd, at the request of the
German autherities, to exploit all the available Intelligance and to identity
international criminzal groups involved within different Member States of the EU.
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3.6

4) The Danish aulhorities have been concerned with a multi-national drugs .
investigation believed to be operating in at least 5 Member Sta‘tes At the
request of the Danish NCIS, their Liaison Officer called a meeting at EDU for
representatives of all the countries concemed and officers from the operational
team in Denmark attended. Based on the information exchanged during this
mesting investigations commenced in a number of the Member States
cancernad. Although they all continue their Investigations independently, the
Danish EDU liaison officer 1s assigned to co-ordinate their efforts. Lizison
officers from all concerned Member States meat regularly to review tha ongoeing
operations and to facilitate further co-operation.

5) Tha French police commenced a major investigation and the officarin chargs
(via the French ELO) invited ELOs from six other Member States involved to
assist. As a result, investigations are now being conducted in three Member
States, using a variety of operational methods including surveiliance under tatal
conirol of the national authorilies, but ce-ordinated via the EDU network.

6) The EDU has inlroduced a system to monitor illicit drug prces In the EU at six-
moanlhly-intervals. This approach is not anly of value as an indicator of the
availability and popularity of differsnt drugs (in cambinatlon with a purity
Indication) but can help national law enforcement agencies to become aware of
new activities of already known or new criminal activitigs.

Other activities

At the request of NCIS or other relevant aulhorities, members of EDU have visited
national services and attended international conferences to explain the position
and tasks of EDU.

Informal contacts tock place with Interpol and the Ward Cusloms Qrganisation in
order to avoic duplication of efforts.

Being a new crganisation and working in an area of great public interast, EQU has
recetved many requests for information from different guarters.

Many representatives of parliamentary commiitees, faw enforcemsnt! agencles
znd trade unicns from different countries hava visited EDU. The media have also
shown a great inlerest in the arganisation.

EN
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4. Management and Support activities

The first year, being a start-up and consolldatio;w phase, required a great deal of
management and support work.

ca-ordination

The Management, together with the Statf Unit and Planning & Development
Team, has set up the intemal organisation.’ .

Internal requlations have been, or ara being, prepared and in due course will be
integratad in 3 vade mecum. ’

EDU presented o the working group on EUROPOL for decision and/ or guldance
documents conceming the following subjects:

- Development plan and working programme
Proposals fer data storage, dala protection, classification of ¢criminal

intelligence, criminal analysis and development and structure of NDIU's /

NCIS
Staff regulaticns on duties, obligations and raspansibliities

- Status problems ,
Relations between EDU and law enforcement agencles In Member States,

At the reques! of the Working Graup on EUROFROL the EDU provided advice in
respect of specific questions relaling to the dratiing of the convention and studisd

specific preblems.

EDU also pariicipated as an observer in the Working Group Drugs and Organised
Critre.

4.2 Personnel

« Recruitment

in 1594 2 total of 30 membaers of the EQU personnai were recruited and started
work: 4 analysts, 51T staff, 1 assisiant Genaral Facilities, 1 documentalist, 2
switchboard operziors, 1 driver, 2 managemeant assislanis and 14 security staff
(24 Dutch, 1 German, 1 ltalian, 1 French, 3 Englisn). Additionzlly, where
necessary temporary stafi mave been racruited via the Dutch authorities.

Because the EDU is not yet a legal entity, all contracts witn Dutch personnel were
prepared by EDU but had to be concluded by the Dutch Government. For the
same reason all members of slaff siill have to be seconded by the sanding stale;
to which the costs are subsaquently reimbursed.
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Recruitment of the analysts and the IT statf was conducted throughout the EU.
These candidates were selected mainly on the basis of their personal and
technical quatificalions by panels consisting of members of EDU and experts from
the Member States. In addition, an allempt was made to provide reprasentatlon In
EDU’s own staff for as many Member States as possibie. The first two recruitment
procedures of 1995 for a Senior Financial Officer and a Senior Personnel Officar
have been instituted via the Secretariat of the European Council, following the
same procadure as for the previous EU-wids recruitments.

e Status

A variety of prablems have been encountered because the EDU doss not have
legal status, {ogether with the differences between the relevant legisfation of the
host stale and the sending countries. On behalf of all Member States the EDU,
tagether with the competent Dutch authorities, developed proposals for an
appropriate diplomatic protection for the duties and personnel of the EDU, by way
ot exchange of noles between the Host State and the eleven (now' 14) other
Member States. This solution will provide EQU personne! with professional
immunity from penal, civil and administrative jurisdiction and ths related privileges
of the Vienna Convention on Diplomatic Relations,

Atthe end of November the Netherlands Ministry of Foreign Affairs sent notes to
the Dutch Embassies in the Member States conceed. In respact of two Member
States the exchange of notes has bsen campleted. The Protocol Department of
the Ministry of Foreign Affairs will officially inform {hs authorities concerned of this
special (Vienna) status, issue a special ideniity card and ragister the EDU
personnel concerned in the immunities and privileges register kept at the Protocol
Oepartment. The exchange of notes will apply for ene year. These arrangements
will expire zs soen as a Headquarters Agreement comes into effect,

4.3 Welfare and Conference Services

The Host State have provided training courses in the Dutch language for EDU
statf and members of their families.

in September an introduction programme to The Hague, The Netherlands, and
Dutch culture for the EDU personnel and lheir families was ¢roanised by the EDU
Management, the Host State Support Group and the City Council of The Hague.

A builetin cantaining useful Infarmation, details of ferthcoming events and news
concerning EDU siaff was produced 32 times in 1984,

Througnout the year the Host State Suppont Group assisted the EDU staff and
their families in seltling in and finding accommaodalion, educational facilities and
other social and damestic related issues.

34 international and natianal meetings and visils were organised during the course
of the year, involving in total 643 externat participants.-
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4,4 Finance

4.5

During the last months of 1954 the necessary prs‘parationsl were mads lo
introduce a computerised financial system and o abtain automatic accountabllity
for the EDU organisation with effect from January 1985, Various systems were
compared and the SAP financial system was chosen, making use of an on-line
connection with the Ministry of Justice. It may be declded after a period of

gvaluation to work stand-alone at EDU.

There was a small under-spend of the 1934 Dutch budget of 14,500,000 ECU,
which the Host State has agreed to re-allocats for expenditure in 1995, :

As far as the Common Budget Is concemed the annual accounts will be presented
to the Working Group on EUROPOL. A few minor ¢hangss were gpproved in
September conceming the reimbursement of the salaries of seconded staff to the
sending state (including the Host State) and the transfer of funds between budgat
heads. According to the Budget Regulations and Financing Principles of EDU In
the provisional phase, payment for commitments made prior to the end of the
financial year may be drawn from tha 1994 budget until 1 March 1985. It is
znlicipated that approx. 25% of the budget will remain unused. As foreseen, any
surplus will be credited 1o the Member States’ cantabutions for 1896.

Proposals for changes in the 1895 budget, in the light of the accession of new
Member States and additional needs on the basis of experience In 1994, were
discussed in September and December in the Warking Group on EURQPOL No
definite decisions ware made dsspite the principle authorisation given to the Co-
ardinator to budget for 15 Membar Stales and na longer for 12. The detalled
amezndments to be made to the 1995 budget will be discussed whan the accounts
for 1984, together with the advice of the budget and financial experts are

aveliable.

Secgurity

Given the objectives of the arganisation, its work Is directed at persons, groups
zng (criminal) organisations whese actions, for various raasons, may pose a
threat to persons, facilities and/or the interests of EDU. Account is taken of the
fact that the said persons, groups and organisalions may try, by means of force
and/or clandestine activities, tc hinder the work of EDU or prevent it from
operating altogether. Provisianal securily measures ware implemented and
instructions issued to secure the building, the grounds and the employees. In
close co-operation with the Dutch audthoritles new regulations are in preparation in
respact of the impact of the new security facilities, which have to be instaliad
before the 18tk of March 1595.
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4.6 Premises

47

The first phase of renovation of the building was carried out in order to provide an

efficlent and comforiable working environment.
The second phase of the renovation, which conslsts of the altaration of the ground

lloor, including a new main entrance, conference rooms, interpreling booths,
security fences and electronic systems, was due to be completed by the end of
December. It was delayed due to the additionaf work invoived in Installing 4 extra
interpreting booths and the changes this necessitates to the ventilation system.,
The dats of completion of the conference area, new main entrance and security
desk is now estimaled to be at the end of February 1995. On 15 March 1985 the
new conference facilities will be officially openad and they will be ussd for the flrst

time for a Heads of NCIS conference the following day.
Additlonally the kitchen has been modemised and a catering company has been

contracted, financed by lhe Host State.

The total investment in respect of the premises provided by the Dutch
Government was 186 million Dutch guilders (7.3 million ECU).

[n the course of 1924 six contractors, 22 subcanlraclors and approximately 200
workers were invalved in these activities. The day to day work was partly
influenced by noise pollution and incenvanience for the EDU stalf.

Under the guidance of the EDU Co-ordinating Beard three members of the Duteh
Support Group within EDU and one member of the Dutch Ministry of Justice
panticipated in 134 construction related meeatings.

information Technology

In the field ot cammunicalions, daa processing and data protection the following
work hzs been compleled:

Establishment of an internal network infrastructure including ISON telephone
technclogy

nstallation of high leve! secured warkslations and sgivers
- Coniiguration of #Cs and soflware accorcing lo the specific needs of EDU

Instailation of encrypted mail facilities to a number of NCIS' (Germany,
Denmark, Beigium, Irelend. The Netnerlands; llaly and Luxembourg to be

installed scon).

ELO giract access to lheir national data bases (Garmany; Italy and Belgium in
preparation), togeiher with approgriate assistance o the Membter Slates.

Suppaort far NCIS' during the provision of technical componenls and their
preparation for ogerational use (including training ¢ourses for NCIS officers)
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- Basic training (partly from outside consultants and trainers) and daily user.
suppor! for EDU stalf

Accordingly, ELO's have been provided with all the necessary facllitiss to enable
them to work in accordance wilh the Minlsterial Agreement and their respective

national data protection regulations.

4.8 Other equipment

In January 1994 an EU bid procedure commencad to equlp 100 workplaces to be
provided by the Host State. The new furnilure and equipment were delivered and
installed in summer 1994. :

Seven official cars have been supplied, fitted in accordance with EDU
spaclficaticns and are now in use (4 - Host State budget and 3 - common budget).

4,9 Documentation

The purpose of the EDU Documentation Service is to provide relevant support for
the EDU staff and Member States NCIS' In all aspects of documentation work.
Through close and regular co-operation with the documentation services of the EU
Member States, it is possible to Inform all members of the staff about new
developments in al! areas of law enforcement, but specifically in the field of drug
irafficking, drug-related ¢rime and associated money laundernng.

Links have teen established with 2 number of law enforcement-related on-line
database services, namely the National Criminal Justice Reterence Service in
Washington DC, CompuServe and the UNCJIN-L {United Natioris Criminal Justice
Information Network), There are plans to link up directly with the Eurapean Union
Information Services in Brussels.

Pilot projects are now running to provide ELO's and NCIS' with additional support

{Heuters, WorldBase etc.). :
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