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Draft relating to resolutions regarding working databases for analysis 
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The Administrative Council 
supported by Art.K 1 NO.9 of the treaty re the EU 
supported by ArtK4 of the treaty of the EU 
Supported by Art 10 para 1 sub. para.3 of the treaty re the instigation of the European Police Council, in 
which it is stated:' The Council determines .. . unanimously the regulations relating to the databases, 
which are being drafted by the Admin.concil, and in palticular, specific data re the kind of data 
incorporated in this article, as well as regulations re the security of these data and the internal control of 
their use.' 

Supported by regulations of the said treaty in reftion of a European Police Council concerning working 
databases for the purpose of analysis 

Supported by the treaty of 28 th January J 98 J by the Council of Ministers, regarding protection of 
citicens in the automatic use of personal data 

Supported by orders/recommendations in the Recommendation R(87) 15 of the Committee of Ministers 
of the Council of Europe dated 17th September 1987, concerning the use of personal data in police areas 



Supported by the resolution of the councils of Ministers of Justice and Internal Affairs .. re the instigation 
of an administrative council 

taking into account the deliberations of the Administrative Council 

Agrees unanimously the adoption of the following resolutions 

Resolution regarding working databases for analytical purposes 
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General Principles 

Article 1: Definitions 
in this text 

a) 'personal data ' means any information relating to a specific or specifiable natural person( I) : 
(2)(3)Art.2 of the treaty dated ]98] 

b) ' automated database' means any entirety of information/information unit recorded for automatic 
processing (2) 

c) ' automatic processing' includes the following activities, if they are wholly or partly 
processed/adopted with the help of automated processes: the storing of data, the processing of 
10gicaJ/logistic and/or mathematical operations with these data, the alteration, deletion , recovery 
or disclosure of data (3) 

d) ' analysis' means the co-ordination, processing of use of data for the purpose of supporting 
investigations of the criminal police (4) 

e) ' police purposes ' include the entirety of tasks which police bodies are obliged to carry out for the 
purpose of prevention and investigation of crimes, as well as the maintenance of public order 
(5) : definition 2 of the Recommendation R(87) 15 
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Article 2: Area of Validity 
These regulations are valid for automatic/automated data and those capable of being 
automatic/automated, as we~ as archives which have been designed for analytical purposes. 

The data mentioned in para] must be distinguished in relation to general or strategic data, which should 
indicated, for the purposed of evaluation of a problem, the position(progress/actualiLY?) of a question, 
and particular and tacti.cal databases which are predominantly for operational purposes. 

Article 3: Recorded groups of persons 
As far as this is not necessary for the attainment/accessibility of the aims determined in Art.2 para ] of 
the treaty, Europol can , in relation to the working databases for analytical purposes, store, alter or use 
person-related data concerning those persons who are listed in Art 10 para] of the treaty, as well as 
other persons not listed there, but whose listing/registration might be of interest for a concrete/specific, 
analysis 

As far as the latter group of persons is concerned , the subsequentllater storage of data, even of 
momentary/transient ones, which are not needed following the completion of the relevant analysis, is 
expressly prohibited 
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NATURE OF PERSON-RELATED DATA 



1. PERSON-RELATED DATA OF A GENERAL KIND (6) Art 8 para 2 of the Europol Treaty 
1.1 Name, name at birth, first name(s), aliases if applicable 
1.2 Date of birth and place of birth 
1.3 Nationality 
lA Sex 
1.5 Personal (ID) number 

2. OTHER PERSON-RELATED DATA OF A GENERAL KIND (7) Art. 8 para 2 no.5 of the 
Europol 
Treaty 

2.1 Objective and unchangeable bodymarks/features 
2 .2 Address 
2.3 Telefone Number 
2.4 Enterprises/workplaces 
2.5 Cars/vehicles 
2 .6 Information re banks, accounts or general financial status (tax reference etc.) 
2.7 Other information suitable for identification, which have not been expressly mentioned by 

this article/paragraph 

3.SPECIAL PERSON-RELATED DATA (8):Art.6 of the Treaty of 
1981 or) ~ t, ~~. ~ \0 <61 'heO\~ 
3. 1 Etlmic origin 
3.2 Political views 
3.3 Religious or other views 
3.4 Information re health 
3.5 Information re sexuality 
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Article 5 

NON-PERSON-RELATED DATA(9):Art 8 para 3 of the Europol 
treaty 

Antecedents ( crimes), accusations/charges, dates and places of offences 
2. Weapons which have been or cou·ld be used, especially use of weapons and assessment of dangerous 

nature of person involved 
3. Suspicion of membership of a criminal/prohibited organisation 
4. Areaofactivity 
5. Meeting places/places of residence 
6 Enterprises/organisations in communication with, or used by (suspect) 
7. Participants/members of any analysed groups/group analysed for these purposes 
8. Information carriers/transmitters of data collected by the various participants/members 
9 . Non-person-related data which have not been expressly mentioned , but could be of interest for the 

purposes of analysis . 
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Article 6 



I 

COLLECTION AND STORING OF DATA 
(I) The collection of person-related data for police purposes is limited to such data as necessary for the 

prevention ofa concrete/real danger(ous situation), or the pursuit/investigation ofa specific crime; in 
particular, the data in relation to ArtA para 3 (special person-related data) will only be collected if 
they are necessary for the purposes of a specific databank and if they complete other person-related 
data in the same databank. However, it is prohibited to select/target a particular groups of persons 
byu reason of such data (1O):Basic principles 2.1 and 2A of the Recommendation R(S7) IS and Art 
10 of the Europol treaty. 

(2) The storing of person-related data in working databases/databanks for analytical purposes is limited 
to speciflc data as well as data that are necessary for analytical purposes (11 ):Basic' principle 3.1 of 
the Recommendation R(S7) ISS 

(3) One must always distinguish, where possible, between the degrees of exactitude or reliability in the 
various categories of data; in particular data that are based on facts must be distinguished trom data 
based on opinions or personal impressions/evaluation (l2) :Basic principle 3.2 . of Recommendation 
R(S7) 15 

Chapter II 
DET AILS CONCERNING FUNCTIONfNG OF WORKlNG DAT ABANKS/BASES FOR 
ANAL YTICAL PURPOSES 

Article 7 

COLLECTION OF DATA 
The databankslbases compiled by Europol for analytical purposes must solely be compiled for the 
purpose of collection, co-ordination and analysis of information/data, and only insofar as they are 
necessary for the prevention and fight against crimes in the area of Europol competence/responsibility 

The Databankslbases are compiled at the request of Europol, or at the request of memberstates trom 
which these data originate, or those which are directly affected by the content of the information. They 
are further compiled in accordance with the procedure detennined in Art.12 of the Europol treaty. 

Article 8 

CLASSIFICA TlON OF DA TA 
The working databases for analytical purposes are classified 

according to the content and the subject of the analysis 
I . I secret 
1.2 confidential 
1.3 of general interest 

2 . according to their condition 
2.1 active 
2.2 passive 

3 according to reliability of information 
3.1 very reliable 
3.2 relatively reliable 
33 not very reliable 
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PROCEDURE RE CLASSIFICA TlON 
(J) In relation to the contents and the subjects of the databanks, the following rules apply-

Those databaseslbanks which pose a real/actual danger to the basic/fundamental interests ofEuropol 
or its memberstates in view of their content and subject matter, are classified as 'secret' . 

Classified as 'confidential' are all operations or tactical databanks, as well as those databanks of a 
strategic kind, in relation to which the circumstances make it advisable to do so. ' 

All databanks of a strategic kind are classed as 'of general interest' insofar as they are not classed as 
'confidential' . 

Where information is classed as 'secret' or 'confidential', it is at the request of one of the deputy 
directors ofEuropol, or the memberstate from which the information originates or which could be 
affected by it. The classification is made at the request of the Director, with regard to the number of 
persons who have access to the database, and to the person responsible for its control and period of 
validity 

The Director bears responsibility for ensuring that the opportunity of declaring a database ' secret' or 
'confidential' is used as little as possible; not affected by this are the tasks relating to supervision and 
control in respect of the common 'control authority' as far as validity of grading is concerned. 

(2) As far as condition is concerned, the following applies 

A working database is 'active' from the date of decision relating to compilation thereof, and in the 
phases relating to the compilation of data, the evaluation, analysis, co-ordination and use or 
operative evaluation of data. 

It is 'passive' when 

a) the circumstances relating to compilation of data have changed, and according to unanimous 
decision/understanding of the 'analysis committee' it does not appear advisable to continue the 
database. The relevant analysis can be reactivated when there are sufficient reasons for this; 

b) the whole or partial evaluation of the subject of the analysis of an operative kind has been 
completed, so that continuation is not necessary . 

In connection with the letters a) and b), the regulations of Arts 21 and 22 of the Europol treaty have to 
be taken into consideration. 

(3) As far as reliability of datil is concerned, the following applies 
(4) The degree of reliability of data is determined by those who have supplied the data for analysis. 

The various groups of classification supplement each other 

Article 10 

IN VOL VEMENT OF ANAL YSISCOMMITTEES AND EVALUATION OF 
RESULTS 
(1) As far as analyses classed as ' secret' are concerned, those persons take part who have been expressly 

authorised by the Director. 
(2) In respect of the analyses classed as 'confidential ' , the declaration of the Director determines the 

person who is responsible for its control; this (person then) regulates participation in the analysis 
committee. 
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(3) In respect of analyses of general interest, all memberstates will be informed via their administrative 

connections (civil servants) and via experts/specilists, by transmission of specialist reports, of the 
results of the study/operation 

(4) The persons mentioned in Art 10 para 2 of the Europol treaty take part in the active analyses, in 
accordance with the regulations of para 6 of the abovementioned article, and by using the procedure 
determined in para 7 of the article. 

(5) Notwithstanding Art 4, the ' linkup civil servant' can be informed about relevant data and 
circumstances, without having to take part in the study/operation of the analysis committee, in a case 
where, on consultation of an ' index (fiJing) system' by a 'linkup civil servant', it is shown/noted that 
the relevant data have been incorporated into an analysis, and the 'linkup civil servant' has requested 
information in relation to which he has to specify the object and reasons for hislher request, and it 
must be proved that the data are of minor/secondary importance and do not form the main object of 
the analysis. In this respect , the regulations of the treaty regarding the origin of the data must be 
complied with . 

(6) On completion and operation of an operative analysis, in which there is a wholly or partly positive 
result, the used data, if suitable, will be integrated into the databanklbase of the information system, 
with the exception of the special person-related data according to Art 4 para 3 which can only be 
utilised within the framework of a concrete/specific analysis. 

(7) lf in the course of the storage period of data relating to an analysis in the ' passive' status, if a 'linkup 
civil servant' who is not a member of the analysis committee, shows an interest in the data contained 
in the analysis and satisfactorily explains this interest, he/she will be authorised, by the members of 
the analysis committee, to evaluate these data . On in cases mentioned in Art 11, this authorisation 
can be replaced by an authorisation by the Director, in which case the members of the relevant 
analysis committee must be notified as early as possible 

(8) All members of the analysis committee work together in the operative planning, and take part in the 
evaluation of results 
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Article 11 

EXTRA-ORDINARY EVALUA TlONS 
The memberstates affected by an analysis must give their initial/previous consent so that another 
membersataes obtains access to, and evaluate data, in respect of an analysis in progress; this excludes 
urgent cases where there is a real danger to life or limb of an acting police officer or third person, or 
when the possessiones) of third person, on balance, are exposed to real danger, or where the end result 
of the analysis may be affected/endangered 

ln such cases, the memberstate who wishes to make use of the evaluated information immediately 
informs the Director ofEuropol as well as the other memberstates involved/participating in the analysis, 
about the reasons for intervention, so that they can decide about operative immediate measures 

Article 12 

BASIC/FUNDAMENTAL STRUCTURE AND ANALYSIS-DATABASE/BANK 
For every analysis, there has to be an index in the relevant working database for analytical purposes, 
which must have, at least, the following structure: 

Area of information. This contains the index number, date of beginning, alteration and completion, 
the occasion or reason for the database (kind of offence for which Europol is competent), the 
evaluation and reliability of the information contained therein , and the area of analysis . 

2 . Area of accessibility . This includes the relevant persons ofEuropol who have a right to access, and 
the memberstates which have participated in the analysis via linkup civil servants or authori sed 



expertslspecilists. It also includes the status of the analysis (in preparation, in the operative execution 
phase or not activated) . 
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3 Documentary part, which contains information relating to: 

3.1 the origin of data and information as well as information carriers, and in the event of transmission 
by national systems, linkup civil servants or those organisations or states mentioned in Art 10 
para 4 of the Europol treaty, as well as in the case of co-ordination within the European Police 
Bureau itself; 

3.2 possible co-operation with organisations which are responsible for the investigation or pursuit of 
an object of the analysis; 

3 J possible co-ordination or contact points with one or several other an 

4 . Categorisation of information. This extends to the person-related data of a general and specific kind 
mentioned in Art. 4, which are used according to Art 10 para I of the Europol treaty; non-person­
related data and data relating to offence within the area of competence of Europol, including 
connected/related data; a working hypothesis and steps taken in relation to it. 

Chapter 1/1 
SAFETY/SECURITY OF WORKING DATABASESfBANKS FOR ANALYTICAL PURPOSES 

Article 13 

SAFETY MEASURES 
In relation to protection of working databaseslbanks for analytical purposes, the following measures 
must be taken 

1. Control of access to data processing systems: 
.1 Physical measures at the point of access, such as armoured/reinforced doors or doors of safes, 

exclusive access, safety/protective measures at windows or glass fronts accessible from the outside. 
etc . 
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1.2 Service (ID) badges, access documents 
1.3 Security personnel 
1.4 Audiovisual equipment for recording and supervision 

2. The control(ling) of datacarriers is regulated by at least two safety copies which are guarded by 
different persons previously named by the relevant administration, and which are stored in 
armoured/plated safe-like filing cabinets whose interior is resistant to heat and other physical . 
chemically corrosive of other extreme/violent influences 

3. The storage control is being guaranteed by: 
3.1 an access control which examines personal ID (badges) 
3.2 identification of the user by means of a password in respect of access to the working databanks 

for analytical purposes, and where relevant, to the concrete working database. 

4. User-control by means ofcodirying (information) , in order to prevent automated data processing 
,systems from being used by unauthorised persons, by means of data transfer systems. 



5. The control of the access to data is regulated by a specification of relevant/specialist area of activities 
for every user, and by different access areas. 

6 . The control of the data transfer is regulated by an internal control of the database in respect of the 
place of transmission (place/point to which info is transmitted) which guarantees that those are 
excluded who have not previously been defined, and conform to the level of protection/safety for 
person-related data in the country for transmission . 

7. Control of data fed into (the databank) via automated storage of all access/users in the analysis 
databanks, and of the processed functions thereof. 

Please note : 

The protective measures were detennined, in their basic structure, according to the regulations of Art 25 
of the europol treaty . 
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Chapter IV 

Article 14 

COMING INTO EFFECT 
These regulations take effect on the day following their authorisation through the Administrative 
Council. 

Article 15 

REVISION OF REGULATIONS 
The Administrative Council determines unanimously any possible alterations of these regulations. 

The agreed alterations take effect on the day following their authorisation 


