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1. Introduction

Work on the External Frontier Strategy dates back to 1988 when the Group of Co-
ordinators on the free movement of persons was set up by the 1988 Rhodes Council to
ensure that frontier questions arising from the completion of the Single Market were
dealt with. The Co-ordinators’ action plan - the Palma Document - detailed the
measures necessary to be pursued, and charged the Mutual Assistance Group 1992
(MAG 92) with the customs-related activities. MAG 92 started their work in 1990 and
completed it with the production of their External Frontier Strategy Report on 10
November 1992. '

In June 1996 the Irish Presidency produced a discussion document setting out their
proposals for future work on the External Frontier Strategy following the
recommendations made by the Experts Group on drugs to the Madrid European
Council. Action Point 18 of that Report requires the Customs Cooperation Working
Group to take action to ‘Improve external border control’. The United Kingdom,
together with the Netherlands, Finland, France and Portugal were invited by the
Presidency to look at progress made so far on the recommendations made by MAG 92
in the External Frontier Strategy Report, identify those where action has already been

taken, or is under way and produce proposals for discussion in CCWG on the way

forward.

This document identifies progress made against the recommendations found in:
e the External Frontier Strategy Report,

» the Report of the Expert Group on Drugs to the Madrid Council in 1995, and
= the External Frontiers Questionnaire.

We have established which recommendations have already been actioned, and of
those remaining, which are for action at European Union (EU) level and which are for
action by Member States (MS). Only those recommendations requiring action at EU
level would form the basis of future initiatives by the CCWG.

The analysis of the recommendations can be found at Annexe I (External Frontier
Strategy Report), Annexe II (Madrid Action Points) and Annexe [II (External
Frontiers Questionnaire).

As well as action against from recommendations from previous reports, this document
suggests some new measures which we consider important in working towards
improved control of the external frontier.
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2. Sectoral analysis

To target action under the External Frontier Strategy most effectively, it is important
that we begin with an agreed understanding of the trafficking risks posed by each
transport sector. Since control techniques differ according to the transport sector,
different action will be required to improve control of the different prohibitions and
restrictions. For example, if we agree that firearms are smuggled in containers, it
would be appropriate to arrange training in container search/rummage techniques to
improve control of firearms trafficking at the external frontier. If we agree that
paedophile material is not commonly moved in containers, container control exercises
and training would be an inappropriate use of resource in aiming to combat this type
of trafficking.

Concentrating on commercial quantities of the prohibited goods in question, we
suggest the following is a fair reflection of the trafficking risks by sector:

Maritime

Drugs: passengers, cars, lorries, containers, ships, small craft
Firearms: passengers, cars, lorries, containers

Fiscal fraud: vans, lorries, containers
Environmental/CITES: cars, lorries, passengers, containers

* & & »

Air

Drugs: passengers, freight, parcel post, light aircraft
Firearms: passengers, freight, parcel post

Fiscal frand: freight, parcel post
Environmental/CITES: freight, parcel post

Land

¢ Drugs: passengers, freight, cars, lorries, containers

» Firearms: passengers, freight, cars, lorries, containers
-« Fiscal fraud: lomies, containers

¢ Environmental/CITES: lorries, containers

Internet
* Paedophile material - we believe the bulk of paedophile material is now moved
electronically and that the threat of physical smuggling is abating

3. Prioritisation of prohibited goods

To better focus the work carried out under the External Frontier Strategy, we need to
agree priorities in the various prohibitions we control. We suggest that the strategy
focusses on improving controls of the following five prohibitions, listed in order of
priority:
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s illicit drugs

« paedophile material

» fiscal fraud (excise duties, CAP, customs duties, VAT etc)
e firearms

» environmental prohibitions (CFCs, CITES etc)

We plan to draw up an action plan based on the recommendations with action
outstanding, and the new measures agreed to be important. This list of priorities is
essential in prioritising work and the allocation of [any] resources to items in the
action plan.

4. Actions taken against recommendations

The analysis of the recommendations shows that a great deal of action has either
started or is currently going through the Council. We must ensure that where work
has commenced it leads to full implementation of the recommendations.
Implementing matters such as the CIS Convention, the MOU Joint Action, the legal
base for enhanced operational co-operation provided for in Naples II and taking up the
opportunities for exchanges and training provided by the Oisin programme is
important in taking forward the External Frontiers Strategy.

Many of the recommendations in the annexes overlap. Those for which action has
started fall into the following main themes:-

e Information sharing/Establishment of the CIS

» Use of risk-analysis and profiling techniques

¢ Identification of centres of excellence etc through the drawing up of the skills
directory and sharing best practice

+ Revision of the 1967 Naples Convention

» Police/Customs cooperation and joint training

¢ Training
¢ Technology and equipment
« MOUs

The analysis shows that in certain areas the work so far has been theoretical rather
than practical/operational. It would be useful in taking forward the External Frontier
Strategy to arrange some practical activities in these areas. Examples might include:

» Exchanges to centres of excellence in equipment and technology

¢ Joint Police/Customs training

« Seminars to spread information from centres of excellence

o Training in risk analysis and profiling techniques, use of information technology
and specialist equipment, control of means of transport etc (see recommendation
13 from the External Frontier Report (Annex I))

« Further work on intelligence-sharing between law enforcement agencies
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e Exercises on controlled deliveries

Some of the above would appear to come within the scope of the Oisin programme, so
funding may be available.

The analysis also shows some areas where little or no action has taken place to
implement the recommendations. These areas are potential candidates for future work
under the External Frontiers Strategy.

¢ Fraud - see recommendation 11 from the External Frontiers report. Training,
seminars or exchanges with centres of excellence might be possibilities in this

area.
¢ Intelligence - recommendation 18 from the External Frontiers report proposes the

creation of a Community-wide intelligence strategy and a cadre of dedicated,
specialist intelligence staff in each MS.

o Creation of a library or database of known concealment methods for use by MS.

o Exchange of regional reports on law enforcement problems (Madrid Action point

22).

5. New Measures

In’ addition to the measures mentioned above which implement existing

recommendations, there is a need for certain new measures. For example, since

paedophile material now circulates via the Internet, there may be a need for MS to:

¢ review national legislation

s concentrate on cooperation with the police - Customs’ role may be moving away
from physical control and towards providing intelligence about] individuals,
possession of material etc. ‘

[Other new measures ...]

6. Way forward

The CCWG is asked to agree a prioritized list of action points to carry forward the
External Frontier Strategy...[draft to be prepared]

The CCWQG is asked to agree a timetable for carrying out this action, and to agree how
this strategy should be managed (roles and responsibilities) ...[drafts to be prepared]
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External Frontier Strategy Report

Recommendations

EU work commenced?

Suggested further action required

1. A computerised Customs Information System (CIS) should
be established

Yes. CIS Convention agreed.

Ratification by all MS by [target date]

2. Phase I of the Customs Information System should link all
the Community’s major ports and airports in an advanced
messaging system designed for intelligence purposes, Phase II

T the system should involve the addition of a dedicated atabase.

The option to establish a fully integrated Community-wide CIS,
replacing national systems, should remain open and be
considered in due course.

Yes. Phase I completed.

Who will manage creation of the
database.

Funding for any extra equipment
required.

User requirement drawn up by [target
date]

Responsibilities for updating, and
maintaining (helpdesk) the database

Target date for completion of phase I
database.

3. Risk analysis and profiling techniques should be adopted by

all staff involved in controlling the external frontier, it only for
drugs, but for other sensitive goods. It should apply to

outbound traffic as well as inbound, and occur at a local level as

wel] as in a Community-wide strategy.

Yes - see Enfocustom 58, More
work to be done.

[Specific actions]

N3
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4. There should be liaison between experts on technical
advances of use for customs contro! purposes, and national
liaison officers should be appointed for co-ordination on
equipment and technology.

Yes - a Joint Action on a directory
of skills/expertise has been agreed
at Council. This should identify
technical experts.

Exchanges with centres of excellence
on technology should be arranged as
part of Oisin.

Member States to ensure their own
centres of excellence and technical
experts are included in the directory.
[Target date]

MS to appoint individual to be
responsible for updating their entries
in directory as appropriate.

MS to ensure full use is made of the
directory.

5. Basic minimum facilities for customs purposes (such as
facilities for unloading lorries or examining passengers’
baggage, provision of lamps and probes) have been identified for
all high risk external frontier locations by the Mutual assistance
Group, and these should be supplemented by additional
equipment, such as X-ray machines, as appropriate.

Yes - Follow-up questionnaire to
External Frontier Report

MS who had less than basic minimum
to provide update.

[Date in the future] CCWG to review
the basic minimum.

6. The Mutual Assistance Group has prepared a comprehensive
catalogue of technical aids and equipment available to assist
anti-smuggling work. This should be updated and usedby all
Member States.

No.

[ ] Presidency to update the catalogue
by [date].

Catalogue to be updated every [ ]
years and circulated to MS,

N3
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7. The 1967 Naples Convention, which is the current legal base
governing mutual assistance on sensitive goods controls between
Member States is out-of-date and should be fully reviewed in the
new committee structure foreseen in Article K4 of the Maastricht
Treaty.

Currently under discussion in
CCWG.

8. The policy and management structures for development of
the External Frontier Strategy on a continuing basis need to be
established, along with arrangements for resourcing of this
work.

Presidency to ensure the EFS is
reviewed every [year] by CCWG to
check progress against the action
points and to update the strategy itself
where necessary.

9. The question of adequate resourcing should be examined, to
cover levels of staffing; training and equipment, as well as
physical working conditions; and infrastructure including
information technology.

Yes. There is current work on
training, equipment, and
information technology.

.CCWG to agree whether there is need
| for any specific action on staffing

levels, physical working conditions
ete,

10. All Staff, whether policy makers, managers or operational
officers, should receive a common core of appropriate training
and periodic refresher training in a range of skills as appropriate.
All Member States should establish a cadre of training staff.

Yes. Madrid recommendation 45 -
increase joint training programmes
in JHA - is being implemented.
Police Coop Group in lead.
Sweden in lead for Customs and
have issued questionnaire. _
Considering organizing a meeting
of experts, with a view to drawing
up joint training programme.

See recommendation 45 in Annexe II
Further action based on results of Irish
questionnaire.

{Is there a need, in addition, for the
Presidency to issue questionnaire to
establish what basic training is
provided in each MS for Customs
officers working on anti-smuggling
controls.]

Use of Oisin money to fund
training/exchange of information on
training

N3
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11. A training module to deal with sensitive goods fraud at the
external frontier should be developed for the training of trainers
from each Member State.

No.

CCWG (using the directory of skills)
to identify who should develop this
module.

Use of Oisin money for
developing/delivering such a module,

12. Seminars and work experience in centres of excellence
should be made available to spread best practice standards.

Yes. Centres of excellence being
identified through directory of
skills,

Use of Oisin money to fund seminars,

Plans for specific seminars/work
experience.

13. Training subjects should include the primary areas of risk
analysis and profiling techniques,concealment methods, use of
information technology and of specialist equipment, control of
means of transport, control of persons and control of goods sent
by post or by express freight. Secondary areas identified include
co-ordination and mutual assistance between Member States,

legal requirements, money laundering, and controlled deliveries.

Yes. MS all have a certain level of
basic training.

Link to recommendation 10 above.
Establish current levels of basic
training and draw up plan to fill the
gaps.

14. A library or preferably a database of information on all
known concealment methods should be created.

No.

CCWG (using directory of skills) to
identify who should take the lead here,

[Target date for completion/
circulation to MS] [Frequency of
revisions]

15. Member States should establish common framewotks for a
whole series of work areas, including best principles of risk
analysis, dissemination of profiles, appropriate training fields,
information on equipment and technigues, etc.

Yes. See recommentation 3 above,
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16. Relationships between enforcement agencies need to be
enhanced throughout the Community. In this respect the
relationship between police and customs services is of primary
importance. This can best be achieved by the sharing of
inicliigence, and the provision of reciprocal access to criminal
intelligence databases held by both agencies.

Yes. Madrid 26. DOCWG/ CCWG
joint Council Resolution
encouraging police/customs
cooperation agreed by Council.

CCWG to explore links between
Europol and CIS on intelligence-
sharing.

17. Relationships between customs services and the frade must
also be fostered, and direct access by customs services to trade
computer systems should be encouraged. This might be
facilitated through Memoranda of Understanding.

Yes. Madrid 21 on Customs/Trade
MOUSs.

Irish Presidency analysed
questionnaire results.

[Specific Presidency to obtain returns
on action taken]

18. There should be a co-ordinated Community-wide intelligence
strategy, and a cadre of dedicated, specialist intelligence staff in
each Member State. There should be central collation,
assimilation, enhancement and analysis of intelligence in each
Member State.

There is no Community-wide
strategy, but many MS have
dedicated intelligence staff,

CCWG to consider issuing a
questionnaire to establish current state
of play on intelligence in MS; use of
training, seminars, exchange.

19. Use of information technology and electronic data processing
should be encouraged where appropriate, and developed in
consultation between Member States. The Customs

Information System is a vital component in the External Frontier
Strategy.

Yes. CIS work.

Review the success of this work at a
later date. See recommendations 1, 2
and 16 above,

20. Full use should be made of existiﬁg facilities and
possibilities for co-operation and obtaining information, eg in the
context of the WCO.

Ongoing aim

N3
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Recommendations

Work commenced?

Further action required

18. Improve external border control

Ongoing aim

19. Control of container traffic

Yes

France analysing questionnaire resuits

20. Refine (i) targeting criteria, methods of selection, etc. and
(ii) collection of customs and police information

Yes

Further discussion due to take place in
CCWG during Dutch Presidency.

2]1. Conclude Memorandum of Understanding with business

Yes. See External Frontier Strategy
recommendation 17 above. A
questionnaire was ciculated, and the
Irish Presidency analysed the
results.

See recommendation 17 in Annexe |

22. Exchange regional reports on law enforcement problems

No action during Irish Presidency

CCWG to consider commencing
action.

MS (o nominate national
representatives to coordinate these
reports.

23. ldentify national resources in the air and maritime fields

Yes. CCWG analysing
questionnaire results,

FFurther action as appropriate

N3
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24, Create national mobile search squads at external frontiers

Yes

DOCWG to be consulted re
cooperation in the completion of a
questionnaire produced by Finland.

25. Co-ordinate work prepared by Europol with CIS

Yes. Netherlands in the lead in
liaising with Europol on the
possibility of establishing links

between the CIS and Europol’s

work on intelligence exchange
between law enforcement agencies.

See recommendation 16 in Annexe [

26. Create common police/customs task forces to fight
organised crime

Yes. DOCWG /CCWG joint
Council resolution.

Excercises with police and customs
authorities involved under Oisin.

28. Exchange law enforcement officers - either bi-laterally or
centrally

Yes. Directory of skills provides a
formal mechanism for identifying
centres of expertise.

Need to organize some exchanges
under Qisin programme.

29. Co-operate on controlled deliveries

Yes. EU manual on controlled
deliveries and network of contact
points have been set up.

See recommendation 32 below.

30. Curb drug tourism

Yes. DOCWG in lead. Council
resolution has been agreed.

Cooperate as necessary

31. Curb trafficking on European Routes

Yes. Joint action to fund Balkan
Route strategic opcration has been
agreed. Strategic report on Turkish
drug trafficking has been drawn up.

[]

32. Develop or improve the necessary legal bases for.agtion on
joint surveillance, controlled deliveries, etc

Yes,

CCWG to continue working on
Convention - revised Title IV Naples
II.

N3
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33. ILffective exchange of sensitive information between MS
and at EU level

Yes. Seminar to be orpanised by
Dutch Presidency during first half
1997.

34. Examine need for chemical protiling system/European
network of forensic labs.

Yes. Seminar was held in July

-1996. Joint action on exchange of

information covering the
requiremehts of all law enforcement
agencies has been agreed by
Council.

Police cooperation Group is in the
lead. No action for CCWG.

35. Develop purity indicator system

Yes.

Not external frontier issue.

37. Improve co-ordination of information exchange on money
laundering; examine feasibility of EU-wide financial database

Yes. DOCWG (in lead) ran a
seminar in November.

CCWG contribution as necessary.

39. Produce report on financial transport techniques (money
laundering)

Yes. DOCWG in lead.

CCWG conrtribution as necessary.

42, Actions relating to precursors
43,
44,

Yes. DOCWG paper on 3rd pillar
aspects.

CCWG observations required on
German paper.

45. Increase joint training programmes in the Justice and law
enforcement field

Yes. Police Coop Group in lead.
Sweden in lead for Customs and
have issued questionnaire.
Considering organizing a meeting
of experts, with a view to drawing
up joint training programme.

Possible use for Oisin programme
money. Espectally since this is joint
training.

See recommenation 10 in Annexe |
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ATRE ON

Recommendations

EU work commenced?

Further action required

1. Carry out cost/benefit analysis before acquiring new
equipment

Yes. This is ongoing and
happening particularly in joint
operations.

Regular use of directory of skills to
exchange information.

2. Consider use of other agency (e.g. Navy) facilities before
acquiring new equipment

Yes. See Enfocustom 50 Rev.1]

Use of directory of skills.

3. Study of “similar customs offices” to be made to draw up a
list of additional equipment requird

Yes - this is happening in the
‘containers’ area

Consider drawing up lists for other
areas

4, A Communications Study Group should be set up No. [ ]

5. Set up a library of concealment and smuggling practices No. See recommendation 14 in Annexe I
6. Specific intelligence training should be introduced in all MS | Yes. In some MS See recommendation 18 in Annexe I
7. Co-operation between Liaison Officers and other Yes.

enforcement agencies should be enhanced

8. A European Intelligence/Information database should be
established '

Yes. CIS/Europol

See recommendations 16 and 19 in
Annexe | and recommendation 25 in
Annexe [I

9. Additional MOUs should be agreed

Yes. Madrid recommendation 21

See recommendation 17 in Annexe L.




