g =t
s
. i

ANNUAL REPORT FOR 1996

Europol Drugs Unit



EuropoL DRuGS UNIT

Established by Ministerial agreement signed by the 12 TREVI ministers in Copenhagen on
2 June 1993, the Europol Drugs Unit (EDU) became operational on 3 January 1994

as the forerunner to Europol in the pre-Convention phase.

Acting as a non-operational unit, it functions to:

exchange information and intelligence

support law enforcement agencies

provide direct analytical support

safeguard confidentiality for member states cross border co-operation and crime analysis
develop expertise

offer judicial expertise

bridge cultural, linguistic and judicial differences

establish bilateral and multilateral contacts

maintain a database of centres of excellence within the EU law enforcement community.
The Joint Actions of 20 March 1995 and 16 December 1996 extended the mandate

of the Europol Drugs Unit to support European Union wide exchange of information on:
illicit drug trafficking

illicit trafficking in nuclear and radioactive material

crimes involving clandestine immigration networks

illicit vehicle trafficking

trafficking in human beings and

associated money laundering and the criminal organisations concerned.

The EDU/Europol is based in The Hague, Netherlands and the Co-ordinator is Jirgen Storbeck
of the Bundeskriminalamt (German federal criminal investigation bureau). He is supported

by Willy Bruggeman (Belgium) and Georges Rauchs (Luxembourg) as Assistant Co-ordinators
and also Emanuele Marotta (/taly) and David Valls-Russell (United Kingdom) as members

of the Management Team.

Supervision of the activities of the EDU/Europol is by the Council of Justice and Interior Ministers.
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INTRODUCTION FROM THE CO-ORDINATOR

| have great pleasure in introducing the third annual report for the Europol Drugs Unit (EDU).

The EDU has become more established in the field of international law enforcement as the scope
and level of activities it undertakes has increased, whilst taking care to avoid duplication with work
undertaken by other organisations.

There were a number of very significant developments over the course of the year:

Important preparatory work for the effective start of Europol has been actively pursued under the
presidencies of Italy and Ireland. Agreement was reached on the Financial Regulation and

on the Regulation on the Rights and Obligations of Liaison Officers. Further development was also
achieved on confidentiality regulations, staff regulations, rules for analysis files and The Europol
Computer System (TECS).

In June, agreement was reached at the Florence Summit on the role of the European Court of Justice
concerning Europol which gave a major boost to the ratification procedure. The United Kingdom was
the first country to ratify the Convention on the 10th of December 1996.

Two Joint Actions agreed upon by ministers in December introduced important changes and additions
to the mandate of the EDU, extending it to include trafficking of human beings and to creating and
maintaining a directory of centres of excellence.

The EDU was heavily involved in the implementation of the policies set out in the document
Cordrogue 69 (Draft report of the group of experts on drugs to the Madrid European Council), agreed
by the Madrid European Council.

The considerable interest in the work of the EDU, very often linked to the ratification procedures,
led to a large number of visits from ministers, members of national parliaments and the European
Parliament, senior officials from ministries of Member States and journalists.

The number of requests for exchange of information between Member States has increased
significantly and the EDU has invested considerable resources in developing the information
technology infrastructure to ensure that information can be exchanged quickly, securely and reliably
at all times. This growth in the use of the EDU has caused a corresponding increase in the number
of personnel required and this recruitment has been achieved in a manner ensuring as fair a
representation from all Member States as possible.

Based on the experience of 1996, | am very confident for the future role of the EDU/Europol

in international law enforcement.

Jurgen Storbeck
Co-ordinator



OVERVIEW

The day to day exchanges of information and intelligence between Member States via the EDU
and the successful support from the EDU to investigations and operations of Member States
continued to increase, both in terms of quality and quantity.

There were a significant number of enquiries relating to drug trafficking, organised clandestine

illegal immigration, illicit vehicle trafficking and money laundering, which led Member States’ authorities
directly to seizures and arrests, but few relating to the illicit trafficking of nuclear and radioactive
substances.

Member States’ Europol National Units have used the EDU many times to facilitate and support
the co-ordination of international controlled deliveries and international surveillance operations,
as well as national investigations.

A substantial factor in the increased use of the EDU by law enforcement agencies of the European
Union is the presence of Europol Liaison Officers of all 15 Member States permanently based

at the EDU and operating on behalf of their country. This arrangement, in line with the Third Pillar
philosophy, has provided Member States' authorities with an important and useful service not
previously available. The composition of each national desk is more and more reflecting a multi-agency
approach.

fn order to make effective progress in the mandated fields of criminality, a series of conferences was
held in The Hague during 1996 to ascertain Member States’ needs in these areas, to exchange views,
discuss law enforcement techniques, agree on common strategies and to initiate and improve
investigations and operations.



ACTIVITIES

Exchange of information

The exchange of information and intelligence between ELOs remained the primary activity of the EDU
and 1996 saw a significant increase in the number of enquiries dealt with by the EDU.

As a result of the successful support by the EDU to the respective law enforcement agencies

(police, gendarmerie, customs, immigration, etc.), the Member States are making increasing use

of the ELO network and specific EDU expertise. Bilateral and, more especially, multilateral exchanges
are taking place every day, and a high level of service (speed, accuracy, language facilities, upgrading
of information/intelligence) is offered to investigations related to criminal groups active on an
international basis.

During 1996, 2053 cases were initiated by the Member States. Each case can involve several
individual enquiries as it may be directed to more than one country or several replies may be given
over time by one country, thus, from 2053 cases referred to EDU 6327 individual responses were
generated by liaison officers. An additional 216 responses to enquiries were sent to Member States
from the EDU crime analysis bureau.

The types of request routed through the EDU remain proportionally similar to those in 1995 as shown
by the following table:

1996 1995
Information and intelligence exchange 78% 77%
Provision of specialist expertise and analytical support 16% 17%
Co-ordination support for special operations e.g. controlled deliveries 6% 6%

There have been slight changes in the distribution by subject area of the cases dealt with as shown
by the following table:

1996 1995
Drugs 71% 76%
Money laundering , 13% 12%
lllegal immigration networks 8% 4%
Stolen vehicle trafficking 8% 8%
Trafficking in nuclear and radioactive substances 4 cases 1 case
Total number of cases 2053 1474




NUMBERS OF REQUESTS AND RESPONSES
TO ENQUIRIES IN 1996

Number of requests by
originating country

Number of responses to enquiries
initiated by other countries

Germany 507 Netherlands 1350
United Kingdom 453 Germany 686
Portugal 181 Spain 618
Belgium 167 Belgium 591
France 119 France 573
Netherlands 113 United Kingdom 444
Italy 92 ltaly 413
Denmark 87 Portugal 266
Austria 75 Greece 247
Ireland 63 Austria 220
Sweden 63 Ireland 203
Spain 49 Denmark 200
Greece 33 Luxembourg 196
Finland 29 Sweden 185
Luxembourg 22 Finland 135
Total 2053 Total 6327




DRuGs

Action to combat illicit drug trafficking remains a core function of the EDU. In addition to the
operational support, a number of other developments have occurred in this area in 1996.

A second EU-Situation Report on Drug Production and Trafficking was prepared including, for the
first time, an overview of wholesale and retail prices of major drugs in the Member States.

This document became one of the sources used by the Irish Presidency in drafting the Situation
Report on Organised Crime in the European Union in 1995. A strategic analysis was conducted,
Drug Trafficking by Turkish Criminal Organisations from an EU Perspective, from which operational
projects will be developed in 1997. In November 1996 the EDU started, in cooperation with Member
States, the preparations for the establishment of a Drug Purity Indicator System in order to report
on the average purity of the major types of drugs.

The Ecstasy Logo Project provided a computerised database system for the ballistic profiling of
ecstasy pills. A first catalogue containing 93 logos of ecstasy pills and an update with another 74 new
logos were released in 1996. Some 9500 catalogues were distributed to law enforcement bodies

in the Member States and many requests for additional copies were received.

With the aim of assisting law enforcement bodies in interested Member States and their drug liaison
officers in Latin America and the Caribbean, the EDU has continued with the Latin American Drug
Bulletin Board, through which relevant information from various open sources was collected

and disseminated.

An international network of large-scale cocaine traffickers was detected by a Member State involving
several other Member States. As a result of investigations involving an intensive exchange of
information via the liaison officers at the EDU, arrests were made of the head of the organisation,
the organiser of the shipments and several other members of the organisation.

The complete organisation was, therefore, destroyed. The authorities of the originating Member State
Stressed in their report that this success was made possible, not only by their own long-term
investigation, but also because of ,the outstanding co-operation with other EU Member States via
the ‘non-bureaucratic’ EDU channels”.

MONEY LAUNDERING

An EDU common strategy on money laundering was discussed during the Heads of Europol National
Units (HENUs) meetings of March and September 1996. It was redrafted after receiving the last
comments from the Member States in November, although it had not been finally agreed by the end
of the year.

A General Situation Report was written describing, inter alia, the legal possibilities and competent
agencies for the control of cross border movements of cash/assets. At the request of some Member
States, an inventory was made of the existing training programs on money laundeting in the Member
States.
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An analysis of criminally derived funds emanating from non-EU countries was undertaken involving
five Member States. The investigation concerned the laundering of funds through three main financial
institutions followed by further transfers to similar institutions in other Member States. The input of the
EDU was to trace the money flow, identify the main groups and establish whether they were linked to
other criminal groups. The case was ongoing at the end of 1996 but an interim report was produced
summarising the findings, identifying additional criminal associates and suggesting areas in several
Member States where further work needed to be carried out.

ILLEGAL IMMIGRATION NETWORKS

A Balkan Route project, focusing on clandestine immigration networks involving Turkish nationals and
Turkish organisations, was developed and a strategic analysis was carried out.

Denmark initiated an international project referred to as the ,Somalia case”, involving several Member
States (and Norway), and requested the support of the EDU to undertake an operational analysis.

The annual situation report was prepared analysing the extent of the problem and giving proposals to
combat the problem both from a political and law enforcement level.

Two analyses were carried out at the request of a Member State in respect of clandestine immigration
networks relating to the transportation of illegal immigrants from Asia to the EU. Intelligence indicated
that some of the illegal immigrants arriving in the requesting country were en-route to other countries
of the European Union. The ELOs collected an important amount of information which was then
evaluated, structured and analysed with the results being displayed in the form of relational diagrams.
This work illustrated the relationship among the main suspects, and in particular the analysis
supported the theory that the illegal immigration activity centred around an organised group who
worked closely together. The work, co-ordinated by the ELOs, gave reason to believe that each
investigation had common targets, thus, highlighting areas for further work to be carried by the
investigators.

TRAFFICKING IN STOLEN VEHICLES

The first Expert meeting on lllicit Trafficking of Vehicles was held in The Hague in April 1996 in the
presence of experts from all Member States, countries of central and eastern Europe and two of the
Baltic States in order to evaluate the criminal threat, to study the needs and expectations of
international co-operation and to initiate and support operational activities.

In order to carry out stolen vehicle projects and to develop a systematic analysis in this area of crime,
the EDU produced a European Situation Report covering the situation in 1995. The aim is to gain
additional information and to create the basis for a mutual future strategy to combat this phenomenon
through bilateral and multilateral co-operation under the co-ordination of a leading Member State.
The EDU was invited by the Schengen co-operation, as part of their pilot project on stolen vehicle
routes, to carry out an analysis focusing on controls of routes which are known to be frequently

used by traffickers.
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TRAFFICKING IN RADIOACTIVE AND NUCLEAR SUBSTANCES

The extent of criminality in this area of the mandate appears to be low with only 4 detected cases
within the EU during 1996.

An annual situation report on lllicit Trafficking in nuclear and radioactive substances was prepared for
production in the beginning of 1997.

A system was set up to inform instantly all Member States of any incidents of trafficking of nuclear and
radioactive substances.

Requests for information have been sent to Member States concerning trials of detection equipment
carried out by them. Some replies were received although they were insufficient in detail to formulate
recommended policies.

A review was carried out concerning the training given by Member States to the former Eastern Bloc
countries;

It was ascertained that certain proposals for work in this area were being carried out in the framework
of ICPO/Interpol and, to avoid duplication of effort, they will continue to do this work.

SPECIAL TECHNIQUES

The EDU produced two key documents on this subject, a Special Techniques Policy and a study
on Controlled Deliveries covering legal, judicial, factual, structural and financial problems which create
difficulties in such operations.

An expert meeting on compatible technical support systems was organised at the EDU by the United
Kingdom Home Office, attended by representatives of all Member States. This presented the existing
tracking systems in Europe and concentrated on user requirements, technical specifications

and research and development requirements.

CRIME ANALYSIS

The workload of the analytical bureau continued to grow in 1996 and the number of analysts was
increased from 4 to 7 by the end of the year. The number of yearly general situation reports and threat
assessments remained at 5, however, requests for major assistance increased from 18 to 26 and

a further 272 minor requests resulted in 2495 searches of open source information compared to

841 in 1995.

A 2nd EU Criminal Intelligence Analysts' Conference was held at the EDU in October, with over

60 delegates from all Member States and also an observer from ICPO/Interpol. Guest speakers came
from the USA, the United Kingdom, the Netherlands, Australia and Italy, imparting their knowledge
and expertise from an operational viewpoint and an academic perspective in respect of both strategic
and operational analysis. This conference supported the £DU’s underlying principle of expanding the
awareness of analytical work, as further demonstrated by the two week Strategic Analysis and
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Intelligence Course held in June, attended by 27 representatives from 12 Member States and
representatives from ICPO/Interpol and the World Customns Organisation (WCO). As a result of
positive feedback it has been decided to repeat the course in 1997.

A drug seizure in one Member state uncovered links with four other Member States and the EDU was
asked to provide analytical support in the production of flowcharts and other analytical reports on the
development of the case. A meeting was later held at the EDU and subsequent investigations led to
the seizure of 10,000 XTC tablets, the largest seizure to date in that country. Additionally, the analyti-
cal bureau assisted the competent prosecutor by making a complete analysis/overview and graphical
presentation of the case and its complicated international links.
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INTERNAL AFFAIRS

PERSONNEL

The number of personnel in post has risen from 90 in 1995 to 116 by the end of 1996. This includes
37 liaison officers and technical assistants to the liaison bureaux from the 15 Member States and
79 EDU staff members coming from 11 Member States in total.

In addition, temporary staff have been recruited for replacement purposes where necessary.

FINANCE

In addition to the ordinary EDU budget for 1996 of 4.997.000 ECU, the Council of Ministers approved
a supplementary budget of 1.400.000 ECU for the Europol Computer System, of which only
1.100.000 ECU had to be called up.

Through tight managing and monitoring, it has been ensured that spending in 1996 has remained
within the budgetary limits. For a number of business items, in particular simultaneous interpretation

of conferences and meetings, printing, translating and training, a number of potentially useful initiatives
had to be dropped due to financial constraints.

The Council adopted the EDU budget 1997 amounting to 5.600.000 ECU and a 1997 budget for
the Europol Computer System of 2.200.000 ECU.

Considerable effort was made throughout the organisation in business planning to set up detaited
activity plans and to establish the priorities needed to ensure cost effective implementation of the
1997 budget.

MEETINGS AND VISITS

The EDU organised more than 100 meetings and official visits, 30 of which required simultaneous
interpretation.

Although the EDU is not in a position to initiate official negotiations, less formal contacts took place
with ICPO/Interpol, the WCO, the UN, the European Monitoring Centre for Drugs and Drug Addiction,
the Inter-Governmental Conference, the Helsinki United Nations Institute and the European
Commission (Unit de Co-ordination de la Lutte Anti-Fraude) to co-ordinate interrelated activities.

The agreement of the presidency and/or the WG on Europol was reached before contacts were
initiated. The WG on Europol was informed on a regular basis so that control of these activities

was further assured. -

The main external points of reference are, of course, the Europol National Units. The relationship
between the EDU and these units has been in continuous evolution and amendment.

Due to the commencement of the ratification process of the Europol convention, the EDU has received
an increasing number of ministers, representatives and senior officials from ministries of Member-
States. The EDU also received a visit from the Polish Prime Minister.
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INFORMATION TECHNOLOGY

Information Technology is critical to the success of the EDU. All staff are supported by a highly
sophisticated internal network of workstations providing electronic mail, word processing and other
office facilities. The network is connected via encrypted links to the Member States’ Europol National
Units and the Luxembourg Translation Centre. Most use analogue (i.e. ordinary) telephone lines, but
new links using digital secured lines were established this year with Belgium, The Netherlands,
Luxembourg and Greece.

To cope with the continually increasing workload, a major upgrade of the network was initiated.
The EDU system is fully X400 compatible. For security reasons, access to the Internet is restricted
to stand-alone machines not connected to the network.

In January 1996 Liaison Officers were provided with a new software package to ease the process
of generating information requests, monitoring their progress and providing statistics and an
audit trail.

THE EuroPOL COMPUTER SYSTEM

Planning is well under way for the future Europol Computer System. 1996 corresponded to stage

1 of the project, the main component of which was the production of a Statement of Requirements.

A Project Team was established at the start of the year, supported by external consultants, with

a member of the EDU Management Team as Project Director. Control of the project is vested in

a Project Board which met 10 times in plenary session with all 15 Member States represented.

Two sets of visits to Member States were carried out by members of the project team and a number
of ‘workshop’ sessions with experts were held at EDU. As the year closed an evaluation was under
way of the bids received from companies offering to carry out stage 2 of the project, the production

of a detailed operational requirement (requirement specification).

DOCUMENTATION

The Documentation Bureau provides open source information to EDU personnel. This includes
round the clock press reports, together with an almost unlimited range of legal and technical material,
relating to the EDU mandate, for the benefit of analysts, liaison officers, management and

other staff.

Participation in international conferences has helped to foster the sharing of law enforcement open
source material, with a study group looking at further possibilities. In this field the EDU Documentation
Bureau is recognised amongst the pioneers.

Several hundred visitors from EU institutions, government departments, Europol Nationa! Units
and other official delegations have visited the Documentation Bureau, contributing to increased
awareness of the potential of this kind of service and enabling examples of good practice to _
be passed on. )
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CONCLUSION

The EDU has played a significant role during 1996 in combating organised crime in the European
union. It is now well established in the minds of investigators within the Member States and
in the arena of international politics.

In addition to supporting investigations, the EDU is beginning to play an important role in the
development and harmonisation of strategies and techniques. The EDU is emerging as a joint
Member States laboratory for new management and analytical methods and for modern technologies.
In addition, the EDU offers a platform for the exchange of views and experiences among Member
States’ ministries, police and customs authorities.

The birth of the real Europol seems to be near as ratification of the Europol Convention progresses
in an encouraging manner. Not all problems concerning European law enforcement co-operation will
be solved by ratification as a number of practical implementation issues remain to be addressed,
especially the establishment of efficient liaison with third countries and international organisations.
The Dublin summit gave clear signals for further development of Europol and of EU wide law
enforcement co-operation which will further enhance the fight against international organised crime.
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EDU STRUCTURE 31 DecemBer 1996 (totaL STAFF MEMBERS: 116)
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