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EUROPOL DRUGS UNIT

Co-ordinator’'s Report for 1995

Overview

1995 was the second year of existence of the Europol Drugs Unit. Day to day
exchanges of operational intelligence between Member States continued to
increase both in terms of quantity and quality: the Unit dealt with 1474
incoming requests for information, compared with 595 in 1994. In all,
individual liaison officers handled a total of 4671 enquiries. Political
developments included the extension of the mandate in March and the signing
of the Europol Convention in July. The EDU’s strategic role in relation to the
EU's drugs problem received strong endorsement through its contribution to
the document Cordrogue 69, agreed by the Madrid European Council in
December 1995.

In the field of drug trafficking there were some notable successes, with
information exchanges leading directly to seizures and arrests. This applied
both to on-going investigations and to live operations, such as controlled
deliveries. In respect of the three new fields of criminality, there were a
significant number of exchanges of information and intelligence relating to
stolen vehicles and organised clandestine illegal immigration, but few relating
to the illicit trafficking of radioactive substances.

Law enforcement agencies appear to be recognising the unique benefit of
having their representatives permanently based at the EDU, each operating
under the direction of his or her national unit, resulting in added confidence,
especially in relation to sensitive information. The Europol liaison officers
(ELOs) are able to respond quickly to requests at any time of day or night,
solve language difficulties, and provide the necessary expertise immediately.

This ability to deal with sensitive operational information rapidly - within hours
or even minutes - is crucial for the support and co-ordination of international
controlled deliveries, involving (under the control of Member State
investigators) co-operating couriers, bilateral transit cases, and international
surseillance operations. The liaison officers now have a well-equipped
operational support and co-ordination room which enables them to liaise
closely with each other without losing contact - even momentarily - with their
National Units, on whose behalf and under whose control they operate at all
times.

Regrettably, whilst the EDU enjoys considerable support both at the political
level and from the investigators who have used its services, there are
indications of a reluctance to accept its role by some authorities. There were
periods in 1995 when virtually no enquiries were channelled through one or
another National Unit; and there were several refusals by public prosecutors to
progress cases originating in other Member States. Many were far from trivial:
10kg of heroin in one case; 300kg of cocaine in another. Fortunately, the
situation appears to be improving in most respects.
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The extension of the mandate led to a number of EDU-sponsored initiatives to
ascertain Member States' needs, to enable their experts to exchange views
and improve their knowledge of specialised law enforcement techniques, and
to increase their awareness of the Unit's potential to assist them in resolving
complex multi-national investigations, especially in the field of iliegal
immigration.

The Europol Drugs Unit has played a significant but strictly limited role during
1995 in combating organised crime in the EU. It still has no legal status and
cannot store personal data. It can only become truly effective when the
Convention is ratified and the EDU becomes Europol. The gains will then
include competence in other fields of criminality, access to and analysis of
pooled data, and productive liaison with intemational organisations and third
countries.

Exchange of information

The exchange of information and intelligence by ELOs is currently the primary
activity of the EDU. The enquiries they handled in 1995 can be broken down
as follows:

e 77% were specific requests in support of sensitive investigations (checking
names, telephone numbers, vehicle licence plates etc;);

e 17% required special expertise and concerned particular phenomena, e.g.
‘Crack’, precursor chemicals, ethnic criminal groups, etc; or related to legal
and technical, or tactical questions;

e 6% led to support by ELOs for on-going special law enforcement
operations.

76% of the cases were drug related, 12% covered money laundering activities,
4% were linked to illegal immigration networks, and the other 8% to stolen
vehicle trafficking.

Germany made 449 requests (104 in 1994); the UK 281 (62 in 1994); France
127 (66 in 1994); Portugal 124 (22 in 1994); Italy 115 (27 in 1994). Belgium
111 (104 in 1994). The other nine Member States initiated 267 in total.

Taking into account the enquiries received from other countries, in total the
Netherlands ELOs handled 754 enquiries; the German ELOs 702; the UK
ELOs 531; the French ELOs 406; the Spanish ELOs 384; the Belgian ELOs
374, the ltalian ELOs 373; the Portuguese ELO 261.

Drugs

The bulk of the EDU activity is related to the ever growing drugs problem. In
addition 1o the operational support outlined above, the EDU has produced a
number of strategic reports including an EU Situation Report on Drug
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Production and Trafficking, threat assessments, drug seizure statistics and
drug prices.

Expert meetings were hosted by the EDU on controlled deliveries and trans-
border surveillance operations to determine Member States’ needs, and to
develop common strategies with the Europol National Units.

An example of the support which can be given by the EDU, is the response to
a request from British Customs which was received in mid-summer from the
UK Europol National Unit. In furtherance of current operational intelligence, a
mobile surveillance over a prolonged period was carried out on a number of
suspect vehicles as they travelled across four Member States (Eire, France,
Spain, UK) with British Customs Officers maintaining the evidential continuity,
supported and facilitated by the British liaison officer within the EDU. This
operation culminated in the arrest of ten persons in the South East of England
and the seizure of 2140 kilograms of cannabis resin with a street level value in
excess of 7 million pounds. This example illustrates very clearly how the EDU
can support operations of this nature and provide added value, whilst the
requesting Member State remains entirely in control.

Widespread concern about MDMA or Ecstasy led to the initiation within the
EDU of the Logo Project, a computerised database of the logos found on
seized ecstasy pills. A catalogue, to be updated periodically, has been
produced illustrating the most common brands. This work should contribute to
the identification, by law enforcement bodies, of possible links between
investigations and, through this, to the identification of suspects, criminal
networks and connections between seizures and production sites.

Radioactive and nuclear substances

The emphasis in this field has been in identifying the issues and on planning
and liaison. Meetings were held with experts from Member States who had
carried out successful operations resulting in seizures of nuclear or radioactive
substances, and contacts made with experts at Euratom, ICPO Interpol,
WCO, and IAEA. A full fiteen Member State conference on the subject took
place in The Hague in October, which made recommendations for discussion
at the next Heads of Europol National Units meeting scheduled for January
1996.

Clandestine immigration networks

To define the role of the EDU in this field, a Project Team on Clandestine
Immigration Networks was set up, composed of representatives from six
volunteer Member States supported by EDU staff. Their conclusions are also
scheduled for discussion at the next Heads of Europol National Units meeting.
The EDU has been successful in bringing together different bodies and
experts; the result has been a number of successful investigations and
operations against organised crime in the field of illegal immigration.

Analytical support for an investigation involving six Member States led to 22
arrests. The case concerned the smuggling of migrants, mainly from India, via
Eastern Europe to various EU Member States. These migrants were
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subsequently taken to the UK, most of them for further transport to North
America.

Vehicle trafficking

A working group on stolen vehicles has been established to support Member
States which have already started initiatives on a bilateral or multilateral basis.
One Member State is willing to take a leading role to help the EDU to develop
a systematic analysis in order to disseminate intelligence, and to carry out a
multilateral stolen vehicle project together with some forerunner countries.

As a result of an initiative by one Member State, an operational meeting was
held at the EDU in December 1995 which is likely to lead to closer co-
operation in a particular form of vehicle crime. Initial indications are that the
theft of high value cars by fraudulent hiring for export may be greater than
originally thought, and that the extent of the problem may not yet have been
realised in some countries.

Money laundering

Given the international scale of organised crime, the fight against the
laundering of criminal gains calls for a world-wide approach. The EDU,
through internal study and expert meetings, is aiding the development of an
EU strategy for combating the problem. Panricularly worthy of attention are
Bureaux de Change, which are often used to launder the proceeds of crime
and drug trafficking. :

Crime Analysis

The EDU analysts have been involved in both strategic and operational work,
with Europol National Units more frequently requesting the services of the
department:

Yearly Assessments 5
Major Requests 18 |
Minor Requests 841

Analysts supported a number of operational enquiries, working very closely
with individual ELOs (under authority of the individual Europol National Units),
not only within EDU but also on the request of Member States.

The first EU Criminal Intelligence Analysts' conference was held at the EDU in
December, with over 80 delegates from all Member States attending, along
with observers from ICPO Interpol. The great divergence of experience from
real experts, to individuals with little or no experience in intelligence analysis,
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10.

11.

12,

highlighted the need for more work in standardising analysis throughout the
EU, including the development of EU analytical guidelines.

Strategic reports

A comprehensive discussion document was prepared on criminal activities
within the EU and threats posed by specific organised criminal groups, in
particular Central and Eastem European criminal groups; Italian Mafia type
organisations; Nigerian criminal groups; Triad societies; Turkish criminal
groups and former Yugoslavian criminal groups.

A further report highlighted the threat from organised crime groups in the
former Soviet Union and Central and Eastem Europe, and large scale money
laundering emanating from the former Soviet Union into the EU.

A comprehensive overview of Drug Production and Drug Trafficking as it
affects the EU, was completed in the latter part of 1995 and contained the
Drug Seizure Statistics for 1994.

The price of drugs both at ‘wholesale’ and ‘retail’ level in each Member State’s
currency and in ECUs is published every six months.

EDU support to the implementation of the Convention

The EDU partticipated actively in the work of the Europol Working Group on
the preparation of the different legal instruments required under the
Convention, and presented a number of documents concerning the
Headquarters Agreement, Analysis Work Files, Financial Regulations and
Staff Regulations.

Personnel

The present 90 personnel include 35 liaison officers and technical assistants
seconded to the liaison bureaux from the 15 Member States and 55 other
EDU staff members from 8 Member States.

A Status Exchange of Notes in respect of the protection and security of EDU’s
non-Dutch personnel, has taken place between the Netherlands and 12 other
Member States.

Finance

In June 1995 the Council adopted the final report on the implementation of the
1994 budget. From the approved 1994 Common Budget of 2,065,000 ECU,
only 1,397,751 ECU were spent. Ministers decided to use the savings to
reduce the concerned Member States’ contributions to the 1895 Budget.
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14.

15.

Taking into account the three new Member States, as well as the EDU’s new
tasks, the 1995 Common Budget was amended in June 1995 to a total
amount of 3,918,000 ECU. A surplus of + 12% is expected for 1995.

The remainder of the 14,500,000 ECU made available in 1994 from the Host
State was used up in 1995.

The 1996 Common Budget was also approved in June 1995 to a total amount
of 4,993,000 ECU.

Meetings and visits

Since the official opening of the new facilities in March, 26 conferences and
major meetings were organised, 13 of which required simultaneous
interpretation. The number of visitors totalled 3,271.

Information Technology

The main development was the Information Exchange application to assist the
ELOs with their day to day work. As a by-product it will also provide better
management information and a clearer insight into the EDU'’s activities.

All new members of staft received the appropriate level of training, with
additional courses developed for specific requirements, adding up to a total of
185 courses delivered in 1995. Training was also provided for staff within the
National Units in Denmark, Ireland and Belgium.

The telephone exchange and the network were both upgraded (hardware and
software) to cope with the extra demands placed on them and to offer greater
reliability.

It is a source of disappointment, and a concern over security, that two years
on from the date the EDU came into being, some Member States have still not
made the necessary local arrangements to connect their National Unit with the
EDU via an encrypted E-mail link. Often all that is required is a few hours
work, plus, of course, the will to do it. If permitted, the EDU will provide all
necessary assistance, including the encryption devices, technical support and
training.

Initial planning for the development of the Europol Computer System led to
approval of the EDU’s proposals for the outline procurement strategy, and the
sefting up of a small project team to produce a costed statement of
requirement during 1996.

Documentation

Enhanced co-operation with law enforcement agency documentation centres
has included on-line electronic connections to official EU agencies. Informal
contacts with the World Criminal Justice Library Network, the United Nations
Criminal Justice Information Network, other EU agencies, and various
governmental and non-governmental organisations in the law enforcement
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16.

field, have resulted in access to open source information of a high quality.
The explosive growth of law enforcement participation and use of the Internet
is monitored selectively. In fact, the Documentation Bureau might best be
described as an open sources information support service.

Conclusion

1995 was a busy year for the EDU. The workload of liaison officers rose
steadily, both from external requests and intemal projects. Support staff
found themselves under considerable pressure as the build-up of the EDU
continued (of staff, of infrastructure, and of external commitments).
Particularly heartening were signs towards the end of the year of increasing
awareness of the EDU from law enforcement agencies at investigator level.
Not surprisingly, this was often coupled with disappointment, even frustration,
over the constraints which reduce the ability of the EDU to match those
investigators' expectations.

Apart from the legal restrictions, especially those concerning status and data,
were the aftitudes of some authorities, the positions of the Europol National
Units within individual countries, and differing national legislations. Of course
these problems will not all be solved by ratification of the Convention, but that
will be the single most significant measure in the European Union response to
international organised crime. Until then, the EDU is providing a limited but
useful service, which did not exist at all two years ago, and which has no
parallel in the worlc of law enforcement co-operation.
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