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I INTRODUCTION

Steering Group Ill decided at its meeting on 9 and 10 January 1997 that a number of subjects,
including the subject of legal interception of telecommunications, should be examined by the
Working Party on Mutual Assistance in Criminal Matters with the aim to form an overall picture

of the planned content of the draft Convention on Mutual Assistance in Criminal Matters.

The subject of legal interception of satellite telecommunications had been examined at an
informal preparatory meeting of experts in the Hague on 25 and 26 November 1996 organized
by the Netherlands delegation. The purpose of that meeting was to establish a paper on the
problems in this area, which could serve as a basis for further consideration within the

structures of the Council.

The outcome of the informal meeting in the Hague had been circulated in documents

12290/1/96 JUSTPEN 150 ENFOPOL 208 REV 1 and 12939/96 JUSTPEN 159 ENFOPOL 230.
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The Working Party discussed the above subject on this basis at its meeting on 10 and 11
February 1997. The purpose of the meeting was in particular to look at the main technical and
legal aspects of the issue with a view to getting a clearer idea on to which extent and in which

way it would be appropriate to establish international rules on mutual assistance in this field.

The main results of the debate are set out under Il below. It is noted that the technical

expressions used below should be understood in the same way as in the two above documents.

I RESULTS OF THE DEBATE

A. General comments on the substance.

It was clear from the information available that satellite telecommunications systems will be
established in Europe in the near future, perhaps within a year. The systems will be established

by large multinational operators. Perhaps 3 or 4 systems will come to existence in Europe.

The basic features of the new systems will be the following: Telecommunications are sent from
a hand-held unit to a satellite. The satellite passes on the communications to a ground station.
The communications are then routed from the ground station through the ground system via
cable and/or radio waves to the unit called. Each system will have (only) one ground station in
Europe. It is at this stage expected that ground stations will be established in France, Italy, and

perhaps the UK and Germany.

The systems have not yet been finally designed by their operators. This situation leaves more
room for influencing the technical features of the systems from political level than if the

systems had already been in operation.

Delegations agreed in principle, that it should be possible - at least to the extent that this is
possible now regarding the existing telecommunication systems - to intercept and real time

monitor the telecommunications concerned for the purpose of the fight against crime.
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It was generally accepted that the existence of a coherent legal framework within which this
can happen must be assured . To the extent necessary for that purpose, international rules on
cooperation between Member States should be established. These rules should be established in
the context of existing rules and recommendations, including the European Convention on
Mutual Assistance in Criminal Matters. Several delegations stressed that human rights issues (in

particular the European Convention on Human Rights) should be taken duly into consideration.

It was on that basis concluded, that the general opinion of the Working Party was that the basic
legal principles to apply at international level, and the basic legal and technical requirements the
operators of the new telecommunications systems as a consequence will have to respect,
should be established. Several delegations expressed the opinion that this should happen as
soon as possible with a view to giving the operators of the new systems a proper basis for
finally designing their systems as far as the technical possibilities for interception of

telecommunications are concerned.

B. General comments on procedure and method.

Some delegations thought that the question of interception of satellite telecommunications
should be dealt with separately as an urgent matter, whereas other delegations would prefer a

global approach and deal with the interception of all kinds of telecommunications.

Concerning the issue of where to put new rules in this area, some delegations would favour the
inclusion of rules on (satellite) telecommunications in the draft Convention on mutual assistance
in criminal matters, whereas others would prefer a separate instrument.

It was agreed that these questions should be further examined at a later stage.

C. Specific comments on the substance.

The Working Party concentrated, as a first step, its discussions on the following simple
situation: P1 in Member State A calls P2 in the same Member State. The signal goes from P1 to
a satellite, then from the satellite to a ground station in Member State B and then from the

ground station to P2. Member State A wants to intercept calls to and from P1.
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According to the information available, the interception and passing on of the signal must take
place in the ground station. Technically it is possible to provide that this action may take place
at the ground station or by remote control from another place {anywhere in the world) in the

communications network.

The model provided by the United Kingdom delegation for the purpose of further consideration
and set out in 12939/96 JUSTPEN 159 ENFOPOL 230 has been discussed in the context of the

above simple situation.

Some delegations, including the Spanish and German delegations, thought that the Member
State hosting the ground station should not be involved in establishing interception in the
situation described. Interception should in the view of these delegations be legally and
technically possible in the Member State where the person who is target for the interception is
situated (Member State A). The service providers of Member State A regarding the public
networks in question could be legally obliged to ensure that interception could be carried out on

request. In this way there would be no need for mutual assistance in the above simple situation.

Other delegations, including the French, Irish, Netherlands, Italian and United Kingdom
delegations, thought that the Member State hosting the ground station should have a role to
play, and that a request for interception therefore should be made from Member State A to

Member State B.

Some of these delegations considered that the role of Member State B only should be to check
if the requesting authority from Member State A was a competent authority. To the extent that
the request came from a competent authority, interception should always be allowed. The
delegations not in favour of attributing a role to the State hosting the ground station were

willing to consider a system like this as a compromise.

Others, including in particular the French delegation, would be inclined to insist on a more
substantive role for the host country. It was observed by some delegations, that this approach
could imply, that interception would only be possible when allowed by both Member State A

and Member State B in the example.

All delegations agreed that no matter what solution was chosen, it would be of utmost
importance to ensure that interception could be carried out rapidly and efficiently so as to make

real time monitoring possible.
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The Working Party started briefly discussing certain more complicated situations. One example
was the following: P1 goes from Member State A to Member State B. He then calls P2 in
Member State C. The signal goes via a satellite through a ground station in Member State D on
its way. Member State A wants to intercept calls to and from P1. It appeared that in such a
case a request for legal assistance from Member State A to Member State B would be
necessary. Depending on the outcome of the discussion regarding the role of the Member State

hosting the ground station, Member State D could also be involved.

It was agreed that this and other examples would have to be further examined.

The Chairman asked the delegations of Member States likely to host a ground station in the
future (France, Italy and Germany) to communicate in writing how they thought the procedures

for the practical interception should be in different situations.

Il CONCLUSIONS

The debate showed in particular the following:

- With a view to preserving the possibilities available under the existing systems, there may,
even regarding very simple situations, be a need for mutual assistance regarding
interception of satellite telecommunications.

- In more complicated situations there will certainly be a need for mutual assistance.

- It is necessary to further examine to which extent this situation calls for the drawing up of
new international rules on mutual assistance in this area. For that purpose a range of more
complex situations where a need for mutual assistance may exist as well as the role of the
country hosting the ground station will have to be further looked at.

- The questions regarding where to put possible new rules (in a separate instrument or in
the draft Convention on mutual assistance) and what these rules should cover (all kinds of
telecommunications or only satellite telecommunications) will also have to be dealt with.

- Any new rules should be established as fast as possible in order to influence the
development of the new telecommunications systems before they come in operation.
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