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Subject: National measures with regard to the Internet

l. Introduction

In 7171/2/97 ENFOPOL 83 REV 2, Member States were requested to report back to the Presidency by

1 June 1997 on:

— any national measures they are introducing with regard to the Internet which may be of interest to

the other Member States;

— other measures which can be considered in the context of the third pillar.

Information has so far been supplied by three countries: Greece, the Netherlands and Spain.

Greece

The National Telecommunications Committee, with a representative liaising with an official from the

Ministry of Public Order (International Police Cooperation Department, European Union Section), has
set up a special committee to look into the Internet. That committee's task is to establish a framework
for and consider the possibility of setting up a self-regulatory body embracing all Internet service

providers in Greece. The committee is expected to produce its findings in late August.
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Netherlands

Project on basic premises for legislation on the electronic highway

A project on basic premises for legislation on the electronic highway has been set in hand under the
responsibility of the Minister for Justice. The project team is to place a Government paper before
Parliament in December 1997. The paper should address practical issues arising as a result of
technological developments and in more general terms the possible and desirable regulation of society
by the authorities. A decision-making framework for future legislation forms part of the paper. The
project team is looking into whether existing legal instruments are adequate for some issues regarding

the electronic highway.

Individual topics have been identified within the project. Two topics are of relevance for the purposes

of the survey:

— internationalization and legal authority;

— technology and law enforcement.

Both topics will be considered in depth by specialists over the next few months.

Paper on digital criminal investigation techniques

The Policy Advisory Group on Computer Crime, an advisory body coming under the Board of Police
Commissioners, is at present working on a discussion paper on digital criminal investigation
techniques. The paper is to put forward proposals regarding methods, training and rules for detective
work in a digitalized society. The level of basic knowledge about computer crime needs to be raised
and computer crime teams assigned to cases in which more specialist knowledge is required. There is

also a shortage of knowledge in the public prosecution service and the judiciary.
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Spain
The Directorate-General for Police, coming under the Spanish Ministry of the Interior, is in the process

of implementing the following measures:

— inclusion of specific subjects concerning the use of computer networks for criminal purposes in the
general system of police training;

— specific operationally-oriented training with regard to computer crime and use of the Internet;

— building up of police units specializing in the investigation of offences involving the use of

computer networks.

Other measures which could be taken in the context of the third pillar:

— development of measures as contained in ENFOPOL 83, after a consensus has first been reached
and the measures worked out in detail by Member States;
— consideration of the opportunities and risks involved in use of the Internet for police purposes, e.g.

communications systems, a citizens' information centre, a mailbox for reporting crimes, etc.

Il. Conclusion

The Netherlands delegation is willing to keep the survey of Member States' Internet-related activities

up to date. Those Member States which have not yet responded are asked to supply the Netherlands

delegation with the requested information by 15 September 1997.
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