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1. Introduction 

9595/97 Europol 39 (EDU ref 4200-02rl) outlined the legal and practical concepts which 

will determine the design of the Index System under Article 11 of the Convention. A 

number of options were presented. This document summarises a possible approach 

which takes account of the views expressed at the meeting of the Working Group on 29 

July 1997. To save repetition, it should be read in conjunction with Europo/ 39. 

2. Key principles 

The design of the Index System should strike the right balance between accessibility and 

security. Accessibility means that one way or another, it must enable a Member State, 

through its Liaison Officer, to find out whether relevant information is stored in the 

Analysis System. Security means that the processes which allow this to happen must 

not harm the integrity of the data or the interests of the other Member States also 

concerned by that information. The key appears to be the human factor, through the 

involvement of the Analysis Group. 
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Procedurally, the solution appears not to be one which presents raw data to the enquirer, 

or answers 'yes 1 no', but rather one which registers the enquiry, finds an answer (or 

series of answers), and routes it through the participants in the Analysis Group, with a 

checking mechanism to make sure that a reply is delivered to the original enquirer. 

This approach preserves a measure of security while ensuring that the enquirer rece ives 

the most useful possible response, since it will come directly from those involved in the 

analysis. 

3. Technical aspects 

The system should be as simple and economical as possible. This can best be achieved 

under the fol lowing circumstances: 

a. The Index System will only access structured data (see Section 8 of Europal 39). 

b. The enquiry process will not be interactive . The enquirer will not be able to 'view' 

directly all the contents of the database. It is proposed that the enquirer will fill in a 

request on the screen and send it off to the computer. The computer will carry out 

a search and produce a list of possible matches. 

c. Standard e-mail software should be used to hand le the workflow, for example the 

message from the computer to the participants in the Analysis Group and the 

notification to the enquirer . 

4. The enquiry process 

1 . The Liaison Officer enters an enquiry (name with the technical option to add 

date of birth when available) into the computer. There will be a simple box to 

fill in: 
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2. The Liaison Officer sends the enquiry to the computer which allocates a 

reference and immediately sends that reference back to the enquirer: 

INDEX SYSTEM ENQUIRY 

ENQUIRY reference E/2002/11/14/0038/Gonzaiez 

SURNAME First Names SCHMIDT Jurgen 

Date of birth [dd/mm/yyyy] 77177/1969 

3. The computer carr ies out a search. It may find there is an exact match, or no 

match at all, or a number of possible matches. 

4. If there is no information available, the Liaison Officer receives a notification 

from the computer : 

INDEX SYSTEM ENQUIRY 

ENQUIRY reference E/2002111/14/0038/Gonzalez 

SURNAME First Names SCHMIDT JOrgen 

Date of birth [dd/mm /yyyy) 77177/1969 

I 
RESULT I NO INFORMATION I 

5 . If the computer f inds one or more possible matches, it notifies both the 
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6. The Liaison Officer will be sent the following message: 

INDEX SYSTEM ENQUIRY 

ENQUIRY reference E/2002/11/14/0038/Gonzalez 

SURNAME First Names SCHMIDT JOrgen 

Date of birth [dd/mm/yyyy] ??1??/1969 

I 
RESULT I POSSIBLE MATCH 

I 
ANALYSIS GROUP PLEASE CONTACT 

C. Project Banana Skin M Dupont, ext 720 

L. Project Red Herring M Kalamaris, ext 608 

7 . The designated responsible(s) of the Analysis Group(s) will be sent a simil ar 

message, containing in add it ion the details of the mat ch ing names found by the 

computer, for example 

INDEX SYSTEM ENQUIRY 

ENQUIRY reference E/2002/11/14/0038 /Gonza lez 

SURNAME First Names SCHMIDT JOrgen 

Date of birth (dd /mm/yyyy] ??1??/1969 

RESULT POSSIBLE MATCH 

SURNAME First Names SCHMIDT Jorg 

Date of birth [dd /mm/yyyy] ??/??/???? 

FILE REFERENCE N/2001 /12/13/1 00006/BAN 

SURNAME First Names SMITH Jurgen 

Date of birth [dd /mm/yyyy] 27/06/1969 

FILE REFERENCE N/2002/09/29/000122/RED 

8. This is followed by direct contact between the Liaison Officer and the 

designated responsible of the Analysis Group. There may be a need for further 

clarification in respect of the request or of the information available. Internal 

procedure rules w ill have to be elaborated in respect of these proce edings. 

Art icle 10 lays down the procedure to be followed thereafter. 

11069/97 
DG H II 

JV/dp EN 

- 4 -



9. In certa in circumstances, where the supplying Member State believes that 

security could be harmed simply from knowledge that a name was held in the 

system, the record could be marked 'NO INFORMATION' . (See Section 10 of 

Europo/ 39.) In such a situation, the computer would automatically send 

notification to a designated member of the Europol Directorate, as well as to 

the designated responsible of the Analysis Group, to ensure that contact was 

made with the requesting authority with a minimum of delay. 

5. Conclusion 

The approach suggested in this paper appears to meet the legal requirements 

expressed in the Convention, the practical needs of Liaison Officers using the 

Index System, and the security concerns of Member States. It is technically 

straightforward and should not have considerable cost implications regarding 

the Europol Computer System . 
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