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1 . Adoption of the Agenda 

The agenda was adopted in accordance with Telex No 4501 of 5 November 1997. 

2. Draft joint action on criminal organizations 

Doc. 10407/2/97 CRIMORG 6 REV 2 

The result of the discussions is found in 10407/3/97 CRIMORG 6 REV 3. 

3. Presentation of the UCLAF (including item 10) 

The Director of UCLAF made a presentation of the work of UCLAF and indicated how it 

could contribute to the realisation of the Recommendations contained in the Programme of 

Action against organized crime. He indicated that UCLAF was willing to submit further 

thoughts on the matter in writing. 

Following a discussion, the Presidency concluded that the GMD should continue to 

examine the matter, inter alia with a view to clarifying the competences of the respective 

bodies involved in the implementation of the programme of Action and with a view to 

developing new instruments. He welcomed the support of UCLAF and of Europol in the 

realisation of the objectives of the GMD. 
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4. Role and place of the judicial authorities in their relations with Europol 

Preliminary discussions (21 band 25c) 

The GMD examined doc 12120/97 CRIMORG 18 which had been presented by the 

Presidency shortly before the meeting. Delegations welcomed the Presidency document 

and stated that it merited an in depth examination. As the document had been distributed 

at a late stage, delegations indicated study reservations on the document. 

The following general points were made during the discussion by one or several 

delegations. 
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the overriding priority was to ensure that the Europol convention entered into force; 
the matter needed careful examination and there was no need for urgency, 

cooperation should continue to be carried out via national units, 

it was premature to discuss changing the convention even before it had come into 
force, 

there was no need for additional control or supervision of Europol, 

the issue of the role and place of judicial authorities in relation to Europol was a 
subject which merited continued examination as the needs developed over time, 

the issues relating to control and efficiency were equally important, 

communications with Europol and its competences needed examination, in 
particular as regards relations with the European Judicial Network and judicial 
authorities, 

another matter which needed examination was the definition and implementation of 
Europol's tools for action within Member States, 

the ultimate goal should be to give Europol powers to act in Member States; an 
evolution in that direction was needed, 

the study referred to in the Action Plan could possibly be carried out by an 
independent expert, for instance Professor Sieber, who could be asked to develop 
several different scenarios, 

Europol's role as partner in national investigative teams should be studied; who will 
verify the actions of Europol in such teams? 

already in the Amsterdam Treaty, Europol's powers will be enlarged and its role 
needs clarification, 

it is important to ensure good contacts between national units and the judicial 
authorities at national level, 

the study should be carried out with a longer time perspective. 
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5. Preparation for the meeting on Cyber-Crime on 14 November 1997 

The Presidency informed participants on the planning and intended participation in the 

meeting the following day. 

Items 6 and 7: Money laundering over the internet (item 26f) and 

Outcome of the discussions on items 1, 19 and 20 

Doc. 11149/97 CRIMORG 8 

These items were postponed to the next meeting due to lack of time. 

8. Other business 

No other business was recorded. 

Within the margins of the meeting of the GMD, a meeting was held on the topic of cybercrime 

between experts of the EU, USA, Canada and International Organisations. The agenda of the 

meeting is set out in the Annex to telex 4501. 

At the end of the meeting, the Presidency drew the following preliminary conclusions: 

A lot of work is carried out in the field already by a number of international organisations and 

bodies, both in relation to illegal practices in the use of new technologies and illegal content. 

The questions are difficult from a technical point of view but they are also of a political nature 

(freedom of expression, for instance) . Computer crime may constitute a serious threat to 

society, as illustrated by the cases put forward by Professor Sieber. 
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For the GMD, several questions are of importance: 

1. Coordination 

As work is carried out in several fora (OECD, UN, Council of Europe, Interpol, the International 

Organisation on Computer Evidence - IOCE), it is important to avoid overlapping activities and 

duplication of efforts. At the same time, the Union should coordinate itself. This could be 

carried out through the adoption of Joint Positions and by on site coordination. Future 

Presidencies should bear this in mind. The Council Secretariat is requested to gather information 

on work carried out by the laCE and Interpol. 

2. The COMCRIME study 

The Presidency and the participants are grateful to Professors Sieber and Kaspersen for their 

presentation of the study which, no doubt, will prove interesting to the Member States of the 

Union. Governments and the Commission are invited to support them in any way they can to 

ensure a successful result of the study. The question is however if the COMCRIME study could 

usefully serve the purposes of point N° 5 of the Action plan? Is the study focused on organised 

crime in relation with technology? 

Questions which need to be addressed are, for instance, 

- use by organized crime of technologies? 

- which are the links between organized crime and illegal use of new technologies? 

- how to take the work forward in the particular context of organized crime? 

The COM CRIME study would also focus on substantive criminal law. In this context, the Council 

should explore the idea of drafting Joint Actions with a view to an approximation of the criminal 

laws of the Member States of the Union. 

As the COMCRIME study is expected to be ready by February/March 1998, it is preferable for 

the time being not to launch a separate study but to await its results and collect the views of 

the Member States. 
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3. Cooperation with transatlantic partners 

Future Presidencies will have to consider how to take matters forward. As the result of the 

experience of holding the joint meeting is useful, the GMD should consider to repeat it, possibly 

with meetings at expert level on specific topics. 

4. Europol's role 

The Member States are invited to report to Europol, via their national units , on their experiences 

with high technology crime linked with organized crime. The General Secretariat could, in liaison 

with Europol, draw up a report which could be discussed by the GMD during the future 

presidency. 

The Presidency concluded that the GMD should some time during the UK Presidency revert to 

the question with a view to carry the matter forward. 
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