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Introduction 

ENFOCUSTOM 44 and ENFOCUSTOM b8 introduced the subject of risk analysis in the 

context of the Customs Cooperation Working Party. ENFOCUSTOM 44 fleshes out action 

point No 20 in the report from the Group of Experts on Drugs, approved by the European 

Council in Madrid. It contains a number of recommendations which have been agreed to by 

the Customs Cooperation Working Party and are being implemented by the Member States. 

One of those recommendations reads as follows: 

"Customs administrations should develop "guidelines of best practice" to encourage the 

greater use of risk analysis techniques. The "Guidelines on risk analysis in customs 

controls", developed by the Commission (DG XXI) in relation to First Pillar competencies, may 

provide a basis for this work.". 

In ENFOCUSTOM 58, the Netherlands Presidency proposed that this recommendation be put 

into practice with the development of guidelines to be applied by Member States in making 

use of risk analysis. 
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Reasons for risk analysis 

In controls at the European Union's external borders, risk analysis has a significant role to 

play. Risk analysis is conducive to effective, efficient external border control and thus 

increases the level of protection of the Union's external borders. 

Increased flows of goods make it necessary for customs services to target their controls and 

carry them out where they actually stand the greatest chance of success . Efficient use of 

manpower and resources is another important factor here. In addition, greater complexity in 

legislation provides an incentive for the use of risk analysis to assist in properly enforcing that 

legislation. Increasing use is being made of technical facilities such as container scanners in 

customs control. If such technical facilities are to be put to use as efficiently and effectively 

as possible, thorough risk analysis beforehand is essential. One of the results of risk analysis 

is to improve the information available to customs services. The information obtained from 

risk analysis can then also be exchanged between customs services within the European 

Union. In this way better use can be made of the legal framework and of expanded 

communications technology. Risk analysis may also provide assistance in joint surveillance 

operations, since improved availability of information can raise the standard of such 

operations. All of this ultimately results in greater protection of external borders. 

Forms of risk analysis 

In making use of risk analysis, there are a number of different forms to be distinguished: 

1 . scientific risk analysis; 

2. trend analysis; 

3. risk analysis for individual firms; 

4 . risk analysis based on cargo documentation. 
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scientific risk analysis 

re 1: "Scientific" risk analysis is directed at identifying weaknesses in legislation (is the 

law enforceable?), identifying risks involved in particular lines of business and identifying 

risks in~olved in trade in particular goods. On the basis of such analysis, efforts can be 

made to produce legislation that is more readily enforceable (mention may be made, for 

instance, of the role of the UCLAF anti-fraud unit at the European Commission). Such 

analyses are also of assistance in customs control by providing targeted information 

concerning a piece of legislation, a line of business and goods. It would be advisable to 

engage in this kind of risk analysis centrally. 

trend analysis 

re 2: Irregularities reported are analysed to see whether any pattern (of fraud) is 

observable. In this way customs services can be notified of potential risks, both 

nationally and within the European Union. In addition to direct use in performing 
, 

customs control, such information may also be drawn on in evaluating the control 

methods applied and, where desirable, improving them. Such analysis, too, should 

preferably take place centrally. 

risk analysis for individual firms 

re 3: In risk analysis for individual firms, the customs compile information on firms which 

regularly submit customs declarations or have them submitted. This involves specific 

information on individual firms and information on similar firms (in the same line of 

business). From the information compiled, the customs can, if they wish, establish a 

control programme for an individual firm, pointing to risks identified by analysis and 

instructing how customs declarations are to be checked. This kind of risk analysis is 

best carried out at local customs units. 
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risk analysis based on cargo documentation 

re 4: Risk analysis based on cargo documentation draws on customs knowledge of 

international trade. Checks on consignments include consideration of whether the 

information given departs from the norm. Use is made for this purpose of the 

documentation accompanying goods (transport papers). Attempts are made to have 

such information available before goods arrive, preferably in electronic form (E-mail). 

Analysis may take place either locally or centrally. 

In order to make customs control as effective as possible, it is important to develop these 

forms of risk analysis within the European Union , Work on this will have to be completed 

over the next few years. The Presidency is proposing that risk analysis based on cargo 

documentation be followed up in the period now lying ahead. In view of the Madrid list of 

action points, that aspect takes precedence. In the light of experience with that aspect, it 

can be seen how the other aspects are to be tackled. Moreover, risk analysis of 

documentation is urgently needed, in view 6f the questions regarding control procedures 

raised by the growth in, for instance, container traffic, air freight, etc. Containers are being 

landed in major ports in such numbers that it is not feasible to open up and check on every 

container. In preselecting containers on which customs controls might be carried out, the 

use of risk analysis plays a valuable role. 

Risk analysis under the first and the third pillars 

Under the first pillar, the Commission has prepared guidelines for use at national level as a 

basis for risk analysis work. Those guidelines relate to different customs procedures and to 

products. 

The guidelines for customs procedures are based on analysis of the formalities involved, 

e.g. customs transit. The guidelines relating to products concern the carrying out of checks 

on imports of particular products, such as textiles. 

Both for customs procedures and for goods, risk analysis makes use of a standard model 

which is further expanded upon on the basis of the specific features of the procedure or 

product. 
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Using those guidelines, it is possible to establish risk indicators as a basis for the final 

analysis. The risk indicators deal with the customs procedure, the goods themselves (tariff 

classification, origin, etc.) and the operators involved in carriage of and trade in products. 

Such risk analyses thus consider whether all formalities in connection with the import, export 

and transit of a particular product are observed. 

Under the third pillar, the focus is primarily on combating the illegal import, export and transit 

of drugs and other sensitive goods. In particular, high priority attaches to preventing the 

entry of certain goods. This affects the way in which risk analysis has to be applied. In 

preventing smuggling, the emphasis falls on detecting weaknesses in the system of customs 

formalities and supervision. There is a connection here with risk analysis for customs 

procedures. Consideration has first to be given to how fraudsters can thwart supervision. 

This calls for a procedural approach; where are the customs risks in the logistical chain to be 

found? Secondly, the regular documentation required when goods are transported (e.g. cargo 

manifests) has to be examined for discrepancies. This involves analysis of cargo 

documentation. Both aspects are of relevance in arriving at guidelines on best practice for 

targeted controls and selection methods. Particularly in combating illegal export and transit, 

controls will not just focus primarily on external borders but also on the point at which goods 

are assigned a destination for customs purposes. Given the specific features of the various 

modes of transport (differing procedures), the option has been to draw up guidelines for each 

of the following sub-areas: 

air traffic (subdivided in particular into freight, passenger, commercial aircraft and private 

aircraft); 

sea traffic (all forms except container traffic); 

sea container traffic; 

road, rail and inland waterway traHic. 
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The Netherlands Presidency is putting forward general guidelines applicable to all modes of 

transport. Those guidelines can subsequently be expanded upon in more detail for the 

different modes of transport. 

Guidelines for best practice (general premises) 

The aim of risk analysis is to focus physical and administrative checks on those goods, those 

natural and legal persons and those sectors posing the greatest risk. For this purpose, 

analysis should identify risks and assess the degree of risk involved so that the goods to be 

checked can be singled out. 

The degree of risk depends on a variety of risk factors. Those risk factors fall into a number 

of groups; see sections 3 to 10 below. Sections 1 and 2 first consider threat identification 

and sources of information. The risk factors for the various modes of transport break down 

as shown below. 

1. identification of the threat (1): 

drugs; 

precursors; 

arms and ammunition; 

environmental hazards; 

CITES; 

child pornography; 

radioactive and contaminated materials; 

tax offences; 

veterinary rules; 

plant health rules; 

works of art and cultural goods; 

counterfeiting and piracy; 
4-

strategic goods (nuclear materials, dual-use goods, goods for military purposes and 

others); 

(1) See also the note on external frontier strategy in 12998/1 /96 ENFOCUSTOM 61 REV 1. 
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2. provision of the necessary information ('): 

collection of customs and police information; 

other authorities, particularly analytical material from investigations by, for instance, 

th~ police, central intelligence services, criminal investigation information 

centres, etc.; 

business by means of memoranda of understanding; 

business by means of national electronic databases; 

assistance from the general public; 

the customs information system; 

the Europol Drugs Unit (EDU); 

drugs and fraud liaison officers; 

the World Customs Organization (WCO); 

Interpol; 

information systems of European customs authorities; 

international business information sources; 

third -country information systems; 

3. mode of transport: 

the manner of transport and attendant accessibility of goods plays a large part in 

determining the degree of risk; 

the manner of transport in conjunction with the kind of goods (e.g. relatively 

low-value goods by air or perishable goods by ship); 

4. journey: 

length of the journey (distance); 

duration of the journey (time); 

number of transshipments during a journey; 

legal option of changing the stated route (e .g. a different point of delivery) ; 

state of the vehicle; 

presence or absence of (customs) seals; 

interval between the arrival of goods and their release; 

whether the carrier also owns the goods; 

calls at busy freight centres where many goods from a region converge and proper 

checks are very difficult; 

(') See also 10739/3/96 ENFOCUSTOM 44 REV 3. 
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5. goods: 

type of goods; 

volume (easy to conceal); 

composition; 

quality; 

packaging (markings and numbers/non-commercial); 

place of dispatch; 

origin; 

value; 

method of payment; 

amount; 

customs status; 

whether goods are also subject to other, non-fiscal provisions under which 

certificates or licences have to be produced or goods be checked or inspected by 

other authorities; 

end use (e.g. use for military purposes): 

6 . country of dispatch or origin: 

whether the country is a known supplier of certain illicit goods; 

whether the country is subject to a multiplicity of fiscal and non-fiscal provisions 

(e.g. quotas, trade measures and health measures); 

whether the country is a known conduit for certain goods; 

the country's economic situation; 

the country's political situation (the extent to which checks carried out and 

certificates issued there are reliable; corruption); 

7. country of destination: 

whether the country is subject to a multiplicity of fiscal and non-fiscal provisions 

(e.g. export licences, differentiated refunds and UN sanctions); 

whether the country is a known conduit for certain goods; 

the country's economic situation; 

the country's political situation (the extent to which checks at destination carried 

out there are reliable); 

identity of the final recipient of goods; 
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8. persons involved in transporting goods (carrier/importer/exporter): 

reputation and reliability; 

financial standing; 

whether the carrier regularly transports such goods; 

whether there is a new or unusual importer or exporter involved; 

susceptibility to fraud of the importer's or exporter's line of business (scrutability 

and existence of an overall trade organization); 

availability of any licences; 

nature and size of the security put up; 

transactions without any apparent economic rationale; 

past involvement of the importer or exporter in dispute proceedings, particularly 

fraud cases; 

9. customs procedure applied: 

import, export and transit; 

normal or simplified declaration procedure; 

kind of documentation (summary or specific description of goods) ; 

access to supporting vouchers; 

10. irregularities detected: 

irregularities found or believed to have occurred in the past; 

a modus operandi found or believed to have been used in the past. 
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