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Subject: Draft Report to the Council on ' the draft Convention on mutual assistance in 
criminal matters 

The Presidency proposes that the K.4. Committee approves the following draft report to 

Coreper/Council. 

INTRODUCTION 

In conformity with the multi annual work programme for Justice and Home Affairs(1) and the 

conclusions of the Dublin European Council, the K.4 Committee instructed on 23 January 1997 

the Working Party on Mutual Assistance in Criminal Matters to intensify its activities on the 

additional Convention on Mutual Assistance in Criminal Matters. The Working Party dedicated - - - - . _ .... '. ' . - . 

five meetings to the subject. In this context members of the Working Party also attended the 

Seminar on the legal and practical aspects on the use of video links in criminal proceedings, 

organised by the Spanish Ministry of Justice on the initiative of the Spanish, Italian and French 

deleg ations, 

The Presidency envisages to present a complete text of the draft Convention on mutual 

assistance in criminal matters, which will supplement the existing instruments on mutual 

assistance in criminal matters. 

(1) OJ no C 319, 26.10.1996, page 1 
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At the .same time the Council is advised that the Action plan of the High Level Group 0(", 

Organised Crime will have consequences for the continued work on the elaboriHio ;'1 of i:hs drC!h 

Convention on mutual assistance. 

Furthermore, the Council is informed that discussions at a meeting of the Troika o:'r:,e K. + 

Committee with the delegation of the Council of Europe showed that it is advis3bie ~I) l~': 

ordinate the activities at EU level and those within the framework of the Coun l ;j : ',i ::I.·f : ;J8 

regarding the work on nearly identical instruments on mutual assistance in crirr: in) 1 ' ll~tt\Jrs ','::l:I', 

a view to avoiding duplication of efforts. The draft EU Convention should be 8IJijf ' nil(;t:s :n ti );S 

context before its adoption. 

The activities of the Working Party resulted in a number of conclusions which nrD ::.2t out l;E10W 

in a shortened version. More detailed information on the reasoning that lead te, "th E; ,: or.c!Li sio[)s 

as well as on the conclusions themselves, is to be found in the Annex to this cepo . l , 

The K.4 Committee invites the Council to approve the conclusions set out und ,~( (lc; r~ II 

II CONCLUSIONS 

The purpose of the draft Convention on mutual assistance in criminal matters is ~o prG'/!de ffJ l 

such substantive and procedural rules that are necessary to meet the requirement S i Cli" 1\ Ilji c ial 

co-operation of today and tomorrow. 

The work on the draft Convention on mutual assistance started under the Italian ;c,e:;ideflc y <lnd 

continued under the Irish Presidency. The result thereof is reflected in documm1t 1:2 i 37 /96 

JUSTPEN 154, which contains seven substantive provisional Articles. In the S ;:~ i : l'::, i.;e ' lon 

several other subjects were identified with a view to establishing whether Pi"'')I/ I ": ; ' 'l <~ ()i 1 ( ;-:cc~.'" 

subjects should be included in the draft Convention. Under this Presidency prl,l r;; / ''-/H'-; U! '/ &" "0 

the study of those subjects in conformity with the instructions given by the K d. CG ( nrn : ~ie ( ~ 

The method lIsed was to discuss the different subjects, examine to what extell , t. h;~ 8 ~i :)l ing 

instruments on mutual assistance needed to be improved, and draw conclusion ':; ')il'lisiJq i" :; 

possible solutions. 
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The following conclusions were reached: 

A. Modern cross-border investigation methods: 

1. The draft Convention on mutual assistance should contain additional provisions, as 

described in the Annex, on: 

a. controlled deliveries 

b. cross border use of undercover investigators (law enforcement agents) 

2. As outlined in the Annex, the following items are either covered by existing instruments 

or not relevant in the context of mutual assistance or found not to be feasible due to 

considerable differences in national legislations: 

a. cross border surveillance and cross border hot pursuit; 

b. cross border use of technical equipment attached to vehicles or objects 
for the sole purpose of monitoring the movements thereof; 

c. cross border use of technical equipment attached to or installed in vehicles to monitor 
communications taking place therein; 

d. cross border use of informers or undercover agents (private persons); 

e. joint teams . 

.EL Mutual assistance relating to c(iminal matters perpetrated over the Internet 

" 
1. A survey showed that Member States had little or no experience with investigations of' 

offences perpetrated through the Internet. Consequently, it can not yet be established 

whether additional provisions on mutual assistance are needed. 

2. It is of great importance to follow closely the activities of the Committee of experts on 

Cyberspace of the Council of Europe, which is studying all legal aspects of the Internet. 

including international cooperation. 
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£,. Restitution 

1. The draft Convention on mutual assistance should provide explicitly for ~h () r n:;sihi lit", (,i a 

waiver of the return of seized goods to the requested Member State atte( having b80n 

used as evidence in the requesting Member State in view of the return of t;K~ uoods ~ r; U',f; 

rightful owner; 

2. In view of the First Pillar instruments, no specific additional provisions in ;:' "') ;Jrarc 

Convention on mutual assistance are necessary for the restitution of cu i Ll !;".:i! ;i'lOCI::; . 

Q..,. Seizure 

The examination of the declarations in relation to Article 5 of the European C(':1\l!~n \j u n (j il 

mutual assistance in criminal matters with a view to abolishing the application 1 ~ :er8o l .. )ho <Jld 

be continued along the lines set out in the Annex . 

£:. Requests from the Working Party on Criminal and Community Law 

As further explained in the Annex: 

E.1. A general provision on direct contacts is already included in the draft Con ve nti on: 

E.2. The suggested provision on the admissibility of evidence would merely reflee< i: he e :(ist:r 1!~ 

prac!ice under national . legislation, anc:J is therefore superfluous; 

E.3. The need for a general provision extending mutual assistance to admini stretiv8 

proceedings needs further consideration. 

L. Use of video links in criminal proceedings 

The provisional Article 6 of the draft Convention on mutual assistance shoul d ;,t: (l" fif]W80 in 

the light of the information provided at the seminar on the practical and legal ,;': ,p p cis o f ; he " ~;!~ 

of video links in criminal proceedings . 

--------------------------------_ .. . -- .-. .. ..... _ .. .. "'-'" 
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§.=. Title III of the joint action on action to combat trafficking in human beings and sexual 

exploitation of children: 

For reasons outlined in the Annex, the following of the items of Title III (Cooperation between 

Member States). relevant for mutual assistance, are either already included, or studied with a 

view to be included, in the draft Convention: 

G.1. Widest possible judicial cooperation (Title III A); 

G.2. Declarations in relation to article 5 of the European Convention on mutual assistance in 

criminal matters (Title III B); 

G.3. Execution of letters rogatory (Title III .C); 

G.4. Direct contacts (Tide III D); 

G.5. Spontaneous information (Title III H) . 

.!::L The legal interception on satellite communication 

The core elements of the legal framework which is needed and certain technical requirements 

have been defined. The first essential conclusions are the following: 

H.1. Interception and real time monitoring must remain technically and legally possible when 

satellite telecommunication services become available; 

H.2. With due regard to Community Law, Member States must take the necessary measures to 

ensure that the interception and monitoring of satellite telecommunication will be 

technically possible within the territory of the Member States; 

H.3. The interception and real time monitoring will require judicial cooperation between Member 

States. A legal basis for that purpose is needed; 
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HA. The provisions to be developed should address the legal consequences of thE; 'i ii t(; f8f lf 

practical situations that may occur; 

H.5. The draft Convention should provide this legal basis. 

-------------------------------_.,,- ___ " .. _ ..... --- .. . 
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ANNEX 

REASONING AND CONCLUSIONS OF THE WORKING PARTY 

ON MUTUAL ASSISTANCE IN CRIMINAL MATTERS 

A. Modern cross-border investigation methods 

A.1.a. Controlled deliveries. 

The United Nations 1988 Convention against illicit traffic in narcotic drugs and psychotropic 

substances provides in its Article 1 (g) a definition of controlled deliveries, which basically 

covers the technique of allowing illicit or suspect consignments of drugs to pass out of, through 

or into the territory of one or more countries, with the knowledge and under the supervision of . I 

their competent authorities, with a view to identifying persons involved in the commission of I 

certain drugs-related offences. Article 11 of the Convention contains an obligation for the 

parties to allow for controlled deliveries under certain conditions if permitted by the basic 

principles of their domestic legislation. 

The European Union manual on controlled deliveries set out in 10465/1/96 REV 1 ENFOPOL 

151 shows that all Member States consent to the use of this method. 

However, the 1988 Convention only covers drugs and there are no general international rules in 
" existence regarding controlled deliveries of other property (arms, money etc), although there: 

appears to be a need for such rules. 

Furthermore, in some Member States the police or the customs authorities are competent to 

authorize controlled deliveries, whereas in a number of other Member States the competent 

authority is a judicial authority. Direct contacts between the competent police, customs and 

judicial authorities of different Member States are therefore important in this area. However, 

there are currently no provisions in existence providing for such direct contacts. 

7350/97 
DG H III 

BM/lwp EN 

- 7 -



The Working Party concluded the following: 

The draft Convention on mutual assistance should contain: 

1. In the view of 14 delegations, a substantive rule to the effect that M end)er Stat8s 
undertake to provide mutual assistance regarding controlled deliveries 0 f not 'Jnfy 
drugs, but of all kinds of goods, in cases concerning the investigation Of sei'ious 
offences and offences related to international organized crime. Minor Oif8f1CeS shuik; 
not be covered. The conditions applicable and the procedures to be ro :l() yv ed ;'1 
individual cases are to be determined within the context of the naticn3 i law of tbc 
requested Member State. 

One delegation reserved its right to express its view on this issue at C1 l ,}~;:: Si.8qC 

2. A procedural rule to the effect that requests for assistance may be i.~ :<c i-\a:l Y2d rJin-,,:t!/ 
between the competent authorities of the Member States, both in the ca~;8 w here 
judicial authorities are competent in both Member States involved and in U'P; ca s,.; 
where a judicial authority is competent in one Member State and a customs ur pe ;; ,;>; 
authority is competent in the other Member State. A provision on the [~;« ; h a l )!-Jc of 
requests in the case where police or customs authorities are comp8t l:~rlL !" bot.h 
Member States involved would fall outside the scope of the Conventi on 

A.1.b. Cross-border use of undercover investigators . , 

Undercover investigators are law enforcement agents as opposed to private p e " :;~' r l·: .l\ ltl1ouq;, 

undercover investigators are used in most Member States, the concept of undercuIf ,:; r 

investigators varies considerably. 

In some Member States, undercover investigators carry out investigation by l o n~? L' (rn 

infiltration under a changed identity in criminal organizations. In others the und~Jr c()ve r ager 1.' 

can not go further than surveillance of persons without revealing his identity. 

In some Member States undercover investigators may be used as a part of norrnF.l 1 ;:-o:ict' 'V"U I:": 

without any specific legal basis. In others national law contains more precise dlid -, i, c O: 

provisions on the issue. In the latter Member States the authorities competent co ~u'~h (j( i 78 (~"< ' 

use of undercover investigators are judicial authorities . 

The Working Party con cluded the following : 

Due to the considerable differences between Member States regard ing this is s ue ~n :\ i! ~'; ;'!' 

the substance of undercover investigators can be established at this stage . 
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On the other hand, procedural rules would be useful. These rules could ensure, that requests for 

assistance may be exchanged directly between the competent authorities of the Member 

States, both in the case where judicial authorities are competent in both Member States 

involved and in the case where a judicial authority is competent in one Member State and a 

customs or police authority is competent in the other Member State. 

A.2.a. Cross-border surveillance and cross-border hot pursuit 

Extensive rules on cross-border surveillance and on cross-border hot pursuit are provided for in 

the Articles 40 and 41 of the 1990 Schengen Convention. These rules are adequate . The two 

Member States not having adhered to the Schengen Convention (IR and UK) would need an 

opting out clause if similar provisions were to be introduced at European Union level. 

The Working Party concluded the following: 

There is no need for the introduction of provisions on cross-border surveillance and cross-border 

hot pursuit in the draft Convention on mutual assistance . 

A .2.b. Cross-border use of technical equipment attached to vehicles or objects in order to 

monitor the movements thereof 

A lthough there are considerable differences between the national laws of the Member States in 

this area, this is a method which is used in all Member States and it is in general authorized at 

police level. In some Member States national law provides that authorization from a judicial 

authority is necessary where assistance is requested from another country to place or replace 

monitoring equipment on vehicles or objects. However, assistance can be requested in the latter 

cases on the basis of the existing mutual assistance instruments. 

The Working Party concluded the following: 

There is no need for a provision on cross-border use of technical equipment attached to vehicles 

or objects in order to monitor the movements thereof in the draft Convention on mutual 

assistance. 
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A.2.c. Cross-border use of technical equipment attached to or installed in vehi(,~~':;LS,_tli. rn.l)r)ltJ.': 

communications taking place therein 

Most Member States do not provide for the use of this method in their national I~w, in "rJ,:"'l(J ut 

these Member States the application of the method is expressly forbidden. 

Member States where this method is allowed may provide mutual assistance on ;,:qlj8:~j ~,,~ i;')e 

basis of the existing mutual assistance instruments. 

The Working Party concluded the following: 

Due to the differences between the national laws of Member States, a substantive (ule 'In 

cooperation can not be established. There is no need for a procedural rule in the Jrdfi 

Convention on mutual assistance concerning cooperation between the Member SUJ(8:3 ilpp!ying 

this method since the existing mutual assistance instruments already provide 3 s, Itficierll: basis 

for such cooperation. 

A.2.d. Cross-border use of informers and, undercover agents. 

Informers are private persons, who are willing - on the basis of confidentiality·· to r;;Vp. 

information on criminal activities to the law enforcement agencies. The choice by ,j prj'jato 

person to voluntary give information to the law enforcement agencies in a given j\/i(~rl1ber S1:Cii:e, 

which may be a State other than the State of residence of that person, does not ir,vc-lvc judic::a l 

cooperation but is a matter between the private person and the law enforcement agency 

concerned. 

Undercover agents are persons, who are willing - on the basis of confidentiality· I"~ ,'JlIPP!)(t ~h', 

law enforcement agencies in clearing up crime over a longer period of time. 

Some Member States know this method, others not. However, all Member StaLe~; r;)I:ogllih' :r, 

some form or another the concept of individuals cooperating with the police O( 'JI(~ j'Jdici DI 

authorities. 
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The Working Party concluded the following : 

, 
In view of Council Resolution of 20 December 1996 on individuals who cooperate with the 

judicial process in the fight against international organized crime(l), and in particular point D 

thereof, there is no need for a provision on informers or undercover agents in the draft 

Convention on mutual assistance. 

A.2.e. Joint teams. 

The Working Party established, that Articles 1 and 4 of the 1959 European Convention on 

Mutual Assistance in Criminal Matters and Article 47 of the 1990 Schengen Convention provide 

a sufficient legal basis for providing the legal assistance that may be needed in the framework 

of close cooperation between law enforcement officers of different Member States in the 

investigation of crime. 

The Working Party concluded the following: 

There is no need for the introduction of a specific provision on joint teams in the draft 

Convention on mutual assistance. 

B. Mutual assistance relating to criminal matters perpetrated over the Internet 

Information received from Member States showed that most Member States had little or no 
.' 

experience in this field. The few cases that had arisen involved third countries and did not 

involve other Member States. The questions which had arisen· in those cases were linked with 

the practical functioning and "organization" of the Internet and not with mutual assistance in 

criminal matters. 

The Working Party was informed, that the Council of Europe had established a committee of 

experts on crime in Cyberspace (PC-CYJ. and that the Commission on 16 October 1996 had 

forwarded a communication to the European Parliament, the Council, the Economic and Social 

Committee and the Committee of the Regions on illegal and harmful content on the Internet 

(COM(96)487). 

(1) OJ no C 10,11.01.1997, page 1. 
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The Working Party concluded the following: 

Most Member States have at present little or no experience in the field of judiGi " 1 i>JI~lp '\r <l ti('(1 in 

relation to offences perpetrated by the use of the Internet. The introduction o f Cl :)(o,i3ion In . ~\~ 

draft Convention on mutual assistance regarding Internet would therefore be W<'!l"n CliU(e ':3t ,,1 0c' 

stage. At the same time. the Working Party agrees, that the developments in t his :)h:a , 

including the activities in the Council of Europe, should be followed closely. 

C. Restitution 

Provisions relevant for restitution are contained in Articles 3 and 6 of the 1959 f.ur op83(; 

Convention on Mutual Assistance in Criminal Matters and in Resolution (77)36 i..1n U ;~·) )Y Cl ClIC :J 

application of that Convention. The Working Party discussed as a first step wIl Gtf'::;:- i i V"o i dd be 

appropriate to establish separate rules covering restitution in general and providi nu th<J ( r8 1lh;(S 

could be made to seize goods for the sole purpose of restitution of the goods to U' ,: (ilj h tf ;Ji 

owner. It was generally agreed that this type of assistance could involve quesiiow_ U! infj 'Hi t: J; n 

civil law and would fall outside the scope of'a Convention on mutual assistanu ', ;n c:(irli irw i 

matters. In the framework of mutual assistance in criminal matters, goods are s (; i/ r~c! as ;-J De;-c 

of criminal proceedings for the purpose of procuring evidence. It was on that b (,si'~ :< 9 :>; (,)d i: 'i 

concentrate on a possible improvement of the rules on mutual assistance in cri rni n cl l m;'ltt3 r ::o c/ 
providing for restitution where possible when goods have been seized by the (8fJu f. s ;(; d M~ m0e r 

State and used as evidence in the requesting Member State. 

The Working Party concluded the following: 

The Working Party is of the opinion that Article 6 of the 1959 European Conven~iu n en i nL ri.1 L':li 

assistance in criminal matters should be supplemented by the inclusion in the d l~ f ' (--r' i:I,' :c>:' I,i'· I 

on mutual assistance of an article covering the contents of Resolution (77}36 0;' t hl) p: ':1 ! _t i ;.~ · · ;! 

application of the 1959 Convention. Such a provision would imply that restitut;.,;·· N·~'(. ;! {' Iy: 

provided for within the framework of mutual assistance in criminal matters in Ci\3 8 ;:. . [18r2 !+, 

ownership regarding goods used as evidence is not disputed. 

--------------~----------~-------.•.. --,,, . .. . ' .. . 
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D. Seizure 

Article 5 of the European Convention on Mutual Assistance in Criminal Matters provides for the 

possibility to declare that the search or seizure of property is dependent on one or more of the 

following conditions : 

(a) double criminality 

(b) extraditability of the offence 

(c) consistency of the execution of the request with the law of the requested party state. 

Many Member States have made a declaration. Member States which did not make a 

declaration do still have. the possibility to refuse the execution of requests for search and 

seizure if this is considered to prejudice the sovereignty, security, ordre public or other essential 

interests of their countries (Article 2(b) of the European Convention on Mutual Assistance). 

Upon the request of one delegation which considers the present application of Article 5 

problematic, and in the light of the discussions in the High Level Group, the Working Party 

started discussing the abolishment of the application of the conditions set out in that Article 5. 

The discussions concentrated on the conditions mentioned in Article 5 (a) and (c) . 

The Working Party drew the following preliminary conclusions: 

1. Member States should gather information on whether the existence of the double 

criminality requirement prevents their authorities from requesting search and seizure; 

2. Member States which apply the condition as mentioned under (c) of Article 5 should study 

whether they could abolish the application thereof; 

3. the non-application of the declarations between the Member States of the declarations in 

relation to Article 5 should not lead to an increase in the application of the ground for 

refusal as mentioned in Article 2(b) of the European Convention on Mutual Assistance in 

Criminal Matters. 
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E: Items stemming from the Working Party on Criminal and Community Law: 

Steering Group III instructed the Working Party to examine several provisions of i.h!:! dr at!: 

Second Protocol to the Convention on the protection of the European Communities ' financia l 

interests with a view to establishing if it were appropriate to include provision::: 0 f c genGr;:,1 

nature in the draft Convention on mutual assistance and thus avoid the proliferation of [; ~'ch 

rules in legal instruments related to specific types of offences. 

E.1. Direct contacts: 

The Working Party concluded that Article 7(2) of 6845/96 JUSTPEN 54 on (lirel:t C() :" ,t(J I ;i.~: 

was covered by Article 4 of the draft Convention on mutual assistance set out !(1 

12737/96 JUSTPEN 154. 

E.2. Admissibility of evidence regarding facts lawfully established by the cornQe~(},t 

authorities: 

The Commission representative recalled that the Commission in Article i 0(4) o f it5 

proposal for a Second Protocol to the Fraud Convention (see 4727/96 Juc:iPH,.j' /'l fl c1'; 

proposed the i'ltroduction of the principle that "facts lawfully establisher. i,~ ;)[1 ,] l''1k\iT't:i~r 

State shall in all the other Member States constitute admissible evidence ii: th::; S . .i:T:~~ 1,'I ?.'1 

as evidence established in accordance with national law" ("free movemer:t lJr 8 1/id8n,:e:") 

By way of compromise, a text providing that "Without prejudice to the flinri ;~ r(j8 ntal :J(;')'~i' 

pies of law of the Member States, facts lawfully established by the comp e ;e~) i: i)i-,~>1('ri:i(\:'i 

in a Member State shall constitute admissible evidence in all the other Mp,~ ' bf;: ~'3i ,Wo:';' 

was proposed. 

In the view of the Working Party the original proposal would intervene in J i, t:I1Jc',>:!jJ[d i)' ,' 

way in the margin of appreciation of the judge in individual cases and wed, ';, j1",q,: if1 , : "~i.: 

been unacceptable . 

-----------------------------------, ,. , ... ',' - ',- ' -
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The Working Party concluded the following: 

The compromise proposal appears to merely reflect the existing situation. It would therefor not 

improve judicial cooperation to include the provision in the draft Convention on mutual 

assistance. For the same reason it would not be appropriate to include the provision in the draft 

Second Protocol to the Fraud Convention either. 

E.3. Mutual assistance in administrative proceedings which may give rise to criminal 

proceedings: 

The extension of the rules on mutual assistance to administrative proceedings which may 

give rise to criminal proceedings was dealt with in an adequate manner in Article 49(a) of 

the 1990 Schengen Convention. 

The Working Party concluded the following: 

13 delegations were in favour of introducing a similar provision at European Union level. One 

delegation was not in favour thereof. One delegation wanted to reflect further on this point. 

F: Use of video links in criminal proceedings 

The provisional Article 6 of the draft Ccnvention on mutual assistance should be reviewed ir1 

the light of the information provided at the seminar on the practical and legal aspects of the use 
" of video links in criminal proceedings . 

G: Title III of the Joint Action of 24 February 1997 concerning action to combat trafficking in 

human lJeings and sexual exploitation of children (97/1 54/JHA) ((1 l) 

Steering Group III instructed the Working Party to review Title III, "Cooperation between 

Member States", of the Joint Action with a view to establishing whether this Title necessitates 

the inclusion of additional provisions in the draft Convention on mutual assistance. 

(1l OJ no L 63/2, 04.03.1997, page 2. 
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G.1. Widest possible judicial cooperation (Title III A): 

The Working Party concluded that this obligation is already covered by ,!'\rtic'8 i (\ f fl ie 

European Convention on Mutual Assistance in Criminal Matters. 

G.2. Declarations in relation to Article 5 of the European Convention on mutld9J.i'}0.;zi~1f,E~c;J, .. lIW§ 

Without prejudice to the general discussion on the declarations mentioned ', Irld eo 0 ,) :!1 t f) 

above, the Working Party concluded that the application of the existing Ar',d n 5 S~ln dl d 

not be problematic within the context of investigations into trafficking ill h\i rrWn b0i " 'l"-; 

and sexual exploitation of children. The requirements of double criminali ty ard 

extraditability will be met since Title II.A (a) and (b) of the Joint Action 0lJiirj 8 1\/18mh e,­

States to criminalize the conduct set out in Title I under B and to provid o lO r '2if f ~ ' ~ t ;'/ (:, 

proportionate and dissuasive criminal sanctions. Furthermore Title II under E of t~ I <~ .Jo int 

Action obliges Member States to take the necessary measures to provid 8 fo r the 

possibility of search and seizure . 

G.3. Execution of letters rogatory (Title III Cl: 

The Working Party concluded that the obligation to keep the requesting Me mb s r Sioto 

completely informed of the progress of the procedure could merit to be incllJd8J ~l S ~; 

general provision in the draft Convention on mutual assistance. This shou ld La S(U c\i 0d our 

ther, i.e. in reli3tion to the provisio.nal Article on direct contacts. 

GA. Direct contacts (Title III D): 

This obligation is covered by one of the provisional Articles in the draft Cr;, "" ~i~ ~i .;·r; ( .. ,' 

mutual assistance. 

G.5. Contact authorities for urgent letters rogatory (Title III El: 

The Working Party concluded that this is primarily an obligation of the Nl eill T;,~ r .si:-~; " -; 

The item is specifically related to the subject of the Joint Action . 
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G.6. Spontaneous Information (Title III HI: 

The Working Party concluded that exchange of information within the framework of 

mutual assistance is limited to investigations or procedures to punish the offences 

mentioned in the Joint Action. 

The Working Party recognised that also in other cases it could be of utmost importance 

that information gathered during investigation in one Member 'State is forwarded to 

another Member State even before the investigation is closed . However, in some Member 

States' the disclosure of information pending an investigation is prohibited by law. Further­

more the existing mutual assistance instruments do not provide for spontaneous exchange 

of information by judicial authorities except for Article 21 of the European Convention on 

Mutual Assistance in Criminal Matters, which provides for laying of information in connec­

tion with proceedings. The Working Party decided to continue the study on that point . 

On Title III points F, G, I and J the Working Party concluded that these items are not relevant 

for mutual assistance . 

H Legal interception of satellite telecommunications 

On request from the Working Party on Police Cooperation, Steering Group III instructed the 

Working Party to study the subject of legal interception of telecommunications, in particular 

interception and real time monitoring of satellite telecommunications, with the aim to provide a 

legal basis for the cooperation between the Member States. 

It was clear from the information available that satellite telecommunications systems will be 

established in Europe in the near future, perhaps within a year. The 3 or 4 systems will be 

established by large multinational operators . 

The basic features of the new systems will be the following: telecommunications are sent from 

a hand-held unit to a satellite. The satellite passes on the communications to a ground station. 

The communications are then routed from the ground station through the ground system via 

cable and/or radio waves to the unit called. Each system will have (only) one ground station in 

Europe. It is at this stage expected that ground stations will be established in France, Italy, and 

perhaps Finland, the UK and Germany. 
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Regarding interception, the introduction of these systems will imply, that Memoe( 5 tm e '."! iil ;-'.:) 

longer be able to intercept and monitor persons on their territory using satellit0 

telecommunications mobile units, without the assistance of the Member State i l(l,:,: \ jng 'n\~~ 

ground station. The consequence of this will be, that the technique of interception ;3nd rea l time 

monitoring would be lost, unless appropriate legal provisions are established. 

In general, the in-depth discussion showed, that the technical development r 8 q ' j ;d" ~ ,H i 

innovative approach on mutual assistance, while at the same time safeguardipg i:h8 ru l8S I) ,; ':',n 

protection of human rights relevant in this respect . 

It was also established, that the systems have not yet been finally designed u; (h ei! op ~-.)( ;) t; jI S, 

This situation leaves room for influencing the technical features of the systerns from po iiti c;:J ! 

level with a view to adapting them to ensure the interception and real time moniltJrinq . 

The Working Party concluded the following: 

H.1. When satellite telecommunications services become available, it is of utmost i (r,p(_\r1. ar J(~ 2 

that interception and real time monitorjng is technically and legally possi l)le . ;ji' rj tl1 ,l t 3 

procedure making the efficient and rapid execution of interception and real t irnu i:') ('\lIit '.Ji' ir'\r:j 

possible is in place. 

H.2. It should be technically possible to execute interception and monitoring , withi :cl ih ~ 

territory of the Member States and without the involvement of third cOU:ltrie2 wg:-Ht.L" fJ 

satellite telecommunications services available on the market within the f:u l'Or8 AIl lj r- io:i :t 

is of great importance, that Member States, with due regard to Communi'~\/ ! :! \"" i:ake i:h:) 

necessary measures to ensure that this condition is respected by operato !.'; of ;~~l;:eili u: 

telecommunications systems, who offer their services within the territor'! d t; l ~: ~: lI((J:~ :; ;:,r] 

Union. Furthermore, it would be useful if the need for fulfilling this con ci: i. ;}1 ~,:.:1:' 

communicated to the future operators of satellite telecommunications svs t tJ j(l ~ 1, 1 L:lJf(I :H' 

H.3. The 1950 Convention for the protection human rights and fundamental l'rt~c' rl l'n' 3, elr: d I (~ 

particular Article 8 thereof, must be complied with when intercepting and ; ' ) I)l l i;:0(11-1 (,) 

telecommunications . 
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H.4. All Member States are parties to the 1950 Convention and have confidence in each others 

legislation on interception and monitoring of telecommunications regarding the compliance 

with the provisions of that Convention. 

H.5. In cases where the target for interception is in the territory of the investigating Member' 

State and the ground station is in another Member State, the following applies: The main 

responsibility for complying with Article 8 of the 1950 Convention lies with the 

investigating Member State which is requesting real time interception and is performing' 

the real time monitoring itself. However, the interception is technically activated at the 

ground station, either directly by staff at the ground station or by remote control fro m 

somewhere else. The interception therefore implies a responsibility, however more limited, 

for the Member State hosting the ground station. 

As a consequence, it is necessary to include provisions in the draft Convention on mutual 

assistance along the following lines: 

Requests for interception to the Member State hosting the ground station allowing for 
real time monitoring by the requesting Member State shall contain the following 
information: The number involved, the existence of an interception and monitoring 
order, the duration, the technical oetails necessary for transferring the signal to the 
requesting Member State and, subject to further discussions, possibly the 
classification of the offence. 

This information shall be sufficient as a basis for the Member State hosting the ground 
station to take a decision on the request. 

H.6. In cases where the target for interception moves from the territory of the investigating' 

Member State to another Member State and the ground station is in yet another Membe'r 

State, the real time monitoring should be continued while the target is moving, and 

appropriate provisions should be established. 

Also for ,this situation, appropriate provisions which address the relation between the 

Member States involved and the legal consequences thereof should be established. 
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