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Subject: Harmonization of Internet-related activities within the EU

L INTRODUCTION

The Internet is a rapidly growing medium for information transmission that can be used
for many purposes. Police and justice officials will in the near future increasingly come

across the Internet in criminal investigations.

- The Internet is sometimes used to transmit products whose content is illegal
{i.e. prohibited by law, such as child pornography or discriminatofy texts) or harmful
{e.g. extremely violent content}. The Internet can also be used by criminals to '
communicate with each other in coded messages. Finally, the internet will be used

more and more frequently in future to transmit the spoken word in digital form.
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One complicating factor is that use of the Internet transcends frontiers. This makes it
necessary to take steps in regard to the Internet in order to overcome cifficulties which

hamper the detection and prosecution of criminal offences.

In this note, the Presidency wishes to list Internet-related activities. Accouni wiil be
taken here of the activities pursued by the United Kingdom under Project Trawler. Thne
aim is to achieve effective coordination and information exchange between ihe rcievant
bodies in the European Union. The activities of the First and Third Pillar overlap: sound
cooperation is therefore necessary. The note is also intended to prevent urdeasirable
duplication of work as between the EU and other international organizations suci as tha

Council of Europe and the OECD.

The Dublin European Council in December 1996 supported those initiatives aid urged
the Council and the Commission to take effective and coherent action "to address the

abuse of new communications technologies, including the Internet”. .
INTERNET-RELATED ACTIVITIES
Preventing illegal and harmful information on the Internet (A)

In the context of the First Pillar, a number of actions were already launched in 1995
At the informal Council in Bologna (24 April 1996} the Ministers for
Telecommunications and Cultural Affairs identified illegal and harmful content on the

Internet as an urgent priority. In order to act on this, a Working Party on ilicgal and

.Harmful Content on the.Internet was set-up with the -Commission in-the Chair,
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In the autumn of 1996, the Commission submitted two documents: a C‘ommission
communication on illegal and harmful content on the Internet (Bangemann) and a Green
Paper on the protection of minors and human dignity in audiovisual and information
services (Oreja). On the basis of those documents the Working Party finally submitted
its report to the Telecommunications Council on 28 November 1996 accompanied by a
Council Recommendation. The Council and Member States meeting within the Council

then adopted a Resolution on 17 February 1997.

In the context of JHA cooperation, the JHA Council on 29 November 1996 adopted the
STOP Programme providing for measures to counter use of the Internet for illegal

activities such as child pornography and incitement to racial hatred.

The Council of Europe Committee of Experts on Crime in Cyberspace (PC-CY) is dealing
with cyberspace offences such as money-laundering, the offering of illicit services and
breaches of copyright as well as offences involving attacks on human dignity and the
protection of minors. The PC-CY is also dealing with Internet-related questions of
criminal law to which a joint approach may be necessary for purposes of international
cooperation such as definitions, penalties and the liability of cyberspace operators

including the Internet service providers.
Recommendation A

/t is desirable within the European Union to consider whether [...] a harmonized

definition of iflegal content on the Internet can be formulated that can be used to

_ counter the Internet’s most serious excesses. An example of such excesses js the

dissemination of information aimed at inciting others to produce and use narcotic drugs.
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The setting up of national reporting points on the Internet and mutual cocperation {8}

In the Netherlands a reporting centre has aiready been set up as part of s=if-reguiation
by the branch association which most Internet providers have joined. Whiei rules are
not complied with, however, self-regulation needs to be backed up by action ¢n the Lart
of the authorities. A mechanism must be devised which enables the authorities o take

action with more active involvement of the police and prosecuting bodies.

Recommendation B

{. Consideration should be given to setting up national reporting points vn the iniernet

which are not limited solely to child pornography, but cover illegal conient i

general.

1I. Effectively countering illeqal and harmful content on the Internet will depend or:

cooperation with other national reporting points.

Imposing conditions on providers of Internet infrastructure, e.g. the keeping of

¢

tracers (C)

[...] It is sometimes important to know where illegal information found on the intarnet

{e.g. child pornography, discriminatory information) originated. The keeping of fracers
by Internet service providers gives law enforcement agencies informatioin on the ronie

taken by a communication on the Internet. In certain cases law enforcemant and

national security requirements will have to impose some limits on fundamental rights.
Recommendation C

[...] Obliging Internet service providers to keep tracers in order to assist law

enforcement agencies probably requires serious procedural safeguards.
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Mutual assistance in criminal matters involving use of the Internet (D)

Offences involving the Internet tend to have a cross-border complexion. The Steering

Group Il Working Party on Mutual Assistance in Criminal Matters is considering

whether existing mutual assistance agreements offer enough possibilities for providing

mutual assistance in investigating criminal offences involving use of the Internet.

Information from the Member States revealed that most Member States had no or little

experience in this field. The few cases which had occurred concerned third countries

and had nothing to do with other Member States. The questions which arose in those

cases involved the practical operation and "organization" of the Internet and not mutual

assistance in criminal matters (see JUSTPEN 31}).

The Council of Europe PC-CY is engaged in work on questions of jurisdiction relating to
information technology offences, such as ne bis in idem and determining the /ocus
delicti.

Recommendation D

Since in practice police cooperation seems to involve leqgal problems concerning the

treatment of specific criminal matters involving the {illegal) use of new electronic

services such as_the Internet, these will be considered by Steering Group //l.

Arrangements for interception of telecommunications via the Internet (E)

-Within the Police Cooperation-Working Party {Technology and Interception), the ~
Presidency has submitted a document on this topic. With the arrfval of ISDN and a
whole range of encryption techniques, the interception of Internet communications is
becoming more and more difficult for police and justice officials. Internet users employ

extremely fast modems which can only be tapped using advanced technical means.

This topic is also on the agenda of the Council of Europe Committee of Experts on
Crime in Cyberspace (PC-CY). '
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Recommendation E

The Police Cooperation Working Party will examine to what extent providers ¢f Internet

services can be obliged to cooperate in criminal investigations in particular situations,

Drawing up an international agreement on the establishment of codes of conduct to

counter illegal content on the Internet (F)

Within the OECD, document C (97)2 on "International Cooperation concerring the
Internet” has been submitted to the OECD Council. Annexed to that documeni is »
French proposal concerning an "Agreement on International Cooperation with regard to
the Internet”. The document contains proposals in the field of justice and police
cooperation. The proposal also provides for Member States to encourage economic

operators to establish codes of conduct on a voluntary basis (self-regulation’.
Recommendation F

Self-regulation, such as the establishment of codes of conduct by Internct nroviders, is

a useful means of combating illegal coritent on the Internet.

1

Training of police authorities in the use of computers and electronic networks {G:

It is important to distinguish the stages and levels at which specific types of knowladge
are necessary (knowledge differentiation). At the present time 8 EU Membiar States
-active in Interpol are already working with a three-level model. This modct is designed
to promote not only training but also international police cooperatioh between

specialized groups {second and third levels).

1st level Basic police work
2nd level Computer-crime teams
3rd level Advice and support {criminal intelligence services, forensic labarato iss,

detective-training colleges)
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Recommendation G

The Police Cooperation Working Party will work on the possibilities for exchanging

experiences and for developing a joint approach to this 3-tier model.

IV. CONCLUSIONS

The Presidency suggests to the K.4 Committee that the relevant Working Parties under
Steering Groups Il and lll acquaint themselves with this note. This document can
provide guidance for Third Pillar work on developing Internet-related activities. The

Commission could ensure that the document is made available to the relevant First Pillar

working parties.

Member States are requested to report back to the Presidency by 1 June 1997 on

- any national measures they are introducing with regard to Internet which may be of
interest to the other Member-States;

— other measures which can be considered in the context of the Third Pillar.
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