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1. General

This report covers main developments in the first semester. A further report will be

produced at the end of the year for the whole period.

2. Exchange of information

From 1222 enquiries initiated by the Member States (1338 in the same period of 1997)
5385 answers were generated {4279 in the same period of 19387) plus a further 102 from

the EDU analysts (107 in the same period of 1897).

The substantiatl increase in the number of responses generated, compared to the number of
enquiries, illustrates the development of a more complex interaction within the ELO
network as well as between ELOs and analysts, rather than a simple request/answer

mechanism.
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In order to give an idea of the workload of the national desks at EDU, the following table

shows the number of enquiries initiated and responses given by Member States as well as

responses from the EDU crime analysts. The figures for the first semester of 1397 are

included in brackets.

Enquiries initiated Responses to enquiries
initiated by other MS
1998 1997 1998 1997
National Desks 1222 {1338) 5385 (4279)
EDU Analysts not not 102 (107)
applicable applicable
Total 1222 (1338) 5487 {4386)

Of the total number of enquiries, 726 were drug related (59% compared to 62% in the
same period in 1997}, 109 covered money laundering activities (9% as in 19387), 171
were linked to illegal immigration networks {14% compared to 21% in 1997), 165 were
related to trafficking in stolen vehicles {14% compared to 6% in 1897), 51 concerned
trafficking in human beings {4% compared to 2% in 1997). No case was registered for

trafficking of nuclear and radioactive material compared to 5 in 1997.

It is possible to divide information exchange activities into the following categories:

° in 1049 cases, 86 % of the total amount (1094, 82%, in the same period in
1897} the EDU provided a rapid and reliable information and intelligence
exchange for ongoing investigations and other law enforcement activities in the
Member States;

® in 109 cases, 9% of the total (177, 13%, in the same period in 1997) special
expertise and analytical support was requested, so that investigations in the
Member States were carried out with the direct and interactive support of the
ELOs from the Member States concerned;

° in 64 of the cases, 5% of the total (67, 5%. in the same period in 1997) co-
ordination support was given by the ELOs in ongoing multilateral law

enforcement activities (e.g. controlled deliveries).
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3. Projects and activities

As announced in the Work Programme 1998 several main projects were initiated or

continued. The main priority was to focus on all intelligence related activities in general
and on activities concerned with money laundering, trafficking in human beings and on
technical and tactical co-ordination between Member States law enforcement agencies.

The first results can be summarised as follows:

° The Latin American project has increased the capabilities of law enforcement
agencies for identifying and combating the Latin American criminal networks
impacting on the EU;

® Further development leading to joint investigative action in line with the project
focusing on ethnic Albanian-Yugoslav groups involved in drug trafficking in the
EU;

° Maintenance of the database system on ballistic profiling of ecstasy pills {(LOGO
project}) and further development of the chemical profiling system;

) The implementation of the early warning system on synthetic drugs in close co-
operation with the European Monitoring Centre on Drugs and Drugs Addiction;

® The creation of a clandestine network immigration bulletin board at a later stage
extended to trafficking in human beings;

° A situation report on trafficking in human beings from Central and Eastern
Europe was finalised;

° An Interim Threat Assessment on the illegal immigration of Iragi’s was produced
and distributed to the Member States. Following the proposals in this threat
assessment a common project with the Schengen Task Force, France as a

leading Member State and the EDU, was established;

° The development of standardised national reports and statistics on illicit vehicle
trafficking;
] The finalisation of a pilot project for a monitoring system on criminally derived

cash/assets leading to concrete proposals and recommendations for further
action at both the political and operational level;

] Participation to the activities of the expert group tasked to carry cut a study on
the effectiveness of anti-money laundering measures in the Member States
{ENFOPOL 135) so that the execution of the study can start at the beginning of

July;
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° The update and redistribution of the Controlled Deliveries manual;

° The start of the Terrorism Project Group as foreseen and pianned by the agreed
feasibility study;

° The development of the Organised Crime Report 1997 making use of the new
methodology including a cross-checking mechanism and the preparation of
recommendations for future action to be forwarded to the Multi-Disciplinary
Group;

) The preparation of future Europol’s involvement inta the protection of the EURO-
currency against counterfeiting activities;

° Further development of the Centre of Excellence directory, now including about
200 centres of expertise. A second edition of the summary of the directory was

distributed to the Member States.

The EDQU further developed other initiatives necessary for the start of Europol’s

activities (probably 1* of January 1999) following the coming into force of the

Convenuon, These initiatives are:

° The Intelligence Model, with the focus to produce a commonly agreed maodel for
all Europol reiated intelligence activities;

° The Analytical guidelines;

) The interim computer system (analytical workfiles) and the AVENTINUS project
(multi-linguai intelligence project);

® Concrete pr-actical guidelines and instructions to the Europal Natianal Units on
the day-to-day co-operation between turopel and the Europol National Units;

° A basis for a strategic and project oriented approach (CRIMORG 34).

4, Crime analysis
A number of operational analyses were, and continue to be, carried out in support af
requests from Member States, the analyses highlighting many previously unknown links
between various operations being undertaken in several Member States. Additionally
the bureau responded to requests for assistance in respect of open source data, and
provided investigation teams with valuable support and information to aid their
acuviues.
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Various strategic projects were, and continue to be, undertaken within the bureau, in

particular the compilation of the 1997 EU Organised Crime Report.

Following the successful ten day Strategic Analysis Workshop held in 1997, Europol
held two further workshops during this period, one in May and the other in June. A
total of 49 participants from 14 Member States, UNDCP, WCQO, European Commission

(UCLAF) and Europol successfuily completed the warkshops.

Members of the bureau ran operational analysis courses in three Member States at their
request. The first took place in Rome, Italy for two weeks in January for all police
arganisations, the second in Dublin, Eire for nine days in May on behalf of the Garda
Siochana, and the third in Denmark for one week for the Danish police. In addition
some members of the bureau visited Member States to give presentations on analysis

and to assist investigation teams in their work.

5. I(nfarmation Technalogy

5.1. TECS
Stage 2 of the Europol Computer System project has concentrated on analysing the
resuits of the 1997 visits to Member States and producing the Operational
Requirement. To compensate for delays by the Stage 2 contractor, the TECS Project
Team increased its level of day to day involvement in, and control of, this process. The
delivery date was rescheduled to 30 June 1988. On that date Unisys delivered the
Operational Requirement which is intended to form the basis for a call for tenders from
potential suppliers of the system.

5.2. Eurint
As decided at the end of 18387, an Interim Project Team was set-up to develop an
Analysis System in time for Europol taking up its activities. An official European call for
tender for the components was issued and the contracts concluded in April 1998.
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5.3.

Great effort went into creating a database design which is as flexible as possible, to

allow for the differing kinds of analyses which may have to be undertaken in the future.

Another important aspect is a user interface which allows the same degree of flexibility.
The system is designed to facilitate input, retrieval and visualisation, supported by
workflow procedures which have yet to be defined in accordance with the future

Europol Intelligence Model and the requirements of the Joint Supervisory Body.

The specific data protection and security requirements, contained in the relevant

requlations, are being taken into account as much as possible in this interim system.

IT infrastructure
A new telephone exchange was installed in May. The exchange has the capacity to
enable EDU and the future Europol to accommodate growth in staff and increase the

number of external connections.

Several improvements to the internaf networks and computer systems were carried out
to handie the increased traffic between internal users and with the Member States’

Europol National Units.

Preparation for the post-Convention phase

An important aim for the first semester was to prepare internally, as well as in support
of the Working Group on Europol and the K4 Committee, for the start of Europol’s
activities following the coming into force of the Convention on 1 October 1998. Major
progress was made, but not all regulations, technical means and facilities are currently
in place. Considerable efforts will, therefare, need to be made by 1 October and,

ultimately, by the end of the year.
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Conclusion

The increase in complexity of the operational cases and strategic projects dealt with
enabted the EDU to improve the quality of its contribution to EU law enforcement
activities. Nevertheless, there is a continuing need to promote a stronger commitment
to Europol in Member States, especially in the post-Convention phase, through the

development of awareness, national intelligence models and legal initiatives.

It is clear that the quality of interaction between Member States and Europoi will be

important, and initiatives are underway to examine and optimise this service.

In addition to this direct support of investigative and other law enforcement activities in
the Member States, EDU’s participation in and contribution to various EU initiatives,
together with its involvement in the preparation for the post-Convention phase,

highlights the importance of its advisory role within the Third Pillar.
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Appendix : Examples of successful operations carried out with the support of the EDU.

Operation CARL started in Sweden in May 1997, A Swedish criminal organisation was
suspected to be responsible for the importation of large amounts of drugs to Sweden. The
main target of the investigations was living in Belgium, and the trafficking of drugs was
conducted from this country. Links between criminals were very soon ascertained in other
Member States. The case was transferred to the Swedish desk at Europol in August 1997,
and contacts were established with mentioned countries which resulted in investigations and

operations in several Member States.

A Danish operational team started an investigation in the autumn of 1997 as the case showed
that Danish nationals also had an important role in the organisation. Drugs were also

transported to Denmark, by the same organisation.

The Spanish authorities supplied support and assistance with surveillance during the operation,

mainly in the Malaga area.

In September 1987 the German authorities seized 21 kg of amphetamine by the border with
the Netherlands, two Danish nationals were arrested. Information also revealed that the
supplier of the amphetamine was staying in the Netherlands, which lead to a request for
assistance in the Netherlands. Surveillance was conducted on several occasions by different

Dutch teams.

Several successful cross border surveillance’s have been conducted during the operation,

involving a number of Member States.

Two successful controlled deliveries have been conducted, one of 30 kg of amphetamine from
the Netherlands to Denmark in November 1997 and one of 25 kg of cannabis in January 1998

from Spain to Denmark.

The operation ended finally on 15 April 1998 when the main target was arrested at Las Palmas

airport, after a request from the Danish authorities.
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Altogether 62 kg of amphetamine and 160 kg of cannabis have been seized in the operation

and about 25 suspects have been arrested in Denmark, Sweden, Germany and Spain.

The role of the ELOs in this pan-European operation proved to be of great importance. The
service provided by them in respect of information exchange between the national teams

involved, would not been possible using the traditional channels of communication.

Operation PRISTINA is a large scale operation, carried out by the [talian authorities against a
criminal organisation of drug traffickers operating in 9 EU member States and other 6 non EU
countries. The group of criminals, mainly originating from the city of Pristina in Kosovo region,

is spread out all over Europe.

Europol was deeply involved in the operation by two means:

] By providing analytical support on the request of Italy, with the support of 7 other
Member States. The request was essentially aimed to show links among targets in
different countries and find the main reference telephone numbers, from mare than
5.000, in order to localise the heads of the organisation and to dismantle it. Finally,
Europol was requested to suggest new fields of investigation;

® By hosting an operational meeting, which united the representatives of ten countries,

including three non EU countries, and three magistrates.

The operation, which is still ongoing, has already led to the arrest of more than 40 people and

the seizure of about 170 kg of heroin in various European countries.

A great deal of the success in the operation has been provided by both the efficient and
effective role performed by Europol Department of Analysis and by the constant co-operation

between ELOs and the local investigators.

Operation PRIMO started in June 1997 when the [talian authorities identified a “safe house”
for the storage of cocaine and synthetic drugs smuggled from The Netherlands. An l[talian
target was under observation in September together with a German national and a Yugoslav

national. A considerable amount of intelligence was amassed.
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Through the ltalian ELOs, Austrian, Belgian, German, Dutch and British ELOs were approached.
The German Desk was able to provide all the liaison bureaux involved with a summary of the

ltalian and German investigations.

The exchange of information showed, in particular, that :

1) different police forces in many EU countries were conducting investigations on member
of a same organisation without co-ordinating themselves;

2) among ongoing investigations in Italy, Germany, Sweden and Denmark there were some
steady connections;

3) new investigations were started on the same organisation in cther countries;

4) the subjects of major interest have come out during operations concerning international
drug trafficking with Thailand, Hong Kong, Brazil, Argentina, Bolivia, Holland, Germany
and ltaly;

5) due to the size and complexity of available information it was therefore necessary to co-

ordinate and to process the intelligence collected so far.

The assistance of Europol Analytical Department was requested in order to process all available

information on a European basis.

information allowed the identification of a criminal network across the EU, pivoting around a
German national born in Poland, but by then living in Amsterdam. The network was dealing
with trafficking in cocaine, ecstasy and cannabis, as well as with associated money laundering.
All in all, 20 criminals of various nationalities have been arrested, important amounts of illicit

drugs and dirty monies have been seized. A clandestine laboratory was also discovered.

This operation has shown that a multi-State investigation can be successfully supported by
way of the Europol channel. The ELOs of all the countries concerned played a major role in
facilitating the speedy exchange of intelligence and in the investigations being conducted in at
least b different languages. The analysis of the intelligence provided by the Europol

Department of Analysis has also proved invaluable.
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Dperation BELLOMO was initiated in March 1998 by the Drug Department of the Partuguase
Judicial Pohice  They had informanon that several indbwnduals rented & luxurous vills nesr

Labon afd RAd Suspcious Mavemeanis

Survellance showed that the suspécts used thiea cars with |talian plates. The Portuguese
Dask at the EDU was immediately cantacted and, in less than one hour, the ltaian Desk

infarmead that the vehicles were recently stolen in tha Midan srea.

From thar information, the ngividuals wang followesd and i was possble 10 deScover seven
mghe fuxiry irs, all stolen o italy, again loilgwang & gueh résponse from the falian Desk,
The organisalion was dismeantied and fogr persong [two itahans and two Belgana) were
arresied

The cars wera all stolen m [taly by the ltalisns and then delivered ta ane af the Balgians. The
aocuments waip lorged by the |arrer and it (s baleved that the cars were 1o be sold 16 several
garages in Portugal

Tha leader al the prganisation. also an Italizn national, ngver left his country and is now on the

Fun having beon issued with an miermanonal warrant,

All the investgat:ons were based m nformation prawded by the EDU
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