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from:; Presidency

10 K.4 Committee S ) -

Subject: Drafi text of the Council decision on the extension of the mandate of Europol 1o

include counterfeiting of currency and other means of payment

Delegations will find a draft 1ext of the Council decision on the extension of the mandate of Europol
to include counterfeiting of currency and other means of payment on which the Management Board

reached agreement at its meeting on }8 February 1999.
The K.4 Committee is requested to forward the draft decision for adoption to COREPER/Council.

At its meeting on 18 February 1999 the Management Board underlined the need for further study
into the precise role of Eusropol in the field of preventing and combatting the counterfeiting of
currency and other means of payment taking into account the specific tasks of the Commission

(UCLAF), the European Central Bank and other relevant organisations.

The Council is asked 1o instruct the Management Board 1o instigate the aforementioned study

involving the Commuission and the European Central Bank in order for it to be finalised by the end
of 1999.
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DECISION
OF THE COUNCIL,
of ...1999,

instructing Europol to deal with forgery of money and means of payment

THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Convention based on Article K 3 of the Treaty on European Union on the
establishment of a European Police Office (Europol Convention) ", and in particular Article 2 (2)

thereof and the Annex 10 the Convention mentioned in said Article;

Having regard to the Council decision of 3 - 4 December 1998 on the principie to instruct Europol
to deal with forgery of money and means of payment when Europol takes up its activities,

instructing the Management Board of Europol to prepare the Council’s decision on this issue,

Having repard to the preparatory work on this issue performed by the Europol Management Board

in particular regarding the functional, budgetary and staffing implhcations for Europol,

Considering the need for a separate decision on the budgetary and staffing implications for Europol;
Taking into account the considerable interests of the European Union and the European Union
Member States in protecting the Euro currency from any counterfeiting and in effectively

preventing related cruninal activities;

Taking into account and without prejudice to the respective roles of Europol, the Commission

(UCLAF) and the European Central Bank

DECIDES:

M 0JC316,27.11.1995, p. 1.
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Article 1

As from the date when Europol takes up its activities in accordance with Article 45 (4) of the
Europol Convention the mandate of Europol will be extended to include the fight against forgery of

money and means of payment.

Article 2

This Decision shall enter into force the day follow that of its adoption by the Council.

Doneat.............. .., ..............1999
For the Counctl
The President
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Report of the Management Board in preparation for the Council

Decision on extending Europol’s mandate to include preventing and

combating the forgery of money and other means of payment

1. Introduction

Due to the issuing of euro bank notes and coins in 2002 the European Union has to be
prepared to cover all security aspects. Since 1996, having realised the threat posed by
counterfeiting activities in the mid-nineties an informal group of experts from several EU
Member States discussed aspects refated to the introduction of the euro. By the end of 1997
the Luxembourg Presidency of the Police Cooperation Working Group (PCWG) initiated
further activities and within this framework the European Commission (UCLAF) hosted
several technical meetings for counterfeiting experts from the Member States (MS), Europol
and Interpol. The result of these expert meetings were presented to the K 4 Committee under
the Austrian Presidency (ENFOPOL 126 and EUROPOL 119). At its meeting on 30/31 July
1998 the Working Group Europol proposed that Europol should deal as soon as possible to
deal with forgery of money and means of payment (listed in the annex referred to in article 2

of the Europol Convention) and recommended to K4 the extension of the Europol mandate.

In line with this proposal, on 3 December 1998 the Counci) instructed the Management
Board, taking into account the respective roles of the Commission (UCLAF), the European
Central Bank (ECB) and Europol, to draw up a Council Decision giving Europol the
competence to deal with the forgery of money and other means of payment (Doc. 10708/4/98
Europol 80 Rev. 4 No. 3).

The proposed extension of the mandate will give Europol competencies in dealing with
forgery of money and other means of payment in general. Initially Europol will focus on
preventing and combating the counterfeiting of the euro and will widen its scope in respect of
other currencies gradually according to Europol’s means and the needs expressed by Member

States.
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2. Europol’s role in preventing and combating forgery of the euro

The counterfeiting and distribution of money is an offence typical of international organised
crime.

This will apply equally to the euro. Euro banknotes and coins will be marketable not only in
the 11 countries initially participating in monetary union, but in all European countries and

beyond.

The same problem applies with the forgery of other means of payment Over the years, non-

cash payments have become increasingly widespread

A successful strategy as regards both prevention and prosecution will require coordinated
collaboration between the Member Siates, Europol, the Commission, the ECB and
international organisations such as Interpol.

Europol’s tasks are set out in Articles 2 and 3 of the Convention.

2.1 Cooperation partners

Where production and distribution of forged money cannot be entirely prevented, the best

strategy for combating the forgery of money is to make it as difficull as possible to do so

Technically speaking, responsibility for'such prevention lies in particular with the European
Central Bank (ECB). The latter is collaborating in this respect with the national central banks

and the commercial banks of the Member States.
The ECB will be setting up a technical database for this purpose, which wiil inctude, inter

alia, features to aid the detection of counterfeit banknotes as well as the comparison of

forgeries.
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Preventing and combating the forgery of money also requires police cooperation, however.
Since the production and distribution of forged money is an activity which crosses national
borders, close police collaboration across Europe is called for. This need can be met by

Europol as the sole central police body at European jevel.

Al European Jevel, close cooperation between Europol and the ECB s needed (o obtain an
immediate response to known forgeries Europol will immediately pass on to the ECB any
information it receives from national authorities concerning forged euro banknotes and coins
To enable it to differentiate between newly discovered forgeries and those already known
about, it would seem appropriate for Europol to have access 10 the technical database of the
ECB.

In addition to the law enforcement aspects, which at European level come under the
competence of Europol, the special protection of the euro is an extensive responsibility shared
also by the corresponding competencies of other Community bodies.

It will thus be a task of the Commission to ensure the protection of the euro as part of its own

responsibilities.

For matters involving countnes outside the EU, Europol can work directly with the third
countnes concerned angd their authonties. The Europol Convention provides for flexible and
workable instruments for contact with third parties. Cooperation with Interpot will be of
particular importance Europol and Interpol are in fact obvious partners in the field of

combating money forgery.

2.2.  Europol!’s initial priorities
Member States’ and EU competent authorities will be supported by Europol in line with
Article 3 of the Europol Convention and within existing and planned Europol data structures
like Information System, Analytical Workfiles and Information Exchange System by
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maintaining a computerised system of collection, analysis and dissemination of information

and intelligence;

facilitating the timely exchange of information via the information exchange system and the

network of the Europol Liaison Officers;

providing operationat and strategic anaiysis on counterfeit related data,
providing expertise in order to enhance effectiveness of MS investigations;
disseminating intelligence relating to the counterfeiting of currency,
preparing general situation and trend reports;

establishing and facilitating closer contacts with third countries and organisations in order to

obtain relevant data from outside the EU,

hosting, managing and coordinating training, seminars and experts meetings;
facibitating the coordination of cross-border operations and controlled deliveries,
impiementation of an ‘early warning system’;

facilitating access to Centres of Excellence;

providing access to open sources material.

1t is possible to use Europol analysis data files to gather and exploit all the relevant data for a
group of cases, or even just for an individual case, in a specific field of crime. The technical

conditions will be provided once Europol has become operational

Furthermore, data can be stored in the Europol Information System, which can be accessed
on-line by all the national Europol offices. Applications requiring a rapid exchange of
information between Member States and Europol can be carried out on the basis of the
Information System This will enable the prosecuting authorities in the Member States to link

up their investigation activities, and will improve results considerably.
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3.1

The added value which Europol represents consists primarily in its ability to assemble
relevant law enforcement information. For this reason, the effective combating of money
forgery cannot be restricted to the protection of the euro, but must equally embrace forgery of

other currencies and other means of payment.

Preparation and implementation

The proposed extension of the mandate will give Europol competencies in dealing with
forgery of money and other means of payment in general. Initially Europol will focus on
preventing and combating the counterfeiting of the euro and will widen its scope in respect of
other currencies gradually according to Europol’s means and the needs expressed by Member
States.

With regard 10 combating money forgery, the Convention does not give Europol the task of
replacing tocal police on the ground Its function as a central body means that Europol must,
however, be at least equipped sufficiently to carry out effectively its support function as a

central body.

Preparatory/study phase

Europol proposes that the preparatory phase should start immediately once the extension of its
mandate has been agreed.

As with the previously agreed extension of its mandate regarding the combating of terrorism,
Europol would implement the new mandate in two stages.

As a first step a small project team of seconded experts should be created, involving
volunteering Member States with particular expertise in the combating of counterfeit money.
To ensure that this project team can work effectively, it should be composed of preferably not
more than four to five expenenced officers from the Member States with sufficient language
skills to work in an international environment Among these should be persons with analytica)
and IT backgrounds. The work will be coordinated by the responsibie Europol project

manager from the Organised Crime Depaniment and supported by the internal project group.
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3.2

The MS experts should be seconded in agreement with Europol on a fuli-time basis for an
inttial period of 6 months which must be extended if necessary. The creation of this team and
its functionality will be accompanied by expert meetings involving alt EU Member States, the
Commisston and the ECB and, if appropriate, non EU-organisations such as Interpol.

During thts phase, the project team can fall back on the earlier mentioned preparatory work
carried out by the group of experts in 1998 within the Police Cooperation Working Group and
under the auspices of the Commission (UCLAF).

In this preparatory phase, it will be possible to limit assignment of personnel and equipment
by Europol largely to the support of the project team.

It s expected that the minimum number of Europol personnel still to be recruited in 1999 will
be one Officer for the Organised Crime Department, one Analyst Officer, one Administrative
Assistant and at the latest from mid-1999 one developer for the IT Department. Their task will
be to coordinate the project team’s work and to continue later with the further project
development and implementation.

The preparatory phase, including work at national level, should be finalised by the end of
1999.

Implementation phases: development, testing and roll-out

In addition to the analytical function of Europol, which will be possible from the starting of
operations, the preparation and subsequent implementation of the direct flow of data between
Europol and the Member States, together with the exchange of information with Interpol and
third countries and other partners, will'in particular require the commitment of personnel and
equipment.

The fledgling Europol Information System will be the basis for the direct flow of data
between Europol and the Member States. This system will need to be adapted to meet the
spectal technical requirements in the field of the forgery of money and other means of
payment. This does not however mean setting up a whole new system, as the necessary
investment involved will correspond merely to the supplementary costs of the Information

System and will therefore be relatively small.
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Depending on the progress of the realisation of IT requirements the implementation of a
structure facilitating the integration of law enforcement and technical data into the existing
Europo! framework wil} start gradually towards the end of 1999. By mid-2001 the data and
communication structure should be fully tested and operational.

As regards personnel requirements, a provisional plan based on the experience of existing
units in various Member States foresees that by the end of the implementation phase the
future Europol unit dealing with anti-counterfeit measures will consist of six Officers in the
Organised Crime Department, two Analyst Officers, one Analytical Administrative Assistant
and one (General) Administrative Assistant.

A table of the expected costs for the period 1999-2001 is attached. The timing of the

expenditure may be deferred slightly, depending on when Europol actually begins operations.
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ANNEX

BUDGET IMPLICATIONS
"EURO " [ Preparatory | Tmplementation | Implemenfation | Tetal |
€ phase = not phase-Fisst | ghage - First |
yet included -e“'m; IsonsRl | estimates /
in 3tb,e_ i (12 months). | Europol budg,etj
Europol . 2001
budget 1999 | (12 months)
(6monthsy | = . = = | St &
Salaries 1. Semester 1. Semester 2. Semesters
1 First Officer | 1 First Officer 2 First Officers
Organised Organised Crime | Organised Crime
Crime I Analyst. 2 Analysts
1 Analyst. 2 Second Officers | 4 Second Officer
1 Admin, Ass. | Organised Crime | Organised Crime
2.Semester 1 Admin. Ass. 1 Admin_ Ass.
1 First Officer | 2.Semester 1 Admin. Analyst
Organised 2 Furst Officers Ass.
Crime Organised Crime
1 Analyst 2 Analysts
I Admin Ass. | 4 Second Officers
Organised Crime
1 Admin. Ass.
I Admin. Analyst
ASs.
Salaries | oasso0]  976500|  999,000] 2,220,000
Acquisttions etc. '
IT acquisitions 137,000 45,000 | 20,000 202,000
Telephones, faxes etc. 4,000 1,500 - 5,500
Fumniture, wncel. safes 22,100 9,300 - 31,600
Encryption equipment - - | - -
Secunty installaons | -1° B -
Running costs I
Travel 16,500 25,500 35,000 77,000
Training, seminars etc. 14,000 14,000 18,000 46,000
Telecommumecation 3,000 56,000 60,000 119,000
Translation 1,000 1,000 2,000 4,000
Printing - - -
Mecetings 42400 43,500 | 44,600 130,500
| Total | asss00| 1172500 | 1178600 | 2,836,600
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