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Subject : Interception of telecommunications

- International requirements for lawful access of cryptographic services

These requirements:

- are subject to national law and should be interpreted in accordance with applicable

national polices;

- are applicable to providers of cryptographic services;

- do not cover initial lawful access to the encrypted data which may be acquired through a

variety of methods; other requirements including the International User Requirements

(IUR) for Lawful Interception of Telecommunications(') are applicable.

Reg‘uirements

1. Obtaining service information: Based on a lawful enquiry and given a target identifier or

other information about the target or encrypted data with related information, law

enforcement agencies require: 1) Full details of the target including service number; 2)

information that will fully identify the cryptographic services used by the target; and 3)

the technical parameters of the method used to implement the cryptographic service.

("} Published in the Official Journal N° C 329 of 4 November 1996, p. 1.
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2.1. Decryption, timeliness and availability: Law enforcement agencies require access to
the decrypted message as quickly as possible {in urgent cases within a few hours or
minutes). This may be achieved either through the provision of key material and all
necessary information to decrypt the data or by provision of the data en clair. The
computational and operational effort a law enforcement authority needs to undertake
to achieve the decrypted message should be minimised to ensure en efficient,

economic and timely operation.

2.2 Access to the decrypted message as in 2.1. above, must be available for those

encryption systems that allow for both national and international operation.

3.1. Security and integrity: Law enforcement agencies require the decryption process to
be designed and implemented to preclude unauthorised or improper use and to

safeguard the information relating to the operation.

3.2. Where key material is being provided, it must be delivered either in electronic format
of another agreed format using a secure means of transmission. This must be
protected to ensure the authenticity, integrity and confidentiality of such material,

and that it is provided in a non-repudiational manner.

3.3. The key material or data en clair must only be transmitted to the agency specified in

the authorization.

3.4. Law enforcement agencies require providers of cryptographic services not to
disclose to the target or any third party: 1) The target of the authorization; 2) that
key material or data en clair has been supplied; and 3) any information on how the

operation has been carrried out.

4. Audit: Subject to national regulations, providers could be obliged to maintain an

adequately protected record of provision of key material and data.
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