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INTRODUCTION

ENFOCUSTOM 11 REV 1, ENFOCUSTOM 13 REV 1 AND ENFOCUSTOM 23 REV 1
developed the ideas set out in ENFOCUSTOM 44 and ENFOCUSTOM 58, which dealt with
risk analysis as referred to in action point 20 of the report presented by the Expert Group on
Drugs and approved by the Madrid European Council. That report contains a number of
recommendations approved by the Customs Cooperation Working Party, which are in the
process of implementation by the Member States. One of those recommendations reads as

follows:

"Customs administrations should develop "guidelines of best practice” to encourage the
greater use of risk analysis techniques. The "Guidelines on risk analysis in Customs controls”

developed by the Commission (DG XX} in relation to First Pillar competencies may provide a
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In ENFOCUSTOM 58 the Netherlands Presidency proposed implementing that
recommendation by drawing up guidelines for the application of risk analysis in general
{ENFOCUSTOM 11) and risk analysis applied to air freight in particular (ENFOCUSTOM 23
REV 1).

The Netherlands Presidency also proposed drawing up sector by sector guidelines for risk

analysis in order to take account of the specific characteristics of each mode of transport.

The Luxembourg Presidency proposes to continue the work on risk analysis begun under the

Netherlands Presidency by concentrating on express mail as a specific aspect of air freight.

EXPRESS MAIL FREIGHT IN GENERAL

Express mail transported by air postal services and by specialized private firms occupies a
niche in the air freight system which presents an especially high risk of drug trafficking. Over
the last few years, a growing number of drug seizures have been made in mail carried by

express courier firms.

A recent study in this field carried out by the Worid Customs Organization revealed that there
is a trend among traffickers to divide large quantities of drugs up into numerous small
consignments, which they then entrust to express courier firms. For criminal organizations,
these firms provide the ideal opportunity to eliminate any link between them and their crimes,
and they guarantee a swift, efficient and secure service enabling such organizations to send
frequent consignments when trade is well estabhshed and they have acquired the confidence

of the service provider.

Other factors which should be taken into account when drawing up guidelines for risk
analysis in express delivery services are the sharp competition between the different carriers

and the tight economic constraints imposed on them by very short delivery times,
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Generally guaranteeing delivery within 24 hours, whatever the destination, the services of
express delivery firms can be used by criminal organizations for the rapid and efficient

dispatch and distribution of illicit goods of all kinds, particularly drugs.

It should be noted that express mail is often dispatched to its final destination via a series of
distribution-dispersal centres. These centres are situated in strategic locations in every region
of the world; they group consignments by region or by country before dispatching them

directly to another centre or making final delivery in a particular country.

Thus express consignments containing drugs which at first sight appear to come from a
distribution centre situated in a low-risk country may in actual fact have come from a

high-risk supplier country.

These distribution centres receive large volumes of express mail from sensitive countries

every day, which creates the following problems for the customs services:

1. complete, infallible physical checks are difficult because of the large volume of

consignments sent by express delivery;

2. the "time" factor constituted by the obligation for express delivery firms to deliver
within 24 hours may be regarded as a "psychological barrier” by bodies responsible for

checks and thus impede the application of systematic, detailed checks;

3. in the case of distribution centres which are also considered to be an entry point for
consignments to the customs territory of the Union, a distinction must be made
between consignments to be released into free circulation and those which are to be
transported, under the external Community transit procedure, to a customs office in

another country of the Union {'};

{'} Council Regulation (EEC) No 918/83 of 28.3.1983, Articles 27 and 28 on small
consignments of negligible value, OJ No L 105, 23.4.1983, p. 6.
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4. export checks on express delivery consignments from third countries are inexistent or

unreliable;

5. there are a large number of letters and documents for which the procedure for release
into free circulation is generally carried out at distribution-dispersal centres upon entry

into the Union.

It is clear, therefore, that effective checks on consignments dispatched by express carriers

must be based on effective risk analysis tailored to this particular type of carriage.

The Luxembourg Presidency thus proposes that for express delivery services, the approved
guidelines on risk analysis in air freight should be adjusted to take account of the specific

characteristics of this particular form of air freight.

The risk analysis procedure for express mail will differ according to whether the customs
formalities relating to free circulation are carried out at the distribution centre (point of entry
into the customs territory of the Union) or at another internal customs office following a

procedure for external Community transit.
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A. RISK ANALYSIS APPLIED AT THE LEVEL OF DISTRIBUTION CENTRES

The majority of private express mail carriers possess their own fleet of aircraft specialized in
the carriage of express mail. There are regular express mail flights which follow fixed

itineraries to and from the major airports which are distribution centres.

As with air freight, the first requirement is an inventory of all flights by express carrier planes

during a particular period.
Then the following risk factors are applied to the different flights:

- risk identification

- supply of necessary information
- itinerary

- country of origin/provenance

- country of final destination.

On the basis of these risk criteria high-risk flights can be determined and then the manifests
for those flights can be examined (consolidated manifest). Manifests generally give a brief
description of the freight carried by express mail flights. Air manifests thus refer to air

waybills and to the number and weight of express mail parcels.

One can then make a (pre)selection of consignments of suspect or unusual goods on the

basis of presumed anomalous or incorrect information contained in air manifests.

Next, the house air waybills which accompany every express mail consignment can be {ooked

at in greater detail.

Air waybills are analysed on the basis of available information using knowledge, experience

and clues to identify possible irregularities.
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Suspect consignments can be selected by applying the following analysis criteria to the

information given in air waybills:

- risk identification

- supply of necessary information

~ mode of transport

- itinerary

- goods

- country of provenance/origin

- importer/exporter of express consignments/parcels
- consignee/consignor

- customs procedure

- irregularities.

1. Risk identification

As the cost of sending express mail is higher than the corresponding cost of air mail,

the number of risks are reduced to the following:

- drugs
- weapons and ammunition
— nuclear material

- goods covered by the CITES Convention.

2. Supply of necessary information

{a} Information about arrivals of express delivery consignments and what they contain
are supplied by the air manifest and the air waybill. These manifests and air

waybills can be consulted:
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*  at express delivery firms, by means of electronic data banks or by listing
{country of provenance/origin, itinerary, time of arrival, sender, addressee, type
of goods, weight, volume, method of payment, packaging). Note, in this
connection, the efforts made by various express delivery firms to transfer and
manage this information via the Internet and the concomitant advantage for
customs services of being connected to the Internet, for the purpose of refining
the selection criteria for suspect consignments and thus increasing the

effectiveness of risk analysis applied to express mail.

*  at express delivery firms, by means of spontaneously supplied information
{reporting of suspect packages), if necessary after a protocol has been agreed

between the customs services and express delivery firms.

(b)  Of particular importance among information sources of use in detecting anomalies
{irregularities/fraud) are national, international and European (Commission) data bases

and computerized communication networks:
- pational:
* irregularities concerning persons, means of transport, companies and
consignments
*  registration systems for natural or legal persons

* registration systems for the handling of declarations

-~ European/international:

*  WCO (electronic bulletin)

*  SCENT/SID

international information sources from the business community {(Dun &
Bradstreet, Worldbase)

collection of police and customs information

other government services, especially analyses from criminal investigations

conducted by the police, central intelligence services, criminal police
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*  Europol Drugs Unit (EDU)
*  drugs liaison officers
*  Interpol

* information from the public

(c) Other sources of information:

*  fraud reports indicating current trends
*  risk analysis from the first pillar, describing the risks regarding a particular type
of goods, a particular region, a particular piece of legislation or a particular

process.

3. Mode of transport
For express mail the effectiveness with which customs officers carry out controls at the
external border depends on the timely and accurate profiling of high-risk flights and
consignments. Because of its special nature, express mail occupies a special place in
the logistical process of air freight. The large number of express consignments means
that there is a very high risk of drug smuggling.
Special attention must be paid to flights from high-risk countries (drug-producing
countries) and to flights from distribution centres situated in low-risk countries likely to
be used as transit countries.

4, Itinerary
*  number of transshipments during the journey
*  consignments from airports used as distribution centres for express mail, situated

outside the EU in low-risk countries, which originated in high-risk countries

* determine if the sender could have used shorter or cheaper itineraries.

5. Goods
*  type and quality of goods
*  description of goods
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*  volume
*  weight

*  packaging (marks and numbers/non-commercial)

* origin

*  value

. .
quantity

* s this relatively costly mode of transport usual for the goods in question?
* is this a transaction for which there is no apparent economic justification?
*  description on the documentation (manifest, air waybill)

*  frequency of consignments.

6. Country of origin/provenance

* is the country known as a supplier of certain "illicit” goods?

* is trade with the country subject to any regulations (e.g. United Nations sanctions)?
* is the country a known conduit for certain goods?

*  what is the economic situation in the country?

what is the political situation in the country? to what extent can controls carried

out and certificates issued there be relied upon, e.g. with regard to corruption?

7. Importer/exporter

As traders, importers and exporters represent links in the chain. Sometimes
consignments are sent through well-known importers and exporters which are used as
cover, particularly for drug smuggling.

The most relevant risk indicators are:

reputation and reliability of the importer or exporter
situation of the importer or exporter
likelihood of fraud in the sector in which the importer or exporter operates

{transparency, existence of umbrella organizations)
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* disputes in which the importer or exporter has been invelved in the past,

particularly any involving fraud.

8. Consignee/consignor

It is important to ascertain whether the consignor or the consignee is an existing
company or a private individual. Consignments sent to a hotel, a P.O. box or any other
address that cannot be traced represent a significant risk factor.

The most relevant risk indicators are:

reputation and reliability of the consignor or consignee

*  financial situation

likelihood of fraud in the sector in which the consignor or consignee operates
{transparency, existence of an umbrella organization)

disputes in which the consignor or consignee has been involved in the past,

particularly any involving fraud.

9. Customs procedure

*  importation, transit
* normal or simplified rules for express mail distribution within the EU
type of documentation

access to supporting documents.

10. Observed irreqularities

*

irregularities already observed or suspected

*

modus operandi already observed or suspected.

10933797 fel/MM/jrb EN
DG HII 10



B. RISK ANALYSIS APPLIED TO CUSTOMS CLEARANCE WITHIN THE EU FOLLOWING AN
EXTERNAL COMMUNITY TRANSIT PROCEDURE

With the exception of consignments of negligible value falling under Regulation (EEC)
No 918/83, which may be released into free circulation at a distribution centre upon entry
into the Union, express mail consignments to other member countries are usually dispatched

under the external Community transit procedure (T1) to customs offices within the Union.

Those internal offices carry out a risk analysis for express mail which is very similar to that
applied during customs clearance of other consignments presented for customs purposes

following an external Community transit procedure (T1).

However, unlike ordinary consignments presented at internal offices, express mail is subject

to the constraint of extremely short delivery times.

Consequently, in the case of express mail internal offices usually use the "simplified
procedure at destination” for customs clearance laid down by Regulation (EEC) No 2454/93.
Briefly, the procedure works as follows:

* authentification of air manifest accompanying the T1 document

*  physical inspection of selected suspect consignments on the basis of information

given on the invoice or air waybill accompanying all express mail consignments
*  holding of suspect consignments for further analysis; release of other consignments
*  lodging of the introduction/import declaration (SAD) no later than the Thursday

following the date of introduction/importation of the express mail consignment,

Like the customs offices at distribution centres, internal offices face problems of extremely

short delivery times and large volumes of express mail.

The use of new technologies such as the Internet could thus enable customs offices, both
internal and at distribution centres, to select suspect consignments in advance and then carry

out a risk analysis that is consistent with the economic requirements of the firms involved.
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