-

JHa o SgX

a P13 OO

/

EUROPEAN UNION Brussels, 16 November 1999
JOINT SUPERVISORY AUTHORITY
SCHENGEN
SCHAC 2504/1/99
REV 1
LIMITE

NOTE

from : Joint Supervisory Authority

No. prev. doc.: SCH/Aut-cont (99) 16 (SN 3244/99)
Subject : opinion of the JSA on misused identity

On 3 February 1998 the JSA approved Opinion No 98/2 (alerts in the SIS for people whose identity

has been misused).

In its Opinion the JSA stated that:

"... the question as to whether an alert on an individual whose identity has been misused should be
kept in the SIS needs to be carefully weighed up, bearing in mind, on the one hand, the rights of the
person whose identity has been usurped and, on the other hand, the need to detect the usurper

(point 4) ...".

The JSA proposed and stated its willingness to seek a common solution.
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The reply received from the Central Group on 1 March 1999 (SCH/C(99)21), to which was attached

a communication from the Steering Committee, stressed that:

"... offsetting the damage caused by the legitimate identity-holder against the unacceptable damage

to security shows that the systematic delegation of all alerts as to persons sought cannot be taken

into consideration. The right to deletion will have to be considered on a case-by-case basis at the

request of the legitimate identity-holder."

The JSA welcomes the written reply. It agrees that special provision must be made in the SIS

database to the benefit of the legitimate identity-holder at the latest when the SIS II is introduced.

Moreover, the JSA would emphasise three fundamental aspects:

(a)

(b)

the principle of proportionality applied to the question of misused identities should be
considered in the light of the type of ongoing SIS alerts and their aim. Not all alerts justify the

insertion of aliases of third parties whose identity has been misused.

it can be inferred from the reply that the person whose identity has been misused is not
systematically informed of being incorporated into the SIS in spite of intending to keep the
alert systematically, taking into account security alone; the rights of the legitimate
identity-holder, specifically to comply with Article 110 of the Schengen Convention, are
limited for reasons of a practical or technical nature. A procedure should therefore be found
under which legitimate identity-holders are informed that data is stored on them in the SIS. At

the same time, they should be issued a certificate substantiating the actual situation.

Alternatives:

1) Each time there is a '"Hit" on this alert, the administration will check whether there is

still a need to keep it in the SIS.

2) The administration will check on a regular basis whether there is still a need to keep

it in the SIS.

3) On a regular basis, and at least, each time there is a '""Hit'' on this alert, the

administration will check whether there is still a need to keep it in the SIS.
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(c) the systematic keeping of all misused information could induce the State which originated the
alert to be taken to court for damage caused to the legitimate identity-holder, especially if it

did not give him the opportunity to exercise his rights.

The JSA reasserts its proposal and willingness to seek a harmonised solution commensurate with
the interests involved. To discuss this matter it is proposed that a meeting be held with

representatives of the Information System Working Party (SIS) and the Sirene Working Party.
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