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Subject : Europol Drugs Unit Work Programme 1998

1. At its meeting of 24 February 1998 the K.4 Committee agreed on the Europol Drugs Unit

work programme 1998 as set out in the annex.

2. COREPER/Council are invited to confirm this agreement and adopt the programme it

being understood that the annex will be adapted, if needed, to the conclusions of the

Council on the launching of activities of EDU/Europol in regard to terrorism.

Moreover, COREPER/Council are invited to agree on the transmission of the final version

of the programme to the European Parliament.
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ANNEX

1. Introduction

This text represents the work programme describing the main projects of the
EDU/Europol as foreseen for 1998. It has been drafted to take into account the
evaluations of the activity plans for 1997, ongoing initiatives and activities requested by
Member States and the detailed budget discussions by the Europol Working Group in the

summer of 1997.

Forthcoming advice, decisions and priorities arising from experts’ meetings, the meetings
of the HENUs, working groups, the forthcoming EU Presidencies, the Council of
Ministers, the Council of Heads of State and the Multidisciplinary Group on Organised

Crime will influence and determine the actual work undertaken in 1998.

Special emphasis will be given to the implementation of the EU Action Plan against

Organised Crime as agreed by the Amsterdam summit.

General situation reports will be produced for each area of the EDU/Europol mandate as
an overview for Member States both to the political level and for use by law enforcement

agencies.

The operational support activities of the EDU will be particularly influenced by the
specific areas of criminality and investigation related needs of Member States law

enforcement agencies.
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2. Main projects in specific areas of crime

For 1998 the main priorities will be to focus on all intelligence related activities in general
(linked to the start of the post-Convention phase), on activities concerned with money
laundering, on trafficking in human beings and on technical and tactical co-ordination
between Member States’ law enforcement agencies. The following projects within each

subject area are listed starting with those considered to be of the highest priority.

2.1. lllicit drug trafficking

- maintaining the database system on seizures of ecstasy and images of ecstasy
tablets and distributing a catalogue throughout the Member States;

- supporting initiatives for the development of a chemical profiling system under the
authority of the Working Group Police Co-operation;

- supporting initiatives for the development of a purity indicator system under the
authority of the Working Group Police Co-operation;

- exchanging information on new synthetic drugs between Member States, the
European Monitoring Centre on Drugs and Drug Addiction and the Commission
following the Joint Action on the introduction of an early warning system on new
synthetic drugs;

- updating of a handbook on drug production for distribution to Member States
(Council Resolution) as a support for law enforcement operations against clandestine
taboratories;

- updating of a handbook on drug cultivation for distribution to Member States
{Council Resolution) as a support for investigations into the domestic cultivation of,
mainly, cannabis in greenhouses;

- continuing the project on drug trafficking by Turkish criminal families. Two
operational projects were initiated with EDU support in 1997 and will be developed
further in 1998;

5739/1/98 JV/dp EN
DG H I




developing operational Latin American Cocaine projects {initiated by work
programme 1997 and confirmed by the working groups on Europol and Drugs and
Organised Crime). These projects are to analyse information and intelligence on
South American groups in order to initiate or support investigations by Member
States. Additionally a meeting is planned for all operational law enforcement teams
operational in this area within the EU;

continuing involvement in the Maritime Intelligence work by supporting the exchange
and the analysis of information and intelligence on goods and persons via sea. This
shall take place in close co-operation with police and customs authorities making use
of the Mar-info system;

producing a general situation report. This will include information on levels of
organised crime, domestic production and cultivation, drug seizure statistics and
drug price overviews {ongoing);

organising a conference on cannabis cultivation in MS;

continuing the Albanian project combining intelligence exchange and analysis in
support to Member States’ investigations concerning the import of illegal drugs

within the EU by Albanian criminal nationals.

2.2, Trafficking in human beings

The following activities are envisaged subject to the results of the project team, the

decisions of the Working Group Europol, Multidisciplinary Group on Organised Crime,

K4, COREPER and the JAI Council.

- continuing a study of current initiatives by other organisations in order to avoid
duplication of éffort taking account of the STOP programme;

- giving support for the creation of national contact points to enable a better co-
operation among Member States;

- giving support for the structure of databases in Member States (e.g. missing
children, paedophiles) and participation into the study of the creation of a
common library of external sources of pornographic material;

- developing a training programme for trainers;
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undertaking of specific studies, concerning trafficking of women, children &
prostitutes in particular, and also giving support to operational and investigation
related projects (multi-agency and multi-disciplinary approach) of the Member
States;

producing a general situation report.

2.3. Crimes involving clandestine immigration networks

- carrying out an in-depth study of clandestine immigration networks helping
migrants from Iraq and from neighbouring regions to illegally enter the EU taking
into account the Schengen initiatives;

- preparing a common structure for national reports;

- producing a general situation report;

- undertaking a study of the most successful methods of investigation;

- studying the interagency and multidisciplinary approach to combating
clandestine immigration networks within member states;

- continuing Balkan project in which the illegal immigration via south east Europe
shall be evaluated resulting in common investigations and operations of MS law
enforcement agencies, taking into account the Schengen initiatives;

- continuing the bulletin board on clandestine immigration networks, providing the
Member States with information on modus operandi, routes, etc.

24. lllicit trafficking of nuclear and radioactive substances
- continuing to facilitate the transfer of data on seizures between Member States;
- producing a general threat assessment.

2.5. lllicit vehicle trafficking

- supporting of joint operations, particularly oriented towards more intensified
control of imported second hand cars;

- providing expertise and support for the development of databases at national
level;

- producing an overview of modus operandi (falsifications of documents,
trafficking routes etc.) in order to improve prevention programmes;

- developing the standardisation of national reports and statistics;
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developing the maritime project to support harmonised and co-ordinated
controls of cars imported or exported via harbours;

producing a general situation report.

2.6. Money laundering

- participating in a proposed study at national level on the effectiveness of the
legislation regarding money laundering and asset seizures) taking into account
the relevant work in the FATF ;

- collating, selecting and distributing non-operational money laundering
information (in order to improve the availability of that information an electronic
library will be developed by the EDU);

- developing an operational support by analysis and other special expertise {on
request of Member States);

- developing a pilot project for a monitoring system on criminally derived
cash/assets from and towards the EU, if the results of the initial (1997) pilot
project justify so;

- participating in the feasibility study for the creation of a database for suspicious
transactions;

- developing an International ML-Training Course on international co-operation and
the implementation of the resulting course;

- producing a yearly analysis of money laundering trends, based on the results of
money laundering investigations in the EU Member States and a more-specific
study of the most successful investigative methods.

2.7. Technical and operational support

- offering basic means for operational technical support;

- conducting a study of possible co-operation between Member States on the use
of informants and undercover agents;

- carrying out a feasibility study into possible open source scrutiny, in relation to
the Internet;

- evaluating technical tests and studies;

- revising the document on the practices and procedures of Member States;

- producing and continuous updating of a manual on controlled deliveries.
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2.8. Centres of Excellence
- developing an appropriate database accessible for MS;
- inputting data to create the directory of Centres of Excellence {Joint Action);
- monitoring of the use of the Centres of Excellence (Joint Action);
- providing internships (training attachments to EDU for selected Member States’
personnel) in analytical techniques;

- providing internships in open sources and documentation research.

3. Crime Analysis

- providing ongoing analytical and specialist support for Member States and internal
project groups;

- continuing the development of analytical guidelines for the pre and post-Convention
phase;

- developing a training programme for trainers;

- preparing the methods and the structure for analytical work in the post-Convention
situation;

- continuing to provide and improve specialist support to member states.

4. Intelligence model

Based on the Europol Convention and taking into account the technical capabilities of the
information exchange system and of the interim Europol Computer System (to be in
function for the coming into force of the Convention), the EDU is developing, in close co-
operation with Member States, a global concept on all intelligence related methodologies,
procedures and practices. This will provide a guide for the interactive channelling of

intelligence between the EDU and Europol National Units.
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5.1

5.2

5.3

Information Technology

Links between EDU and Member States
The EDU has encrypted electronic mail (e-mail) links with 14 Member States. This
makes it possible for national units to exchange information quickly and securely with

their liaison officers, thus enabling them to fulfil their key role within the EDU.

The original links, dating from 1993, were based on dial-up modems using analogue (i.e.
ordinary telephone) lines. These have now proved inadequate for the present and

foreseeable workioad.

A programme has begun to upgrade these links to larger capacity ISDN (digital) lines.
There are currently six such links. It is intended that during 1998 a further six ISDN links

will be established.

IT security

In addition to the encryption mentioned above, a number of measures are in place to
protect the integrity of data within the EDU and being communicated with the Member
States. They include a secure network architecture (including network separation),
security hardware (electronic ‘firewall’) and software (such as automatic virus
protection), together with the related organisational procedures. There will be a full
review of all these during 1998 in association with the appointment of an IT Security
Officer.

Intranet

An in-house Intranet service will be developed during 1998 to improve internal access to
legal and administrative information(').

A cost-benefit evaluation will be carried out to assess whether it would also be beneficial
to give Liaison Officers and other authorised staff rapid access through the Intranet to

operationally useful information on drugs and on centres of excellence.

¥ The Intranet is a purely in-house service to provide cheap and easy access to information. It has no
connection with the public Internet.
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5.4

Finance, personnel and salary administration system
At present the salaries of the EDU staff are paid by the seconding authorities in the
Member States and only reimbursed by the EDU. The EDU budget and finances are

managed by the EDU making use of the Dutch Ministry of Justice’s financial system.

When Europol comes into being, all these functions will have to be carried out by Europol
itself or through outsourcing. A study is currently under way to identify the most
practical and cost-effective options. The results of the study and the possible solution
options will be put to the appropriate bodies during the first quarter of 1998 for

guidance and approval and consequently implemented.

6. The Europol Computer System

6.1 Stage 2 - Operational Requirement
The contract with Unisys will progress with the delivery and quality control of the
requirements analysis products and of the Operational Requirement.

6.2 Stage 3 - Development and Supply
Preparations for Stage 3, the development and supply of the system, will begin during
1998. The precise date will depend on when the Operational Requirement is formally
accepted. The work will include the preparation of an Invitation to Tender, a notice in
the European Journal, and agreement on the procedure for evaluating and selecting the
responses.

6.3 Interim System
The priority for 1998 is the development of the Interim System, including laboratory
testing and delivery of operational functionality by the date when Europol takes up its
activities.
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7. Legal issues

A number of legal issues have to be worked on during 1998, in co-operation with the

appropriate supervisory bodies.

These will include:

- supporting the Working Group Europol with the completion of the regulations which
need to be in place before Europol can open, and subsequently on (a model
agreement for) relations with third States and bodies;

- providing advice in respect of the legal aspects of the development of the Europol
Computer System;

- drawing up internal data protection procedures;

- advising on personnel issues {e.g. contracts, social security provisions, and

disciplinary procedures).
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