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Subject: Lawful interception of satellite communications by means of an obligation upon service providers

The German delegation in the Police Cooperation Working Party welcomes the fact that the Working Party
on Mutual Assistance in Criminal Matters has drafted rules governing implementation of the interception of
telecommunications in the framework of the planned Convention on Mutual Assistance, in accordance with
the decision taken by the Council on 4 and 5 December 1997. The United Kingdom Presidency of the EU
has put forward proposed texts, which refer however only to the interception of satellite
telecommunications. These provisions will regulate the interception of international telecommunications
under the expected new technical conditions for the purposes of proceedings in criminal matters within the

framework of international mutual assistance.

The situation set out in Article 6(2)(a) of the United Kingdom Presidency's suggestion:

the subject of the interception is in the country which ordered the interception but, as the gateway is

situated in another country, the latter country's assistance is required,

also falls within the sphere of mutual assistance in criminal matters. It does not however cover all user

needs.
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- The need to involve an authority outside one's own country in order to intercept telecommunications in
one's own country exists only because the network operator has configured its network in this way.
For internal interception measures, the interception authorities must as far as possible be independent
of the technical structuring of the network by the operators and their marketing strategies via service

providers.

- The planning carried out by the operators from the viewpoint of costs and administrative advantages

also results in increased expenditure by the security authorities.

- No network operator will moreover guarantee that it will only set up a gateway in a country with
which the EU Member States have a convention on mutual assistance. If the situation arose in future
that it was cheapest to route satellite communications from a "problem country"”, the network operators
would certainly not request permission to move their gateways there. So far, admittedly, we have had
to deal with cooperative network operators, so that arrangements may be made for a gateway situated

in the EU Member States to be used. However, that may change.

- Furthermore, consideration should also be given to those security authorities which also intercept

telecommunications but do not have access to legal assistance.

There is a need for a telecommunications interception facility, at least in the above spheres, which does not

require legal involvement of an authority outside the country issuing the order.
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This facility is the service provider approach, which would oblige the service-provider (SP) to make
possible the interception of telecommunications at national level irrespective of technical and administrative
arrangements. This obligation upon the SP has already been laid down in the IUR. The SP must guarantee,
if necessary, that the network it uses is configurated by the network operator in such a way that the SP can

function at national level as the recipient of an interception order.

The technical implementation of the SP approach can lead to technical and administrative activities being
required in a country other than the country issuing the order, e.g. at the network operator's gateway or main
monitoring centre. Legal protection by international agreements of the staff there for cooperation in the
interception of telecommunications may be required. In this respect, examination of admissibility in

accordance with the constitutional law of the country in which such facilities are situated is also required.

Recommendations:

The Police Cooperation Working Party considers that further examination of the service provider approach

is required, in addition to the arrangements concerning mutual assistance.

The obligation upon domestic service providers is the responsibility of national law.

Consideration should be given to the question of the necessity and possibly the nature of international
agreements to protect staff at the gateway or at the main monitoring centre. Bilateral agreements between
the country in which the interception takes place and the country in which the technical activities are

required are one possibility. It would also be possible to conclude relevant multilateral agreements.
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