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Nos. prevo docs.: 5573/98 ASIM 13 EUROPOL 12 PESC 27 COMEM 4 COSEE 4, 5593/98 
ASIM 15 EUROPOL 15 CIREA 12 CIREFI 5, 6510/98 ASIM 66 + ADD 1 

Subject: Survey on national laws and practices providing for the fingerprinting of 
third-country nationals illegally entering Member States 

Delegations willfind herewith the above-mentioned survey drawn up by the Secretariat, on the 
basis of Information submitted by Belgium, Denmark, Greece, Spain, France, Lu.xembourg, the 
Netherlands, Austria, Portugal, Finland and the United Kingdom (see docs 6510/98 ASIM 66 
+ ADD 1), in reply to a questionnaire sent within the framework of Action 40 of the Action Plan 
on the influx of migrants from Iraq and the neighbouring region (see Telex No. 724 of 
17 February 1998). 

At the time when the survey was drawn up, Germany, Ireland, Italy and Sweden had not as yet 
submitted their replies. 

Finland pointed out that its new law relating to the police register of persons which lays down 
the basic definition of the aliens' identification register and the provisions governing removal of 
data will enter into force before the end of 1998. 
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INFLUX OF MIGRANTS FROM IRAQ AND THE NEIGHBOURING REGION 

QUESTIONNAIRE ON THE FINGERPRINTING OF THIRD-COUNTRY NATIONALS ILLEGALLY 
ENTERING MEMBER STATES 

1. 

1 .1 

1.2 

In your Member State is there a national law or case law which provides for the 
fingerprinting of third-country nationals illegally entering the Member State? 

Fingerprinting of third-country nationals illegally entering the Member States is provided 
for by national law or case law in five Member States· (Denmark, Greece, France, 
Netherlands and the United Kingdom). 

In Denmark such a provision exists under procedural law: illegal entry can be considered 
an offense open to public prosecution and therefore third-country nationals illegally 
entering Denmark may be fingerprinted. 

In Greece the fingerprinting procedure is laid down in Presidential Decree No. 342/1977. 
Illegal entry into Greece is considered to be a criminal offence of the severity of a 
misdemeanour, third-country nationals illegally entering Greece are therefore liable to be 
fingerprinted. 

In France according to Law No. 97/396 of 24 April 1997 amending the Order of 2 
November 1945 (Article 8.3) persons unlawfully resident in the country may' be 
fingerprinted. 

In the Netherlands aliens in general (including aliens who have entered illegally) who do 
not apply for admission may also be fingerprinted "if there are sound reasons for doing 
so in the interests of supervision." (Article 65 of the Aliens Order). 

In the United Kingdom in certain cases fingerprints can be taken according to the 
Immigration Act 1971 (Schedule 2 paragraph 18(2)) of any person who is detained while 
liable to examination, removal or deportation under the Act if this is reasonably necessary 
to establish their identity. 

In their answers some Member States have indicated that fingerprints may also be taken 
in a number of cases which do not necessarily encompass the cases of third-country 
nationals entering illegally in the Member State: 

a) Fingerprints may be taken in some Member States when the alien is an asylum-seeker: 
Belgium (Article 51 (3) of·the Belgian Law of 15 December 1980 on entry, residence, 
establishment and removal of aliens), Denmark, Greece (refe'rred to as "fugitives"), France 
(persons applying for a residence permit), Luxembourg (Article 6 (2) of the law of 3 April 
1996), Netherlands (fingerprints are taken systematically on the basis of Article 52 b of 
the Aliens Order), Finland, United Kingdom (Asylum and Immigration Appeals Act 1993, 
Section 3). 

b) Other Member States note that fingerprinting may take place when the alien has 
committed an offence to public order: Denmark (an offence open to public prosecution), 
Greece, Spain (fingerprints may be taken of detained aliens, unless they object to it), 
France, Luxembourg (detained al·iens pending expulsion). 
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c) When an alien has received an expulsion order the alien may be fingerprinted in the 
following Member States: Greece, France, Spain (detained aliens while waiting for the 
expulsion order), Luxembourg (detained aliens pending expulsion), Finland (the alien has 
been ordered to be returned or to be deported), United Kingdom (in cases where the 
detained person is liable to examination, removal or deportation). 

d) Some Member States emphasize that fingerprints are taken i.a. for the purpose of 
determining the identity of the foreigner: 
Belgium (case of. asylum-seekers), Denmark (asylum-seekers), Luxembourg (in the case 
of detained aliens pending expulsion), Netherlands (Article 17 of the Aliens Law), 
Portugal (in accordance with Article 113 of Order in Council No 59/93 of 3 March 1993 
fingerprinting of third-country nationals illegally entering the country is allowed to 
determine the identity of a foreign citizen), Finland, United Kingdom (detained persons). 

1.3 The requirements for fingerprinting aliens under the Austrian Law are not clearly reflected 
in the reply from the Austrian delegation. Fingerprinting is admissible only in the case of 
those aliens subject to official treatment under the law governing the aliens. 

i. How does your country define the persons liable to be fingerprinted? 

1.4 Fingerprints of third-country nationals illegally entering the Member States may be taken 
on the grounds that: 

illegal entry is considered to be an offense open to public prosecution (Denmark), 
and more precisely illegal entry is considered to be a criminal offence of the 
severity of a misdemeanour (Greece); 

it is considered necessary for the purpose of supervision (Netherlands); 

it is considered necessary for the purpose of establishing the identity of the alien 
(United Kingdom). 

ii. Does your country allow children to be fingerprinted? Is there an age limit? 

1.5 Seven Member States allow children to be fingerprinted in practice (Denmark, Greece, 
Spain, France, Netherlands, Austria and United Kingdom). Legislation and practice in the 
Member States in this respect differ however. The age limits range from 5 to 16 and the 
provisions regarding conditions for fingerprinting are not uniform. 

1.6 In some Member States even though there is no age limit set by law (Denmark, Greece) 
children may be fingerprinted. In Denmark in practice aliens over 14 are routinely 
fingerprinted. 

1.7 In Spain, France and Austria children may be fingerprinted under specific conditions 
starting from the age of 16. In Spain the condition is that the child must be detained; in 
France in principle only minors older than 16 who wish to work and who apply for a 
residence and work permit to enable him/her to do so, c<;ln be fingerprinted in the process. 

1.8 In the Netherlands and the United Kingdom children may be fingerprinted also under the 
age of 16. In principle the age limit is 12in the Netherlands, nevertheless children below 
12 may be fingerprinted if they are travelling alone. In the United Kingdom when taking 
fingerprints of children under the age of 16 specific guidelines must be followed. The 
minimum age required for taking fingerprints is 5. The overriding factor in fingerprinting 
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f children is to do so only where doubts exist as to their identity; where no such doubt 

exists the fingerprints are not taken. 

iii. What provisions does your country make for storage of the data? 

1.9 The Member States have replied to this question in different ways. Some have answered 
by indicating (a) which national legislation regulates the storage of the data. Some 
Member States have mentioned (b) how the data are being processed (automated or 
manual processing) and some. have given (c) additional information concerning the 
institutions having access to the data. 

(a) Fingerprints taken in the immigration context may ~e stored in accordance with 
provisions determined in the legislation of the Member States. In Belgium these are 
provided for in the Law of 8 December 1992 on the protection of privacy in relation to 
the processing of personal data. In Denmark they are contained in· Section 40a of. the 
Aliens Act; in Spain these are provided for in the Constitutional Law 5/1992 of 29 
October on regulating the automatic treatment of personal data and the Royal Decree 
1332/1994 of 20 June further developing the Constitutional Law 5/1992 of 29 October 
and the Instructions of the Data Protection Agency with regard to the rights of access, 
rectification and deletion of data. In France the conditions are laid down in Law No 78117 
of 6 January 1978 on data protection (however the implementing texts making it possible 
to establish a specific file of aliens' fingerprints have not yet been adopted). In Austria 
Articles 98, 99 and 100 of the 1997 Aliens Act regulate La. the storage of the data. In 
the United Kingdom provisions for the storage only exist under the Asylum and 
Immigration Appeals Act 1993, there is currently no national database for the storage of 
these data. 

(b) In some Members States the fingerprints may be subject to automated processing 
(Denmark, Greece, France (however no file of aliens' fingerprints has been made to date 
aside from the fingerprint file compiled by the criminal police), Netherlands and Austria 
(in the central information collection register). In Luxembourg the data are stored 
manually. Greece and the Netherlands note that they also use a hard copy in the 
individual file. 

(c) Some Member States further specify which institutions process the fingerprints and 
which institutions have access to this information (see for details question 1 v. below) 

iv. What provisions does your country make for deletion of the data? 

1.10 Member States apply different grounds for deleting the data: 
(a) Some Member States apply specific time limits for the storage of the data after which 
these will be deleted. In Denmark fingerprints taken in the immigration context shall be 
erased not later than 10 years after being recorded. In the Netherlands fingerprints are 
kept for 30 years (except in case of naturalisation) after which they are transferred to a 
database used in particular for the identification of u·nknown corpses where they are kept 
for. a further 30 years. In Finland the data are removed from the police register 10 years 
following registration. 

(b) death of the subject· (Denmark, Greece, Austria and Finland). In. Denmark deletion 
takes place not later than 2 years after their death; in Austria the data will be deleted five 
years after the person's death; in Finland it takes place one year after the registered 
person's death. 
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(c) change in the legal status of the person concerned. The person has in the meantime 
acquired the nationality of the Member State (Netherlands) or has been granted 
citizenship (Finland after one year when the person has been granted Finnish citizenship); 
the person concerned has been granted refugee status (Belgium); 

(d) acquittal or exoneration or invalidation by judicial decision (Greece; Austria: neither a 
residence ban nor a deportation order ban has been issued or such a ban is no longer 
valid); 

(e) the subject has attained a certain age (qreece 90 years; Austria 80 years). 

1.11 France and Luxembourg have no particular provisions covering this at the moment. 

v. Which authorities have access to the data stored (e,g. (a) the immigration services and/or 
(b) the law enforcement agencies, and/or (c) the judicial authorities) 

1 .12 (a) Immigration services have access to the data in the following Member States: 
Denmark, Austria (all aliens registration authorities responsible for dealing with matters 
of aliens), United Kingdom. 

(b) Law enforcement agencies have access to the data in the following Member States: 
Belgium (an under officer of the gendarmerie), Denmark (the automatic data files are kept 
by the National Commissioner of Police), Greece (police), France (only expressly 
authorized representatives of the Gendarmerie)' Luxembourg (the Criminal Investigation 
Department - Aliens section), the Netherlands (the data are stored by the Fingerprint 
Section of the National Police Force's Central Division for Research and Information. Only 
the Dutch Nationa,l Criminal Intelligence Service has access to the data stored), Finland 
(the data may be stored in the police register but are kept separately from the 
distinguishing marks of suspected criminals) and the United Kingdom (the police has 
access to fingerprints normally only in cases where a serious criminal offence has been 
committed and the public interest is served by a comparison of data). 

(c) In the following Member States a judicial authority has access to the data: Greece, 
and Luxembourg (the Ministry of Justice); 

1.13 In Belgium fingerprints are processed and used under the supervision of the Commission 
for the Protection of Privacy. The initiative to take fingerprints may lie with the Minister 
of the Interior or his delegate, the Commissioner General for Refugees and Stateless 
Persons, the President or his examiner delegate of the Permanent Commission of Appeals 
for Refugees, an officer of the judicial police, an under officer of the Gendarmerie or a 
Director of a Penitentiary Institution. In France in addition to the Gendarmerie, only 
expressly authorized representatives of the Ministry of the Interior have access to the 
data. 

vi. For which purpose can a national authority have access to the data stored (e.g. during 
the procedure for the removal of the third-country national concerned? for the purpose 
of law enforcement activities?) 

1.14 The reasons for which national authorities can have access to the data stored are 
threefold. 
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(a) The data may be consulted in order to establish the identity of the alien in France (if 
the alien has not submitted any travel document or provided information), the Netherlands 
and the United Kingdom. 

(b) In France, Luxembourg and the United Kingdom the data may also be consulted in 
order to make it possible to carry out the process of removing the alien. In the United 
Kingdom it is needed to obtain a travel document for removal. 

(c) In Denmark and Greece the data in the file may be retrieved for carrying out law 
enforcement activities. In Denmark the data may be used in investigating a criminal 
offence in cases where the investigation concerns an offence punishable by law by 
imprisonment for 18 months or more, or in the case the data are considered crucial for 
the investigation and it is decided upon by Court order. 

1.15 In Austria access to these data is possible at each stage of the aliens law proceedings; 
there is no provision for direct access to these data for the purpose of law enforcement 
activities. 

vii. What data protection provisions does your country apply? 

1.16 The majority of the Member States apply national data protection legislation. In Denmark 
(as secondary legislation), Greece, France, Netherlands, Austria and the United Kingdom 
data protection provisions are provided for by law. In Denmark data protection provisions 
are contained in the regulations governing the data file. In Greece data protection with 
regard to fingerprinting is safeguarded by the provisions of Articles 32 and 33 of 
Presidential Decree No 34211977 and Law No 2472/97 on the protection of the individual 
from the processing of personal data. In France the data protection is organised by Law 
No 78/17 of 6 January 1978, which inter alia set up a National Data-Processing and 
Liberties Commission (CNIL) an independent administrative authority responsible for 
applying data-protection provisions. In the Netherlands Articles 10 (1) to (3) of the 
Netherlands Constitution, the Law on Personal Data Files and the Law on Police Files are 
applied. In the United Kingdom the provisions figure in the Data Protection Act 1984. 
New legislation is currently before the United Kingdom Parliament to implement Directive 
EC/95/46. 

1.17 Three Member States refer to the Council of Europe Convention of 28 January 1981 for 
the Protection of Individuals with regard to Automatic Processing of Personal Data 
(Belgium, the Netherlands, Finland). The Netherlands also refers to the European 
Convention for the Protection of Human Rights and Fundamental Freedoms (Articles 8 
and 15 in particular). 

1.18 The Netherlands further underlines that the use of personal data must always comply 
with the principles of subsidiarity and proportionality. 

1.19 In Luxembourg the law on data protection does not apply to manual data at present. 

viii. Does your country provide for the exchange of the data with other Member States and/or 
third countries? 

1.20 Eight Member States provide for the exchange of the data with other Member States 
and/or third countries (Belgium, Denmark, Greece, Luxembourg, Netherlands, Austria, 
Finland and the United Kingdom). 
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(b) In Belgium, Greece, Austria and the United Kingdom (in certain cases) the transmission 
of personal data to other Member States and/or third countries is governed by national 
law. In Belgium this is Article 22 of the Law of 8 December 1992 referred to in point 1 
iii. (a). In Austria Article 102 of the Aliens Act is applicable. In the United Kingdom the 
Immigration Act 1971, the Asylum and Immigration Appeals Act 1993 and the Data 
Protection Act are applicable in this context but only under certain circumstances 
(see (d)). 

(c) Three Member States refer explicitly to international law. In Belgium and Finland the 
international transmission of the data must be in accordance with the provisions of the 
Council of Europe Convention of 28 January 1981 for the Protection of Individuals with 
regard to Automatic Processing of Personal data. The Netherlands specifies that the 
exchange of asylum-seekers' fingerprints with other EU Member States can take place 
exclusively under Article 15 (1) and (5) of the Dublin Convention. 

(d) The conditions for proceeding to the exchange of the data with other Member States 
are also different in the Member States. 

The consent of the alien may be required in the Netherlands but is not required in 
Denmark. In Finland in cases where has not been consent from the registered person, the 
data may only be transmitted to a third country if that country is a party to the 
Convention on the Protection of Individuals with regard to Automatic Processing of 
Personal data. 

The exchange of the data may also be decided upon following a court ruling in 
Denmark. 

In Greece the other countries must be member of the International Criminal Police 
Organization (INTERPOL) in order to agree to the exchange .. 

In the United Kingdom data may be exchanged only for the purpose of identifying 
the person detained under the Immigration Act 1971. 

In Luxembourg the data exchange with other countries only takes place when it 
is in connection with expUlsion. 

1.21 In France the exchanges of data with other States have to be provided for by an 
International Convention. 

ix. How far has the national law or case law been found to be useful in combatting illegal 
immigration and the return of third-country nationals to their country of origin? 

1.22 All the Member States having replied to this question stress that the existing legislation 
and practice with regard to fingerprinting of illegal immigrants has proved to be useful in 
combatting illegal immigration (Denmark which referred to its experience in the framework 
of the Nordic Passport Agreement where the scope for free movement by illega! 
immigrants in Scandinavia was extremely restricted, and to its cooperation in this field 
with Germany, Greece, Spain, France, the Netherlands, Finland and the United Kingdom). 

1.23 Fingerprinting of illegal aliens has proven especially useful for the purpose of establishing 
the identity of these aliens (Denmark, Spain, France, Netherlands, Finland, United 
Kingdom) and thus for obtaining substitute travel documents (Netherlands). 

1.24 In relation to the asylum procedure, the Netherlands and the United Kingdom note that 
it has proved a useful check against multiple asylum applicants, thus enabling. them to 
counter the abuse of the asylum procedure. 
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1.25 Two Member States note that the combat against illegal immigration depends on oth· . 
factors as well, such as the existence of readmission agreements and the spirit ~; 
cooperation in third countries forthe return of such nationals (Greece and France). France 
also underlined that to encourage illegal immigrants to leave, financial assistance for the 
departure ought to be provided. 

x. What statistics are there to demonstrate trends? 

1.26 Only three rylember States have provided statistics. The information given in these 
statistics can however not be compared, the,refore these statistlc~ have been reproduced 
below. . 

In Denmark in 1973 a halt was called to immigration, with the effect that aliens entering 
megally in Denmark. will usually seek asylum. In .1997, 5 700 asylum seekers were 
registered of whom 1 139 had previously been lawfully resident in Denmark. Another 846 
asylum seekers were turned back to a safe first country of asylum. In the same year a 
total of 294 aliens were identified by means of fingerprinting. Of these 143 aliens were 
identified in Denmark and 151 of these were identified in the Nordic Countries. 

In Greece the following statistics concerning departures/deportation from Greece of 
foreigners of different nationalities and for various reasons can be reported for the years 
1995, 1996 and 1997: 
1995: 254 792 aliens were expelled 
1996: 285 741 
1997:197411 

In Finland the following statistics are reported for the period: 1993 till 1997 

Asylum seekers 
and illegal 
aliens (Aliens 
Act 54 a) 

• of these 
identified using 
a false name 

Requests for 
identification 
from other 
countries 
related to 
asylum seekers 
and others 

• of these 
identified using 
a false name 

Tenprint Cards 
in AFIS OAT A-
BASE "A-File 
(Crime related) 

Tenprint Cards 
in AFIS OAT A-
·BASE • B·File 
(Aliens Act 
53A) 
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3 5 13 11 
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If your Member State has no national law which provides for the fingerprinting of third­
country nationals illegally entering the Member State does the Member States regard the 
introduction of such a law desirable? 

2.1 Five Member States replied to this question (Belgium, Spain, Luxembourg, Portugal and 
the United Kingdom). 

. . 
Belgium is of the opinion that any plans to amend current Belgian legislation should await 
the outcome of the discussions on extending the Eurodac Convention scheduled for the 
forthcoming JHA Council. 

Spain has not considered it necessary up to now to regulate the fingerprinting of aliens 
illegally entering the Spanish territorium. The regulations covering fingerprinting of 
detainees are deemed adequate and sufficient. Nevertheless Spain is open to studying 
other possibilities in this framework and to participate in initiatives to improve the current 
system. 

Luxembourg national law does not at the moment allow for the systematic fingerprinting 
of persons who have entered the country illegally, the need for introducing such a law is 
currently under discussion. 

Only Portugal and the United Kingdom regard the introduction of such a law as desirable. 
In the case of the United Kingdom in addition to the existing provisions concerning the 
fingerprinting of aliens outlined in question 1, it is prepared to explore the desirability and 
feasibility of fingerprinting illegal entrants (depending on the definition of "illegal 
entrants"). 

i. Definition of persons liable to be fingerprinted 

2.2 Portugal notes that a provision should be made for the fingerprinting of third-country 
nationals illegally entering Portuguese territory or attempting to enter using false, forged 
or other persons' documents and of aliens who are deported after e~tering the country 
legally. 

2.3 The United Kingdom is prepared to consider a provision for all those who are detected as 
having entered,· or having sought to enter the United Kingdom illegally. 

ii. Provisions for storage of data 

2.4 Both Portugal and the United Kingdom deem it necessary to establish a dedicated national 
database in this respect. Portugal emphasizes that these provisions must comply with the 
principles defined in the national legislation on protection of personal data in the context 
of data processing (Act No 10/91 of·29 April 1991 and Act No 28/94 of August 1994). 

iii. Provisions for deletion of data 

2.5 The Portuguese legislation should include relevant provisions concerning deletion at the 
end of the authorized storage period, again in compliance with the principles defined in 
the national legislation on protection of personal data in the context of data processing 
(Act No 10/91 of 29 April 1991 and Act No 28/94 of August 1994). 

2.6 The United Kingdom will explore the possibility for provisions concerning the deletion of 
data within agreed timescales, related to the original purpose for which they were taken. 
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iv. 

2.7 

Data protection provisions 

The Portuguese legislation should also include provIsions in this respect again in 
compliance with the principles defined in the national legislation on protection of personal 
data in the context of data processing (Act No 10/91 of 29 April 1991 and Act No 28/94 
of August 1994). 

2.8 The United Kingdom is prepared to explore those already estahlished under current 
legislation, or any- future national legislation. 

v. Exchange of data between Member States of the European Union and/or third countries 

2.9 Again the Portuguese legislation should include provisions in this respect provided that 
. these will comply with the principles defined in the national legislation on protection of . 

personal data in the context of data processing (Act No 10/91 of 29 April 1991 and Act 
No 28/94 of August 1994). 

2.10 The United Kingdom is also prepared to examine the desirability and feasibility of 
introducing provisions on the exchange of data between Member States and the agreed 
exchange between certain specified third countries. 

3. (a) Is illegal entry on the territory of your country considered an offence? (b) What kind 
of offence? 

2.11 (a) Denmark, Greece and the United Kingdom consider illegal entry to be a criminal 
offence. In Greece it is a criminal offence of the severity of a. misdemeanour. 

Spain and Austria consider it to be an administrative penal offence. In Austria active 
facilitator operations are also punishable by law. 

In the Netherlands illegal entry as such is not defined as an offence. However aliens can 
be prosecuted for not reporting to the border control officer when the person has entered. 
via an external (Schengen) border or to the aliens police after entering via an internal 
(Schengen) border. These facts are considered offenses according to Article 44 of the 
Aliens Act. 

In Portugal illegal entry is considered an infringement of the law governing the entry and 
residence of foreigners on Portuguese territory. It is not generally considered a crime. 
However illegal entry of a foreign citizen in contravention of a measure prohibiting entry 
which is included in a deportation order is considered a criminal offence. 

2.12 (b) Offenders are liable to a fine in Denmark, the Netherlands (amoun~ing HFL 5 000,-), 
Portugal and the United Kingdom. 

The offence is also punishable by imprisonment in Denmark (for up to 6 months), 
Netherlands (not exceeding 6 months), Portugal (up to two years) and the United 
Kingdom. 

Illegal entry may further lead to expUlsion of the alien in. Denmark (the alien may be 
expelled u'nder Section 24 of the Aliens Act), Spain, Portugal (by a court order),.United 
Kingdom (the United Kingdom does not usually prosecute through the courts but seeks 
to remove through administrative powers). 
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