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from : Presidency and General Secretariat of the Council 
 
to   : European Judicial Network  
 
No. prev. doc.: 8636/98 CRIMORG 77 
  
 
Subject: European Judicial Network, telecommunications system 
  
 
 
 

A.  INTRODUCTION 

 

1. Under article 10 of the Joint Action establishing the European Judicial Network (EJN), the Council shall 

examine, on the basis of a report from the Presidency drawn up in consultation of the EJN whether the 

EJN should be linked by a telecommunications network. 

 

2. The purpose of this note is to seek the views of the EJN on a number of issues relating to the possible 

linking of the EJN by a telecommunications network. These questions relate in particular to the 

information to be provided to the EJN and the various technical solutions they may entail. 

 

3. In addition, the General Secretariat of the Council, responsible for the administration of the EJN under 

article 9, paragraph 3 of the Joint Action, provides some information to the EJN on current stage of 

preparations which have been carried out by the Belgian Ministry of Justice within the framework of a 

programme funded by the European Communities (GROTIUS). 
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4. The EJN is invited to pronounce itself on the questions indicated in this document. It should be noted that 

it is for the Council to take the political decision on whether or not a telecommunications system should 

be set up and any details of the configuration of such a system (see article 10 of the Joint Action).  

 

5. Moreover, even if the Council were to decide on the setting up of the telecommunications network, it is 

foreseeable that it would take some time to enter the data in the telecommunications system. Therefore, 

and as a first step, and subject to the Council decision on a possible telecommunications network, 

information foreseen in the Joint Action will have to be provided in paper form. 

 

 

B.  CONTENTS OF THE INFORMATION ON THE NETWORK 

 

6. The Joint Action (article 8) provides rules on what kind of information should be disseminated within the 

EJN.  The EJN might also wish to pronounce itself on whether it considers it useful to add further 

information as suggested in the following. 

   

 a) information indicated in the Joint Action: 

 

 1. updated list of contact points ( articles 2, paragraph 3 and 9, paragraph 1) 
 
  Such a list would include details of telephone numbers, fax numbers and E-mail addresses as 

well as information about spoken foreign languages and ability to read  and work in foreign 
languages. 

 
 2. a simplified list of judicial authorities and a directory of the local authorities in each Member 

State (article 8, paragraph 2) 
 
  In this respect, it would seem that the information already available in the Schengen network, 

could be entered into the EJN. 
 
 3. concise legal and practical information concerning the judicial and procedural systems of the 

Member States (article 9, paragraph 3) 
 
  3.1. The answers to the standard forms in respect of a list of investigation measures, prepared by 

the Belgian Ministry of Justice after a  meeting in Brussels on 17 December 1997, were expected 
to arrive to the Belgian Ministry of Justice by the end of March. Both the Belgian Ministry and a 
representative of the General 
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  Secretariat of the Council, will study the given information, in order to assess if the answers 

provide the information that was asked for in the different forms and whether it may be entered 
in a telecommunications network.  A reminder to delegations which have not yet provided their 
answers to the request has been sent out by the General Secretariat of the Council. If 
supplementary information is necessary, the Belgian Ministry of Justice, together with the 
General Secretariat, could make contact with the Member State in question with a view to 
supplementing the information.  The Belgian Ministry of Justice intends to organize a meeting on 
16 September 1998 to review answers. Once the information is considered to be sufficient and in 
the appropriate format after consultations with the Member State concerned, it could be entered 
into the network. 

 
  3.2.Other information, such as on asset tracing, freezing and seizure, confiscation, sharing of 

assets etc. could possibly also be entered in the telecommunications system at a later stage (see 
below). For instance, the Council is currently examining a draft Joint Action on asset tracing 
aiming, among other questions, to provide for a user-friendly guide to be drawn up by the 
Member States. 

 
 4. the texts of relevant legal instruments and, for conventions currently in force, the texts of 

declarations and reservations (article 9, paragraph 4). 
 
  Texts of relevant legal instruments, such as EU instruments and Council of Europe Conventions 

will be provided to the EJN at the meeting. It could be noted that current status of ratifications of 
Council of Europe Conventions are available at http://www.coe.fr/.... 

 
 5. updated background information (article 3 (c)of the Joint Action). 

 

7. The EJN's views is sought on whether it considers it useful to provide to the EJN the following additional 

information not expressly foreseen by  the Joint Action at some later stage. 

 

 b) other possible information which could be provided to the EJN: 

 

 1. indication of particular expertise in particular fields of the contact point. 
 
 2. updated lists of liaison officers and liaison magistrates with contact details. 
 
 3. dates, places and agenda of the meetings which might be of interest to the EJN, for instance 

seminars in the framework of the GROTIUS and FALCONE programmes. Such information 
could possibly be provided by the Commission. 

 
 4. information about judicial contact points in the applicant States and other States if appropriate 

(see Pre-accession Pact, Principles 3 and 4, for instance the initiatives already taken by the 
Prosecutors General of the Baltic Sea Region). 
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 5. guides for handling at national level of mutual assistance, extradition and identification, freezing, 

seizure and confiscation. Such guides have to some extent been drawn up and have been made 
available to central authorities, for instance within the framework of the PC-OC Committee of 
the Council of Europe. 

 
 6.  Statements of best practices as regards mutual assistance (see Joint Action on best practices 

recently approved by the Council). 
 

  

C.  OPTIONS FOR A TELECOMMUNICATIONS NETWORK 

 

 

 I. Requirements of the system - general considerations 

 

8. The EJN is requested to examine the following general considerations on the requirements of the system 

and to give its views on whether they consider them appropriate or not and whether other considerations 

should be taken into account. 

 

9. In order to keep the system updated in an efficient way, and taking into account the resources of the 

General Secretariat of the Council, both human and technical, it seems to be preferable to limit the 

languages used in the telecommunications system, at least during the start-up phase, to English and 

French. At a later stage, the system should be supplemented with documentation available in all official 

languages and in particular documents which have been published in the official journal. As the 

European Judicial Network is not a policy-making body of the Council but meets with a view to 

improving practical contacts between judicial authorities of the Member States, this does not constitute a 

precedence for the future.  

 

 However, it should be foreseen that when the EJN meets in Brussels, interpretation into as many official 

languages of the European Communities as possible should be provided, depending on interpretation 

resources provided to the Presidency. In this context, it should be noted that article 2, paragraph 3 of the 

Joint Action provides that the contact point or points must have an adequate knowledge of a language of 

the EU other than its own national language, bearing in mind the need to be able to communicate with the 

contact points in the other Member States. It can therefore be expected that the designated contact points 

will have the necessary language skills. 

 

 When the EJN meets outside Brussels in accordance with article 7, paragraph 2 of the Joint Action, it 

must be for each organizer to organize interpretation on an ad hoc basis. 
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10. It would be desirable to link the Judicial Network to an existing structure within the European Union, 

which has appropriate official status and the necessary administrative, financial and logistic capacity (cf 

the conclusions of the seminar held at Brussels and organized by the Belgian Ministry of Justice within 

the framework of the Grotius programme on 19-20 June 1997). 

 

11. Even if the European Judicial Network will link contact points of a different character (both judicial and 

administrative) in the Member States, the telecommunications network should serve especially contacts 

at practical level between in particular judicial authorities designated as contact points of the Member 

States, for instance judges, prosecutors or investigating Magistrates and thus be capable of being 

accessed easily directly by these persons. 

 

12. If the telecommunications network were only to provide information of a general character (cf in 

particular above under B 3 and 4), no special security measures would be needed. In such cases a 

telecommunications system without any particular security could be devised (for instance access via the 

Internet,  possibly combined with a users-password). A Website on the Internet would therefore be 

sufficient. Such a system would not entail any great expenses (the cost of a computer, a modem and 

communication time at the rate of a local telephone call).  

 

13. However, some of the information, in particular that mentioned under B 1 and 2 above, might require in 

some Member States protection, for instance the names of persons of the contact points. A system that 

offers more protection would in such cases be necessary. It is not foreseen that operational information 

relating to specific cases should pass through the telecommunications network. If that were to be the case 

at some stage of the development of the system, it seems obvious that a secure (and therefore very 

expensive) telecommunications system would need to be set up. 
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14. It would thus seem important that for each Member State an assessment is made on whether information 

required under the Joint Action mentioned under B1-4 above needs protection, and, if so, what would be 

the necessary level of such protection. Would use of a password suffice, provided that the password 

would only be given to the persons designated as contact points by the Member States? The EJN is 

requested to consider these requirements in the light of their national legislation and come prepared to the 

first meeting so that answers to a questionnaire could be given on the situation in the Member States. 

 

15. Alternatively, and at least as a first step, it could be considered to provide certain information through 

paper copy whereas other data could be entered into a telecommunications network. 

 

16. Although a possible telecommunications network is primarily intended for the persons designated as 

contact points by the Member States, it can be foreseen that some member States may take initiatives in 

their own countries to allow also other users of the system to have access to the information in the 

network, e.g. by allowing network connections to the contact points. The EJN could be invited to 

pronounce itself on whether it considers such a development appropriate. 

 

17. The participants at the seminar “European Judicial Network and organised crime”, held in Brussels on 

19-20 June 1997, considered that the Network should be presented as distinct from information 

transmission channels like SIS and Interpol, and that, after the coming into force of the Europol 

Convention and once the EJN has been set up, the question of the relationship with Europol should be 

examined (cf also Recommendation No 21 and 25 of the Action Plan against organized crime as 

approved by the European Council). The latter question is currently examined by the Multidisciplinary 

Working Group on organized crime of the Council. 

 

18. It might be useful to examine if, and under which conditions,  Europol and the European Judicial 

Network could share the technical support for its information channels. 

 

19. It should also be technically possible to extend the telecommunications network to the applicant states in 

accordance with the Principles of the Pre-accession Pact, cf the conclusions of the Brussels seminar on 

19-20 June 1997. 
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20. Possibly, some of the information in the telecommunications network could also be made available to a 

broader audience, for instance to the research community and to policy makers in general who might 

have a need for some general information. 

 

 

 II. Requirements of the system - technical solutions 

 

21. The EJN is requested to give its general assessment on what technical solution it would prefer, in the 

light of the requirements it has identified above. 

 

 1) Website on the Internet 

 

 1.1. Practical possibilities: 

 

22. It is very easy and not expensive to create a website on the internet.The access is very easy (computer-

modem-telephone line).The input of information has to be centrally but information could be provided in 

accordance with specific patterns to be decided in common. The different contact points or other users 

can have access to the website to consult the data that are available. 

 

23. Direct communication between the different contact points can be provided through e-mail which 

however would not be secure. 

 

 1.2. Advantages: 

 

24. - easy access at a low cost, 
 
 - expertise available in the Council Secretariat could be used to create such a site. 

 

 1.3. Disadvantages: 

 

25. - security of information is difficult to ensure, 
 
 - to secure the e-mail to and from different contact points (telephone lines) special equipment is 

needed and this is  expensive (20.000 ecu per  line; at least 15 different connections to each 
contact point is needed). 
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 1.4. Expenses: 

 

26. - are very low, except if one wants security for the direct contact. 

 

 2) The Intranet 

 

 2.1. Practical possibilities: 

 

27. The Internet technology allows both the sharing of information on a large scale and an electronic mail for 

more restricted communication.It is possible to create an INTRANET, i.e.a private telecommunications 

network, using the technology of the Internet (but not being the Internet). This Intranet can be linked to 

the Internet, and thus give access to (part of) the information to a large public but with retained 

possibilities for security. 

 

28. The technique operates in principle as follows. A central server is installed (this could for instance be in 

the Secretariat General of the Council) which is linked with the contact points in each Member 

State.These contact points can themselves be linked with any other user of the system in each Member 

State, where appropriate, e.g. magistrates or prosecutors. This decision depends on decisions to be made 

by each Member State. 

 

29. The following possibilities could be offered: 

 
 - consulting the information in the system:  from the central server to a server in a contact point 

and from the server in the contact point to the user (if other than the contact point). If the system 
in each Member State copies the whole information of the central server, it can be sent/consulted 
as such to the user. This system is used in Schengen, where a central server in Strasbourg, is 
linked to one contact point in each MS, which copies the whole information, and can then be 
consulted by all the users in that Member State. 

 
 - for communication: from the user, via his/her national contact point and the central server, to the 

user in a contact point of another MS, by means of a secured e-mail. 
 

30. The input and updating of information must always be done in the central server. The information should 

be checked on a regular basis in each Member State. 

 

31. A similar system is operated in Schengen, and between the members of the Egmont Group. 



  
 
10034/98 HGN/lwp EN 
DG H III 
  - 9 -

 

 2.2. Advantages: 

 

32. - It is very easy to consult the data stored in the system, 
 
 - both communication and consultation is very fast, 
 
 - confidentiality for restricted information is possible, 
 
 - the system can work via ordinary telephone lines. 

 

 2.3. Disadvantage: 

 

33. -  the users in the contact points (and eventually other judicial authorities) need to have access to 
the Intranet, which requires a commitment of the Member State to provide this access to their 
judicial authorities.  

 

 2.4. Security 

 

34. Security can be ensured on the private part of the system. If the system operates via telephone lines, extra 

security has to be provided for. The technology provides for different solutions, such as secret identities 

for the users, call back systems and other Internet protection technology. 

 

35. The direct communication had to be protected and the equipment which is needed is therefore very 

expensive (20.000 ecu/piece). 

 

 2.5. Expenses 

 

36. - The Intranet could be created in the Council Secretariat, using the know-how it has from the 
Courtesy network. This network is actually only used by PESC. 

 
 - The installation of such a system, starting from the tender procedures, would take some 10 

months. 
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 - An estimation of the expenses by the competent services of the Council Secretariat, based on the 

existing Courtesy-system, leads to the following estimated expenses: 
 
  a) in the Council Secretariat: 710.000 ECU, 
  
  b) for the Member States (in total): 800.000 ECU (to be divided by 15) plus eventually 

20.000 ECU for each Member State to install encryption software, 
 
  c) and annual maintenance. 

 

37. These figures are approximate. The expenses made for the EGMONT telecommunications system is of a 

similar magnitude. As the central unit of the EGMONT system is based in the USA, a close co-operation 

with the EU in this matter seems to be difficult. 

 

 3) Europol Network 

 

38. The Joint Action  provides already (article 13) that the Council, after the examination of the first triennial 

report, shall examine the position and role that the Network might fulfil vis-à-vis Europol, on the basis of 

experience of the operation of the Network and the development of Europol’s powers. 

 

39. The Europol secretariat has the technical possibilities within its own network to create a separate site for 

the European Judicial Network, with secured access, and also a secured e-mail. The final decision 

however can only be taken after decisions have been taken on the Europol Network and its financing. 

Discussions are continuing in the Europol Working Group. 

 

40. Security: the same security as for Europol communication could be provided. 

 

41. Expenses: this item needs further study, but it seems probable that the expenses will be lower than 

creating an own system, taking into account the technical possibilities already available at EDU/Europol 

at The Hague. 
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 4) Other solutions: 

 

42. If all these options were too difficult to realise at short notice (finances, time for implementation,....) one 

could consider less expensive intermediary solutions, such as: 

 
 -  for consulting the data: making CD-Roms with the existing material, that will be updated 2 or 3 

times a year. These CD-Roms could be made available in an important number taking into 
account the practical needs of each Member State. The General Secretariat of the Council could 
provide the equipment to produce the CD’s in an important number. The only equipment needed 
by a user is a PC with CD-ROM reader. In any case, it would seem that this solution could be an 
initial one awaiting further feasibility studies of this question. 

 
 -  for the communication between judicial authorities: the use of telephone, fax, and where possible 

e-mail, as contact points already use it now, without any form of protection. The data will enable 
however a better communication. If a more secure way of communication between judicial 
authorities is needed in a specific case, they can for the time being use existing protected police 
channels. 

 

 

 
 
 


