Ac&}'z% 2

EUROPEAN UNION Brussels, 16 November 1998
THE COUNCIL
11893/2/98
REV 2
LIMITE
CRIMORG 157

“I"/"A" ITEM NOTE

from: K.4-Committee

to : Coreper/Council

No. prev. doc.: 11893/1/98 CRIMORG 1567 REV 1

Subject: Elements of the Union’s strategy against high tech crime

This document serves to outline elements of the European Union’s strategy towards high tech

crime. It is based on numerous documents, which reflect the outcome of previous
considerations and meetings on this issue (especially docs. 7278/98 CRIMORG 44 and
11632/98 CRIMORG 149).

Coreper/Council are invited to take note of this document - which has been agreed by the K.4-
Committee on 10 November and the Multidisciplinary Group (MDG) on 13 November 1998 - as
a first development of elements of the Union’s strategy against high tech crime. The UK
delegation has a parliamentary scrutiny reservation but has indicated that it might be able to lift
it before the Council. Coreper/Council are invited to take note of the document, to approve its
general orientations and to conclude that it contains the essential elements for the further

development of the Union’s strategy against high tech crime.
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The main reference for further EU-work in this area is recommendation 5 of the Action Plan to
Combat Organised Crime, which demands the development of a policy ensuring an efficient
public protection. The recommendation calls for efficient means of law enforcement and judicial
authorities to prevent and combat misuse of new technologies. On the other hand, the
recommendation acknowledges — as a complement to state action — specific responsibilities of
the technology and service providers. Specific attention is demanded with respect to both iliegal

practices as well as illegal contents.

In Document 11632/98 CRIMORG 149 a number of areas of overlap between the work of

different international fora were identified, namely:

a. questions related to the liability of communication service providers;

b. fight against child pornography on the Internet;

. criminalisation of high tech related offences;

d. facilitating of international law enforcement transborder cooperation;

e. creation of a technical environment by industry that facilitates the work of law
enforcement;

f. development of international forensic standards for law enforcement purposes.

While a. mainly refers to the responsibilities of providers, the other areas mentioned concern - in

different ways - the question of facilitating law enforcement and judicial action.

Based on the results of the stocktaking performed over the previous months, the conclusion can
be drawn that a considerable duplication of work would take place if the EU - without taking

the achievements of other fora into consideration - took action in all areas of high tech crime.

However, work in different fora and organisations has progressed to a different degree, the
scope of these efforts differs considerably, and the nature of the action envisaged by the
respective fora does not necessarily concur with the EU’s scope, especially in the light of the
Action Plan. Moreover, the force of the EU's regulatory and legislative repertory allows for the
development of more effective action than other fora, which are not as much integrated as the
EU. The different approaches also call for different answers to specific questions, and the merits
and disadvantages of these different approaches have to be carefully weighed. Just as
recommendation 5 of the Action Plan calls for an avoidance of “undue restrictions”, due
consideration has to be given to the consequences of the answers given to fundamental

questions such as:
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- Should regulatory measures be taken, or should one rather rely on voluntary action and/or
market forces?

- Should specific international standards and harmonised provisions be envisaged, or should
international action concentrate on minimum standards, conferring upon states the task to
transform these minimum rules into their national law?

- How can efficient law enforcement, especially in cases with transborder aspects, be
reconciled with, and balanced against, principles of national sovereignty?

- Should transborder cooperation require formal arrangements, or could preliminary or injunctive
action be admissible in order to facilitate the seizure of evidence without (or only minimal)
formal requirements (e.g. "fast freeze” of transmission data)?

- Should efforts concentrate on the definition of global and comprehensive strategies
envisaging all aspects in this context, or should rather a case-by-case approach be followed,
which takes account of urgent problems concerning specific high tech crime questions?

It seems evident that there can be no distinct answers to these questions that apply to all issues
at stake, to all approaches, or to all imaginable cases. Therefore, as a basic strategic approach,
the EU should flexibly adapt its efforts to the results of other fora’s work, basing itself on a
thorough evaluation of the progress already made. This strategic decision evokes the
consideration not only of the other fora’s achievements but also of the areas where the EU itself
could proceed by using its own legislative and regulatory repertory. Clearly, not all the actions
can be taken immediately, some need more consideration, others require a long-term
perspective. Nevertheless, the Presidency proposes to the MDG that — especially in the
framework of discussions with other fora — work could concentrate on a set of issues that can
be identified by way of analysis of current work (rather than by defining a comprehensive
approach dealing with “high tech crime” at large, which might overburden the EU’s and the
Member States’ capacities and which would divert efforts undertaken). Action in this field
should also take into account the results of further analysis of the links between high tech and

organised crime, and the current situation, trends and threats resulting therefrom.

Based on the results of the meetings with other international fora and on the evaluation of the

EU’s own initiatives the following strategic guidelines arise:
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1. Where another international forum has achieved great progress in identifying the technical
circumstances as well as in defining the regulatory legal framework resulting from these
technical developments (especially in areas where more traditional concepts of international
law enforcement and judicial cooperation have become inadequate), the Member States
should seek to concentrate their efforts, and the adoption of Joint Positions under Art. K.3
TEU should be considered, where necessary and appropriate. An example for an area where
this procedure seems to be promising is the work performed in the Council of Europe with
regard to a Convention on Cyber Crime (Committee PC-CY), which evidently is the forum
where work on issues related to “public protection” (rec. 5) is most advanced and which

deals with issues covered by Title VI of the TEU.

2.  Where unbureaucratic and informal practical arrangements have already been made to
facilitate cooperation between states, which - due to their informal and practical character
- do not require extensive concertation among the EU’s Member States, they should strive
to join these arrangements quickly. An example of such an area could be the 24-hour-
contact-network among the G8 member states, which is explicitly open for other states
and which some EU (but non-G8) Member States already have joined. Moreover, the
Council has endorsed the approach of the G8 recommendations at its meeting on 19 March
1998. Undue restrictions for such practical arrangements should be avoided, so that the
authority or official in one state is able to communicate as directly as possible with the
respective counterpart in the other state without intermediary steps that slow down or

hinder cooperation.

3. Where institutions and bodies of the EU have adequate technical equipment and expertise,
the Member State should make full use of these institutions and bodies (which, of course,
requires that full and applicable information on these equipment and expertise is available).
Furthermore, it should be considered to develop these institutions in order to enable them
to serve as focal points for information exchange, especially with respect to new technical
developments and illegal practices making use of these developments, or for the
development of early warning and information systems. An example for this area could be

the development of Europol’s capacities to cope with these new challenges.
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4. Where standards and measures of industry self-regulation already have been developed,
there should be support for these industry efforts both on the level of Member States as
well as on the EU level. Problems in this field may arise from different self-regulatory
approaches in different countries or regions, be it due to different legal backgrounds, or due
to different cultures of dialogue and public awareness. There seems to be a need for an
international overview and analysis of the different self-regulatory measures as to their
content and scope in order to specify a set of core responsibilities especially of Internet
service providers, which might eventually lead to a comprehensive international code of
conduct. Although the Commission will have an important role to play here, this is an issue
relevant for the First and the Third Pillar alike, and interactions and mutual influences have

to be taken into account.

5. In an area that is truly horizontal (not only) by EU standards, effective and regular
concertation between different Pillars of the EU should take place in order to develop a
balanced and comprehensive approach that takes legitimate law enforcement and judicial
needs into account while avoiding "undue restrictions”. Therefore, the Council (General
Affairs) has called upon the different Council formations, especially telecommunication and
JHA, to inform one another fully about their initiatives, and to take into account the other

Pillar’s necessities and needs when developing and coordinating their respective policies.

6. Where technical questions — due to the transnational, global nature of the new
technologies — cannot be dealt with by states or groups of states, the EU should strive to
be an active and irreplaceable player in the dialogue with industry. Based on developed
concertation and a balanced approach (see above 5.) the EU should undertake to
strengthen efforts to create a technical environment by industry that facilitates the work of
law enforcement by highlighting these aspects in its international dialogue (especially with
states and regions which are crucial for the technological development in this area). The

Commission will have to play a specific catalytic role in this process.
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7. Where scientific work on the issue of high tech crime has advanced considerably, the EU
should strive to establish close links with the institutions and fora where this work has
been performed, in order to quickly assess the status of the scientific knowledge in the
Member States. Priority should be given to areas where scientific expertise is of immediate
relevance to law enforcement and judicial cooperation. An example for such an area could
be the field of forensic standards (as e.g. work under way in the framework of the
International Organisation of Computer Experts), especially with regard to the location and
collection of evidence regarding illegal Internet content, where it seems crucial that the
development of such standards is closely linked with practical experience (especially of law
enforcement), as well as with technical developments. In addition, this issue could be a
topic for consideration of the EU-academics network which met for the first time during the

UK Presidency.

8. Where education and training is crucial (especially for an effective law enforcement), the
EU should strive to intensify co-operation and — where appropriate - even to approximate
the standards applied in Member States. It seems evident that such an exercise would
require close cooperation with third states where relevant expertise seems to be abundantly
available. When designing a framework for educational arrangements, it should be
considered to make full use of the technological achievements, so that new forms of
educational arrangements, such as “virtual academies”, could be developed. With a view to
the establishment of a coherent strategic approach regarding the combat against organised

crime in this area, the FALCONE-program could play a substantial role.

9. In an area where technical innovation develops globally and so rapidly that regulatory
measures by one international player do not promise sustainable success, international
exchange of experiences and dialogue are crucial to keep pace with technological
achievements. The EU should energetically pursue the further development of already
established channels of international exchange of experiences (such as the Transatlantic
Dialogue) and should look for ways to establish firm links with other states or international
fora, also in order to provide Member States not participating in international fora (such as
the G8) with information on new international developments. The high tech crime issue will

have to stay on the agenda of the Council as well as on the EU’s international agenda.
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- 10. In order to promote a substantial - internal as well as external - dialogue based on an
adequate understanding of both the technical and the legal issues at stake it seems crucial
that a comprehensive inventory of the state of play as well as the possible substantial
activities is developed. The Commission’s follow-up to the COM-CRIME study will be of
particular importance in this respect, and Member States may wish to encourage the
Commission to present a comprehensive communication on these issues as soon as

possible.
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