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OUTCOME OF PROCEEDINGS
of: Multidisciplinary Group on Organised Crime (MDG)

on: 20/21 October 1998

The agenda for the meeting was divided into three parts:

Partl - MDG 20 October with agenda

Part Il - MDG 21 October - special consultation on the draft UN Convention on organised
crime

Part Ill - Experts of the MDG - meeting with USA, Canada and representatives of

international fora

Part |

1. Adoption of the agenda

The agenda as set out in telex No. 4459 of 12 October 1998 was adopted.

2. Organised Crime Situation Report

- Result of meeting 14 October 1998
Doc. 11662/98 CRIMORG 151
12066/98 CRIMORG 160

The Presidency reported on the outcome of the last meeting of the Contact and Support
network which took place on 14 October 1998. Arising from that meeting a number of
additional recommendations were incorporated into the text. Discussion of the amended
recommendations within the MDG raised concerns from delegations, in particular in
relation to recommendations 9, 13 and 16, and it was agreed that, where appropriate,
they would be re-drafted and incorporated into the final text of the report.

Member States also undertook to submit, as a matter of urgency, any additional
amendments to the main text to Europol in order that the 1997 report could be adopted
during 1998.
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In conclusion the Presidency noted that the report would be amended in line with the
discussion and Europol would ensure that the final version would be made available to
Member States as quickly as possible prior to being submitted to the K.4 Committee.

In line with the discussion within the MDG, it was agreed that a further meeting of the
Contact and Support network would be convened after the report had been adopted.

The Presidency informed the Group that the summary of the Organised Crime Situation
Report to be sent to the European Parliament was almost complete. However, as there
were proposals for further amendments, including the title of this particular report, it
was decided that further proposals should be forwarded to Europol in order that a
revised document would be available for discussion at the following meeting of the
MDG.

3. Child pornography on the Internet
Doc. 10850/2/98 ENFOPOL 95 JUSTPEN 83 CRIMORG 127 REV 2
11781/98 CRIMORG 154 ECO 326 CULT 57 AUDIO 42

The Presidency introduced document 10850/2/98 REV 2 and explained that it had been
revised in accordance with the conclusions of the informal drafting group convened in
the margins of the previous meeting of the MDG on 8 October 1998.

In the light of further issues and drafting proposals raised by delegations, a third revision
of the draft Joint Action was presented to the MDG on 21 October and discussed
briefly. Parliamentary scrutiny reservations were entered by Germany and the UK. In
addition linguistic reservations were entered by several delegations and further requests
were made for amendments to the text. The Presidency informed the Group that it
would submit the document to K.4 indicating Member States' reservations.

The Spanish delegation invited delegates to the forthcoming international meeting on
extraterritorial legislation in response to international dimensions of child sexual
exploitation to be held in Madrid on 26/27 November 1998,

4. Report to European Council Vienna
Doc. 11571/98 CRIMORG 141
11537/98 CRIMORG 139

The Presidency introduced document 11571/98 CRIMORG 141. Delegations generally
agreed with the structure and layout of the document although there were additional
drafting suggestions. In that context, the Presidency confirmed that the revised

version - see doc. 1157/1/98 CRIMORG 141 REV 1 - would take account of Member
States concerns before being submitted to K.4, the Council JHA on 3/4 December and
the European Council in Vienna on 11/12 December. In the meantime, further work
would continue on the document which would be considered during the MDG meeting of
24/25 November 1998.
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5. High-tech crime; elements of a Union strategy on high-tech crime and preparation for
meeting 21 October 1998
Doc. 11893/98 CRIMORG 157
11632/98 CRIMORG 149
7278/98 CRIMORG 44
11633/98 CRIMORG 150

The outcome of the discussion on this item is set out in document 11893/1/98
CRIMORG 157 REV 1. The Presidency indicated that the revised text would be
considered at the next meeting of the K.4 Committee and that the MDG would re-
examine the draft paper on 12/13 November 1998. It was envisaged that the Council
JHA would be invited to take note of the document in December to approve its general
orientation and to conclude that it contains the essential elements for the further
development of a Union strategy in combating high-tech crime.

The MDG also made arrangements for the discussion on high-tech crime with USA,
Canada and other partners on 21 October.

6. Outcome of meeting with the Pre-accession Pact Experts Group (PAPEG) and preparation
of meeting on 25 November 1998
Doc. 11096/1/98 CRIMORG 133 PECOS 114 REV 1

The Presidency introduced document 11096/98 and informed the MDG that discussions
in relation to future developments would take place within the context of next PAPEG
meeting on 25 November 1998.

Arising from the general discussion, the Presidency urged Member States to make
relevant legal texts available to the General Secretariat in order to assist the candidate
countries in implementation. The Presidency intends to clarify with PAPEG a number of
the points raised during the MDG discussion notably in relation to Principle 5 and the
exchange of data. Document 12324/98 CRIMORG 164 refers.

7. Co-ordinated law enforcement strategy
Doc. 6504/2/98 CRIMORG 34 REV 2
9788/98 CRIMORG 105

The outcome of the discussion concerning this item is contained in document 12512/98
CRIMORG 167.
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8. Co-operation with Russia
- Preparation of meeting of the K.4
Doc. 11710/98 CRIMORG 152 NIS 82
11557/98 CRIMORG 140 NIS 80

The Presidency introduced document 11710/98 and it was agreed that a revised text
incorporating concerns raised by certain delegations would be submitted to the next K.4
Committee meeting on 9 November 1998.

The Presidency informed the Group that it intended to contact the Russian authorities in
writing and/or by convening a Troika meeting, in order that positive steps could be taken
in this area.

9. Outcome of the meeting of the Falcone Committee
- Report by the Commission

The Commission informed the Group of the state of play in respect of the 1998 Falcone
funding programme. Member States had submitted 78 bids for consideration, of which
35 had been selected for funding. A list of retained projects was distributed to the
participants. During this round of funding candidate countries were not eligible for
allocation under the programme although this is currently subject of examination by the
Commission. The Presidency concluded that, in order to maintain an overview of the
progress of the programme as a whole, it would be placed on the agenda at future
meetings.

10. Any Other Business

The Presidency circulated a draft agenda for the MDG meeting of 12/13 November.

Part Il

Proposed UN Convention on organised crime

Document: Draft Presidency non-paper

The MDG undertook a special consultation on the draft non-paper circulated by the
Presidency on the adoption of one or several EU Joint Positions on the scope and negotiation
of the proposed UN Convention on organised crime. The Presidency introduced the draft non-
paper and indicated that it was designed to assist in securing a common starting point
among Member States with a view to ensuring the co-ordination of their efforts in the
forthcoming discussions on the proposed convention. In that context, the Presidency outlined
the provisions of the draft Joint Position it had prepared and referred to the request made by
the General Affairs Council to the effect that the Presidency should bring forward proposals,
in accordance with Article K.3 of the Treaty on European Union, in relation to the new
convention and its protocols. In addition, the French delegation presented the proposal it had
made in the course of preliminary UN meetings regarding the scope of the convention.
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Delegations expressed their support for the development of a common EU approach and co-
ordination in relation to the proposed convention and their overall view was that the
Presidency non-paper provided a good basis for future work in that respect. However, some
delegation felt that it might be premature at this stage to seek to adopt a Joint Position
under Article K.3 in connection with the negotiation of the convention as this could limit the
flexibility that would be required in the discussions at UN level, whereas others stressed that
the Union would have a greater impact on the negotiations if it could invoke an adopted Joint
Position. In terms of the scope of the convention, some delegations said they favoured a
simple definition of organised crime which would extend beyond major criminal organisations
and also the inclusion of an indicative list of criteria in the text. Other delegations said that
one needed to take as a starting point the definition in the draft Joint Action on participation
in a criminal organisation, as was done in the French proposal, and perhaps add some criteria
which would indicate that the activities of a criminal organisation was involved. Most
delegations were satisfied that a broad approach to predicate offences should be adopted for
money laundering purposes (e.g. along the lines of the 1990 Council of Europe Convention).
In addition, there was general agreement that provision should be made to enable the
relevant international co-operation arrangements, such as the 1988 Convention, to be applied
as broadly as possible.

In the light of the discussion, the Presidency said it would revise the draft non-paper with a
view to its further consideration by the MDG as quickly as possible.

Part Il

Experts of the MDG - meeting with USA, Canada and representatives of international fora
lllegal content on the Internet, in particular as regards child pornography

The UK delegation provided details of "Operation Cathedral”, a major international operation
transcending European boundaries which involved a group of criminals trading in child
pornographic pictures via the Internet. The operation resulted in 105 successful searches in
13 different countries, and the seizure of more than 750,000 pornographic pictures.

The UK presentation and the follow-up discussion highlighted the level of practical co-
operation that exists at international level and it also demonstrated the difficulties that can
arise, particularly in the area of judicial co-operation.

The Irish delegation gave an overview on the activities of its "Working Group on illegal and
harmful use of the Internet”, which had been set by the Department of Justice in February
1997, presenting its first report in 1998. The recommendations of the report have led to the
development of a new strategy, based on the principle of self-regulation and including
strategic elements such as the establishment of a hotline and an assisting Advisory Board on
the Internet.
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The Deputy Chief of the child pornography Section of the U.S. Department of Justice
described the legislative and law enforcement efforts of the U.S. authorities to combat child
pornography and especially its distribution via the Internet.

Developments arising from these efforts included centralised 'on line' initiatives such as the
FBI's specialised training programme for law enforcement agents and a co-operation
programme with Internet service providers.

Arising from the discussion a proposal was made to convene a global conference, to include
representatives from industry, on high-tech crime and especially on the distribution of child
pornography via the Internet. This could be used as a forum to tackle problems such as
trapping and tracing of traffic data and could lead to an international code of conduct.
Although delegations acknowledged that such a conference could be useful, they would need
to reflect further on the subject.

High-tech crime - meeting with USA, Canada and representatives of other international fora
in the margins of the meeting of the MDG

Europol introduced this subject stressing the increasing level of criminal activity involving
high-tech crime.

The U.S. Delegation stressed the importance of continuing the co-ordination meetings
between the relevant international fora, and further invited Member States delegations to join
the 24-hour network of high-tech crime contact points set up under G 8.

In conclusion the Presidency stated that the meeting had provided a useful general overview
on problems and efforts in combating high-tech crime. This area of work would not only
require action under the Third Pillar, but would need a balanced approach, taking into
account First Pillar activities. Co-ordination and co-operation could be further enhanced by a
global conference on high-tech crime although this idea required further reflection from
Member States.
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