EUROPEAN UNION
THE COUNCIL

Brussels, 13 March 1998

6051/1/98
SEMDOC =
Statewatch European Documentation & LIMITE
Monitoring Centre on justice and home
affairs in the European Union ENFOPOL 19

PO Box 1516, London N16 OEW, UK
tel: 0181 802 1882 (00 44 181 802 1882)
fax: 0181 880 1727 (00 44 181 880 1727)

NOTE
from : Presidency
to Police Cooperation Group

No. prev. doc. : 6051/98 ENFOPOL 19 ; 11391/97 ECO 229

Subject : Encryption and Law Enforcement

Executive summary

1. Justice and Home Affairs Ministers discussed encryption at their informal meeting on

29/30 January. There was broad consensus that the use of encryption to ensure

confidentiality has potentially serious implications for law enforcement agencies, and that
there was an urgent need to agree on an appropriate response. In particular, it was
recognised that law enforcement interests may need to be reflected in the Commission's
preparations for a draft Directive on the provision of cryptographic services. It was also
suggested that it might be helpful to have a Council Resolution on Encryption and Law
Enforcement to complement the work underway in the First Pillar. At its meeting on 10
February, the K4 Committee asked the Police Co-operation Working Group to consider

these issues.

This detailed paper is intended to take this work forward. It provides background on the
use of cryptographic techniques for electronic commerce and the Commission's initiative
on digital signatures. It highlights the potentially serious effects of encryption on the

fight against serious crime.
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It also draws on previous discussions in the Police Co-operation Working Group and the
survey by the Netherlands delegation of cryptographic policies and Trusted Third Parties
in the European Union. The paper does not address, in any detail, the important
contribution which cryptographic services (both for integrity and confidentiality) can
make to secure electronic commerce and the privacy of the citizen. These are matters

for the First Pillar.

3. The paper is not intended to be prescriptive. Its purpose is to focus discussion on a set
of general policy conclusions which might form the basis for future work in this area. It
does not tackle detailed issues such as the latest forms of encryption technology, types

of encryption keys and the management of keys.

4. The Police Co-operation Working Group is therefore invited to consider the following

conclusions:

General

(1) Digital signatures will make it more difficult to defraud companies over digital

networks.

(2) Electronic commerce has a legitimate need to use cryptographic services in order to

ensure the integrity and confidentiality of digital communications.

(3) The widespread availability of cryptographic services for confidentiality purposes will
have a serious impact on the fight against serious and organised crime if, where
necessary and appropriate, it is not possible to get lawful access to encryption keys.
Economics, Trade and Telecommunications Ministries should be made fully aware of

these concerns.

(4) The Working Group should be alerted to any significant developments on the use of

encryption by serious criminals.
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Cross-Pillar co-operation

(5)

(6)

(7)

(8)

There should be close co-operation between the First and Third Pillars on encryption
matters to find the right balance between the needs of electronic commerce and law

enforcement agencies.

The Commission's proposals for the development of Certification Authorities should be
welcomed in so far as these relate to the provision of digital signature services which do

not facilitate the encryption of the content of communications.

The Commission should be asked to take account of the Working Group's views as it

prepares the Council Directive on digital signatures.

it would be useful to establish a formal mechanism to enable the Commission to consult
Third Pillar experts not only in respect of the proposed directive on digital signatures but
also on any proposals for implementing measures under that directive or, indeed, any

further directives or measures in this area.

Law enforcement needs

(9)

(10)

There will inevitably be a significant detrimental impact on law enforcement agencies
from the widespread availability of encryption products. But there is a need to promote
the greatest possible take-up of cryptographic services which meet law enforcement
needs. The aim should be to ensure that serious criminals remain vulnerable to lawful

interception when they need to interact with legitimate users of cryptographic services.

Law enforcement agencies will need lawful access to encryption keys without the
knowledge of the user of the cryptographic service in order to maintain their ability
to intercept the communications of serious criminals. This access should be subject
to very strict safeguards (at least as strong as those which apply to lawful

interception orders).
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(11) Law enforcement agencies will also need lawful access to encryption keys from any
holder of a key where it is necessary to decrypt material seized as part of a criminal

investigation. This access should be governed by Member States' national laws.

(12) There is a law enforcement need to promote the licensing and / or regulation of
confidentiality services with the aim of encouraging the development and take up of
key escrow systems (e.g. Trusted Third Parties) or other means of key recovery (for
example, Key Recovery Agents). This will also have benefits for users of such

services.

International action

(13) There will be a need for a framework for mutual assistance within the European

Union on the recovery of encryption keys used for confidentiality purposes.

(14) There is a need to agree international requirements for lawful access to information
held by providers of cryptographic services used for confidentiality purposes. The
implementation of these requirements would be a matter for individual Member

States.

(15) A Council Resolution on Encryption and Law Enforcement would be an effective way
to adopt a common approach in the European Union on these issues. The "user

requirements" document could be attached as an annex.

Introduction

5. Cryptographic techniques provide the means to ensure trust and security on open
computer networks such as the Internet. They will clearly be the impetus behind a rapid
expansion of global electronic commerce over the next few years, providing major new
opportunities for business and industry as well as the citizens throughout the European
Union. Encryption will also become increasingly used on normal telecommunications

networks.
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6. The importance of developing a consistent approach across the European Union to the
commercial use of cryptographic techniques was recognised by the Commission in
October 1997 when it adopted the Communication "Ensuring Security and Trust in
Electronic Communication: Towards a European Framework for Digital Signatures and
Encryption” [COM (97) 503]. The Telecommunications Council, meeting on 1 December
1997, considered the Communication and called upon the Commission to present a

proposal for a Directive on digital signatures.

Public key cryptography

7. Encryption uses a mathematical algorithm to encrypt data in order to render it
unintelligible to anyone who does not possess certain secret information (the
cryptographic key). Traditionally the secret cryptographic key needs to be agreed in
advance of any communication. The secret key is used to both encrypt and decrypt the
message. The security of this type of encryption lies in protecting the key; divulging it
would allow anyone to decrypt the message. This is the main limiting factor of
traditional cryptography - it is very difficult to protect the key and, at the same time,

distribute it to those you wish to communicate with.

8. Modern "public key" cryptography allows parties to exchange encrypted data without

communicating a shared secret key in advance. In its most basic format, public key
cryptography involves the use of two complementary keys: a "public key" which is
disclosed to the public; and a "private key" which is kept secret. Neither key is

sufficient to encrypt and decrypt a message on its own.

9. Data encrypted with a private key can be read only by using the public key. This is the
system used for digital signatures (see below). Alternatively, data encrypted with a
public key can be read only by using the complementary private key. This is the system
used to ensure confidentiality. For example, this allows person A to obtain person B's
public key in advance. Person A is able to encrypt the data with person B's public key,
and send it securely to person B on what would otherwise be a non-secure network. The
data can be decrypted only by person B using his private key - to anyone else it is

impossible to decipher.
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Digital Signatures

Use of cryptographic services in electronic commerce

10.

Authentication and integrity

Electronic commerce on open computer networks is highly vulnerable to fraud and
breaches of confidentiality. The future growth of electronic commerce will require
mechanisms to:

i)  verify the origin of the information (authentication};

i} check that the information is complete and unchanged (integrity);

iit}  fix the time and date of the document (time-stamping); and

iv} protect the content of the information from unauthorised access (confidentiality).

11.

Use

Public key cryptography can be used to provide a digital signature for electronic
documents. This makes it possible for users to conclude legally binding contracts via e-

mail. The sender is able to "sign” a document by encrypting a separate set of data,

which is sent in parallel with the document, using his private key. The recipient is able
to check the authenticity and integrity of the signature by decrypting it using the

sender’s public key. Digital signatures are annexed to the electronic data - it is not

of digital signatures to combat fraud

12.

|
necessary to encrypt the content of the document. |
i
|
|

The widespread use of digital signatures in electronic commerce should make it more
difficult to defraud a company. For example, it would make it difficult for organised
crime to carry out large-scale fraud by impersonating commercial companies
{authentication}. It would also prevent computer hackers from interfering with the

content of communications to disrupt normal business activities (integrity).
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The Working Group is invited to agree that:

(1) Digital signatures will make it more difficult to defraud companies over digital

networks.

Certification Authorities for digital signature keys

13. Verification of the authenticity and integrity of the data does not necessarily prove the
identity of the sender of the data. In practice, it will be necessary in many
circumstances to have independent confirmation of the identity of the holder of the
public and private keys by an independent third party known as a Certification Authority.
The Certification Authority will not hold a copy of the sender's private key {(i.e. there is

no "key escrow" for digital signature services).

Commission initiative on digital signatures

14. The Commission Communication "Ensuring Security and Trust in Electronic
Communication: Towards a European Framework for Digital Signatures and Encryption"
[COM (97) 503] recommends that there should be a common legal framework for the
establishment and operation of Certification Authorities for digital signatures. This
should ensure mutual recognition of Certification Authorities between Member States,
and hence the mutual recognition of digital signatures in electronic commerce. The
Commission is likely to bring forward a draft Directive on mutual recognition of

Certification Authorities in early 1998.

Confidential Communications

Use of encryption products and services to ensure confidentiality

15. Encryption is the most effective way to ensure the confidentiality of electronic
communications and electronically stored documents. It is rapidly becoming an integral
part of personal and business computing. The Commission's Communication reported

that over 1,400 encryption computer products are now available.
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186.

17.

The

Although high quality encryption products have been subject to strict export controls in
the past, the controls are under review where they relate to commercially available
software for electronic commerce. Many of these products are likely to become a
standard addition to general computing software packages. In addition, it is easy to
install powerful encryption software on a personal computer simply by down-loading it

from the Internet.

Encryption technology is already used to ensure confidentiality over telecommunications
networks (particularly digital mobile telephones). Existing systems rely on the
telecommunications operator providing the encryption service. The operator is able to
decrypt the communications when asked to do so in response to a lawful interception
order. However, given the growing convergence of the telecommunications industry and
other digital networks, it is only a matter of time before public key cryptographic
techniques are widely used by individuals to provide themselves with absolute
confidentiality over public telecommunications networks. Criminals will be the first to

exploit this.

needs of electronic commerce for confidential communications

18.

The Commission Communication states that electronic commerce will only reach its true
potential if confidentiality can be assured in a user-friendly and cost-efficient way. The

Communication includes the following examples:

- the need to protect personal data such as credit card numbers and health care

information; and

- the need to protect secret business information (e.g. details of bids, market sensitive

information) against industrial espionage or unauthorised access.

The Working Group is invited to agree that:

(2) Electronic commerce has a legitimate need to use cryptographic services in order to

ensure the integrity and confidentiality of digital communications.
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Impact of encryption on law _enforcement

19.

20.

21.

22.

The Commission's Communication recognises, however, that the opportunities of the
new cryptographic techniques to businesses may also be exploited by criminals as a

means of concealing their communications from the law enforcement agencies.

The use of encryption for confidentiality purposes has the potential to have a substantial
impact on the effectiveness of law enforcement work against serious crime. Without
access to the encryption key, intercepted communications between serious criminals
would be rendered unintelligible to law enforcement agencies. This would seriously
undermine efforts to prevent or investigate serious criminal activity and, in extreme

circumstances, it could put lives at risk.

Encryption could also be used to conceal criminal activity. Without access to the
encryption key, criminal transactions on the Internet would be impossible to detect. It
would also frustrate the ability of law enforcement agencies to interpret and analyze
electronic records and files obtained lawfully (e.g. as a result of a search of a suspect's
house). This could include computer disks containing encrypted material (e.g. digital

pictures held by paedophiles).

Examples of the use of encryption in crime and terrorism are attached at Annex A for

information.
The Working Group is invited to agree that:

(3) The widespread availability of cryptographic services for confidentiality purposes will
have a serious impact on the fight against serious and organised crime if, where
necessary and appropriate, it is not possible to get lawful access to encryption keys.
Economics, Trade and Telecommunications Ministries should be made fully aware of

these concerns.

(4) The Working Group should be alerted to any significant developments on the use of

encryption by serious criminals.
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Ensuring effective liaison between the First and Third Pillars

23. It is important that the interests of Justice and Home Affairs Ministers are adequately
reflected in consideration of any Council Directive which relates to cryptographic
services. This was recognised in the conclusions of the EU Telecoms Council on 1
December 1997 when it acknowledged the need to ensure a co-ordinated approach with
the Justice and Home Affairs Council on encryption matters. It was also recognised at

the informal meeting of Justice and Home Affairs Ministers on 29/30 January 1998.
24. The Police Co-operation Working Group has been tasked with considering Justice and
Home Affairs interests on encryption matters. It is suggested that the Commission

should take account of its views in preparing the proposed Directive on digital signatures.

Law enforcement interests in the proposed directive on digital signatures

25. The Commission's Communication draws a clear distinction between the development of
digital signatures and the use of encryption to ensure the confidentiality of the content of
communications. This is important and welcome. The development of Certification
Authorities which provide a digital signature service are not a threat to law enforcement
agencies provided the cryptographic service cannot be directly used for the encryption of

the content of communications.

26. However, the providers of digital signature products will inevitably be keen to offer their
customers the ability to encrypt the content of communications. It is therefore important
that Certification Authorities established under the First Pillar are not able to provide

confidentiality services without getting appropriate approval.

The Working Group is invited to agree that:

(5} There should be close co-operation between the First and Third Pillars on encryption

matters to find the right balance between the needs of electronic commerce and law

enforcement agencies.
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(6) The Commission's proposals for the development of Certification Authorities should
be welcomed in so far as these relate to the provision of digital signature services

which do not facilitate the encryption of the content of communications.

(7) The Commission should be asked to take account of the Working Group's views as

it prepares the Council Directive on digital signatures.

A formal cross-Pillar approach to encryption issues

27. A diréctive on any aspect of electronic commerce or its infrastructure may well have
implications for the interests of law enforcement agencies which will need to be
addressed with the assistance of the Member States. Expert advice from the law
enforcement agencies will be required in the framing of any legislative proposals relating
to electronic commerce and its infrastructure. Some mechanism needs to be devised,
therefore, to enable the Commission to take these into account. It might be possible, for
example, for there to be consultation with a Third Pillar committee of experts not only in
respect of the proposed directive on digital signatures but also on any proposals for
implementing measures under that directive or, indeed, for any further directives in this

area.

The Working Group is invited to agree that:

(8) It would be useful to establish a formal mechanism to enable the Commission to
consult Third Pillar experts not only in respect of the proposed directive on digital
signatures but also on any proposals for implementing measures under that directive

or, indeed, any further directives in this area.

Lawful access to encryption keys

28. Law enforcement agencies do not need lawful access to encryption keys which are used
solely for digital signature purposes. However, where an encryption key is used for
confidentiality purposes, it may be necessary for law enforcement agencies to have
lawful access in certain circumstances. This access may need to be either overt or

covert.
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29. Overt access would be necessary where, for example, evidence obtained as part of a
criminal investigation is encrypted. This power would need to be incorporated in Member

State's national laws governing criminal investigations.

30. Covert access to encryption keys (for example keys held by Trusted Third Parties) is
much more sensitive. It would allow law enforcement agencies to retain their ability to
intercept communications without the knowledge of the subject of the investigation.

This has significant privacy, civil rights and data protection implications.

31. It is therefore important to make clear that law enforcement agencies simply wish to
ensure that existing interception capabilities are maintained. In other words, law
enforcement agencies should acknowledge that there should be no interference with the
right to privacy by accessing an encryption key "except such as is in accordance with
the law and is necessary in a democratic society in the interests of national security,
public safety or the economic well-being of the country, for the prevention of disorder or
crime, for the protection of health or morals, or for the protection of the rights and
freedoms of others" (Article 8 of the European Convention for the Protection of Human
Rights and Fundamental Freedoms). Strong safeguards will be required in such

circumstances.

Trusted Third Parties

32. For the purposes of this paper, Trusted Third Parties are defined as organisations which
hold copies of private encryption keys used for confidentiality purposes. The system of
having a separate body to retain a copy of the key is known as "key escrow". This
meets the needs of law enforcement agencies since it allows lawful access to the private
key where necessary and appropriate. But it has benefits beyond this. For example, a
private encryption key could be lost or corrupted. Without access to a second private
key held securely in another location, the individual or business might be unable to

access vitally important encrypted information.
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33. In practice, the Trusted Third Party would probably offer a wide range of cryptographic
services including a digital signature service. This re-iterates the likely read-across

between Certification Authorities and Trusted Third Parties.

Vulnerability of serious criminals when interacting with legitimate users of cryptographic

services

34. It is inevitable that serious criminals will use powerful encryption technology to
communicate securely amongst themselves. They are unlikely to use a cryptographic
service which involves key escrow or allows key recoverability when communicating
with their criminal associates. It will therefore be impossible for law enforcement
agencies to understand the content of these communications. But serious criminals will
always be vulnerable when they need to interact with the legitimate world. For example,
a drug smuggler will still need to contact a bank, book an airline ticket or reserve a hotel
room. To do this securely he will need to use a secure communications system which is
compatible with that used by the legitimate organisation or individual. Where law
enforcement agencies are able to intercept and understand such communications, they

may obtain enough information to give them a significant lead in the investigation.
The Working Group is invited to agree that:

(8) The widespread availability of encryption products will inevitably have a significant
detrimental impact on law enforcement agencies’ ability to intercept
communications. But there is a need to promote the greatest possible take-up of
cryptographic services which meet law enforcement needs. The aim should be to
ensure that serious criminals remain vulnerable to lawful interception when they

need to interact with legitimate users of cryptographic services.

(10) Law enforcement agencies will need lawful access to encryption keys without
the knowledge of the user of the cryptographic service in order to maintain their
ability to intercept the communications of serious criminals. This access should
be subject to very strict safeguards (at least as strong as those which apply to

lawful interception orders).
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(11) Law enforcement agencies will also need lawful access to encryption keys from
any holder of a key where it is necessary to decrypt material seized as part of a
criminal investigation. This access should be governed by Member States'

national laws.

Options for reducing the impact of encryption on law enforcement

356. The Commission Communication did not recommend regulation of cryptographic services
for confidentiality purposes at European Union level. Instead, the Commission intends to
monitor national measures to regulate "confidentiality services” to ensure they do not

conflict with Community law on the freedom to provide services.

36. There are a number of options open to Member States for regulating the use of
encryption and the provision of confidentiality services. In decreasing order of

regulation, some of the options are:

i)} to make it illegal to use encryption or to provide confidentiality services without

proper authorisation;

ii) to promote a mandatory licensing scheme for the provision of confidentiality services
by Trusted Third Parties (i.e. involving key escrow). It would be illegal to provide
confidentiality services without authorisation but there would be no regulation of the

use of encryption;
i} to have a voluntary licensing scheme for the provision of confidentiality services by
Trusted Third Parties. There would be no regulation of the use of encryption or the

provision of cryptographic services; or

iv) to do nothing.
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37. It is a matter for individual Member States whether to regulate the provision of
cryptographic services for confidentiality purposes. From a law enforcement perspective,
however, there is a need for some form of regulation or licensing (whether mandatory or
voluntary) of confidentiality services. In particular, there is a strong law enforcement
interest in promoting the development of key escrow (e.g. Trusted Third Parties) or other

means of key recovery.

The Working Group is invited to agree that:

(12) There is a law enforcement need to promote the licensing and / or regulation of
confidentiality services with the aim of encouraging the development of key
escrow systems (e.g. Trusted Third Parties) or other means of key recovery (for
example, Key Recovery Agents). This will also have benefits for users of such

services.

Survey of Trusted Third Parties

38. The Netherlands delegation has recently surveyed Member States about cryptography
law and regulations in the context of Trusted Third Parties (ENFOPOL 5).

38. The survey came to the following conclusions:

- with the exception of two Member States, there is no general policy regarding the

use of cryptography by members of the public;
- in most Member States, a policy is being developed or under consideration;

- only one Member State has taken law enforcement interests into account in setting

requirements and regulations for cryptographic services;

- law enforcement agencies in eight Member States do not have the power to oblige
members of the public or companies to surrender the keys of encrypted messages,

although such a power is under consideration in six Member States.
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Mutual legal assistance

40. It is likely that individuals will be able to access confidentiality services provided in

41.

another Member State. It will be important, therefore, to establish a framework for
mutual assistance between Member States on recovery of encryption keys used for

confidentiality purposes.

This is in line with the EU High Level Group on Organised Crime 1996 Joint Action Plan
in 1996 which included a commitment to "create a legal basis for the trans-boundary
application of certain, modern investigative methods such as ... the interception of

various forms of telecommunications.”
The Working Group is invited to agree that:

(13) There will be a need for a framework for mutual assistance within the European

Union on recovery of encryption keys used for confidentiality purposes.

"User requirements” for law enforcement agencies

42,

43.

The lawful interception of communications is a vitally important part of many
investigations into serious crime and terrorism. This was recognised by JHA Ministers in
the Council Resolution of 17 January 1995 on the lawful interception of

telecommunications.

The Resolution noted that legal, technical and market developments presented significant
problems for law enforcement agencies. The Council therefore requested Ministers
responsible for telecommunications to co-operate with Justice and Home Affairs
Ministers with the aim of asking network operators and service provides to comply with
a set of requirements for law enforcement agencies in relation to the interception of
communications. However, although these requirements cover the use of encryption
technology on telecommunications networks, they do not cover the provision of

cryptographic services to individuals for confidentiality purposes.
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44. There may therefore be a need to establish a common set of requirements for law
enforcement agencies where cryptographic services are used for confidentiality purposes.
A draft "user requirements” document is attached at Annex B. The implementation of

these requirements would be a matter for individual Member States.

The Working Group is invited to agree that:

(14) There is a need to agree international requifements for lawful access to
information held by providers of cryptographic services used for confidentiality
purposes. The implementation of these requirements would be a matter for

individual Member States.

Council Resolution on Encryption and Law Enforcement

45. There is a clear need for the Third Pillar to establish a common approach to law
enforcement interests in encryption matters. It is suggested that the Working Group
should attempt to develop a common set of principles on the provision of cryptographic
services, drawing on the recommendations in this paper, which could be incorporated in
a Council Resolution. The Resolution could include the "user requirements™ document as
an annex - the 1995 Council Resolution on the Lawful Interception of
Telecommunications adopted a similar approach. In effect, the Resolution would
complement the ongoing work in the First Pillar on cryptographic services for the

purposes of electronic commerce.

The Working Group is invited to agree that:

(15) A Council Resolution on Encryption and Law Enforcement would be an effective

way to adopt a common approach in the European Union on these issues. The

"user requirements” document could be attached as an annex.
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ANNEX A

CASES INVOLVING ENCRYPTION IN CRIME AND TERRORISM

The following material is taken from a published paper by Dorothy E. Denning and William E.

Baugh entitled "Cases Involving Encryption in Crime and Terrorism".

Terrorism

1. On March 20, 1995, the Aum Supreme Truth cult dropped bags of sarin nerve gas in the
Tokyo subway, killing 12 people and injuring 6,000 more. The cult had stored their records
on computers encrypted with RSA. The authorities were able to decrypt the files after
finding the key on a floppy disk. The evidence found on the files was crucial to the

investigation.

2. A few years ago, a Bolivian terrorist organisation assassinated 4 U.S. marines. A company
was asked to decrypt files seized from a safe house. They decrypted the files in twelve
hours and the case ended with one of the largest drug seizures in Bolivian history. The

terrorists were caught and jailed.

3. James Dalton Bell was arrested and charged with obstructing and impeding the due
administration of internal revenue laws by collecting the names and addresses of Internal
Revenue Service employees in order to intimidate them. He solicited others to join his
scheme whereby those who killed selected Government employees would be rewarded. Bell
had exchanged Pretty Good Privacy (PGP} encrypted e-mail messages with some of his
associates. As part of his plea bargain, he released the password to his private key,

allowing investigators to decrypt messages he had received.

Espionage

4. Aldrich Ames, the CIA agent convicted of espionage against the United States, had
encrypted his computer files using standard off-the-shelf software. Investigators were able

to decrypt the files. Failure to recover the encrypted data would have weakened the case.
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Organised Crime

5. The Cali cartel is reputed to be using sophisticated encryption to conceal their telephone
communications. Communications devices received from the cartel in 1995 included radios

that distort voices and instruments for scrambling transmissions from computer modems.

6. The Italian State Police Crime and Technology Centre is reported to have said that the ltalian
Mafia is increasingly looking to encryption to help protect it from the law enforcement
agencies. Encryption was cited as the greatest limit on their investigations. It was noted

that members of the Mafia were downloading copies of PGP from the Internet.
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ANNEX B

INTERNATIONAL REQUIREMENTS FOR LAWFUL ACCESS TO INFORMATION HELD BY

PROVIDERS OF CRYPTOGRAPHIC SERVICES (V3.1)

2.1

2.2

2.3

3.1

Obtaining cryptographic service information: Based on a lawful enquiry and given
a target identifier or other information about the target or encrypted data and
relevant information, law enforcement agencies require: 1) full details of the
target including service number; 2) inforrnation that will fully identify the
cryptographic services used by the target; and 3} the technical parameters of

the method used to implement the cryptographic service.

Decryption, timeliness and availability: Law enforcement agencies require access
to the decrypted message as quickly as possible {in urgent cases within a few
hours or minutes). The law enforcement agency will specify how it wishes to
achieve this result; either through the provision of cryptographic key material
and all necessary information to decrypt the data or exceptionally by the
provision of the data as plaintext. Access to the decrypted message must be
available for those encryption systems that allow for both national and

international operation.

The handover of cryptographic key material should be immediate. The
computational and operational process a law enforcement authority needs to
undertake to decrypt the data, including any reconstruction or rebuilding of keys,
should involve minimal time and resources to ensure an efficient, economic and

timely operation.

The provision of data as plaintext should take place as soon as possible; in

urgent cases within a few hours or minutes.

Security and integrity: Law enforcement agencies require the decryption
process to be designed and implemented to preclude unauthorised or improper

use and to safeguard the information relating to the operation.
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3.2

Where cryptographic key material is being provided, it must be delivered either in
electronic format or another agreed format using a secure means of
transmission. This must be protected to ensure the authenticity, integrity and
confidentiality of such material, and that it is provided in a non-repudiational

manner.

3.3  The cryptographic key material or plaintext data must only be transmitted to the
agency specified in the authorisation.

3.4 Law enforcement agencies require providers of cryptographic services not to
disclose to the target or any third party: 1) That there has been an
authorisation; 2) the target of the authorisation; 3} that cryptographic key
material or plaintext data has been supplied; and 4} any information on how the
operation has been carried out.

4. Audit: Subject to national regulations, providers could be obliged to maintain an
adequately protected record of provision of key material and data but which can
only be made available to authorised personnel.
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GLOSSARY

Authenticity
Establishing the validity of a claimed identity of a user, device or another entity in an

information or communications system

Availability
The property that data information and information and communications systems are

accessible and usable on a timely basis in the required manner.

Confidentiality
The property that data or information is not made available or disclosed to unauthorised

individuals, entities or processes.

Cryptography
The discipline which embodies principles, means and methods for transformation of
data in order to hide its information content, establish its authenticity, prevent its

undetected modification, prevent its repudiation and/or prevent its unauthorised use.

Cryptographic key
Parameter used with a cryptographic algorithm to transform, validate, authenticate,

encrypt or decrypt data.

Cryptographic

The facilities which provide cryptography. The representation of services

Data
information in a manner suitable for communication, interpretation, storage, or

processing.

Decryption

The inverse function of encryption.

Encryption
The transformation of data by the use of cryptography to produce unintelligible data

(encrypted data) to ensure its confidentiality.
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Integrity )
The property that data or information has not been modified or altered in an

unauthorised manner.

Lawful access
Access by third party individuals or entities, including governments, to plaintext, or

cryptographic keys, of encrypted data, in accordance with law.

Law enforcement agency
An organisation authorised by lawful authorisation, based on national law, to receive
cryptographic key material and all necessary information to decrypt the data or the

plaintext data.

Plaintext

Intelligible data.
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