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NOTE

from: Presidency

to . K4 Committee
Subject: Improved exchange of information to combat counterfeit travel documents

1.  Through a senes of measures the Member States of the European Union have stepped
up action to combat counterfe.i travel documents. For example, technology for
producing and issuing pa-sfsp‘)tgr,t_s was improved, equipment for detecting false documents
was upgraded, international cocoperation was improved and an exchange of specialised

information was organised.

2. Despite specific counter-measures the number of counterfeits used for the purpose of
illegal entry 1s alarmingly high. [t has become easier to produce hig‘h quality false
documents as a result of the availability of new scanning. copying and printing
techniques. For arelatively small outlay forgers can produce and distribute false

documents and thereby considerably assist illegal immigration.

3. If we are to take more effective action against this trend, the EU Member States need in
particular to improve joint counier-strategies. The following methods seem to be
promising in this connection:

— greater use of the document serial number in the search for stolen items,

—~ specific interrogation of illegal immigrants who have used counterfeit travel

documents,

- lracing of the colour photocopying machines used to produce false documents.
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4. In the case of genuine documents an individualised procedure is used in most States to
apply a serial number which requires time and money to copy well. When counterfeit
travel documents are mass produced, this security feature is therefore often neglected.
In most cases the counterfeit documents in a series bear the same serial number as the
original copied or undergo only a slight change which remains nearly the same in all false

documents

As aresult of such methods of working by forgers, the serial number takes on particular
significance. It is therefore ideally suited for entry in the respective national search
system and makes it easier to detect counterfeit travel documents on visua! inspection
at frontiers since the alypical or incorrect presentation constitutes an easily detectable

feature for recognising false documents.

5. Inorder to make activities to combat counterfeit documents more effective —~ especially
until such time as the FADO computerised image archiving and transmission system
becomes fully operational and |s used by all EU States — it would therefore seem
appropriate for Member States to exchange information using a standard reporting form

without any personal data.

In order to disrupt considerably the work of the gangs of forgers and distribution
centres, comprehensive information is needed on their organisation,’ funding, travel
routes and means of transport and on the users of the false documents. lllegal
immigrants using counterfeit travel documents are often rapidly repatriated to their
countries of origin or o the neighbouring States from which they illegally entered
another country and are therefore unavailable as a source of information for further

proceedings.

6. All the necessary information which will presumably be required for the future criminal
proceedings must therefore be gathered during the often only interview possible with the
holder of the false document. A standard questionnaire shoulgd therefore be introduced
for this purpose. The recorded statements may be used both for investigations in the
State in which the offence was committed and, on the basis of letters rogatory, in other

States concerned.

\
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In addition, greater use should be made of the technical security systems of colour
photocopying machines. More recent models transmit an 1D tracing code on to the copy
produced which can be decoded by means of special software. When this code is
decoded, the firm of manufacture as well as the purchaser angd possibly the forger as

well can be determined.

At its meeting on 21 April 1898, the False Documents Working Party reached

consensus on the attached draft joint action.

The K4 Committee is invited to confirm that consensus,

5003/2/99 REV 2 HG/co
DG H I

» 2



JOINT ACTION
of ... 1999
adopted by the Council on the basis of Article K3 of the Treaty on European Union
on the improved exchange of information to combat
counterfeit travel documents
(99/..../JHA)

THE COUNCIL OF THE EUROPEAN UNION,

HAVING REGARD to the Treaty on European Union, and in particular Article K.3 (2] (b),
HAVING REGARD to the initiative of the Federal Republic of Germany,

(1Y  WHEREAS counterfeit travel documents have increased to an alarmingly extent,

(2) WHEREAS the FADO coMp-ﬁterised image archiving and transmission system has been

set up by the Joint Action adopted by the Council on 3 December 1998,

(3) WHEREAS the improved exchange of information on counterfeit travel documents will
make it possible to limit the ccunterfeiting of documents and thus make an effective

contribution to combating illegal immigration and the smuggling of human beings,

{4) WHEREAS the use of standardised information collection will facilitate and speed up the

conduct of criminal proceedings,

"0OJ No L 333, 9.12. 98, p. 4.
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HAS ADOPTED THIS JOINT ACTION:

Article 1

1. in order to further improve the exchange of information betw een Member States on

false documents, a system for detecting counterfeit travel documents shall be used. Its

purpose shall be to:

— make it easier to detect counterfeit travel] documents on inspection, and

— increase the effectiveness of the search for stolen travel documents,

with panticular regard being attributed to the serial number of the travel document

2. The exchange of information shall not inciude personal details.

Agticle 2

1. The standard form contained in Annex Il shall be used to transmit information in

2

accocrdance with Article 1.

2. The exchange of information shall take place directly and without delay between the
central unit of each Member State. The General Secretariat of the Council shall also be

notified.
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Article 3

1. For the purposes of uniformly coltecting information w hich may be required for

subsequent criminal proceedings relating to counterfeit travel documents, Member

States shall, as far gs possible, use the questionnaire set out in Annex |.

2. Data shall be communicated to other Member States in accordance with national law

and international conventions.

Atticle 4

This Joint Action shalf enter into force three months after its publication in the Official

Journal of the European Communities.

Done at Brussels, ................ 1999,
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QUESTIONNAIRE

for the survey of False document Users in connection with

the AD HOC information of the EU Member States about counterfeit travel

documents

1. Data relating to the document user
(needed for further inguiries, subpoena, etc,).
Name, first name, other name/alias/nick name, date of birth, place of birth, sex,
nationality, contact address.

ANNEX |

2. Information conceming the itinerary and reason of the use of the False document.

3. Information conceming the forger/manufactured/dealer/organisation

31
3.2

3.3
3.4

3.5
3.6

3.7

3.8
3.9
3.10

3.1

3.12

When, where ) and from whom @ was the falsification received?
When and where " did the first contact take place?

Which ¢onditions did you have to fulfil, in order to receive the document?
(Passport pictures, signatures, deposit, etc.)

When, how and where ("was the falsification handed over?
Was a meeting place arranged?

How much did the falsification cost?
When, how and where  was the money handed over?

How much did ther persons take part? Who? !

Are other persons known to have been involved? Intermediaries? @
Who is ) the forger and where ') was the falsification manufactured?
Could you have received other documents (falsifications)?

Who @ else received a falsification?

Where ) are your genuine documents?

(If handed over to other persons, for example the smuggler @, exact

passport data including passport number)

Can you give other pertinent information?

M

If you specily a place please Indicate:

Country, city, building, aparimeht, business, rallway station, restaurant, other location, means of transport,
exact designation and/or description.

2 personal data, name, first name, other name/alias/nick name, date of birth, place of birth, sex, nationality and
other imporiant information, for example description of person, apparent age, size, welght, hair colour, special
characteristics, language, addresses. telephone numbers, vehicles (make, colour, pumber plate, special
characteristics).
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ANNEX I

Flag of the issuing

AD - HOC INFORMATION Member Slate

Of Member States of lhe European Union on

COUNTERFEIT TRAVEL DOCUMENTS
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