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of : Working Party on Substantive Criminal Law
dated 12 and 13 January 2000
No. prev. doc.: 14258/99 DROIPEN 24
Subject : Draft instrument on counterfeiting fraud and other abuses 1n relation to non-cash

payment means

The Working Party examined at its meeting on 12 and 13 January 2000 the above draft Framework
Decision on the basis of documents 11217/99 CRIMORG 135 DROIPEN 10 ECO 303 and
14258/99 DROIPEN 24, with particular reference to Article 1 and the introductory sentence to
Article 2.

It was agreed that the Presidency would establish a consolidated text following the meeting for the

purpose of further proceedings.

The consolidated text is set out in the Annex and has been based on:

- the outcome of the meeting regarding Article 1 and the introductory sentence to Article 2;

- document 14258/99 DROIPEN 24 regarding the remaining part of Article 2;

- document 10173/99 DROIPEN 7 regarding Articles 3 to 9;

- document 11217/99 DROIPEN 10 (recitals and Articles 5 to 9) regarding the recitals and
Articles 10 to 14.
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ANNEX

Proposal for a
COUNCIL FRAMEWORK DECISION

combating fraud and counterfeiting of non-cash means of payment

THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on European Union, and in particular Article 34(2)(b) thereof,
Having regard to the initiative of the Commission’,

Having regard to the opinion of the European Parliament?,

Whereas:

(1) Fraud and counterfeiting of non-cash means of payment often operate on an international

scale.

(2) The work developed by various international organisations (i.e. the Council of Europe, the

Group of Eight, the OECD, Interpol and the UN) is important, but needs to be complemented

by action of the European Union.

1 QJC
! QIC
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)

4)

()

The Council considers that the seriousness and development of certain forms of fraud
regarding non-cash means of payment require comprehensive solutions; Recommendation No
18 of the Action Plan to combat organised crime!, approved by the Amsterdam European
Council on 16 and 17 June 1997, as well as point 46 of the Action Plan of the Council and the
Commission on how to implement the provisions of the Treaty of Amsterdam on an area of
freedom, security and justice?, approved by the Vienna European Council on 11 and

12 December 1998, call for an action on this subject.

In accordance with the principles of subsidiarity and proportionality, the objectives of this
Framework Decision, namely to ensure that fraud and counterfeiting involving all forms of
non-cash means of payment are recognised as criminal offences and are subject to effective,
proportionate and dissuasive sanctions in all Member States cannot be sufficiently achieved
by the Member States in view of the international dimension of those offences and can
therefore be better achieved by the European Union; this Framework Decision confines itself
to the minimum required in order to achieve those objectives and does not go beyond what is

necessary for that purpose.

This Framework Decision should assist in the fight against fraud and counterfeiting involving
non-cash means of payment together with other instruments already agreed by the Council
such as Joint Action 98/428/JHA? on the creation of a European Judicial Network, Joint
Action 98/733/JHA* on making it a criminal offence to participate in a criminal organisation
in the Member States of the European Union, Joint Action 98/699/JHAS on money laundering,
the identification, tracing, freezing, seizing and confiscation of instrumentalities and the
proceeds from crime, as well as the Decision of 29 April 1999 extending Europol's mandate to

deal with forgery of money and means of payment®.

[ Y B R S

0J C 251, 15.8.1997, p. 1.
0J C 19, 23.1.1999, p. 1.
OJ L 191, 7.7.1998, p. 4.
OJ L 351,29.12.1998, p. 1.
0J 1 333,9.12.,1998, p. 1.
OJ C 149, 28.5.1999, p. 16.
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(6)

(7

(8)

©)

(10)

(11)

The Commission submitted to the Council, on 1 July 1998, the Communication entitled “A
framework for action combating fraud and counterfeit of non-cash means of payment”! which

advocates a Union Policy covering both preventive and repressive aspects of the problem.

The Communication contains a Draft Joint Action which is one element of

that comprehensive approach, and constitutes the starting point for this Framework Decision.

It is necessary that a description of the different forms of behaviour requiring criminalisation
in relation to fraud and counterfeiting of non-cash means of payment should cover the whole

range of activities that together constitute the menace of organised crime in this regard.

It is necessary that these forms of behaviour be classified as criminal offences in all Member
States, and that effective, proportionate and dissuasive sanctions be provided for natural and
legal persons having committed or being liable for such offences, and that the offences in

question be regarded as falling under the legislation directed against money laundering.

It is necessary that Member States consult each other when two or more Member States have

jurisdiction over the same offence.

It is also necessary that Member States establish effective cooperation with the private
services and bodies having responsibilities in the functioning and monitoring of the payment
systems, and that the Member States afford each other the widest measure of mutual

assistance,

1

COM(1998) 395 final.

5659/00 BM/lwp EN

DGH III 4




HAS ADOPTED THIS FRAMEWORK DECISION:

Article 1

Definitions'

1.  For the purpose of this Framework Decision, [and without prejudice to more specific

definitions in the Member States’ legislation]? :

(a) " Payment instrument " or "’ non-cash payment instrument ~ means a [corporal]

instrument other than legal tender (bank notes and coins) enabling, by its specific

nature,> alone or in conjunction with another (payment) instrument, the holder or user

to carry out a payment transaction ;* 3

Scrutiny reservation by the Austrian and Irish delegations.

It was, in line with the approach followed in other instruments, agreed that the Framework
Decision should establish a minimum standard as regards the definition of punishable
behaviour which all Member States must respect, and that each individual Member State
should be free to go further than the minimum standard. It will in that light be examined at the
next meeting whether the text in square brackets should be deleted, and whether a provision
providing explicitly that Member States may go further should be introduced. Such a
provision is contained in Article 9 of the 1995 Convention on the protection of the European
Communities’ financial interests.

The words “by its specific nature” are proposed in the light of comments made.

Scrutiny reservation by the German, Danish and Finnish delegations on points (a) and (b).
The Finnish and German delegations were in particular concerned not to cover minor cases,
including for example cases of false beer vouchers at parties. It was suggested that it from a
technical point of view might be preferable to leave the definitions as they are and deal with
the minor cases under Articles 2 and 3.

Some delegations, including the French and Portuguese delegations and the Commission,
asked for the deletion of the word “corporal”. The Danish delegation asked to which extent
passwords and access codes would be covered. In any case, if the expression is retained in the
definition, it is no longer necessary in Article 2.
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(b) "Payment transaction” means the obtaining of money or valuable consideration, the

making or receiving of payments in respect of goods, services or any other thing of
value, or the issuing of an order or message requesting or otherwise authorising the
transfer of funds (in the form of a monetary claim on a party) to the order of a payee,

[through a payment instrument] ;'

(c) (..)?

(d) "Legal person” Means any entity having such status under the applicable law, except
for States or other public bodies in the exercise of State authority and for public

international organisations;>

(e) [ "Money laundering” means the conduct as defined in (...) Council Directive

91/308/EEC 4.

For the purpose of this Framework Decision, a »,;4t;0nql” ©f @ Member State shall be
construed in accordance with any declaration made by that State under Article 6(1)(b) of the

European Convention on Extradition of 13 December 1957.°

The text in square brackets should be deleted (F/UK/NL).

It was agreed that point c) was superfluous and should therefore be deleted.

It was agreed to ensure that the definition of legal persons in point (d) corresponds in all
languages to that of Article 1(d) of the 1997 Second Protocol to the 1995 Convention on the
protection of the European Communities’ financial interests (OJ C 221, 19.7.1997, page 11).
OJ L 166, 28.6.1991, p. 77.

Point (e) has on request by the Austrian delegation been put in square brackets for the reason
that the text on money laundering in Article 7 is in square brackets. The French delegation
pointed out that if the definition is retained, it should be kept in mind that a Directive
amending Directive 91/308/CEE is being negotiated in the first pillar.

In the light of observations made by delegations, the Commission would consider whether
paragraph 2 could be deleted.
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Article 2

.1
Description of behaviour

Each Member State shall take the necessary measures to ensure that the following conduct is

punishable when committed intentionally:

)

a)  Theft or other unlawful appropriation of a (credit card, eurocheque card, traveller’s

cheque or of another) corporal payment instrument®;

b)  Counterfeiting or falsification of a (credit card, eurocheque card, traveller’s cheque or of

another) corporal payment instrument in order for it to be used fraudulently*;

c) Receiving, obtaining, sale or transfer to another person of a stolen or otherwise
unlawfully appropriated, or of a counterfeited or falsified (credit card, eurocheque card,
traveller’s cheque or other) corporal payment instrument in order for it to be used

fraudulently;’

The scope of the payment instruments to be included in the offence will be determined in
connection with the discussion of Article 1. Reservation by the Commission on the words
between brackets in paragraphs 1 to 3 and the word “corporal” in paragraph 1.

The introductory sentence has been modified in the light of comments made by delegations. It
may be considered to include some of the former text in a recital.

This text needs further examination.

The Italian delegation suggested to replace words “in order for it to be used fraudulently” with
the words “with fraudulent intention of obtaining benefit”. The French delegation suggested
to delete the words ”in order for it to be used fraudulently”.
The Italian and French delegations called for the deletion of the words “in order for it to be
used fraudulently”. The Greek delegation proposed the wording used in Article 3(1)(c) of the
draft Framework Decision on counterfeiting (“with a view to uttering the same and with
knowledge that it is counterfeit” — document 13450/99 DROIPEN 21).
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2)

d) [Unlawful possession of a stolen or otherwise unlawfully appropriated, or of a
counterfeited or falsified (credit card, eurocheque card, traveller’s cheque or other)

corporal payment instrument in order for it to be used fraudulently]';?

e)  Fraudulent use® of a stolen or otherwise unlawfully appropriated, or of a counterfeited
or falsified (credit card, eurocheque card, traveller’s cheque or other) corporal payment

instrument®;

a)  The input, alteration, erasure or suppression of computer data or computer programs, or
other interference with the course of data processing in relation to a payment transaction
that influences the result of data processing, thereby causing economic or possessory
loss of property of another person with the intent of procuring an unlawful economic

gain for himself or another person.

b) [Transmission of identification data for the purpose of committing a payment

transaction computer fraud as described in a)]°

Reservation by the German, Austrian and Danish delegations on the whole subparagraph.
Some delegations supported a proposal by the Netherlands delegation to merge subparagraphs
c and d. The German and Greek delegations objected to that. An alternative wording could be:
“Receiving, obtaining, sale or transfer to another person or unlawful possession of a stolen or
otherwise unlawfully appropriated, or of a counterfeited or falsified (credit card, eurocheque
card, traveller’s cheque ... or other) corporal payment instrument in order for it to be used
fraudulently.” The Italian delegation proposed to merge subparagraphs c, d and e.

The French delegation suggested to add “’in view of payment”.

General reservation by the Commission against the deletion of Art 1 (f) in Doc. 8356/1/99
REV 1 JUSTPEN 36, 1 June 1999; reservation also by the French, Portuguese, Luxembourg
and Netherlands delegations. It has been suggested that certain questions raised could be
covered by the concept of participation and could be examined together with Article 3. The
Swedish delegation thought that attempt in respect of the use of an instrument also could be
examined in the context of Article 3.

Paragraph 2 will be examined in the light of the discussions going on in the Working group
”Cyber Space” of the Council of Europe.
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3)  Manufacture, receiving, obtaining, sale, transfer to another person or unlawful possession! of

a device specifically adapted?

- for counterfeiting or falsifying (credit card, eurocheque card, traveller’s cheque or

other) guaranteed payment instrument to be used fraudulently;

- [for the purpose of committing a payment transaction computer fraud as described in

2.a]3

Article 3

Penalties

Each Member State shall take the necessary measures to ensure that the conduct referred to in

Article 2 [and 7], and participating in or instigating the conduct referred to in Article 2 [and 7], or
attempting the conduct referred to in Article 2 § 1 and 2 are punishable by effective, proportionate
and dissuasive criminal penalties, including, at least in serious cases, custodial penalties involving

deprivation of liberty which can give rise to extradition.

A majority of delegations supported the proposal by the Greek delegation to align the text
with Article 2.1¢) and with the draft Framework Decision on counterfeiting.

The Netherlands delegation questioned whether computer programmes were included in
”device specifically adapted”. The wording will be examined in the light of the draft
Framework Decision on counterfeiting (instruments, articles, computer programmes and any
other means peculiarly adapted). The Swedish delegation suggested to add the words “in
order for it to be used fraudulently”.
Reservations by several delegations on Article 2(3).
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Article 4
Liability of legal persons

1.  Each Member State shall take the necessary measures to ensure that legal persons can be held
liable for conduct referred to in Article 2 [and 7] committed for their benefit by any person,
acting either individually or as part of an organ of the legal person, who has a leading position

within the legal person, based on

- apower of representation of the legal person, or
- an authority to take decisions on behalf of the legal person, or

- an authority to exercise control within the legal person,
as well as for involvement as accessories or instigators in the commission of such an offence.

2. Apart from the cases already provided for in paragraph 1, each Member State shall take the
necessary measures to ensure that a legal person can be held liable where the lack of
supervision or control by a person referred to in paragraph 1 has made possible the
commission referred to in Article 2 [and 7] for the benefit of that legal person by a person

under its authority.

3. Liability of a legal person under paragraphs 1 and 2 shall not exclude criminal proceedings
against natural persons who are involved as perpetrators, instigators or accessories in the

conduct referred to in Article 2 [and 7].

5659/00 BM/lwp EN
DG H III 10




Article 5

Sanctions for legal persons

1.  Each Member State shall take the necessary measures to ensure that a legal person held liable
pursuant to Article 4(1) is punishable by effective, proportionate and dissuasive sanctions,

which shall include criminal or non-criminal fines and may include other sanctions such as:

a) exclusion from entitlement to public benefits or aid;
b) temporary or permanent disqualification from the practice of commercial activities;
c) placing under judicial supervision;

d) ajudicial winding-up order.

2. Each Member State shall take the necessary measures to ensure that a legal person held liable
pursuant to Article 4(2) is punishable by effective, proportionate and dissuasive sanctions or

measures.

[Article 6

Confiscation

Each Member State shall take the necessary measures to enable the seizure and, without prejudice
to the rights of bona fide third parties, the confiscation or removal of the instruments and proceeds
of the offences provided for in Article 2 [and 7], for property the value of which corresponds to
such proceeds. Any instruments, proceeds or other property seized or confiscated shall be dealt with

in accordance with the national law of Member States. ]
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[article 7
Money Laundering

Each Member State shall take the necessary measures to ensure that money laundering related to the

proceeds of the offences provided for in Article 2 is established as a criminal offence.]

Article 8

Jurisdiction

1. Each Member State shall take the necessary measures to establish its jurisdiction with regard

to the offences referred to in Article 2 [and 7] where the offence has been committed:

a) in whole or in part within its territory; or

b) by one of its nationals.

2. Subject to the provisions of Article 9, a Member State may limit the application of its
jurisdiction to the rules laid down in paragraph 1 a). A Member State which does not apply
such a limitation may nevertheless apply its jurisdiction to the rules laid down in paragraph 1

b) only in specific cases or conditions.

3. Member States shall inform the General Secretariat of the Council accordingly where they
decide to apply paragraph 2, where appropriate with an indication of the specific cases or

circumstances in which the decision applies.
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Article 9

Extradition and prosecution

Any Member State which, under its law, does not extradite its own nationals shall take the
necessary measures to establish its jurisdiction over the offences provided for in Article 2 [and 7]
when committed by its own nationals outside its territory. Each Member State shéll, when one of its
nationals is alleged to have committed in another Member State an offence involving the conduct
described in Article 2 [and 7], and it does not extradite that person to that other Member State solely
on the ground of his nationality, submit the case to its competent authorities for the purpose of
prosecution if appropriate. In order to enable prosecution to take place, the files, information and
exhibits relating to the offence shall be transmitted in accordance with the procedures laid down in
Article 6 of the European Convention on Extradition. The requesting Member State shall be

informed of the prosecution initiated and of its outcome.

Article 10

Cooperation from public and private services or bodies

1.  Each Member State shall take the necessary measures to ensure that the public and private
services and bodies engaged in managing, monitoring and overseeing the payment systems,
will cooperate with the authorities responsible for investigation and punishment of the

offences established by this Framework Decision.
In particular, the services and bodies shall:

(a) advise those authorities on their own initiative, where there are reasonable grounds for

considering that one of the offences has been committed;

(b) provide those authorities with all relevant information either on request or on their own

initiative.
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2. Asregards the processing of personal data, paragraph 1 shall be implemented so as to ensure a
level of protection equivalent to the protection required by European Parliament and Council

Directive 95/46/EC!. Data shall be used only for the purposes for which it has been

transmitted.
Article 11
Cooperation between Member States
1. In accordance with the applicable conventions, multilateral or bilateral agreements or

arrangements Member States shall afford each other the widest measure of mutual assistance

in respect of proceedings relating to the offences provided for in this Framework Decision.

2. Where several Member States have jurisdiction in respect of offences envisaged by this
Framework Decision, those States shall consult one another with a view to coordinating their

action in order to prosecute effectively.

Article 12

Implementation

1. Member States shall bring into force the laws, regulations and administrative provisions
necessary to comply with this Framework Decision on 31 December 2000 at the latest. They
shall forthwith inform the Commission thereof and provide it with copies of the measures

through which the Framework Decision is implemented.

When Member States adopt those provisions, they shall contain a reference to this Directive
or be accompanied by such a reference on the occasion of their official publication. Member

States shall determine how such reference is to be made.

1 QJL281,23.11.1995, p. 31.
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2. The Commission shall submit a report to the Council on the fulfilment by Member States of
their obligations under this Framework Decision, not later than two years after its entry into

force.

Article 13

Entry into force

This Framework Decision shall enter into force on the date of its publication in the Official Journal

of the European Communities-

Article 14

Addressees

This Framework Decision is addressed to the Member States.

Done at Brussels,

For the Council
The President
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