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ANNEX

COUNTERFEITING, FRAUD AND OTHER ABUSES
IN RELATION TO NON-CASH MEANS OF PAYMENT

Article 2 - Descriptions of behaviour

[In order to combat counterfeit, fraud and other abuses in relation to non-cash payment instruments
and payment transactions, each Member State undertakes to review their national laws concerning

the measures set out in Article 3 to 9 relating to the following behaviour committed intentionally:]

1. a) Theft or other unlawful appropriation of a (credit card, eurocheque card, traveller’s

cheque ... or of another) corporal payment instrument';

b) Counterfeiting or falsification of a (credit card, eurocheque card, traveller’s cheque ... or

of another) payment instrument' in order for it to be used fraudulently;

¢) Procuring for himself (alt: receiving or obtaining) (or for another person), or sale or
transfer to another person of a stolen or otherwise unlawfully appropriated, or of a
counterfeited or falsified (credit card, eurocheque card, traveller’s cheque ... or other)

payment instrument' in order for it to be used fraudulently;

d) [Unlawful possession of a stolen or otherwise unlawfully appropriated, or of a
counterfeited or falsified (credit card, eurocheque card, traveller’s cheque ... or other)

payment instrument’ in order to use it or to let it be used fraudulently];

! The scope of the payment instrument to be included in the offence will be determined in
connection with the discussion of Article 1.
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b)

Fraudulent use of a stolen or otherwise unlawfully appropriated, or of a counterfeited or
falsified (credit card, eurocheque card, traveller’s cheque ... or other) payment

instrumentz;

The input, alteration, erasure or suppression of computer data or computer programs, or
other interference with the course of data processing in relation to a payment transaction
that influences the result of data processing, thereby causing economic or possessory loss
of property of another person with the intent of procuring an unlawful economic gain for

himself or another person.

[Transmission of identification data for the purpose of committing a payment transaction

computer fraud as described in a)];

Manufacture, procuring for himself or another person, or sale, or transfer to another person of

a device specifically adapted,

for counterfeiting or falsifying (credit cards, eurocheque cards, traveller’s cheques ... or

other) guaranteed payment instruments to be used fraudulently;

[for the purpose of committing a payment transaction computer fraud as described in 2.

a].3

General reservation by the Commission against the deletion of Art. 1 fin Doc. 8356/1/99 REV-
JUSTPEN 36, 1 June 1999; reservation also by France, Portugal, Luxembourg (French proposal:
Presentation of a request for reimbursement at the institution which issued the tangible means of
payment, after it, in awareness of the situation, accepted a payment effected using a stolen,
unlawfully obtained, counterfeit or falsified means)

3 Several reservations were made on Article 2 §3
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Atrticle 3 - Penalties

Each Member State shall take the necessary measures to ensure that the conduct referred to in

Article 2 [and 7], and participating in or instigéting the conduct referred to in Article 2 [and 7], or
attempting the conduct referred to in Article 2 § 1 and 2 are punishable by effective, proportionate
and dissuasive criminal penalties, including, at least in serious cases, custodial penalties involving

deprivation of liberty which can give rise to extradition.

Article 4 - Liability of legal persons

1. Each Member State shall take the necessary measures to ensure that legal persons can be held
liable for conduct referred to in Article 2 {and 7] committed for their benefit by any person, acting
either individually or as part of an organ of the legal person, who has a leading position within
the legal person, based on

- apower of representation of the legal person, or

- an authority to take decisions on behalf of the legal person, or

- an authority to exercise control within the legal person,

as well as for involvement as accessories or instigators in the commission of such an offence.

2. Apart from the cases already provided for in paragraph 1, each Member State shall take the
necessary measures to ensure that a legal person can be held liable where the lack of supervision or
control by a person referred to in paragraph 1 has made possible the commission referred to in

Article 2 [and 7] for the benefit of that legal person by a person under ité authority.

3. Liability of a legal person under paragraphs 1 and 2 shall not exclude criminal proceedings

against natural persons who are involved as perpetrators, instigators or accessories in the conduct

referred to in Article 2 [and 7].
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Article 5 - Sanctions for legal persons

1. Each Member State shall take the necessary measures to ensure that a legal person held liable
pursuant to Article 4(1) is punishable by effective, proportionate and dissuasive sanctions,

which shall include criminal or non-criminal fines and may include other sanctions such as:

a) exclusion from entitlement to public benefits or aid;
b) temporary or permanent disqualification from the practice of commercial activities;
c) placing under judicial supervision;

d) ajudicial winding-up order.

2. Each Member State shall take the necessary measures to ensure that a legal person held liable
pursuant to Article 4(2) is punishable by effective, proportionate and dissuasive sanctions or

measures.

[Article 6 - Confiscation

Each Member State shall take the necessary measures to enable the seizure and, without prejudice
to the rights of bona fide third parties, the confiscation or removal of the instruments and proceeds
of the offences provided for in Article 2 [and 7], for property the value of which corresponds to
such proceeds. Any instruments, proceeds or other property seized or confiscated shall be dealt with

in accordance with the national law of Member States.]
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[Article 7 - Money Laundering

Each Member State shall take the necessary measures to ensure that money laundering related to the

proceeds of the offences provided for in Article 2 is established as a criminal offence.]

Article 8 - Jurisdiction

1.Each Member State shall take the necessary measures to establish its jurisdiction with regard to

the offences referred to in Article 2 [and 7] where the offence has been committed:

a) in whole or in part within its territory; or

b) by one of its nationals.

2. Subject to the provisions of Article 9, a Member State may limit the application of its jurisdiction
to the rules laid down in paragraph 1 a). A Member State which does not apply such a limitation
may nevertheless apply its jurisdiction to the rules laid down in paragraph 1 b) only in specific

cases or conditions.

3. Member States shall inform the General Secretariat of the Council accordingly where they decide
to apply paragraph 2, where appropriate with an indication of the specific cases or circumstances in

which the decision applies.
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Article 9 - Extradition and prosecution

Any Member State which, under its law, does not extradite its own nationals shall take the
necessary measures to establish its jurisdiction over the offences provided for in Article 2 [and 7]
when committed by its own nationals outside its territory. Each Member State shall, when one of its
nationals is alleged to have committed in another Member State an offence involving the conduct
described in Article 2 [and 7], and it does not extradite that person to that other Member State solely
on the ground of his nationality, submit the case to its competent authorities for the purpose of
prosecution if appropriate. In order to enable prosecution to take place, the files, information and
exhibits relating to the offenée shall be transmitted in accordance with the procedures laid down in
Article 6 of the European Convention on Extradition. The requesting Member State shall be

informed of the prosecution initiated and of its outcome.
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