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NOTE
from : Council Secretariat
to: Working group on Drug Trafficking / Mixed Committee (Norway/Iceland)
Subject : Questionnaire on drug related crime on the Internet

1. Atits meeting of 6 December 1999, the Working group on Drug Trafficking (Mixed
Committee) agreed on the questionnaire on drug related crime on Internet that is annexed.

2. Delegations are invited to forward replies to Europol / Council Secretariat / Presidency before

the end of January 2000.
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Annex

Questionnaire on Drug related crime on the Internet

1. Introduction
Several types of high-tech crime such as child pornography, criminal exploitation of E-Commerce
and electronic means of payment, money-laundering, counterfeiting, product piracy and terrorism
are subject to study and discussion. Drug-related crime on the Internet, however, does not seem to
be considered as a serious problem. For instance, Europol did not receive drug-related
contributions from Member States to the European Situation Report on High Technology linked to
Organised Crime (File No 2530-32). In Europol’s First Expert Meeting on High-Tech linked to
Organised Crime (19-20 April 1999) drug- related crime was mentioned ‘inter alia’ only. In the G8-
Subgroup ‘High Tech’, ENFSI and the Interpol European Working Party Subgroup on Information
Crime’, drug trafficking is not a topic.
A quick scan on the Internet by Europol recently learned that the subject ‘drugs’ was listed in more
than 200,000 different documents, cocaine in about 19,000 documents and ecstasy in about 18,000.
Probably over 90% relate to legitimate documents on drug policies, prevention etc. Others,
however, relate to:

- Information on cannabis cultivation, seeds and equipment;

- Information on the production of synthetic drugs;

- Requests by a “soft-drugs” dealer for legal advice, where and how to sell.
In addition, Member States’ law enforcement agencies have information on the drug trade,
arrangements of meetings etc. on the www, the on-line chat-forums and Usenet newsgroups and the
use, by criminal groups, of anonymous re-mailers or encryption software, such as the undecodeble
“PGP”.
A first conclusion is that there is a need for more information, on the extent to which the Internet is
used for drug production and trafficking and how this phenomenon should be dealt with. This
should coincide with a more general approach on how to prevent the use of the Internet for illegal
activities including drug-related crime.

In this respect this questionnaire could be a good starting point.
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2. Legislation in your country

- What is the specific legislation concerning the Internet in relation to drugs?

- What are the rules and obligations to establish a provider-service, what are the
constraints for provider services and what are the terms of reference?

- How and by who are providers controlled?

- Is there a specific co-operation between law enforcement agencies and/or providers or
relevant companies?

- Is there a specific legislation to interfere when an offence on the Internet is detected?

- Are there legal possibilities to intercept e-mails?

- If a country informs you about an Internet related offence by a provider established in
your country, could you react immediately and intervene?

- Does the double jeopardy rule apply for Internet related crime?

3. Techniques in your country
- Is the use of undercover techniques applicable to the Internet? Is there any specific

legislation on this matter?

Is there a permanent team / unit to identify and to survey illegal activities on the
Internet?
- Is it allowed to use "Sniffer'-Software or other similar means to detect Internet-related

offences or offenders?

4. Experiences made in your country
- Are there any cases of drug trafficking where offenders used the Internet for
communication?
- Are there problems with offenders using encryption-software like PGP?
- What are the major drug related criminal activities that were noted on the Internet?

- Is there a central contact-point for Internet related crime?
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5. Proposals for action

Creation of an Early Warning System to collect and disseminate information with
respect to new modus operandi, new mails, new offenders, etc...
Publication of a bulletin on a regular basis to disseminate news like:

new legislation, new cases, black list of providers etc...

Training in Europol for involved law enforcement agencies, along with exchange of
experiences

Organisation of an Expert Meeting with volunteering Member States to finalise this
target.

In case of relevant information, opening of an Analysis Work File on the matter
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