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EXPLANATORY MEMORANDUM ON JUSTICE AND HOME AFFAIRS
MATTERS

ADOPTION OF EU JOINT POSITION ON NEGOTIATIONS RELATING TO
THE DRAFT CONVENTION ON CYBER CRIME HELD IN THE COUNCIL
OF EUROPE.

Submitted by the Home Office |© May, 1999

Subject Matter

1. Work is currently under way in the Council of Europe to draw up a Convention on
combating cyber crime.

2. The German Presidency of the EU has tabled a draft EU Joint Position in relation to
the Convention. The Joint Position would commit EU Member States to support the
drawing up of the conventon and the inclusion of effective measures for the investigation
and prevention of computer related crimes.

Scrutiny history

3. The first draft (Council Doc 7325/99) was deposited for scrutiny on 23 Apnl 1999. The
attached revised version reflects the current state of discussions.

Ministerial Responsibility

4. The Home Secretary has responsibility for policy matters relating to the criminal law
(except in Scotland) and takes the lead on judicial co-operation with other EU Member
States within the framework of Title VI, in consultation as necessary with the Secretaries for
State for Scotland and Northern Ireland and other colleagues.

Legal and procedural issues

() Legal basis

5. The legal basis for the Joint Position is Article K.3(2) and K.5 of the Treaty on
European Union.

(i)  European Parliament procedure

6. Not applicable.
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(w)  Voung procedure

7. Unanimity in the Council.

(iv)  Impact on UK law

8. None at present.

Application to the European Economic Area
9. Not applicable

Consultations with outside interests

10. The views of law enforcement and prosecution authorities and of representatives of the
intemet service provider industry are being sought in relation to certan issues being
considered for inclusion in the proposed Council of Europe Convention.

Policy Implications

11. The Government supports the drawing up of a Council of Europe Conventon to
combat crimes against, or committed by means of, computer systems and data networks;
and welcomes the German Presidency’s initiative to develop an EU Joint Position. This type
of cnme poses a growing threat, and the nature of global networks is such that effective
action requires international collaboration.

12. The draft Joint Position correctly identifies some issues which a convention should
address, while avoiding too much detail; and it leaves sufficient leeway for each EU Member
State to develop its views on how a conventon should be framed, and to express those
views in the Council of Europe. More detailed comments are as follows.

- Artde 1.1 requires EU Member States to support the drawing up of the convention
and the inclusion of effective provisions.

- Artde 1.2 calls for the inclusion of criminal law measures, including provisions on
crimes against the confidentality, integrity and availability of computer data;
computer related offences such as computer fraud and forgery; and content related
offences in the field of child pomography. The UK already has substantial criminal
law measures governing offences in these fields and the Government supports the
objective of ensuring that all parties to the Council of Europe should have adequate
legislation.

- Arude 1.3 requires Member States to ensure that appropriate jurisdiction is
established over the offences provided for in the convention. The wording leaves it
open to each Member State to advance its own views about what the convention
should say about jurisdiction.
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- Article 1.4 requires Member States to support measure to facilitate wide and swift
international co-operation and legal assistance against the relevant offences,
including the setting up of 24 hour law enforcement contact points. The
Government agrees with the need for expedited and updated co-operation
arrangements.  During the UK’s G8 Presidency last year the G8 countries
established a 24 hour contact network to provide swift assistance for investigations
of internet related crimes. Together with our G8 partners we wish to encourage
other countries to join the network.

- Arucle 1.5 calls on Member States to support provisions for data preservation. An
example would be where an internet service provider preserves email or traffic data
of a client at the request of police, for a short period, in the knowledge that an
application for a search warrant or production order is to be made at the request of
investigators in a partner country. Data preservation can be important in bridging
the gap while requests for mutual legal assistance and applications to a court are
processed, in order to ensure that the evidence is not deleted before the procedures
are completed. The G8 Principles and Acton Plan on High-Tech Crime, which
have also been endorsed by the EU’s Justice and Home Affairs Council, call for the
development of workable solutions for the preservation of evidence prior to the
execution of a request for mutual assistance. The Home Office is consulting
relevant interests, including the law enforcement and prosecution authorities and
representatives of internet service providers, on ways of achieving this objective and
on appropriate safeguards, including whether statutory or voluntary arrangements
should be developed. The Joint Position does not prejudice those discussions, the
outcome of which will determine what sort of provision on data preservation the
UK could support for inclusion in the convention.

- Article 1.6 asks Member States to support the inclusion of provisions for expedited
data searches. UK mutual assistance and search warrant procedures can already
operate swiftly where necessary.

- Article 1.7, in its latest version, provides that transborder computer searches may be
considered in exceptional cases and in particular where there is an emergency,
subject to the need for safeguards to protect the interests of other states. The G8
action plan calls for the development of workable solutions for transborder search.
The Government believes a framework for transborder searches should be
developed, because of the growing number of data systems which are virtually
present in more than one jurisdiction. However the tentative wording of the Joint
Position reflects the sensitive issues raised by transborder searches and the
Government considers that the development of acceptable safeguards will be
important. The Joint Position provides sufficient leeway to enable each Member
State to express its views in the Council of Europe negotations.

- Article 1.8 calls for any provision on computer searches to be consistent with
relevant EU instruments.
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- The Government supports the proposals in Articles 2 and 3 for Member States to
coordinate their positions as far as practicable in the Council of Europe discussions,
and for the development of further joint positions as necessary.

Financial Implications

14. None.

Timetable

15. The Presidency intends to put the Joint Position to the Justice and Home Affairs

Council for adoption at its meeting on 27/28 May. It would therefore be helpful if scrutiny
procedures could be completed in advance of the Council meeting,

T

PARLIAMENTARY UNDER SECRETARY FOR STATE FOR THE HOME
DEPARTMENT
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